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Perú (Peru): Digital Certificate Services Providers Official Register (ROPS)

Perú (Peru): Digital Certificate Services Providers
Official Register (ROPS)

 
Scheme name (es)
PE:Registro Oficial de Prestadores de Servicios de Certificación Digital bajo la Infraestructura Oficial de Firma
Electrónica de acuerdo a la LEY N° 27269                                              
Scheme name (en)
PE:Digital Certificate Services Providers Official register under the Official Framework Electronic Signatures in
compliance with law N° 27269                                                          
Legal Notice (es)
El marco legal aplicado a la presente implementación del ROPS es la Ley N°27269, Ley de Firmas y Certificados
Digitales y su Reglamento, aprobado por el Decreto Supremo 052-2008-PCM y modificado por el Decreto
Supremo 070-2011-PCM, y las Guias de Acreditacion.
Legal Notice (en)
The applicable legal framework for the present ROPS implementation of the Trusted List is the law N°27269, law
of Digital Signatures and Certificates and its Regulations (Supreme Decree 052-2008) and  ammended by
Supreme Decree 070-2011-PCM, and the Accreditation Guidelines.

Scheme Operator
 

Scheme territory PE
Scheme status
determination approach

appropriate

Issue date 2024-01-08T19:24:40.458Z
Next update 2024-07-08T14:24:40.459Z
Historical information
period

3653 days

Sequence number 25
Scheme information
URIs http://www.iofe.gob.pe/

http://www.iofe.gob.pe/en/

Scheme operator name
(es)

INSTITUTO NACIONAL DE DEFENSA DE LA COMPETENCIA Y DE LA PROTECCIÓN
DE LA PROPIEDAD INTELECTUAL - INDECOPI

Scheme operator name
(en)

NATIONAL INSTITUTE FOR THE DEFENSE OF COMPETITION AND PROTECTION OF
INTELLECTUAL PROPERTY

Scheme operator street
address (es)

CALLE DE LA PROSA 104

Scheme operator street
address (en)

CALLE DE LA PROSA 104

Scheme operator postal
code (es)

LIMA 41

Scheme operator postal
code (en)

LIMA 41

Scheme operator
locality (es)

SAN BORJA

Scheme operator
locality (en)

SAN BORJA

Scheme operator state
(es)

LIMA

Scheme operator state
(en)

LIMA
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Certificate Service Providers (PSC's) 

 
Certificate Service Provider Name (en): REGISTRO NACIONAL DE IDENTIFICACION
Y ESTADO CIVIL 

 
SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class III CA, OU=RENIEC Certification Authority,
O=Registro Nacional de Identificación y Estado Civil, C=PE 

 
Service digital identity (X509)

Scheme operator
country (es)

PE

Scheme operator
country (en)

PE

Scheme operator
contact http://iofe.indecopi.gob.pe

mailto:iofe_sgaac@indecopi.gob.pe

Trade name (en) RENIEC
Information URI (en ) HTTP://WWW.RENIEC.GOB.PE
Service provider street
address (es)

AV. BOLIVIA 144  TORRE CENTRO CIVICO

Service provider street
address (en)

AV. BOLIVIA 144  TORRE CENTRO CIVICO

Service provider postal
code (es)

LIMA01

Service provider postal
code (en)

LIMA01

Service provider locality
(es)

LIMA

Service provider locality
(en)

LIMA

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2012-01-19T18:22:13.000Z

Version 3
Serial number 428615119675287220864505477247851118594377606493
Signature algorithm SHA1withRSA
Issuer CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado

Civil, C=PE
Valid from Wed Jul 21 17:45:32 PET 2010
Valid to Sat Jul 18 17:45:32 PET 2020
Subject SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class III CA, OU=RENIEC

Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
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The decoded certificate:
[
[
 Version: V3
 Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class III CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
81840250607529923946313763098980784333900879154578808727714083680357843643458795487674452002825663787111489407689174073586334531391403915695006032520276907079315615226531801
77266036365654665615613925047557777642335496774870087897267822225659693228927738459497484108694666594661218584266334955512342611037939699329888902671200121025037302713613130
52618060292457067600325046187572471020460481743913815400714652320432989584053225913040351808881649367056581136514493170625711679536878317462890883150873981060880554217878640
08776260691768207812606454789908259572628106678707147583293511558870985976005678239855264329440453308656031297543925243682249519974613774764012972314912458163979156972705451
31008537522065775098052534488798747647186162567637970033421493519086499976106802238837133112878338244602862781747653923865629085772705317247236637950728252825765259751541154
00335151999263273893483876012476564503773619854537390966450505010166724672148222872545889274981180021456483256311360413861601432041905800398231661500777093219196458478862956
51456658899699330349380837091845043922288645794806074792931564212551488935522668876882537857607789377576371612227696365160433698038589016721910739047516681631239758108557448
7321264714261513760879
 public exponent: 65537
 Validity: [From: Wed Jul 21 17:45:32 PET 2010,
              To: Sat Jul 18 17:45:32 PET 2020]
 Issuer: CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    4b13c445 a3676f89 cc037a45 67234567 1237655d]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: B2 32 D0 21 AA 7A FF BF   7E AA 0B 13 E6 BF F3 B5  .2.!.z..........
0010: 27 DC 03 23                                        '..#
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.reniec.gob.pe/arl/caservices01.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 72 65 6E  .#http://www.ren
0010: 69 65 63 2E 67 6F 62 2E   70 65 2F 72 65 70 6F 73  iec.gob.pe/repos
0020: 69 74 6F 72 79                                     itory
 

Public key Sun RSA public key, 4096 bits
  modulus:
81840250607529923946313763098980784333900879154578808727714083680357843
64345879548767445200282566378711148940768917407358633453139140391569500
60325202769070793156152265318017726603636565466561561392504755777764233
54967748700878972678222256596932289277384594974841086946665946612185842
66334955512342611037939699329888902671200121025037302713613130526180602
92457067600325046187572471020460481743913815400714652320432989584053225
91304035180888164936705658113651449317062571167953687831746289088315087
39810608805542178786400877626069176820781260645478990825957262810667870
71475832935115588709859760056782398552643294404533086560312975439252436
82249519974613774764012972314912458163979156972705451310085375220657750
98052534488798747647186162567637970033421493519086499976106802238837133
11287833824460286278174765392386562908577270531724723663795072825282576
52597515411540033515199926327389348387601247656450377361985453739096645
05050101667246721482228725458892749811800214564832563113604138616014320
41905800398231661500777093219196458478862956514566588996993303493808370
91845043922288645794806074792931564212551488935522668876882537857607789
37757637161222769636516043369803858901672191073904751668163123975810855
74487321264714261513760879
  public exponent: 65537

Subject key identifier 096ed2d93fd5c84ebb1c69e04e2ac864fb41f3fd
CRL distribution points http://crl.reniec.gob.pe/arl/caservices01.crl
Authority key identifier 041830168014b232d021aa7affbf7eaa0b13e6bff3b527dc0323
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 464c4d1b124d87c6cdcd8531418557773245a814
SHA256 Thumbprint 6a74208eb9491508e2fa445259476f2296c45ad4d221e29299404e26a90031d7
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]]  ]
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 09 6E D2 D9 3F D5 C8 4E   BB 1C 69 E0 4E 2A C8 64  .n..?..N..i.N*.d
0010: FB 41 F3 FD                                        .A..
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 0D 24 5D DD 8B BF F5 81   FE FB 6C 0E AD 56 1B 07  .$].......l..V..
0010: 99 1A D8 1F CE 36 02 83   0B D6 C1 4F 44 3C 12 40  .....6.....OD<.@
0020: 71 5B 9C B6 B9 36 91 4D   28 E1 D2 65 DA 8B 8A F5  q[...6.M(..e....
0030: F2 11 B1 BF 07 60 E3 24   C6 A3 78 91 0E 0B 61 2E  .....`.$..x...a.
0040: E2 02 88 62 FB 7E 08 1A   DB E8 80 AB 03 A4 08 17  ...b............
0050: EF AB AD 81 FA 67 28 AD   0B 08 4F 55 6F 42 1A FF  .....g(...OUoB..
0060: 3E 8D CC B5 A3 0F D6 29   C6 EB EB FB 3C 68 33 D0  >......)....<h3.
0070: 79 98 20 D1 5A 31 8B 74   3F 53 5D 41 D8 96 13 C6  y. .Z1.t?S]A....
0080: 5F 1E 6D 05 EA 22 A4 81   94 38 61 69 2C 5B 70 B1  _.m.."...8ai,[p.
0090: A4 F0 7B 8F 6F F6 8C 72   7E F8 30 81 7B 0F D7 7D  ....o..r..0.....
00A0: 7A 3B 56 37 E0 78 A6 CA   57 96 D6 1D 73 81 3A 39  z;V7.x..W...s.:9
00B0: B6 68 45 61 B7 F1 7D B0   E5 2F 9F 36 10 F8 12 A0  .hEa...../.6....
00C0: A8 C5 45 20 AB 5C 92 B3   86 C8 0C DA 9C FC 15 03  ..E .\..........
00D0: 56 73 29 CD E3 B5 6D E4   E2 7E 2E 4A A1 44 A5 B4  Vs)...m....J.D..
00E0: 24 20 9C BD D0 93 71 30   50 E1 72 44 8A 38 A5 D6  $ ....q0P.rD.8..
00F0: 83 D0 D0 C9 BD 25 BF 50   04 C2 D6 1F B4 0B B0 A7  .....%.P........
0100: D8 37 78 6B 84 8C C5 9B   DF A1 4B 30 61 03 F8 E0  .7xk......K0a...
0110: C7 C6 D3 C1 F6 1C B7 6E   77 D5 FA 3A B0 BF BD 58  .......nw..:...X
0120: 34 6D 82 DF E6 E7 B8 41   12 8A E7 27 FC 2B 14 F1  4m.....A...'.+..
0130: 3F A3 7A BE 8C 0C B1 04   5C DB 19 A3 D7 5A 8F F3  ?.z.....\....Z..
0140: 10 32 1F E6 7D 65 7D C1   0B A4 1D 5D E0 B2 0C BD  .2...e.....]....
0150: 32 DD 9F F8 12 96 4A F0   84 73 98 8F 03 8E C4 34  2.....J..s.....4
0160: DC C3 C9 2D 50 59 5D 35   E6 8D 21 3D 8E 45 50 01  ...-PY]5..!=.EP.
0170: 42 B2 78 03 2F 06 36 37   AF E1 EB F7 4B CE 03 D3  B.x./.67....K...
0180: A7 0F DA 92 8C 46 87 39   6E 6F A0 77 89 92 42 59  .....F.9no.w..BY
0190: AB C0 76 7D 1A 07 34 28   20 6D B5 3D 14 4E 6A C1  ..v...4( m.=.Nj.
01A0: 1A 93 7D 44 5E 8A AC 68   A1 EA FD 66 18 3E 18 5A  ...D^..h...f.>.Z
01B0: 4B A4 A9 B5 08 5E 9D D5   68 B6 E0 40 19 E2 5E F8  K....^..h..@..^.
01C0: 57 8B A1 2B 3F 9C 22 EC   C5 67 D0 FB 14 F1 AF AA  W..+?."..g......
01D0: EB CA 06 CA 9D 94 49 B8   BD 45 01 13 2D 98 DF 5C  ......I..E..-..\
01E0: 04 E7 A0 A6 F1 95 35 A0   EA 0F 95 FE 48 23 4E DD  ......5.....H#N.
01F0: 6E 55 3B 00 82 82 1B 23   F3 6D C4 E4 CF 7C 36 66  nU;....#.m....6f
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----=
-----END CERTIFICATE-----

 
SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class III High Grade CA, OU=RENIEC Certification
Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE



PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 5

Perú (Peru): Digital Certificate Services Providers Official Register (ROPS)

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class III High Grade CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
10322105508640716486498782637964411902040075877659293686819537442119967901985594693634339481190265571315642172640381142366544651099844487010665732773998926515504813789471782
49234890001167950018234713297768631158937919120744294372288011590660836415120591085643889903981943367949815006858541410731378550930809959545791252362061612810349018782500176
17243950865888401351192133299482515524450876533706809094507055182112858278666647501679130714995204143343177054067775323522335636099576377163530218131283919208316406371042211
45902109249703159551516734088239331855097081999776495416734569522569973400989607976096570955199310475669915479166540145698590796704968270876708899456859948320992522365292317
41488930321451375451169347909073013427235469462201077019577054716666251994245762335652933271685163653768704077495710317039906794211618539262350452830538387815937713408911825
13678374579971834115773167459487980591743636596175663533252885040589456516760588615129814117704718912725379429383083689074849514837543364788482892884714902516889886748087484
54825119558204999740593224506877804163692977420904986783799379682138975642551669568655163020248815919374514598392206285055412184159347217418682841385241833614399270437157690
49142885762476827032827
 public exponent: 65537
 Validity: [From: Wed Jul 21 17:53:35 PET 2010,
              To: Sat Jul 18 17:53:35 PET 2020]
 Issuer: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    4b13c445 a3676f89 cc037a45 67234567 1237655e]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 46 B5 E8 5B 67 99 13 82   8D 06 0C 6E FF 42 4A 9E  F..[g......n.BJ.

Type CA/QC
Status undersupervision
Status starting time 2012-01-19T17:37:40.000Z

Version 3
Serial number 428615119675287220864505477247851118594377606494
Signature algorithm SHA256withRSA
Issuer CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación

y Estado Civil, C=PE
Valid from Wed Jul 21 17:53:35 PET 2010
Valid to Sat Jul 18 17:53:35 PET 2020
Subject SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class III High Grade CA,

OU=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado
Civil, C=PE

Public key Sun RSA public key, 4096 bits
  modulus:
10322105508640716486498782637964411902040075877659293686819537442119967
90198559469363433948119026557131564217264038114236654465109984448701066
57327739989265155048137894717824923489000116795001823471329776863115893
79191207442943722880115906608364151205910856438899039819433679498150068
58541410731378550930809959545791252362061612810349018782500176172439508
65888401351192133299482515524450876533706809094507055182112858278666647
50167913071499520414334317705406777532352233563609957637716353021813128
39192083164063710422114590210924970315955151673408823933185509708199977
64954167345695225699734009896079760965709551993104756699154791665401456
98590796704968270876708899456859948320992522365292317414889303214513754
51169347909073013427235469462201077019577054716666251994245762335652933
27168516365376870407749571031703990679421161853926235045283053838781593
77134089118251367837457997183411577316745948798059174363659617566353325
28850405894565167605886151298141177047189127253794293830836890748495148
37543364788482892884714902516889886748087484548251195582049997405932245
06877804163692977420904986783799379682138975642551669568655163020248815
91937451459839220628505541218415934721741868284138524183361439927043715
769049142885762476827032827
  public exponent: 65537

Subject key identifier 12343c6172d19d8acc455c001d970dcaa8c91f4f
CRL distribution points http://crl.reniec.gob.pe/arl/hgcaservices01.crl
Authority key identifier 04183016801446b5e85b679913828d060c6eff424a9e098d95a6
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 857f8dbfa9da2d300bd979eb6a8ff70a67882121
SHA256 Thumbprint aa5d2081555e7ef4aae96001866e848ee1b17bf34a997d5966b62e9220d4e802
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0010: 09 8D 95 A6                                        ....
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.reniec.gob.pe/arl/hgcaservices01.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 72 65 6E  .#http://www.ren
0010: 69 65 63 2E 67 6F 62 2E   70 65 2F 72 65 70 6F 73  iec.gob.pe/repos
0020: 69 74 6F 72 79                                     itory
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 12 34 3C 61 72 D1 9D 8A   CC 45 5C 00 1D 97 0D CA  .4<ar....E\.....
0010: A8 C9 1F 4F                                        ...O
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 07 CD AD 9D 86 6E 50 09   F4 A2 83 21 C9 72 3D C7  .....nP....!.r=.
0010: 2B D7 D3 CA CB C5 1D 72   D7 7A 00 BC 64 9D 67 EA  +......r.z..d.g.
0020: 40 5E 11 D4 4E B1 D6 3D   DB B4 D1 70 7D F0 43 FF  @^..N..=...p..C.
0030: D9 D4 01 8E FD 4D B5 E3   52 97 F5 89 8F C3 3F 06  .....M..R.....?.
0040: 1C 9C D2 62 54 81 1C 32   D1 BE 59 E5 3B 63 50 C6  ...bT..2..Y.;cP.
0050: 7D 03 D9 39 8C 61 DC 9C   37 9C 78 A2 2A 73 7E 1C  ...9.a..7.x.*s..
0060: 73 84 BF 9F EA AF E8 01   01 28 25 FF 02 98 3A 46  s........(%...:F
0070: D3 9D 94 4D B9 15 2E A5   EA EC D9 D2 82 33 C4 56  ...M.........3.V
0080: D2 A1 92 8A 8C 3A F8 3D   FA 0A 50 57 C1 72 17 13  .....:.=..PW.r..
0090: D4 CF A3 65 6E 3D CD 5D   63 A2 07 B7 8C 43 FB 9D  ...en=.]c....C..
00A0: 43 1A 74 63 FA CB FD 9C   F7 19 F9 C0 AE 1A F7 5B  C.tc...........[
00B0: CE E0 8C 6D 76 E7 2B B9   9A 7A D7 57 FB 47 A0 81  ...mv.+..z.W.G..
00C0: 86 4C 29 A8 11 DA 3B 78   BC DA B0 2F 17 A9 A7 DA  .L)...;x.../....
00D0: 57 05 E0 32 D8 F0 B1 71   98 26 67 A8 92 68 11 19  W..2...q.&g..h..
00E0: 9D A5 F5 4A 7C D6 89 C9   2E 03 25 62 39 0C C7 65  ...J......%b9..e
00F0: 83 2C 18 ED 8F 46 A0 68   95 12 04 FC DB 76 91 91  .,...F.h.....v..
0100: 72 3A 48 48 30 44 1C C8   AB 55 DD 14 11 96 D3 C1  r:HH0D...U......
0110: 25 35 A0 8B D1 25 4A C5   5B 84 F0 C0 10 B5 2D 2A  %5...%J.[.....-*
0120: 11 9B FB 57 B1 BD AE C8   A3 28 6F 4C 83 83 E6 AA  ...W.....(oL....
0130: 04 C6 E2 1B EA BE 4A 0A   EF 97 9A 89 6F 53 77 BD  ......J.....oSw.
0140: 7D A1 44 00 DA 26 B0 6D   C4 CC 9E A3 D0 32 7B 9F  ..D..&.m.....2..
0150: 59 B8 AC 46 53 5D C9 46   2D 55 9A 84 E2 8C AC 22  Y..FS].F-U....."
0160: C7 AD 9A 34 84 C5 9D A7   8C 42 F9 CC 84 04 9F 4A  ...4.....B.....J
0170: DE 2C 4B AA D4 C8 8B D7   3D 85 65 D7 E2 3F 62 A0  .,K.....=.e..?b.
0180: 78 7E 11 B6 55 65 A4 9B   04 8F 4C 7B BD 8A 05 20  x...Ue....L....
0190: FC 28 31 38 B9 25 A8 4A   8B 56 23 17 2F AA D2 42  .(18.%.J.V#./..B
01A0: 91 9D 61 A7 62 B3 8A FE   83 FF F6 B0 E9 A0 18 15  ..a.b...........
01B0: A7 64 17 75 10 89 9A 6D   9D 68 F7 E2 1D DD 7E DE  .d.u...m.h......
01C0: 47 AC 2F 82 DC 4D D6 74   28 76 FA 15 33 B1 46 E0  G./..M.t(v..3.F.
01D0: 81 8B 5A 20 40 C9 F2 9D   A9 ED 23 8F F0 0F 63 82  ..Z @.....#...c.
01E0: 45 0A D2 BC 27 BF 65 EE   0F E6 67 0E E4 C9 9D B7  E...'.e...g.....
01F0: B4 48 B3 14 C2 24 56 5F   2C 5C 83 15 2D 15 A2 F6  .H...$V_,\..-...
 
]
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-----END CERTIFICATE-----

 
SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class II High Grade CA, OU=RENIEC Certification
Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE 

 
Service digital identity (X509)

The decoded certificate:

Type CA/QC
Status undersupervision
Status starting time 2012-01-19T16:49:31.000Z

Version 3
Serial number 428615119675287220864505477247851118594377606492
Signature algorithm SHA256withRSA
Issuer CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación

y Estado Civil, C=PE
Valid from Wed Jul 21 17:36:51 PET 2010
Valid to Sat Jul 18 17:36:51 PET 2020
Subject SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class II High Grade CA,

OU=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado
Civil, C=PE

Public key Sun RSA public key, 4096 bits
  modulus:
66530449338922445472305525839440217278274410524465983445852205298698590
80756260943945495710405079660020378520959903942124213059222541708527991
13151448879155014256345541410785909426710180892901794298810705848775648
46263577598691423538839300030692161348626780079589202439268135739040151
70698553667191579627100308836350783225953309187161820785072591983726838
96046394809347008080997237745455462182986068574368145469552618466880034
08406824432067444984309066343139318238474738647731630372472137477766691
33471156987522748833187387854461539994517415031451704193494356040446862
40559977829723727855421850538998027237169917437849204106293777132340367
31766998266041425699306973661031894488093814750213604656202468809710681
07586696660465191227871975035641697942265257401118431137586148108961144
26952209439386083547076503847181894028010260350034686261696148452245109
44725376456150180495996777841873182271647716986269346467307749108780135
54416503231680324751538291288114231559950311561770180344311213821409232
17012897485736425056523806025665876613749693008422026785889949358565156
62174578818618460112970375341171509350497216463840574776181750105854141
01605521488719311480892706868003328896637982956124519572961631610394243
65351153851505845285012639
  public exponent: 65537

Subject key identifier edde7c4b32741e3c5882b220beac25fa5d558086
CRL distribution points http://crl.reniec.gob.pe/arl/hgcaservices01.crl
Authority key identifier 04183016801446b5e85b679913828d060c6eff424a9e098d95a6
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 10e4f809de0f1c9acc730db45b991a9e0748614f
SHA256 Thumbprint ba35edfd1f811efadf7401ed2c765706a22595824a9730ee8ab19acf8ffa063f
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[
[
 Version: V3
 Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class II High Grade CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
66530449338922445472305525839440217278274410524465983445852205298698590807562609439454957104050796600203785209599039421242130592225417085279911315144887915501425634554141078
59094267101808929017942988107058487756484626357759869142353883930003069216134862678007958920243926813573904015170698553667191579627100308836350783225953309187161820785072591
98372683896046394809347008080997237745455462182986068574368145469552618466880034084068244320674449843090663431393182384747386477316303724721374777666913347115698752274883318
73878544615399945174150314517041934943560404468624055997782972372785542185053899802723716991743784920410629377713234036731766998266041425699306973661031894488093814750213604
65620246880971068107586696660465191227871975035641697942265257401118431137586148108961144269522094393860835470765038471818940280102603500346862616961484522451094472537645615
01804959967778418731822716477169862693464673077491087801355441650323168032475153829128811423155995031156177018034431121382140923217012897485736425056523806025665876613749693
00842202678588994935856515662174578818618460112970375341171509350497216463840574776181750105854141016055214887193114808927068680033288966379829561245195729616316103942436535
1153851505845285012639
 public exponent: 65537
 Validity: [From: Wed Jul 21 17:36:51 PET 2010,
              To: Sat Jul 18 17:36:51 PET 2020]
 Issuer: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    4b13c445 a3676f89 cc037a45 67234567 1237655c]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 46 B5 E8 5B 67 99 13 82   8D 06 0C 6E FF 42 4A 9E  F..[g......n.BJ.
0010: 09 8D 95 A6                                        ....
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.reniec.gob.pe/arl/hgcaservices01.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 72 65 6E  .#http://www.ren
0010: 69 65 63 2E 67 6F 62 2E   70 65 2F 72 65 70 6F 73  iec.gob.pe/repos
0020: 69 74 6F 72 79                                     itory
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: ED DE 7C 4B 32 74 1E 3C   58 82 B2 20 BE AC 25 FA  ...K2t.<X.. ..%.
0010: 5D 55 80 86                                        ]U..
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 55 1C 2F CE 31 08 1E 48   B2 E3 B5 CA 85 05 60 CD  U./.1..H......`.
0010: F7 F7 60 F7 74 CB 6C E7   7A EE 10 90 96 52 55 52  ..`.t.l.z....RUR
0020: 53 40 93 23 E9 DC 9E 10   8B D8 12 68 41 3F 80 29  S@.#.......hA?.)
0030: 9D 19 40 50 3E F7 8D B7   A6 BD E8 75 F4 79 4B 9D  ..@P>......u.yK.
0040: 51 71 45 65 1B FF 39 D8   A7 1C 5E 01 C6 56 D0 D1  QqEe..9...^..V..
0050: D7 0C B6 85 1E 25 C6 BD   F9 65 12 F0 83 DD B6 35  .....%...e.....5
0060: B0 B6 00 6E C9 FA A4 D7   49 CC CC 1A ED D6 AD 31  ...n....I......1
0070: 0D 3B E5 BA B3 F0 DA 56   0A 72 8F FF 44 38 C1 A4  .;.....V.r..D8..
0080: E2 C9 87 60 DA 5A D7 80   08 B6 0B 4D CB 5B 1B 18  ...`.Z.....M.[..
0090: 28 17 63 36 B5 AE 22 B9   25 B4 F2 3C 1B 6E 1F 3C  (.c6..".%..<.n.<
00A0: EC 4A 91 C4 C0 2D 3A E0   E7 3E 1E D4 FC 2B 18 8E  .J...-:..>...+..
00B0: F8 7F 16 70 6A A1 6D A5   61 83 AE 34 50 BE D6 3E  ...pj.m.a..4P..>
00C0: 6D E5 A2 BC 96 B8 08 C6   6E D0 0B 42 62 DC 0A 1E  m.......n..Bb...
00D0: A8 A3 BA 04 07 1B 1B FD   FB E2 A6 B5 E9 89 EF EB  ................
00E0: FA 5E 37 E4 82 1D 75 39   86 7C 59 0A E6 DA B7 6A  .^7...u9..Y....j
00F0: 62 79 3C 29 EF BA 03 C6   92 C6 ED FB 95 96 E6 36  by<)...........6
0100: 73 E6 B5 C2 A5 A3 41 D2   8B F8 9C 31 62 2A A6 5B  s.....A....1b*.[
0110: 20 6D 1F 5A D2 43 B6 A3   C8 33 F4 2D 3E B2 7F CE   m.Z.C...3.->...
0120: 48 A7 E8 F0 A1 C4 54 72   8C BB 9E C7 76 94 B7 88  H.....Tr....v...
0130: 51 B7 E5 A6 98 77 39 E5   CC 0F 63 37 F6 5D 6E 2B  Q....w9...c7.]n+
0140: CD 71 2C 0E BB D8 D9 21   2E D1 39 1B CE B1 EF 26  .q,....!..9....&
0150: 02 A7 ED 2E D1 A3 ED AC   CC 7F 03 74 C8 39 4C AC  ...........t.9L.
0160: 4E EB C9 56 2C 2E 7E 08   EB 3A 18 BE 56 06 58 D5  N..V,....:..V.X.
0170: A3 32 28 F0 88 49 99 5E   9A AB 57 DF B6 89 B3 D8  .2(..I.^..W.....
0180: 5D 75 6B B5 56 E6 8E 6A   D1 62 8F 4D EC 4B 7D B7  ]uk.V..j.b.M.K..
0190: 07 21 51 A5 3D 88 F2 A6   5C C2 68 4C E9 08 B8 00  .!Q.=...\.hL....
01A0: 07 B0 4B 86 CA 3C 39 27   C1 5D 84 2A 1A 23 EA CF  ..K..<9'.].*.#..
01B0: B6 6D 07 92 4B 0D D8 DC   B8 9D 87 5E DF D9 65 EA  .m..K......^..e.
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01C0: AF 8A 0A 31 0D 27 95 02   4D 55 6E A2 76 25 EC 3C  ...1.'..MUn.v%.<
01D0: 35 78 3D 47 16 BD E2 BE   A3 C4 FF 35 6B 52 C0 60  5x=G.......5kR.`
01E0: EE 38 78 42 D7 52 A3 F8   55 01 F5 51 07 53 66 3C  .8xB.R..U..Q.Sf<
01F0: 1B 9E A2 68 E8 8A DC 92   65 FC C3 43 3E 41 A7 37  ...h....e..C>A.7
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class II CA, OU=RENIEC Certification Authority,
O=Registro Nacional de Identificación y Estado Civil, C=PE 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2012-01-19T15:51:42.000Z

Version 3
Serial number 428615119675287220864505477247851118594377606491
Signature algorithm SHA1withRSA
Issuer CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado

Civil, C=PE
Valid from Wed Jul 21 17:26:08 PET 2010
Valid to Sat Jul 18 17:26:08 PET 2020
Subject SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class II CA, OU=RENIEC

Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
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The decoded certificate:
[
[
 Version: V3
 Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class II CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
68569346110318846159922559544634351288644217617302368146001904808229769447067013569565748140761973667731000031965504837805369971551029174862648425163226348191704988421588522
82015730737672617855525165179816619245200353175688964691801615138898398319799331858376896535640574561568973140105578747223667092461859135799002767416620141682074498081148815
05689967043498332734369125871359798597410743895948799693115534873779230450867352599953028065247027589468314656001986242249719988928466115960774709259607088770296511763295925
74237908819465892757075454432297417070992201733946173946241509299711210465000931292351574938610562714058293359904306275518607683383977212913375734842372778346807895308587570
58179614697819311164193352429298975597332184054216477105264763663327333866651939369745246189514935597036156752509933844104651943794407615773016247296164144992023073498760300
54063303399829365241693643393143010299782442214647357631217199285035769145463239016514553613133542002838079860403815763699766412619483222826738495029468061617799697470191176
87733887948333645079416444571025082796336262888438917625589086585339778649952056240442986272365216455183466802611222930714267947327781861149786137628479306745150647899890390
9048911095844121237223
 public exponent: 65537
 Validity: [From: Wed Jul 21 17:26:08 PET 2010,
              To: Sat Jul 18 17:26:08 PET 2020]
 Issuer: CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    4b13c445 a3676f89 cc037a45 67234567 1237655b]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: B2 32 D0 21 AA 7A FF BF   7E AA 0B 13 E6 BF F3 B5  .2.!.z..........
0010: 27 DC 03 23                                        '..#
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.reniec.gob.pe/arl/caservices01.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 72 65 6E  .#http://www.ren
0010: 69 65 63 2E 67 6F 62 2E   70 65 2F 72 65 70 6F 73  iec.gob.pe/repos
0020: 69 74 6F 72 79                                     itory
 

Public key Sun RSA public key, 4096 bits
  modulus:
68569346110318846159922559544634351288644217617302368146001904808229769
44706701356956574814076197366773100003196550483780536997155102917486264
84251632263481917049884215885228201573073767261785552516517981661924520
03531756889646918016151388983983197993318583768965356405745615689731401
05578747223667092461859135799002767416620141682074498081148815056899670
43498332734369125871359798597410743895948799693115534873779230450867352
59995302806524702758946831465600198624224971998892846611596077470925960
70887702965117632959257423790881946589275707545443229741707099220173394
61739462415092997112104650009312923515749386105627140582933599043062755
18607683383977212913375734842372778346807895308587570581796146978193111
64193352429298975597332184054216477105264763663327333866651939369745246
18951493559703615675250993384410465194379440761577301624729616414499202
30734987603005406330339982936524169364339314301029978244221464735763121
71992850357691454632390165145536131335420028380798604038157636997664126
19483222826738495029468061617799697470191176877338879483336450794164445
71025082796336262888438917625589086585339778649952056240442986272365216
45518346680261122293071426794732778186114978613762847930674515064789989
03909048911095844121237223
  public exponent: 65537

Subject key identifier 604869e68658188b2cc7a663f587af3c88fc29b9
CRL distribution points http://crl.reniec.gob.pe/arl/caservices01.crl
Authority key identifier 041830168014b232d021aa7affbf7eaa0b13e6bff3b527dc0323
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint cc3dba8f028415e8b4b98c54852bf43264658b95
SHA256 Thumbprint 847768d38a6ec62be2bbdf513023022676c9b81d4b4942a9bc81d048a1e17c18
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]]  ]
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 60 48 69 E6 86 58 18 8B   2C C7 A6 63 F5 87 AF 3C  `Hi..X..,..c...<
0010: 88 FC 29 B9                                        ..).
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 43 FC 42 FE 99 20 3F 27   A3 25 92 D4 35 0B 58 AB  C.B.. ?'.%..5.X.
0010: 02 4C 74 8F DB 70 ED 0F   5A 99 14 74 8E 75 0A 25  .Lt..p..Z..t.u.%
0020: 73 05 B6 70 B4 88 B5 CC   60 51 20 10 50 B4 86 56  s..p....`Q .P..V
0030: B7 8E 7B FA F7 A9 2F BC   CA E5 41 5A 7C 2C E4 39  ....../...AZ.,.9
0040: 20 33 74 77 AB 16 F5 8B   B6 42 6F 41 1D 12 C2 4F   3tw.....BoA...O
0050: 57 AB 5B D6 8C D6 65 54   F2 D7 6E 4E 51 93 EE 60  W.[...eT..nNQ..`
0060: F2 09 7E 2D 94 BF 1D 62   F1 06 55 1D 39 1D D5 10  ...-...b..U.9...
0070: CC BB 8F A2 19 A6 CA 55   EA 38 57 BA F3 65 EB D1  .......U.8W..e..
0080: 60 89 30 FA FD 62 71 96   62 0E 31 8C 61 21 8B 47  `.0..bq.b.1.a!.G
0090: 0B 35 E2 FC CB 2F 23 28   E9 50 9C 14 5E 29 01 9F  .5.../#(.P..^)..
00A0: 8A BA 32 EE C3 1A D9 02   86 47 3A BD 01 38 47 19  ..2......G:..8G.
00B0: F6 61 53 90 05 05 AA 6F   FD B2 0F 21 04 0A 3F 39  .aS....o...!..?9
00C0: DC 3C C3 89 B0 CF D1 94   4C 5F EB 37 D8 DB FB 18  .<......L_.7....
00D0: C2 03 8D 4F D3 C0 7B CD   39 E9 AE 3B A2 3C D5 21  ...O....9..;.<.!
00E0: D2 C6 BA 8E F3 2B 70 E9   3C 97 C4 7E 5A CC 09 29  .....+p.<...Z..)
00F0: 8A 50 6F C4 33 E0 FC C8   3C E9 59 48 C0 32 8B C6  .Po.3...<.YH.2..
0100: 4B 32 16 9A 10 60 1C 52   D9 AF EE 12 F8 55 DE 73  K2...`.R.....U.s
0110: 7B ED 6C 25 E1 81 B6 EB   C1 35 2F 5B E2 55 79 02  ..l%.....5/[.Uy.
0120: A9 5B 16 1B 02 9A 37 55   3B C0 BD C6 2D 73 FA 1B  .[....7U;...-s..
0130: 24 53 9C 16 1C 91 0B 6B   EF 8E 65 F4 72 1D A9 76  $S.....k..e.r..v
0140: 08 DE F0 DE DE 38 56 17   F9 EC 2E 26 E9 7C BE 69  .....8V....&...i
0150: 1D 22 85 91 48 C6 72 94   4E 3D A8 4D 9A 06 93 04  ."..H.r.N=.M....
0160: C7 3B 68 50 D6 C3 08 D1   F0 BF 93 BF FD F9 36 A5  .;hP..........6.
0170: B5 30 39 0A 04 D3 58 FE   35 A5 83 13 96 2C D0 07  .09...X.5....,..
0180: 2D C2 98 87 7C B4 75 2E   1D E2 33 BC 5B 9F D5 04  -.....u...3.[...
0190: CE A0 97 15 0B 94 08 93   A2 EA FC DF C0 EE 30 7E  ..............0.
01A0: CB 93 85 F2 86 1A E1 D0   B7 C0 CB 2A 7B BC 91 ED  ...........*....
01B0: 89 39 0C 20 0E 2D D1 4B   4B 2F 04 E2 5E 05 D9 31  .9. .-.KK/..^..1
01C0: 07 B9 E2 80 16 88 DA B3   41 07 CE 24 90 6D 37 99  ........A..$.m7.
01D0: 78 BB FF 81 74 50 3E 8A   95 43 C4 5E 5C 58 F3 B2  x...tP>..C.^\X..
01E0: 76 53 CB 11 68 21 53 2F   35 0B CB 47 89 F6 11 47  vS..h!S/5..G...G
01F0: D6 7B 71 AC 61 86 7E 83   1E 64 6C E8 BD 70 AC BE  ..q.a....dl..p..
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----==
-----END CERTIFICATE-----

 
SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class I High Grade CA, OU=RENIEC Certification
Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
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Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class I High Grade CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
97482974381192860297271599748529075145603706561626700901374970936411086989607273454392219162681938782940109260326877281440630247713981223236547551034531139368282675721968395
43827456204186406022209608504006898494069546075784623707287477030842328200954760857577232984232571366671772839289408696148793810737892207941636755805947169302965149320188921
07534670642232169811896300178005011493714040485029492607037102045780004231857647888695140176168005859064265430558936980577939641437274017561088183428495740553433211008777478
58793060630558496769837913567268569148459441524084221015216552913542382447934665365801182320794603831179744059260072029213656488437546836006608441657239918084556759161335235
28463520911951612427032036314836450447360836925764149281654978297933151883016654232776611241581694591810901106622342905389601396041027982341913993604442356221492222624061638
30792346179749887353751275010672593937466292736045190179713625913058137279667116980033673337707127743825865615730006980225099054054797433780720204638842942073565409116090225
27624684806202444321344238661734233822269654714798034207313305340984195958814047607756293745440361703255732647643958863644656677883854936000687256464277291849871546201300003
7014211405288233037651
 public exponent: 65537
 Validity: [From: Wed Jul 21 17:18:36 PET 2010,
              To: Sat Jul 18 17:18:36 PET 2020]
 Issuer: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    4b13c445 a3676f89 cc037a45 67234567 1237655a]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 46 B5 E8 5B 67 99 13 82   8D 06 0C 6E FF 42 4A 9E  F..[g......n.BJ.

Type CA/QC
Status undersupervision
Status starting time 2012-01-18T22:03:08.000Z

Version 3
Serial number 428615119675287220864505477247851118594377606490
Signature algorithm SHA256withRSA
Issuer CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación

y Estado Civil, C=PE
Valid from Wed Jul 21 17:18:36 PET 2010
Valid to Sat Jul 18 17:18:36 PET 2020
Subject SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class I High Grade CA,

OU=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado
Civil, C=PE

Public key Sun RSA public key, 4096 bits
  modulus:
97482974381192860297271599748529075145603706561626700901374970936411086
98960727345439221916268193878294010926032687728144063024771398122323654
75510345311393682826757219683954382745620418640602220960850400689849406
95460757846237072874770308423282009547608575772329842325713666717728392
89408696148793810737892207941636755805947169302965149320188921075346706
42232169811896300178005011493714040485029492607037102045780004231857647
88869514017616800585906426543055893698057793964143727401756108818342849
57405534332110087774785879306063055849676983791356726856914845944152408
42210152165529135423824479346653658011823207946038311797440592600720292
13656488437546836006608441657239918084556759161335235284635209119516124
27032036314836450447360836925764149281654978297933151883016654232776611
24158169459181090110662234290538960139604102798234191399360444235622149
22226240616383079234617974988735375127501067259393746629273604519017971
36259130581372796671169800336733377071277438258656157300069802250990540
54797433780720204638842942073565409116090225276246848062024443213442386
61734233822269654714798034207313305340984195958814047607756293745440361
70325573264764395886364465667788385493600068725646427729184987154620130
00037014211405288233037651
  public exponent: 65537

Subject key identifier 5e9dfbd619854d992ad4bea6f10c4a7cd289ea99
CRL distribution points http://crl.reniec.gob.pe/arl/hgcaservices01.crl
Authority key identifier 04183016801446b5e85b679913828d060c6eff424a9e098d95a6
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint b15060f3c44e0f6c2ca2fab9c88e1069c847424a
SHA256 Thumbprint 6972c885202a85c75fb9292855da6325b9fe853c865ffdc3b2a7fa514bd5ae45
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0010: 09 8D 95 A6                                        ....
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.reniec.gob.pe/arl/hgcaservices01.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 72 65 6E  .#http://www.ren
0010: 69 65 63 2E 67 6F 62 2E   70 65 2F 72 65 70 6F 73  iec.gob.pe/repos
0020: 69 74 6F 72 79                                     itory
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 5E 9D FB D6 19 85 4D 99   2A D4 BE A6 F1 0C 4A 7C  ^.....M.*.....J.
0010: D2 89 EA 99                                        ....
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 5E 1E B6 8C 47 8F BB FD   BC 77 1D EA 12 8B CB 7F  ^...G....w......
0010: 0C C1 64 A0 AF 28 72 40   3A 33 E0 DC 60 23 00 40  ..d..(r@:3..`#.@
0020: 2B 4D 4C 51 54 82 60 47   A8 3E 50 8E 4E 01 2E 41  +MLQT.`G.>P.N..A
0030: EA 65 5F CD 7B BA E1 58   3F 59 1B 55 43 E7 5E 7C  .e_....X?Y.UC.^.
0040: 13 1F 65 42 6A 94 2D 51   06 D4 C6 B8 18 7D F5 30  ..eBj.-Q.......0
0050: BA D4 C9 5C 91 17 88 39   24 B5 72 6F 1F 58 E3 56  ...\...9$.ro.X.V
0060: BA 20 58 64 F5 C3 76 2D   FF 1D EC ED D1 BE 80 F9  . Xd..v-........
0070: F9 E6 68 DD F5 98 AD 56   E8 D1 CC 2D A6 B8 02 E8  ..h....V...-....
0080: 31 F5 30 97 95 DD D2 5F   A1 BA 0B 5F AB FE 23 F1  1.0...._..._..#.
0090: D2 16 7C 26 D8 B2 DC 63   ED 34 34 D6 70 F8 B4 1E  ...&...c.44.p...
00A0: 0D 69 92 96 75 EB F6 65   24 6E E5 E9 63 9D 2F C7  .i..u..e$n..c./.
00B0: F0 ED FC E6 34 8F CB 78   9E D1 C7 96 2C 49 76 F0  ....4..x....,Iv.
00C0: 67 D9 CF 65 76 72 27 28   84 84 FB 3E FA 69 3C FC  g..evr'(...>.i<.
00D0: 2D E0 13 88 50 67 2F 23   A5 A7 E2 AD 8A C9 03 60  -...Pg/#.......`
00E0: 8C CD 52 06 ED 62 3A A1   A6 7D B2 CD F4 C6 5D D4  ..R..b:.......].
00F0: 5B 24 09 3A 00 BF 61 EA   E1 13 99 A7 9C 29 E7 B0  [$.:..a......)..
0100: 2F FD D8 86 1E 51 98 B7   BB BE 87 35 19 67 97 1F  /....Q.....5.g..
0110: 70 4A 9F 85 53 F3 1C FB   FE B4 A8 D3 DE 4B 4C 9C  pJ..S........KL.
0120: 5B 45 03 3E 42 E2 75 81   B9 F0 45 97 55 DA E2 AA  [E.>B.u...E.U...
0130: 64 79 C3 F4 51 79 7C 54   76 8D CE 90 AC 15 ED 23  dy..Qy.Tv......#
0140: 5A E1 19 AC 08 5E 2A 21   E0 40 10 1A 38 70 0C 4E  Z....^*!.@..8p.N
0150: D4 F4 00 15 D4 4A EB 00   54 4F 54 2E 52 33 67 03  .....J..TOT.R3g.
0160: C9 0F 47 24 73 EC 0E 9D   2C 67 77 C1 14 F8 B1 8D  ..G$s...,gw.....
0170: 15 1E 77 9A A1 B6 04 46   EA 4D ED 09 DB 42 01 D0  ..w....F.M...B..
0180: 87 CC 2E D4 66 77 67 35   15 20 F7 64 06 51 29 69  ....fwg5. .d.Q)i
0190: FB 3E AF 85 9D 87 B9 D2   E7 56 9F 1A C1 BB C9 6C  .>.......V.....l
01A0: BB DE 52 0B 7F CA BF F2   76 A1 F3 61 D0 A5 E6 92  ..R.....v..a....
01B0: 86 62 4C 73 67 BA AC C7   4D C4 C8 92 CE 00 9F 15  .bLsg...M.......
01C0: 80 F8 50 DD 89 30 E6 36   83 A0 4E 7B 8D 0E 86 3E  ..P..0.6..N....>
01D0: BF F8 E1 BF 8C 37 60 CC   17 30 8E 9B 2E 73 57 58  .....7`..0...sWX
01E0: A1 54 B1 CD 78 51 B8 F1   8A 6F 73 40 5A 7E 13 8C  .T..xQ...os@Z...
01F0: 70 4C 9D A8 77 A0 88 F9   68 8C 6F B6 93 F1 5C 06  pL..w...h.o...\.
 
]
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-----END CERTIFICATE-----

 
SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class I CA, OU=RENIEC Certification Authority,
O=Registro Nacional de Identificación y Estado Civil, C=PE 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class I CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE

Type CA/QC
Status undersupervision
Status starting time 2012-01-17T22:01:38.000Z

Version 3
Serial number 428615119675287220864505477247851118594377606489
Signature algorithm SHA1withRSA
Issuer CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado

Civil, C=PE
Valid from Wed Jul 21 17:07:43 PET 2010
Valid to Sat Jul 18 17:07:43 PET 2020
Subject SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class I CA, OU=RENIEC

Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
Public key Sun RSA public key, 4096 bits

  modulus:
10230884787858298599154185212641505473010571530325109987958544864074766
94076378025143202468077263446546603289575073369098066255030027359674356
67622943122894942127062585384730975749809417363802831725985621078986029
73407478474179595715207799135908913218128933138306682536344062682692189
39401484548680748837141060653941321363556770750387299724013396767347981
90884248799041102931492410749619453756259041367422108118758122588127700
89667698652072368965481908266620971666090069168651919749743637667995777
36374759309197587066094960362713476896409364641697062540625669020075126
70119661072965071668592544242321151950038351741530540846779126538595022
85642115373793623933281514615324943042864180686085514139476109265971734
46307672351412312003273495405233250482063289145119940915318631501198804
48459681620638850300877049318512322046193873648044385771467236570714109
19214728581083915399203455930307774761139330651364778517746797345838222
53996155375540472055558802633319316279491597792290228109255364421200834
25185441052590850146520782062155712568849489563590219550515942656926781
79377660078788658796875947856104674525930054187155207103158119841754120
76397977908450506156411904345593073174777790786338434351329831964465182
506720736272197442973800523
  public exponent: 65537

Subject key identifier 60818ebdff310369780dde10be20a56f8886c0c8
CRL distribution points http://crl.reniec.gob.pe/arl/caservices01.crl
Authority key identifier 041830168014b232d021aa7affbf7eaa0b13e6bff3b527dc0323
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint a5d0ccf78fa8c29b52b121f7118927e251b92971
SHA256 Thumbprint 5ca727c898ac83798f5e2ed98dbd6a70037710e02b12f573398eb2f3babce371
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 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
10230884787858298599154185212641505473010571530325109987958544864074766940763780251432024680772634465466032895750733690980662550300273596743566762294312289494212706258538473
09757498094173638028317259856210789860297340747847417959571520779913590891321812893313830668253634406268269218939401484548680748837141060653941321363556770750387299724013396
76734798190884248799041102931492410749619453756259041367422108118758122588127700896676986520723689654819082666209716660900691686519197497436376679957773637475930919758706609
49603627134768964093646416970625406256690200751267011966107296507166859254424232115195003835174153054084677912653859502285642115373793623933281514615324943042864180686085514
13947610926597173446307672351412312003273495405233250482063289145119940915318631501198804484596816206388503008770493185123220461938736480443857714672365707141091921472858108
39153992034559303077747611393306513647785177467973458382225399615537554047205555880263331931627949159779229022810925536442120083425185441052590850146520782062155712568849489
56359021955051594265692678179377660078788658796875947856104674525930054187155207103158119841754120763979779084505061564119043455930731747777907863384343513298319644651825067
20736272197442973800523
 public exponent: 65537
 Validity: [From: Wed Jul 21 17:07:43 PET 2010,
              To: Sat Jul 18 17:07:43 PET 2020]
 Issuer: CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    4b13c445 a3676f89 cc037a45 67234567 12376559]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: B2 32 D0 21 AA 7A FF BF   7E AA 0B 13 E6 BF F3 B5  .2.!.z..........
0010: 27 DC 03 23                                        '..#
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.reniec.gob.pe/arl/caservices01.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 72 65 6E  .#http://www.ren
0010: 69 65 63 2E 67 6F 62 2E   70 65 2F 72 65 70 6F 73  iec.gob.pe/repos
0020: 69 74 6F 72 79                                     itory
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 60 81 8E BD FF 31 03 69   78 0D DE 10 BE 20 A5 6F  `....1.ix.... .o
0010: 88 86 C0 C8                                        ....
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 20 7B 53 27 DB 5E 71 D2   51 AD 95 FE 30 79 22 E3   .S'.^q.Q...0y".
0010: B8 B4 18 5B E8 88 49 4F   A3 BB E1 55 83 CE 24 2F  ...[..IO...U..$/
0020: D7 17 A2 7E A1 62 DF 2B   F6 6C 52 C6 B3 8A 1C D1  .....b.+.lR.....
0030: 9E 54 D3 D8 04 0F 90 34   46 E3 4B 93 3A D2 F9 A1  .T.....4F.K.:...
0040: 93 E9 8A E0 AD 3B 12 08   A0 81 D1 45 9D FD 19 B2  .....;.....E....
0050: 1A 6C 40 4F BF 51 68 73   F4 E3 19 34 D4 25 24 00  .l@O.Qhs...4.%$.
0060: 7A 08 24 F5 67 13 64 A6   17 2F 00 52 B6 17 A5 1A  z.$.g.d../.R....
0070: 7E CF 96 4F 20 1C 6E 98   FD 6E 65 CA 59 00 8C 29  ...O .n..ne.Y..)
0080: 5C D1 D6 CD 33 46 91 79   CA E3 F4 76 D7 17 4A 1C  \...3F.y...v..J.
0090: 97 D6 96 45 8E 11 DB 3D   7A 92 6C CB 8B E9 AC 0B  ...E...=z.l.....
00A0: 69 69 57 A1 94 DC 23 64   1F CC 95 7F 01 B0 1B BC  iiW...#d........
00B0: 9C 75 30 4D E1 E1 96 C4   47 BF 1A 13 C4 16 1E BC  .u0M....G.......
00C0: 24 20 64 6F BC 80 78 D4   6A 26 97 08 68 CB DD C5  $ do..x.j&..h...
00D0: 9A F9 B3 B0 BF 1A B2 4A   50 97 71 BF 5A BB 3E C1  .......JP.q.Z.>.
00E0: BB 27 D2 DD E0 79 3F 07   B9 96 E2 48 CB 0F 37 43  .'...y?....H..7C
00F0: C7 03 86 06 EC E7 FD 4D   9A 1C 8F 9D 2E 6C 6B BE  .......M.....lk.
0100: BC F1 52 A8 EA 77 EB E3   F0 DD 84 15 8C A7 B1 3E  ..R..w.........>
0110: 12 7F F5 C9 1C 37 1C F3   E2 D5 99 CA 3C C1 0A 22  .....7......<.."
0120: 1C 07 94 10 12 C2 03 80   EF B1 1B CF 0D C7 C2 B2  ................
0130: 73 61 DB 89 17 67 B6 7C   AA 20 1B EA 94 F6 33 78  sa...g... ....3x
0140: C8 93 A7 C1 DC 3C 61 A8   DB 46 75 77 64 C3 CA F0  .....<a..Fuwd...
0150: 1C BA 92 E1 3D 25 1B 30   44 9E 37 2D D3 07 FC F9  ....=%.0D.7-....
0160: F2 C0 1D B4 A1 53 41 80   9B 34 DC 3F 17 39 8C 6B  .....SA..4.?.9.k
0170: F2 23 A1 C4 28 98 C6 89   3A 96 CE 23 89 D5 DA F4  .#..(...:..#....
0180: 02 FF 18 2A 15 8A 73 10   F2 7C 88 0F B9 0B 54 30  ...*..s.......T0
0190: DF A6 69 8C 91 38 24 4D   91 C3 BB E2 02 FF A5 97  ..i..8$M........
01A0: 6E C5 6D 1B D7 03 D6 2D   C0 23 DF BA 0B CE 14 C2  n.m....-.#......
01B0: 86 5E 40 C7 58 1A 56 03   16 1A 5A E5 73 B0 AC A3  .^@.X.V...Z.s...
01C0: 0A B3 B1 86 F6 D5 3C D2   D5 1B 16 B7 30 48 9C 54  ......<.....0H.T
01D0: 1B 1D DB A7 59 38 8A 91   9C 7E DB 19 9F CE E8 BF  ....Y8..........
01E0: E6 AF FB 45 2D 34 A9 BA   BA 82 31 6D C1 BD 53 1A  ...E-4....1m..S.
01F0: D5 FA EC 99 15 96 77 D7   C7 2E 6A 13 1B 93 27 15  ......w...j...'.
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]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación y Estado Civil,
C=PE 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2011-11-04T22:53:59.000Z

Version 3
Serial number 428615119675287220864505477247851118594377606488
Signature algorithm SHA256withRSA
Issuer CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación

y Estado Civil, C=PE
Valid from Wed Jul 21 16:22:01 PET 2010
Valid to Tue Jul 16 16:22:01 PET 2030
Subject CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación

y Estado Civil, C=PE
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
80253179521295581167799513006800979607479798254917778002061453034823146984253420506509981264733419469321072784445566307151864962421843076030719055068936698552837151350770009
91363588208697142951009016695915582266465526920500139312982861839921734863202137108674424680150180753779387173930807956946234226124962827984262022749886110746259579944621332
10524718814821408853950783019868251860820531351854771860717933097482017163169625535636395138479919435777893659556399433512284285272821306397853827141586751823009057419157864
47005156941507205156717512418682483917091350896626638028611613656689996845282125899380934262455636888604425528593609410583517494362494454000590986415683167457065717888025807
87506000486301010413811002142547877691874257592171128596090240009085696258394819601165704056023141568862321601193878798522627749528686837950148210670180962218232034921711633
36505952917738137628074656711951647330518100513498939471423745764887281337198229421568567479461878936331278866354151235290067318641844949039950029463800190660271139580994459
32699576872778697916029630058591598748351762642937016704468197734001330564892471360057146128482768084017220024437868331246219869329017269715321019274182831855138816419989934
7325572857722212726423
 public exponent: 65537
 Validity: [From: Wed Jul 21 16:22:01 PET 2010,
              To: Tue Jul 16 16:22:01 PET 2030]
 Issuer: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    4b13c445 a3676f89 cc037a45 67234567 12376558]
 
Certificate Extensions: 3
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 46 B5 E8 5B 67 99 13 82   8D 06 0C 6E FF 42 4A 9E  F..[g......n.BJ.
0010: 09 8D 95 A6                                        ....
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 46 B5 E8 5B 67 99 13 82   8D 06 0C 6E FF 42 4A 9E  F..[g......n.BJ.
0010: 09 8D 95 A6                                        ....
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 70 88 55 50 AD 75 5E F6   CC 73 36 6C 73 69 44 B3  p.UP.u^..s6lsiD.
0010: 6D 08 E6 5A 64 49 2F 6F   EF C7 44 89 F5 F8 D2 F9  m..ZdI/o..D.....
0020: 2A 4D FB A9 EA D9 C7 E7   F4 BA 05 71 96 3C C7 AD  *M.........q.<..
0030: 64 D6 CF 54 9B 9C C6 1F   DE 6B 16 5F 37 13 83 16  d..T.....k._7...
0040: 8B 67 3C 7F BE 23 65 7D   6A 12 BE 5C FA BF 5C 04  .g<..#e.j..\..\.
0050: 65 36 87 B7 3F C2 7E 8A   9F 72 51 BB 51 CC 90 3D  e6..?....rQ.Q..=

Public key Sun RSA public key, 4096 bits
  modulus:
80253179521295581167799513006800979607479798254917778002061453034823146
98425342050650998126473341946932107278444556630715186496242184307603071
90550689366985528371513507700099136358820869714295100901669591558226646
55269205001393129828618399217348632021371086744246801501807537793871739
30807956946234226124962827984262022749886110746259579944621332105247188
14821408853950783019868251860820531351854771860717933097482017163169625
53563639513847991943577789365955639943351228428527282130639785382714158
67518230090574191578644700515694150720515671751241868248391709135089662
66380286116136566899968452821258993809342624556368886044255285936094105
83517494362494454000590986415683167457065717888025807875060004863010104
13811002142547877691874257592171128596090240009085696258394819601165704
05602314156886232160119387879852262774952868683795014821067018096221823
20349217116333650595291773813762807465671195164733051810051349893947142
37457648872813371982294215685674794618789363312788663541512352900673186
41844949039950029463800190660271139580994459326995768727786979160296300
58591598748351762642937016704468197734001330564892471360057146128482768
08401722002443786833124621986932901726971532101927418283185513881641998
99347325572857722212726423
  public exponent: 65537

Subject key identifier 46b5e85b679913828d060c6eff424a9e098d95a6
Authority key identifier 04183016801446b5e85b679913828d060c6eff424a9e098d95a6
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 45c84d84587baa23c1e3c87c164aa483f230dc17
SHA256 Thumbprint 99362ee3ee8e59ffdb6fc26c24b231fb80dcb5f6f98cb7fa9369ab1a68fcdc45
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0060: 9A 76 26 F1 70 50 08 32   1D C3 1E F3 1A 6C 78 27  .v&.pP.2.....lx'
0070: 5A E5 AE 6C DD 37 1E 3D   23 9C E4 F9 2B 0E 5B 6C  Z..l.7.=#...+.[l
0080: 37 6A 7F ED D9 07 8C 35   35 B1 6E 56 A8 2B A6 A0  7j.....55.nV.+..
0090: D9 38 68 88 F6 6D B1 CE   09 FD 97 48 D1 5C 04 8B  .8h..m.....H.\..
00A0: 9C 0F 05 8C 9A 6B 6C ED   3E F1 09 DB CC 84 1D 8B  .....kl.>.......
00B0: 0C 95 92 25 4C DF A5 3D   3A E1 CC FD 46 E9 13 28  ...%L..=:...F..(
00C0: 6D 4B 41 26 FA 8E A5 C1   0F 1D 2A 7E 38 2B F2 A8  mKA&......*.8+..
00D0: 98 7B EC 96 63 DB E7 7D   4C FF 8A C7 03 32 4C 0C  ....c...L....2L.
00E0: 49 AD 85 62 42 62 78 AD   77 DF 18 7E 80 75 3A 6B  I..bBbx.w....u:k
00F0: 8A AD 3B C4 88 7F 5B A6   33 91 3F 0A 40 7C 84 18  ..;...[.3.?.@...
0100: 52 25 F2 4E E6 46 45 2B   B2 45 E0 D9 BA 9B 59 D1  R%.N.FE+.E....Y.
0110: C0 20 80 F5 36 53 49 DE   72 38 B3 25 D1 70 D3 8C  . ..6SI.r8.%.p..
0120: AD 05 BB 66 1F 06 5E 52   D7 4D 0B 88 98 06 35 56  ...f..^R.M....5V
0130: 91 F8 0A F0 1D 00 C1 0F   F3 66 3D F6 0B F7 7F 2F  .........f=..../
0140: A1 59 A5 2D 8E DA D1 3D   6D 75 54 6F 20 98 3D 5C  .Y.-...=muTo .=\
0150: C3 69 CE 0D E4 12 D2 EA   52 C7 72 41 59 FE F5 BC  .i......R.rAY...
0160: 0B 6E 38 BD BA C4 03 D6   01 92 6E 82 E4 7B A2 0A  .n8.......n.....
0170: 55 72 3F 56 5B 68 1F FD   A3 DE 39 28 B1 68 DE 66  Ur?V[h....9(.h.f
0180: 55 30 61 B2 64 A5 EE 14   BA 64 CE 80 3A 11 A3 C2  U0a.d....d..:...
0190: 80 C4 65 08 04 72 E6 CB   A8 EA 4A 01 3A 90 D8 C2  ..e..r....J.:...
01A0: F4 78 DE 32 BA 7A 0D B6   70 A0 31 D4 27 74 CB 0A  .x.2.z..p.1.'t..
01B0: F2 91 B3 BA FC 66 95 20   21 BB 66 7F 08 34 75 F2  .....f. !.f..4u.
01C0: A9 CB B3 D2 72 9E F1 24   F1 2B CC FE D8 CB 54 9F  ....r..$.+....T.
01D0: 57 7F BE 4C 19 58 E3 30   16 27 52 A9 AF 36 96 D0  W..L.X.0.'R..6..
01E0: 8C D6 BD E8 9A B9 A6 8D   79 E4 7D 7B C6 7B 90 F0  ........y.......
01F0: BC E2 0C 74 37 F9 83 37   C9 5B B6 89 15 D0 6D DF  ...t7..7.[....m.
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2011-11-04T16:33:58.000Z

Version 3
Serial number 428615119675287220864505477247851118594377606487
Signature algorithm SHA1withRSA
Issuer CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado

Civil, C=PE
Valid from Wed Jul 21 16:03:38 PET 2010
Valid to Tue Jul 16 16:03:38 PET 2030
Subject CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado

Civil, C=PE
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
71162538624742581163159203713803781354467293474045239650255378454937180299576526129772646188260153909892439145465426640154168599662073658365656028332350330698239768598514107
84501399673636702568899134753112758411413154999542025646491218961399545700580452532091919982643062723718079530805543816712315607638085615864011232857709504986526501727755865
33341362862644256015853851421756269421779766564715872495761393402301043017012745100259896398193552080120310024735220675363551405846247190550021386253295567322665490569634348
66617793718239372236959941220298994369690014799171098384354691743339115367558531747826502965648376205014128674069479232425630569102960315253145276010504468941562855485194908
85906623595602076497709566623678590495686002784683823587733718129969788836285766363287957769246331430609993859613187504175517052121326547161752587062667800651430260407789980
45141410577453893471456660473583449214895068167974690832366294527940905721886187200886042167595399300653027648979025804090164544783301936945405305858519885493489593000533207
00925626835367888422110523853117988489543000178543292425201473490672762286118998117896736866320148651452689940152193169214836930023681821132244289791278665784943816248137162
3436156230215774607971
 public exponent: 65537
 Validity: [From: Wed Jul 21 16:03:38 PET 2010,
              To: Tue Jul 16 16:03:38 PET 2030]
 Issuer: CN=RENIEC Certification Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    4b13c445 a3676f89 cc037a45 67234567 12376557]
 
Certificate Extensions: 3
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: B2 32 D0 21 AA 7A FF BF   7E AA 0B 13 E6 BF F3 B5  .2.!.z..........
0010: 27 DC 03 23                                        '..#
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: B2 32 D0 21 AA 7A FF BF   7E AA 0B 13 E6 BF F3 B5  .2.!.z..........
0010: 27 DC 03 23                                        '..#
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 53 07 13 92 7C 7A FE 7E   7B 9E C2 59 3A 3D 8F 6B  S....z.....Y:=.k
0010: A6 F6 69 E7 6D BD D6 A5   B9 84 92 5D E7 F3 59 54  ..i.m......]..YT
0020: D5 E5 AF FE 97 2D A7 9A   0D 17 0B FE 15 30 4B 62  .....-.......0Kb
0030: 73 37 EF A9 F5 AF 2D 87   52 3A 81 B7 1E F3 86 10  s7....-.R:......
0040: E7 F3 53 97 29 71 EB 0C   D9 F7 15 AC 12 7A 96 95  ..S.)q.......z..
0050: 80 4E EF BB AE 95 BD 2D   A5 8B 5A A1 5F FB F7 62  .N.....-..Z._..b

Public key Sun RSA public key, 4096 bits
  modulus:
71162538624742581163159203713803781354467293474045239650255378454937180
29957652612977264618826015390989243914546542664015416859966207365836565
60283323503306982397685985141078450139967363670256889913475311275841141
31549995420256464912189613995457005804525320919199826430627237180795308
05543816712315607638085615864011232857709504986526501727755865333413628
62644256015853851421756269421779766564715872495761393402301043017012745
10025989639819355208012031002473522067536355140584624719055002138625329
55673226654905696343486661779371823937223695994122029899436969001479917
10983843546917433391153675585317478265029656483762050141286740694792324
25630569102960315253145276010504468941562855485194908859066235956020764
97709566623678590495686002784683823587733718129969788836285766363287957
76924633143060999385961318750417551705212132654716175258706266780065143
02604077899804514141057745389347145666047358344921489506816797469083236
62945279409057218861872008860421675953993006530276489790258040901645447
83301936945405305858519885493489593000533207009256268353678884221105238
53117988489543000178543292425201473490672762286118998117896736866320148
65145268994015219316921483693002368182113224428979127866578494381624813
71623436156230215774607971
  public exponent: 65537

Subject key identifier b232d021aa7affbf7eaa0b13e6bff3b527dc0323
Authority key identifier 041830168014b232d021aa7affbf7eaa0b13e6bff3b527dc0323
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 94f055623025d70c0d3f0db0d18118f2b336731e
SHA256 Thumbprint 2d1c3a9c02a7ebf3db40e7044fe6ad4909564b9ec4a89939fd1611550faa9159
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0060: 7A B7 59 28 58 9B 68 39   DF 44 A4 F4 4B F9 A3 AE  z.Y(X.h9.D..K...
0070: 2C 58 8B 2D 8B 54 D3 EF   6E 91 87 BF AE 2F 16 E7  ,X.-.T..n..../..
0080: A1 AA 36 D8 A3 8B BB 80   84 6E E1 FC 7F C9 10 7D  ..6......n......
0090: 87 96 88 28 0B 67 97 0E   28 D7 32 59 EF 75 62 D4  ...(.g..(.2Y.ub.
00A0: 44 E3 DD C9 99 9F F1 1F   20 14 22 1A 4D 9B 19 BD  D....... .".M...
00B0: 01 E2 8F 3F 14 8A A0 4A   5B DD F2 3F 4A D3 D6 8D  ...?...J[..?J...
00C0: 54 D5 44 6D 18 A6 A2 5E   18 16 68 1A 33 0F EA 89  T.Dm...^..h.3...
00D0: 9C 72 DF 69 52 0C 29 D4   6F FC 35 D1 6A 96 05 CA  .r.iR.).o.5.j...
00E0: DA 4A 38 EE 53 0A 0E 67   BA 25 8A 4E 08 0F 1B 97  .J8.S..g.%.N....
00F0: 5F 25 6F F8 CA 37 F7 4B   DB E6 FF D1 67 43 BC 0A  _%o..7.K....gC..
0100: 1F 28 0B 34 4A 2E DB D5   C5 12 2D 45 34 4D 24 51  .(.4J.....-E4M$Q
0110: 32 70 94 23 E2 57 A9 24   2C 07 EE 9A 5D A0 F3 22  2p.#.W.$,...].."
0120: 12 EC D7 F1 84 3C B4 0E   3A A9 4D 56 AC 94 AD 75  .....<..:.MV...u
0130: CF EC 2C 64 19 02 4F 34   61 8D E5 B2 90 55 05 E8  ..,d..O4a....U..
0140: 25 99 EE A5 43 51 B2 12   A6 D7 42 CA D6 2D 0C AE  %...CQ....B..-..
0150: 77 88 85 98 73 F0 79 F0   3C 84 4C 2C 2F 44 16 14  w...s.y.<.L,/D..
0160: FA 9F 00 FC 3E 63 A0 D1   47 88 1D E0 58 C1 41 7A  ....>c..G...X.Az
0170: F6 50 45 8E E3 CB AC 94   90 C4 08 E3 53 C1 CA A2  .PE.........S...
0180: F0 EC E8 B6 6B 73 B8 68   D5 18 73 6E 24 4E 21 FC  ....ks.h..sn$N!.
0190: D7 D9 70 A3 5A B7 2C E0   AA 8E AC 33 D0 89 93 3B  ..p.Z.,....3...;
01A0: 92 E3 DE AF 3B D2 D6 1C   85 5B 89 E8 F1 7B 32 56  ....;....[....2V
01B0: E0 13 EA 6A AC A7 24 A0   FD D2 42 EE BF 53 87 35  ...j..$...B..S.5
01C0: 6E 1F DC DC C6 57 15 39   07 42 2A C7 39 64 48 6C  n....W.9.B*.9dHl
01D0: 0E 48 9C B1 97 59 11 F8   C5 77 B9 1D EC C6 55 98  .H...Y...w....U.
01E0: 0C BA 94 41 53 DB C4 12   13 97 D6 8B DB 49 93 3E  ...AS........I.>
01F0: 8F 49 55 35 71 2D 44 30   42 50 C7 38 B2 1B 2E CC  .IU5q-D0BP.8....
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): WISEKEY S.A. 
Trade name (en) WISEKEY S.A.
Information URI (en ) HTTPS://WWW.WISEKEY.COM/
Service provider street
address (es)

ROUTE DE PRE-BOIS 29

Service provider street
address (en)

ROUTE DE PRE-BOIS 29

Service provider postal
code (es)

CH-1215 GENEVE 15

Service provider postal
code (en)

CH-1215 GENEVE 15

Service provider locality
(es)

SWITZERLAND

Service provider locality
(en)

SWITZERLAND

Service provider state
(es)

GENEVE
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CN=WISeKey CertifyID Advanced GB CA 2, O=WISeKey, C=CH 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=WISeKey CertifyID Advanced GB CA 2, O=WISeKey, C=CH
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
30337547528942006267353543430178699897514218074033697247936474690038342990680507244540891693339684538933839092722338869245347043731428441933862212065847583478137157522135576
08558696522661027271216627152723787312170757488970857585992407208364397123782114519960030934622041459973057104937613127223195776527840685808772815793796035756419165647035983
16511460864630553598949007755463127135415413336751950302418700965620521525982583173671688091596924886172574758261147892268311188427746173841928827847762889225140261082919515
86624047524189894965577342561769319592278459469483722510680529605497478751656927884273316159491149
 public exponent: 65537
 Validity: [From: Wed May 27 10:22:04 PET 2015,
              To: Thu Dec 01 10:10:31 PET 2039]
 Issuer: CN=WISeKey CertifyID Policy GB CA 1, O=WISeKey, C=CH
 SerialNumber: [    098badee 59c7fab9]
 
Certificate Extensions: 7
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers

Service provider state
(en)

GENEVE

Service provider
country (es)

CH

Service provider
country (en)

CH

Type CA/QC
Status undersupervision
Status starting time 2017-06-05T21:19:34.000Z

Version 3
Serial number 687834607324232377
Signature algorithm SHA256withRSA
Issuer CN=WISeKey CertifyID Policy GB CA 1, O=WISeKey, C=CH
Valid from Wed May 27 10:22:04 PET 2015
Valid to Thu Dec 01 10:10:31 PET 2039
Subject CN=WISeKey CertifyID Advanced GB CA 2, O=WISeKey, C=CH
Public key Sun RSA public key, 2048 bits

  modulus:
30337547528942006267353543430178699897514218074033697247936474690038342
99068050724454089169333968453893383909272233886924534704373142844193386
22120658475834781371575221355760855869652266102727121662715272378731217
07574889708575859924072083643971237821145199600309346220414599730571049
37613127223195776527840685808772815793796035756419165647035983165114608
64630553598949007755463127135415413336751950302418700965620521525982583
17367168809159692488617257475826114789226831118842774617384192882784776
28892251402610829195158662404752418989496557734256176931959227845946948
3722510680529605497478751656927884273316159491149
  public exponent: 65537

Subject key identifier a01cb23f3f6a4aa0bf83bbfc79c3aacb1ddfde75
CRL distribution points http://public.wisekey.com/crl/wcidpgbca1.crl
Authority key identifier 041830168014d1e60b822574252c5591d503187bbfc1eeaf1d80
Key usage digitalSignature

keyCertSign
cRLSign

Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 5bde30a026c75c36c850e32668e296c819a0e2d3
SHA256 Thumbprint 68e6292fd4aa384d63a5f4fa8bd885bd1656e3509ba4206673e0660a169fe701
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  accessLocation: URIName: http://public.wisekey.com/crt/wcidpgbca1.crt
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp2.wisekey.com/
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: D1 E6 0B 82 25 74 25 2C   55 91 D5 03 18 7B BF C1  ....%t%,U.......
0010: EE AF 1D 80                                        ....
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://public.wisekey.com/crl/wcidpgbca1.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.16.756.5.14.7.3]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 21 68 74 74 70 3A 2F   2F 77 77 77 2E 77 69 73  .!http://www.wis
0010: 65 6B 65 79 2E 63 6F 6D   2F 72 65 70 6F 73 69 74  ekey.com/reposit
0020: 6F 72 79                                           ory
 
]]  ]
 [CertificatePolicyId: [2.5.29.32.0]
[]  ]
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 DigitalSignature
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: A0 1C B2 3F 3F 6A 4A A0   BF 83 BB FC 79 C3 AA CB  ...??jJ.....y...
0010: 1D DF DE 75                                        ...u
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 4B BB 55 28 A3 69 CA 77   BA 76 7D E6 AB 3E 26 4B  K.U(.i.w.v...>&K
0010: 69 0C F8 EB 51 E4 25 35   F8 9D 02 93 0D B7 05 88  i...Q.%5........
0020: 4C 26 2A 43 19 DD 41 BB   8B 1A EB 8E 2C 58 B3 49  L&*C..A.....,X.I
0030: 93 C9 64 7F 74 6B E2 37   6E 4D D0 6A 36 6F 96 10  ..d.tk.7nM.j6o..
0040: 28 56 3D FC 6A 3C D3 DB   9E E5 E3 2D 52 DD DC 09  (V=.j<.....-R...
0050: C3 17 DC 1C E8 12 B1 AE   FE 90 2B C2 B0 E4 C8 D0  ..........+.....
0060: E0 71 C9 D1 1A 9A 8C AC   6A 38 7D 37 7E 63 CC FC  .q......j8.7.c..
0070: 59 C7 55 CA 4B 07 54 32   2B 52 FE 7C 20 6D 35 64  Y.U.K.T2+R.. m5d
0080: 57 5F 4A FC 68 E1 8B 6C   EF 6E C8 AF 60 7A A2 E3  W_J.h..l.n..`z..
0090: 49 6B C2 0D 0D 1D B3 B7   1B 1F 80 16 40 92 C5 AD  Ik..........@...
00A0: D3 1B A4 0C A1 9B 63 68   25 C5 68 1E DC FF 2B 92  ......ch%.h...+.
00B0: 40 B7 F0 27 59 BD F5 0D   6D 8C AC EA 07 E1 E1 64  @..'Y...m......d
00C0: BA 0A 87 A6 F0 61 46 75   AB 29 54 5E 1A BA 2E 76  .....aFu.)T^...v
00D0: B4 42 21 61 18 A1 45 89   0F F4 0B 99 85 84 30 60  .B!a..E.......0`
00E0: 4A 4F 55 EC FC 99 60 66   2B 5B 88 F3 86 90 F3 FE  JOU...`f+[......
00F0: D4 17 99 73 51 D1 05 5B   CC AA EA 4F CA 8B C4 4F  ...sQ..[...O...O
 
]
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-----END CERTIFICATE-----

 
CN=WISeKey CertifyID Advanced Services CA 4, OU=International, OU=Copyright (c) 2016 WISeKey
SA, O=WISeKey, C=CH 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=WISeKey CertifyID Advanced Services CA 4, OU=International, OU=Copyright (c) 2016 WISeKey SA, O=WISeKey, C=CH
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
22998960246314316614078373118493787911621436538469497722422881644910586294734124398115144153940706407692456638802072785203364072662407565285466837841235654358940952643584857
67708422033796446874513532645901735851550813182005306101215239161980530078651212014153700944199691310617173391614325596304477884726988185991654970457104161303022408796903823
45461329885588968448680719908527209845980625731237879035473503970231639929277231979496835177592521971792358563218084421336577681844782938361284853870016086614640653275371839
85926072363901893135323861528084639982008055060493268614117498340521035744826143191446276694961161
 public exponent: 65537
 Validity: [From: Wed Feb 10 11:53:24 PET 2016,
              To: Fri Dec 11 11:09:51 PET 2037]
 Issuer: CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed, OU=Copyright (c) 2005, O=WISeKey, C=CH
 SerialNumber: [    39fb3817 00000000 000d]
 

Type CA/QC
Status undersupervision
Status starting time 2017-06-05T16:44:10.000Z

Version 3
Serial number 273809063985261462945805
Signature algorithm SHA256withRSA
Issuer CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed,

OU=Copyright (c) 2005, O=WISeKey, C=CH
Valid from Wed Feb 10 11:53:24 PET 2016
Valid to Fri Dec 11 11:09:51 PET 2037
Subject CN=WISeKey CertifyID Advanced Services CA 4, OU=International, OU=Copyright (c)

2016 WISeKey SA, O=WISeKey, C=CH
Public key Sun RSA public key, 2048 bits

  modulus:
22998960246314316614078373118493787911621436538469497722422881644910586
29473412439811514415394070640769245663880207278520336407266240756528546
68378412356543589409526435848576770842203379644687451353264590173585155
08131820053061012152391619805300786512120141537009441996913106171733916
14325596304477884726988185991654970457104161303022408796903823454613298
85588968448680719908527209845980625731237879035473503970231639929277231
97949683517759252197179235856321808442133657768184478293836128485387001
60866146406532753718398592607236390189313532386152808463998200805506049
3268614117498340521035744826143191446276694961161
  public exponent: 65537

Subject key identifier f4e49b57d2aec29e884d00ba2baf65c963a9879b
CRL distribution points http://public.wisekey.com/crl/owgrgaca.crl
Authority key identifier 041830168014b3037eae36bcb079d1dc9426b611be21b2698694
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint df02fbdea820ac7ed75e4befaea5097ea64401d2
SHA256 Thumbprint 41144bd4174c3152e1ca526f77d9f9ce89debc4eba6c778f815c21164b5101d3
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Certificate Extensions: 9
[1]: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 0C 1E 0A 00 53 00 75   00 62 00 43 00 41        .....S.u.b.C.A
 
 
[2]: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 03 02 01 00                                     .....
 
 
[3]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.wisekey.com/
,
  accessMethod: caIssuers
  accessLocation: URIName: http://public.wisekey.com/crt/owgrgaca.crt
]
]
 
[4]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: B3 03 7E AE 36 BC B0 79   D1 DC 94 26 B6 11 BE 21  ....6..y...&...!
0010: B2 69 86 94                                        .i..
]
]
 
[5]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[6]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://public.wisekey.com/crl/owgrgaca.crl]
]]
 
[7]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.16.756.5.14.4.3.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 21 68 74 74 70 3A 2F   2F 77 77 77 2E 77 69 73  .!http://www.wis
0010: 65 6B 65 79 2E 63 6F 6D   2F 72 65 70 6F 73 69 74  ekey.com/reposit
0020: 6F 72 79                                           ory
 
]]  ]
 [CertificatePolicyId: [2.5.29.32.0]
[]  ]
]
 
[8]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[9]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: F4 E4 9B 57 D2 AE C2 9E   88 4D 00 BA 2B AF 65 C9  ...W.....M..+.e.
0010: 63 A9 87 9B                                        c...
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 65 CC 7A 55 20 56 FB 72   5E 8B 0B 4C 34 AB 66 CF  e.zU V.r^..L4.f.
0010: 31 E8 9A 7F 23 5B 9C 66   4F 1C 9D 90 FC E9 C5 B8  1...#[.fO.......
0020: 4B AB 19 78 6D CD E9 6D   3E E8 C5 03 99 49 84 50  K..xm..m>....I.P
0030: 6C 29 69 B9 43 BB 8B 78   9D F7 2C BF 7E E1 45 4C  l)i.C..x..,...EL
0040: FF 23 62 72 D4 DC 60 36   8C A8 83 21 24 37 D2 55  .#br..`6...!$7.U
0050: 67 21 D3 31 B2 D5 33 FE   75 B3 CC 7E 0C F6 25 BA  g!.1..3.u.....%.
0060: A5 9E EA 37 E4 56 07 9C   A9 2D 04 EB BC 21 72 B9  ...7.V...-...!r.
0070: 23 60 E4 FD 6F 59 33 0F   DF 84 62 D7 2B D6 F3 15  #`..oY3...b.+...
0080: 6F 0E BD E8 E4 58 CE 9B   EA 4D 78 98 31 F7 E8 AE  o....X...Mx.1...
0090: 59 06 CF BE 9E E0 29 85   54 44 B0 CA A7 FF AA 4E  Y.....).TD.....N
00A0: B7 0B 5A D4 47 C4 ED 72   1C FE C1 FB 44 32 29 C6  ..Z.G..r....D2).
00B0: 7E D0 10 4A 80 71 6D FB   72 ED 25 BD 12 69 0C D9  ...J.qm.r.%..i..
00C0: 6B 7F A6 34 97 43 D1 D1   10 6A E5 1F C2 E1 D0 38  k..4.C...j.....8
00D0: CF 03 E7 2B 71 43 B3 98   21 21 E0 AC 9C 1E E7 49  ...+qC..!!.....I
00E0: B5 75 E6 18 A4 AE A5 89   FE 82 DD D4 F3 A7 49 E1  .u............I.
00F0: 66 D0 C1 B2 B1 06 C5 B0   C9 BE AB 92 61 83 D4 DA  f...........a...
 
]
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The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=WISeKey CertifyID Advanced Services CA 2, OU=International, OU=Copyright 2011 WISeKey SA,
O=WISeKey, C=CH 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2011-10-27T23:27:04.000Z

Version 3
Serial number 246007577873566738153498
Signature algorithm SHA1withRSA
Issuer CN=WISeKey CertifyID Advanced G1 CA, OU=International, OU=Copyright (c) 2005

WISeKey SA, O=WISeKey, C=CH
Valid from Wed Feb 09 10:37:32 PET 2011
Valid to Fri Dec 11 13:00:47 PET 2020
Subject CN=WISeKey CertifyID Advanced Services CA 2, OU=International, OU=Copyright

2011 WISeKey SA, O=WISeKey, C=CH
Public key Sun RSA public key, 2048 bits

  modulus:
24288478345426820300170647212650028183209172240700549408406936117107702
74803850970162639301987931305064120330877556637836770761441159944800058
00067422341275647291578062728338789257749837629581788260245742338557110
44851430752958107675122050547567033550120802632908841908516336065559667
07107256996505788105039037018831615858096998713437400310144168979735425
16413296476970768525294161764162278363174487117866772958700346310703729
20537492494984080471754795473983145338817813850123814149393750660160797
19937286155714212533310814218301260455793041747081866702681435953380525
3279475487464259551106530560220272067630486843259
  public exponent: 65537

Subject key identifier d72f2ff309f15621531de74c2e48444ada86fd98
CRL distribution points http://public.wisekey.com/crl/wcidag1ca.crl
Authority key identifier 041830168014501f30c093928d712338345cb90af6d32beb8145
Key usage digitalSignature

keyCertSign
cRLSign

Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 0497a10d775e09873ba6ff84d7799cf3d7e0a1a9
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=WISeKey CertifyID Advanced Services CA 2, OU=International, OU=Copyright 2011 WISeKey SA, O=WISeKey, C=CH
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
24288478345426820300170647212650028183209172240700549408406936117107702748038509701626393019879313050641203308775566378367707614411599448000580006742234127564729157806272833
87892577498376295817882602457423385571104485143075295810767512205054756703355012080263290884190851633606555966707107256996505788105039037018831615858096998713437400310144168
97973542516413296476970768525294161764162278363174487117866772958700346310703729205374924949840804717547954739831453388178138501238141493937506601607971993728615571421253331
08142183012604557930417470818667026814359533805253279475487464259551106530560220272067630486843259
 public exponent: 65537
 Validity: [From: Wed Feb 09 10:37:32 PET 2011,
              To: Fri Dec 11 13:00:47 PET 2020]
 Issuer: CN=WISeKey CertifyID Advanced G1 CA, OU=International, OU=Copyright (c) 2005 WISeKey SA, O=WISeKey, C=CH
 SerialNumber: [    341818f7 00000000 001a]
 
Certificate Extensions: 9
[1]: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 0C 1E 0A 00 53 00 75   00 62 00 43 00 41        .....S.u.b.C.A
 
 
[2]: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 03 02 01 00                                     .....
 
 
[3]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://public.wisekey.com/crt/wcidag1ca.crt
]
]
 
[4]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 50 1F 30 C0 93 92 8D 71   23 38 34 5C B9 0A F6 D3  P.0....q#84\....
0010: 2B EB 81 45                                        +..E
]
]
 
[5]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[6]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://public.wisekey.com/crl/wcidag1ca.crl]
]]
 
[7]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.16.756.5.14.4.3.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 21 68 74 74 70 3A 2F   2F 77 77 77 2E 77 69 73  .!http://www.wis
0010: 65 6B 65 79 2E 63 6F 6D   2F 72 65 70 6F 73 69 74  ekey.com/reposit
0020: 6F 72 79                                           ory
 
]]  ]
 [CertificatePolicyId: [2.5.29.32.0]
[]  ]
]
 
[8]: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
 DigitalSignature
 Key_CertSign
 Crl_Sign
]
 
[9]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: D7 2F 2F F3 09 F1 56 21   53 1D E7 4C 2E 48 44 4A  .//...V!S..L.HDJ
0010: DA 86 FD 98                                        ....
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 94 41 DA BA A0 C9 2A 5C   52 F2 0A C0 51 E3 5E 13  .A....*\R...Q.^.

SHA256 Thumbprint 0ad741d98a84c3b9c4e7552e15bff1e369b6806839455dbafcac638124d5f100



PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 27

Perú (Peru): Digital Certificate Services Providers Official Register (ROPS)

0010: A8 1C E6 C3 02 26 FB 79   A1 2A DB AA A8 5D F9 B5  .....&.y.*...]..
0020: 6C 18 1A 0B B9 EB 78 F8   06 CB 9D 82 15 C7 F6 C5  l.....x.........
0030: 6C CC C1 14 D6 75 6C DC   0C 43 B8 2E A9 7B 37 7D  l....ul..C....7.
0040: 32 10 4E D8 D3 E3 2C 8B   F7 49 B1 2C F0 48 07 8D  2.N...,..I.,.H..
0050: FB 82 5A C9 1C E7 29 1E   5C D6 59 59 19 00 64 35  ..Z...).\.YY..d5
0060: 01 1A 65 5E A3 BF 5D EF   98 19 3E 39 63 08 6F 2A  ..e^..]...>9c.o*
0070: 16 5A 14 6D 30 B7 60 A4   8C 03 49 E1 19 F8 10 20  .Z.m0.`...I....
0080: 60 13 8C 03 7C 7C B3 80   D6 D1 7A D7 5B 70 14 92  `.........z.[p..
0090: 57 D6 07 62 A0 3A 2E 82   9E 5C A5 23 F0 44 98 60  W..b.:...\.#.D.`
00A0: E2 3D 50 81 4E D2 29 83   E6 04 EC D2 51 5B 57 31  .=P.N.).....Q[W1
00B0: 13 F2 BF C6 62 10 ED BC   14 E3 6B 51 62 09 66 99  ....b.....kQb.f.
00C0: E9 85 2F AD 51 07 5C AF   CA A3 9E 5A A7 84 DE C5  ../.Q.\....Z....
00D0: A4 41 4E 2D AA 1A CA B1   6B 59 53 34 68 C8 1C 12  .AN-....kYS4h...
00E0: 35 B5 1B 2E C0 6C 07 66   91 2C 62 ED E8 E7 1B A7  5....l.f.,b.....
00F0: F0 D4 A5 FD BE 25 36 43   6A 04 D6 9A 25 74 3B 0A  .....%6Cj...%t;.
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed, OU=Copyright (c) 2005,
O=WISeKey, C=CH 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2011-10-19T22:03:21.000Z

Version 3
Serial number 86718877871133159090080555911823548314
Signature algorithm SHA1withRSA
Issuer CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed,

OU=Copyright (c) 2005, O=WISeKey, C=CH
Valid from Sun Dec 11 11:03:44 PET 2005
Valid to Fri Dec 11 11:09:51 PET 2037
Subject CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed,

OU=Copyright (c) 2005, O=WISeKey, C=CH
Public key Sun RSA public key, 2048 bits

  modulus:
25665677062212238926425337868672790984523975826397568772898393679835223
79215361472476274067860436714640896498866776555724303333217881199443031
82192680137227811038941771642754716527908915047671263165545439491678726
58969863516618824989331325931780164035733540663902032602128347596286518
56658415161131716185399495955856037164448949398527620054287213549952490
62661015705941843504398253766005943340412105516353562678765502195260798
84846250242014323238477351950638683648063570726696890119634093256994831
49551493065058583484332173198815090149983980763171935736798366921816346
1065125420004275703859743682152491140031902515461
  public exponent: 65537
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed, OU=Copyright (c) 2005, O=WISeKey, C=CH
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
25665677062212238926425337868672790984523975826397568772898393679835223792153614724762740678604367146408964988667765557243033332178811994430318219268013722781103894177164275
47165279089150476712631655454394916787265896986351661882498933132593178016403573354066390203260212834759628651856658415161131716185399495955856037164448949398527620054287213
54995249062661015705941843504398253766005943340412105516353562678765502195260798848462502420143232384773519506386836480635707266968901196340932569948314955149306505858348433
21731988150901499839807631719357367983669218163461065125420004275703859743682152491140031902515461
 public exponent: 65537
 Validity: [From: Sun Dec 11 11:03:44 PET 2005,
              To: Fri Dec 11 11:09:51 PET 2037]
 Issuer: CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed, OU=Copyright (c) 2005, O=WISeKey, C=CH
 SerialNumber: [    413d72c7 f46b1f81 437df1d2 2854df9a]
 
Certificate Extensions: 4
[1]: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 03 02 01 00                                     .....
 
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
 DigitalSignature
 Key_CertSign
 Crl_Sign
]
 
[4]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: B3 03 7E AE 36 BC B0 79   D1 DC 94 26 B6 11 BE 21  ....6..y...&...!
0010: B2 69 86 94                                        .i..
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 4B A1 FF 0B 87 6E B3 F9   C1 43 B1 48 F3 28 C0 1D  K....n...C.H.(..
0010: 2E C9 09 41 FA 94 00 1C   A4 A4 AB 49 4F 8F 3D 1E  ...A.......IO.=.
0020: EF 4D 6F BD BC A4 F6 F2   26 30 C9 10 CA 1D 88 FB  .Mo.....&0......
0030: 74 19 1F 85 45 BD B0 6C   51 F9 36 7E DB F5 4C 32  t...E..lQ.6...L2
0040: 3A 41 4F 5B 47 CF E8 0B   2D B6 C4 19 9D 74 C5 47  :AO[G...-....t.G
0050: C6 3B 6A 0F AC 14 DB 3C   F4 73 9C A9 05 DF 00 DC  .;j....<.s......
0060: 74 78 FA F8 35 60 59 02   13 18 7C BC FB 4D B0 20  tx..5`Y......M.
0070: 6D 43 BB 60 30 7A 67 33   5C C5 99 D1 F8 2D 39 52  mC.`0zg3\....-9R
0080: 73 FB 8C AA 97 25 5C 72   D9 08 1E AB 4E 3C E3 81  s....%\r....N<..
0090: 31 9F 03 A6 FB C0 FE 29   88 55 DA 84 D5 50 03 B6  1......).U...P..
00A0: E2 84 A3 A6 36 AA 11 3A   01 E1 18 4B D6 44 68 B3  ....6..:...K.Dh.
00B0: 3D F9 53 74 84 B3 46 91   46 96 00 B7 80 2C B6 E1  =.St..F.F....,..
00C0: E3 10 E2 DB A2 E7 28 8F   01 96 62 16 3E 00 E3 1C  ......(...b.>...
00D0: A5 36 81 18 A2 4C 52 76   C0 11 A3 6E E6 1D BA E3  .6...LRv...n....
00E0: 5A BE 36 53 C5 3E 75 8F   86 69 29 58 53 B5 9C BB  Z.6S.>u..i)XS...
00F0: 6F 9F 5C C5 18 EC DD 2F   E1 98 C9 FC BE DF 0A 0D  o.\..../........
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----Subject key identifier b3037eae36bcb079d1dc9426b611be21b2698694
Key usage digitalSignature

keyCertSign
cRLSign

Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 5922a1e15aea163521f898396a4646b0441b0fa9
SHA256 Thumbprint 41c923866ab4cad6b7ad578081582e020797a6cbdf4fff78ce8396b38937d7f5
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-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): COMODO CA 

 
CN=COMODO SHA-256 Client Authentication and Secure Email CA, O=COMODO CA Limited,
L=Salford, ST=Greater Manchester, C=GB 

 
Service digital identity (X509)

Trade name (en) COMODO CA
Information URI (en ) HTTP://WWW.COMODO.COM
Service provider street
address (es)

3RD FLOOR, 26 OFFICE VILLAGE, EXCHANGE QUAY, TRAFFORD ROAD

Service provider street
address (en)

3RD FLOOR, 26 OFFICE VILLAGE, EXCHANGE QUAY, TRAFFORD ROAD

Service provider postal
code (es)

M53EQ

Service provider postal
code (en)

M53EQ

Service provider locality
(es)

SALFORD

Service provider locality
(en)

SALFORD

Service provider state
(es)

GREATER MANCHESTER

Service provider state
(en)

GREATER MANCHESTER

Service provider
country (es)

GB

Service provider
country (en)

GB

Type CA/QC
Status undersupervision
Status starting time 2015-05-26T16:27:18.000Z

Version 3
Serial number 297932920444540322541367631881431378721
Signature algorithm SHA256withRSA
Issuer CN=AddTrust External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB,

C=SE
Valid from Sun Dec 21 19:00:00 PET 2014
Valid to Sat May 30 05:48:38 PET 2020
Subject CN=COMODO SHA-256 Client Authentication and Secure Email CA, O=COMODO CA

Limited, L=Salford, ST=Greater Manchester, C=GB
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=COMODO SHA-256 Client Authentication and Secure Email CA, O=COMODO CA Limited, L=Salford, ST=Greater Manchester, C=GB
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
17381956418472897693969508582162636024071659346032269263382920739842150469278525837216291771410675857116698152059810166301863182093173140965410772008760500345879370029204719
41698183131727672568802417163772748965651326857896231747721352696246281483479991660485642056418848314772932601268887050317289933363413210836814144588908306807619551332068593
15193891324046887022413555455855897507018984996629041020918774445528628794543541140874770243390812773050671663698501311923756685240238851034620721633799334153281921718809769
69061541848791636830356107529222528478476284885635080353582058387016955678231307621269112715452961
 public exponent: 65537
 Validity: [From: Sun Dec 21 19:00:00 PET 2014,
              To: Sat May 30 05:48:38 PET 2020]
 Issuer: CN=AddTrust External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB, C=SE
 SerialNumber: [    e023cb15 12835389 ad616e7a 54676b21]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.usertrust.com
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: AD BD 98 7A 34 B4 26 F7   FA C4 26 54 EF 03 BD E0  ...z4.&...&T....
0010: 24 CB 54 1A                                        $.T.
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.usertrust.com/AddTrustExternalCARoot.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[]  ]
]
 
[6]: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
 clientAuth
 emailProtection

Public key Sun RSA public key, 2048 bits
  modulus:
17381956418472897693969508582162636024071659346032269263382920739842150
46927852583721629177141067585711669815205981016630186318209317314096541
07720087605003458793700292047194169818313172767256880241716377274896565
13268578962317477213526962462814834799916604856420564188483147729326012
68887050317289933363413210836814144588908306807619551332068593151938913
24046887022413555455855897507018984996629041020918774445528628794543541
14087477024339081277305067166369850131192375668524023885103462072163379
93341532819217188097696906154184879163683035610752922252847847628488563
5080353582058387016955678231307621269112715452961
  public exponent: 65537

Subject key identifier 92616b82e1a2a0aa4fec67f1c2a3f7b48000c1ec
CRL distribution points http://crl.usertrust.com/AddTrustExternalCARoot.crl
Authority key identifier 041830168014adbd987a34b426f7fac42654ef03bde024cb541a
Key usage digitalSignature

keyCertSign
cRLSign

Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 59b825fc08860b04b392cc25fec48c760753b689
SHA256 Thumbprint 5344871d8e168212539644f9aa081b78fff2179950145ac0e4ebfcd037fb04f4
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]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 DigitalSignature
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 92 61 6B 82 E1 A2 A0 AA   4F EC 67 F1 C2 A3 F7 B4  .ak.....O.g.....
0010: 80 00 C1 EC                                        ....
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 1B 2A 6E AC 55 C1 3A AB   88 C5 D8 ED CD 55 F3 AA  .*n.U.:......U..
0010: 6B 61 2B C0 09 10 23 99   0F C5 66 6A 6F B1 F5 B4  ka+...#...fjo...
0020: B5 77 5E 0F 02 61 00 DF   7D 05 FE 12 B3 A4 80 80  .w^..a..........
0030: 00 FC FB 1D 5B 6A 72 02   0A 41 BC 05 BA C1 58 D5  ....[jr..A....X.
0040: 26 C2 EA D5 4D 84 FB FE   82 98 CF 58 1B E3 22 63  &...M......X.."c
0050: 9C 52 F8 BB 05 36 AB 7D   58 A5 DE AB 3B 63 E5 DA  .R...6..X...;c..
0060: D5 73 EF EC E0 FB 7B E2   A3 FF F0 42 23 9C CA B6  .s.........B#...
0070: 8D 4D 3E E4 4B 18 03 B2   A8 2D D4 D8 BB 42 4B 90  .M>.K....-...BK.
0080: 69 85 10 DB A6 37 34 E8   7B E0 01 10 A5 9C CA 3A  i....74........:
0090: C7 9F 4F 88 34 6E 8A 65   D0 1A 8A BB A9 DC CA CA  ..O.4n.e........
00A0: 36 D1 F4 FC C2 64 29 35   AF D6 B1 A7 71 11 D2 03  6....d)5....q...
00B0: 43 B1 8F 3E 9A EC 9E 32   53 F4 76 92 CA 86 34 07  C..>...2S.v...4.
00C0: B9 2C CA E6 1C 4A D8 99   0D C1 86 E2 90 92 FB 5A  .,...J.........Z
00D0: 42 6A 23 21 10 E9 65 C7   F5 D5 BB 7E EA 8C 85 20  Bj#!..e........
00E0: 02 62 EA D1 3A 07 2C 59   C5 99 33 F2 38 89 E5 B6  .b..:.,Y..3.8...
00F0: E9 16 7A 1F 79 14 F6 4A   10 1A 26 FA 7C 8A FB 9B  ..z.y..J..&.....
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater Manchester,
C=GB 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2012-03-20T15:25:27.000Z

Version 3
Serial number 43390818032842818540635488309124489234
Signature algorithm SHA1withRSA
Issuer CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater

Manchester, C=GB
Valid from Fri Dec 31 19:00:00 PET 2010
Valid to Tue Dec 31 18:59:59 PET 2030
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater Manchester, C=GB
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
26289395806318381231692261863750242292037560230101026221289605413810223123911371296433478418980467635690027557786662605587500663810030355156860038214524665629429491183904761
65980434059578530740350846597719524414645025834261978506232725617226958412711772065601599345090517683404610010953270431696513519356433527274923661810035291369082738108001201
52630661339792683744834685477466252935847104367829705960299566072962573971128784882967787982428230779760446716641280620338315837331971847648098659786131359724660931636746496
04238245904200630728151797566966978950876822107093815810044366927828104368429473637812056461354743
 public exponent: 65537
 Validity: [From: Fri Dec 31 19:00:00 PET 2010,
              To: Tue Dec 31 18:59:59 PET 2030]
 Issuer: CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater Manchester, C=GB
 SerialNumber: [    20a4c47f dddfe1c7 53630713 88776012]
 
Certificate Extensions: 3
[1]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[2]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[3]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 0B 58 E5 8B C6 4C 15 37   A4 40 A9 30 A9 21 BE 47  .X...L.7.@.0.!.G
0010: 36 5A 56 FF                                        6ZV.
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 2F C9 C4 1C 07 3B CF 61   02 00 B1 D9 21 51 75 72  /....;.a....!Qur
0010: 03 30 B0 C4 16 1F 6C 00   8B 10 AC AF F1 47 D4 AE  .0....l......G..
0020: 10 3C 0C 1A F8 D4 93 6C   AC 10 37 7C B7 A6 83 64  .<.....l..7....d
0030: AD CD DF 0E 87 33 9D 37   B0 C6 7B 38 72 B1 F3 1A  .....3.7...8r...
0040: 0E A3 F9 55 7A 6D 03 66   03 17 95 4A F1 B1 7A DF  ...Uzm.f...J..z.
0050: 56 21 06 42 8F B1 D3 A8   85 DE EE 97 1D 62 EB A7  V!.B.........b..
0060: E7 31 12 66 C3 0F A6 4B   2E 41 82 F7 FD C9 1B A8  .1.f...K.A......
0070: 1B AF EE 3C CE E3 9C AE   28 07 A1 2C 9B 24 C2 0F  ...<....(..,.$..
0080: 23 26 83 32 8B 86 0F 1F   2B 12 46 25 16 8F 76 90  #&.2....+.F%..v.
0090: 03 6B DE BC AA 22 68 6B   8C A1 AC 2B 11 39 A6 DB  .k..."hk...+.9..
00A0: 70 C2 7D 72 E9 33 E7 FC   26 F1 74 5A 91 E6 9D 84  p..r.3..&.tZ....
00B0: AC F8 A8 06 19 46 E6 A7   E9 AA 34 22 A4 A1 9F 7A  .....F....4"...z
00C0: AD B7 B2 A4 9A 33 88 71   02 3C 2E D6 7A B2 1F A2  .....3.q.<..z...
00D0: CA C0 DD 2F 10 94 FD B3   8C 84 20 79 46 D5 05 D4  .../...... yF...
00E0: 10 E4 D2 DB 64 4F B8 5B   EE 1B C5 20 47 5B 94 AB  ....dO.[... G[..
00F0: 6E D4 95 33 1D A6 15 71   F1 F8 94 CA 54 39 3E C1  n..3...q....T9>.
 
]

Subject CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater
Manchester, C=GB

Public key Sun RSA public key, 2048 bits
  modulus:
26289395806318381231692261863750242292037560230101026221289605413810223
12391137129643347841898046763569002755778666260558750066381003035515686
00382145246656294294911839047616598043405957853074035084659771952441464
50258342619785062327256172269584127117720656015993450905176834046100109
53270431696513519356433527274923661810035291369082738108001201526306613
39792683744834685477466252935847104367829705960299566072962573971128784
88296778798242823077976044671664128062033831583733197184764809865978613
13597246609316367464960423824590420063072815179756696697895087682210709
3815810044366927828104368429473637812056461354743
  public exponent: 65537

Subject key identifier 0b58e58bc64c1537a440a930a921be47365a56ff
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint ee869387fffd8349ab5ad14322588789a457b012
SHA256 Thumbprint 1a0d20445de5ba1862d19ef880858cbce50102b36e8f0a040c3c69e74522fe6e
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The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): REGISTRO NACIONAL DE IDENTIDAD 

 
CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificación Nacional para el Estado Peruano, C=PE 

 
Service digital identity (X509)

Trade name (en) RENIEC/PERU
Information URI (en ) HTTPS://WWW.RENIEC.GOB.PE/
Service provider street
address (es)

JR.BOLIVIA 109 CENTRO CIVICO CDO DE LIMA

Service provider street
address (en)

JR.BOLIVIA 109 CENTRO CIVICO CDO DE LIMA

Service provider postal
code (es)

LIMA01

Service provider postal
code (en)

LIMA01

Service provider locality
(es)

LIMA

Service provider locality
(en)

LIMA

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2018-01-18T23:37:44.000Z

Version 3
Serial number 6809427473258457679
Signature algorithm SHA512withRSA
Issuer CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificación Nacional para el Estado

Peruano, C=PE
Valid from Thu Aug 10 12:31:52 PET 2017
Valid to Sun Aug 10 12:31:52 PET 2042
Subject CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificación Nacional para el Estado

Peruano, C=PE
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificación Nacional para el Estado Peruano, C=PE
 Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
74550301454764894858436895359988151894690624301296360185771452280477781390062270976278294184037078021848183533030409002267169497442976854340711401042132063857715721582672107
64913846102218687851745095146606624916626185059072074708553983103566335609382634843911981971482630127862414247844029200116795663914330316020556259133796534127177915042071171
06849135681742154584117552829200504285439260372022597732694280107090146259016072047570642637547885866628636592503537779813987413836927368130352331873763262054613890161710137
21041035216173214385183958427167664442767758356846417575273850902437564208378909993460253532766845273560219975778382950305139720907320282040293102698831734949274666296641393
28360283411924483160294116148304689305890450291664813753369968689349015931415424674308622570171345634172227065483777695434844391051059224052833387060160733601995846321620057
20089348815919945079272488979872500831670414088472191724112176877670051503167637819269306787444963824361818805477897624578822167375961385557831602267390212785616275712203561
70189018023201049266769145592655962061277567019556313065142238688850848699228124566758595593957427076489582437847115035273598236823769296523580551647943882973206941777158479
2804821875147837083137
 public exponent: 65537
 Validity: [From: Thu Aug 10 12:31:52 PET 2017,
              To: Sun Aug 10 12:31:52 PET 2042]
 Issuer: CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificación Nacional para el Estado Peruano, C=PE
 SerialNumber: [    5e7ff235 835b2a4f]
 
Certificate Extensions: 6
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://www.reniec.gob.pe/crt/sha2/ecernep.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 1F E9 29 20 61 D2 31 42   B5 DD FD 52 22 BE DD 0E  ..) a.1B...R"...
0010: CF F2 47 87                                        ..G.
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2
]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[]  ]
]

Public key Sun RSA public key, 4096 bits
  modulus:
74550301454764894858436895359988151894690624301296360185771452280477781
39006227097627829418403707802184818353303040900226716949744297685434071
14010421320638577157215826721076491384610221868785174509514660662491662
61850590720747085539831035663356093826348439119819714826301278624142478
44029200116795663914330316020556259133796534127177915042071171068491356
81742154584117552829200504285439260372022597732694280107090146259016072
04757064263754788586662863659250353777981398741383692736813035233187376
32620546138901617101372104103521617321438518395842716766444276775835684
64175752738509024375642083789099934602535327668452735602199757783829503
05139720907320282040293102698831734949274666296641393283602834119244831
60294116148304689305890450291664813753369968689349015931415424674308622
57017134563417222706548377769543484439105105922405283338706016073360199
58463216200572008934881591994507927248897987250083167041408847219172411
21768776700515031676378192693067874449638243618188054778976245788221673
75961385557831602267390212785616275712203561701890180232010492667691455
92655962061277567019556313065142238688850848699228124566758595593957427
07648958243784711503527359823682376929652358055164794388297320694177715
84792804821875147837083137
  public exponent: 65537

Subject key identifier 1fe9292061d23142b5ddfd5222bedd0ecff24787
Authority key identifier 0418301680141fe9292061d23142b5ddfd5222bedd0ecff24787
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=2
SHA1 Thumbprint e611d33d29857be83b5003704bb61c9883ed8ded
SHA256 Thumbprint 96508217c36f3bbc556e2e07d7ab50c40da8027c388235813322e41b87a568be
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[5]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[6]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 1F E9 29 20 61 D2 31 42   B5 DD FD 52 22 BE DD 0E  ..) a.1B...R"...
0010: CF F2 47 87                                        ..G.
]
]
 
]
 Algorithm: [SHA512withRSA]
 Signature:
0000: 44 0F F2 B5 38 75 22 18   F5 94 2D B3 76 BA FE F1  D...8u"...-.v...
0010: 6F 6F 58 4D BC 44 E6 BF   18 71 FC 38 48 EC 69 16  ooXM.D...q.8H.i.
0020: 02 E8 97 00 D5 41 2F FC   75 8D E0 C9 9C A9 97 68  .....A/.u......h
0030: E4 E1 41 60 33 04 25 5B   BB 2A C3 D4 B0 7E A6 DB  ..A`3.%[.*......
0040: CE 18 1E 8B B6 2E 8C 1B   58 5E 1A F3 A6 14 C8 33  ........X^.....3
0050: A6 BA 87 F4 9E 00 17 CC   36 21 FC 9F 6E 0C C2 69  ........6!..n..i
0060: 34 CE AC 6A 7C F2 54 BD   E7 D8 77 9A A3 8B 99 F7  4..j..T...w.....
0070: 2A DF 14 7E 30 50 0D EC   91 AF 58 F7 2C 6D A2 E3  *...0P....X.,m..
0080: F2 C1 6A 60 8D 6D D4 93   7F 86 86 77 F9 7D 08 96  ..j`.m.....w....
0090: BD D7 5B D4 10 32 67 45   1B 94 C8 CF FC AA 00 4F  ..[..2gE.......O
00A0: 67 F5 03 3C C1 1B 28 07   9B AF 5C 11 AF 53 A0 88  g..<..(...\..S..
00B0: CF 22 23 CE A9 E7 3B 7D   3C 57 87 98 81 8D 56 2F  ."#...;.<W....V/
00C0: 78 8A 39 5E DE 61 EB A6   29 0D 4B 9C D3 2C E4 DD  x.9^.a..).K..,..
00D0: BB CE 20 EC D6 83 E4 05   E2 E1 BD 31 F2 F0 AA B4  .. ........1....
00E0: EF AE 54 1C A1 D5 30 2D   D8 74 71 F6 CE 5F CB 0F  ..T...0-.tq.._..
00F0: A6 6E 56 58 17 66 58 00   9B 1E 84 1B 36 F3 E0 F9  .nVX.fX.....6...
0100: AA 5F A8 83 7A 7D DA CC   8F 29 B3 90 A7 29 83 CF  ._..z....)...)..
0110: A8 EB EA 49 80 8B 19 34   D9 A2 C7 DA 38 78 5B 81  ...I...4....8x[.
0120: B4 02 08 F3 57 53 7C 47   9F FE 63 FA 39 EA 56 7B  ....WS.G..c.9.V.
0130: 68 51 75 49 2A 35 4A D3   F9 93 AE 7F 7E 2C E6 30  hQuI*5J......,.0
0140: A3 F9 44 BE 93 71 3F 02   96 2B 92 85 A1 B0 2E 5D  ..D..q?..+.....]
0150: AE 18 F3 AF F4 58 76 F8   8C D9 42 CD BF FF E1 59  .....Xv...B....Y
0160: 2B 67 EF F7 1E EE D7 D9   0B 61 02 FE 36 02 54 7A  +g.......a..6.Tz
0170: DF 18 05 5F 2D D3 FC 65   5F 2F 0F 15 D1 19 54 FB  ..._-..e_/....T.
0180: 57 A0 E2 C3 45 81 A1 45   1F 5A 92 3E 87 CD FF 6F  W...E..E.Z.>...o
0190: 0D 84 FE A9 9B 46 B2 B4   89 7E DA 0E 38 C4 9E 49  .....F......8..I
01A0: D0 1B 00 53 1B FA 22 92   13 1E 8E B9 63 AB 0B F7  ...S..".....c...
01B0: 54 11 34 5E 22 F4 DD F1   15 7B DD 65 07 B2 03 91  T.4^"......e....
01C0: 8D C3 51 9E 16 D7 16 31   0B 93 CE AA 0E 61 23 7A  ..Q....1.....a#z
01D0: 0E 2A 66 0C 33 BA 2E 7C   BD 66 3F 9E 6B 1B 5F 8C  .*f.3....f?.k._.
01E0: 68 D0 63 4F E4 3A 80 BA   3D A6 93 9F BA E4 1F 4F  h.cO.:..=......O
01F0: E9 A4 6D 57 2A 26 22 E8   6C 5E 71 3F 4C 51 04 2C  ..mW*&".l^q?LQ.,
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=ECEP-RENIEC, O=Registro Nacional de Identificación y Estado Civil, C=PE
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Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=ECEP-RENIEC, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
67154680094615224171494412742951981673461687731648096332530187632107159661330979844120552137620247202081366746484711696500092360440037554168938072724406002353033798706244970
33991708795471869403927091147292267717160003075246372204700578670581886612285076574149141488262164592613687152101081926164372296695928544740736195438089686493146546263063209
75562551134403130387719395733631148618357639367007751742033806558140267461699582091166485963561654741407490594080488731475849339180547253246945364232692566960265151905735404
53730580732949781032433443611895483985250137609808157674512567009773585230411451405463389084114973156261429586027293668677253433040148199482428357051308808978711112352180234
72736767321113149972362690745231779724425216903235649538364497433126119840045839325902569898897709210381547780198045681843499911076629167734089029824802996687821691698727879
93000270262262153755266004283060962166110208406830548798714239691375012426974015547758869766509712791647657513947339014520594045432161334758306697960409277270920998544074839
50353174856772286917477155736716448767307454744162795193428460627361044052090228179802705140744473420261621010439480528110638091658390385087343246368129651375732685485955092
1665465184552319151877
 public exponent: 65537
 Validity: [From: Thu Aug 10 15:31:59 PET 2017,
              To: Wed Aug 10 15:31:59 PET 2033]
 Issuer: CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificación Nacional para el Estado Peruano, C=PE
 SerialNumber: [    06e5448b ffd0ed3d]
 
Certificate Extensions: 6

Type CA/QC
Status undersupervision
Status starting time 2018-01-16T21:31:25.000Z

Version 3
Serial number 496878701977333053
Signature algorithm SHA512withRSA
Issuer CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificación Nacional para el Estado

Peruano, C=PE
Valid from Thu Aug 10 15:31:59 PET 2017
Valid to Wed Aug 10 15:31:59 PET 2033
Subject CN=ECEP-RENIEC, O=Registro Nacional de Identificación y Estado Civil, C=PE
Public key Sun RSA public key, 4096 bits

  modulus:
67154680094615224171494412742951981673461687731648096332530187632107159
66133097984412055213762024720208136674648471169650009236044003755416893
80727244060023530337987062449703399170879547186940392709114729226771716
00030752463722047005786705818866122850765741491414882621645926136871521
01081926164372296695928544740736195438089686493146546263063209755625511
34403130387719395733631148618357639367007751742033806558140267461699582
09116648596356165474140749059408048873147584933918054725324694536423269
25669602651519057354045373058073294978103243344361189548398525013760980
81576745125670097735852304114514054633890841149731562614295860272936686
77253433040148199482428357051308808978711112352180234727367673211131499
72362690745231779724425216903235649538364497433126119840045839325902569
89889770921038154778019804568184349991107662916773408902982480299668782
16916987278799300027026226215375526600428306096216611020840683054879871
42396913750124269740155477588697665097127916476575139473390145205940454
32161334758306697960409277270920998544074839503531748567722869174771557
36716448767307454744162795193428460627361044052090228179802705140744473
42026162101043948052811063809165839038508734324636812965137573268548595
50921665465184552319151877
  public exponent: 65537

Subject key identifier 22aff35feee1457d4cef7ee3dfd2527ccbce7b75
CRL distribution points http://crl.reniec.gob.pe/arl/sha2/ecernep.crl

http://crl2.reniec.gob.pe/arl/sha2/ecernep.crl
Authority key identifier 0418301680141fe9292061d23142b5ddfd5222bedd0ecff24787
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=1
SHA1 Thumbprint 2fe0a4ab97544334c122bb142e39e91f69607647
SHA256 Thumbprint 91520e1f381a46402b9490c06749b2d81ddad4b53e7f252a1dd79b55dfcb340b
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[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 1F E9 29 20 61 D2 31 42   B5 DD FD 52 22 BE DD 0E  ..) a.1B...R"...
0010: CF F2 47 87                                        ..G.
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:1
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.reniec.gob.pe/arl/sha2/ecernep.crl]
, DistributionPoint:
    [URIName: http://crl2.reniec.gob.pe/arl/sha2/ecernep.crl]
]]
 
[4]: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
 clientAuth
 emailProtection
 1.3.6.1.4.1.311.20.2.2
 OCSPSigning
 serverAuth
]
 
[5]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[6]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 22 AF F3 5F EE E1 45 7D   4C EF 7E E3 DF D2 52 7C  ".._..E.L.....R.
0010: CB CE 7B 75                                        ...u
]
]
 
]
 Algorithm: [SHA512withRSA]
 Signature:
0000: 6A B2 11 98 84 B4 13 3F   66 E4 3F D9 40 71 5C 7B  j......?f.?.@q\.
0010: 62 70 F8 27 44 CA D6 D2   9D CA 0F EE C9 6E 21 AB  bp.'D........n!.
0020: 49 32 AF 45 43 9C CD EA   A6 E0 EC 11 3F 88 F6 FB  I2.EC.......?...
0030: 01 58 02 54 C6 D5 4B 41   CF 61 78 AD C6 35 9E FC  .X.T..KA.ax..5..
0040: 9C 0D 74 70 F9 0E C3 5D   FE 8F A2 92 1B 9D C3 E2  ..tp...]........
0050: 60 0C E2 66 EA B0 D0 31   F4 0E 5E 5C AC 5C 68 43  `..f...1..^\.\hC
0060: E0 19 85 62 61 FA F9 A2   D9 12 CA DA 92 4B 1D DE  ...ba........K..
0070: E0 00 46 14 18 99 A2 01   65 CA E5 13 7A 6F DA DB  ..F.....e...zo..
0080: E8 A0 3E 37 D6 CD BD E9   00 F5 01 8D 9B B2 A7 85  ..>7............
0090: 9A 39 16 EE 17 35 BA 7B   15 D9 50 13 72 15 07 16  .9...5....P.r...
00A0: 47 DC 9E 9E 89 6B 4E 6A   5D 75 4A 96 40 3F B7 98  G....kNj]uJ.@?..
00B0: 06 30 ED 6B 2D A3 51 69   5A D1 7A D3 13 AD 96 2A  .0.k-.QiZ.z....*
00C0: 18 FA 9F EC 81 8A 8C 0F   2C F4 8F FC 45 BE 0E 00  ........,...E...
00D0: 14 C3 47 CF 0D 6F 01 2A   85 D4 88 3B 10 55 4D 5E  ..G..o.*...;.UM^
00E0: C0 D0 B7 16 0C 1C 86 E0   0C F9 AF 84 EF EE 8E A0  ................
00F0: E2 E8 98 D4 35 A5 3A 93   F1 03 3B 5D 3A B5 45 6D  ....5.:...;]:.Em
0100: 5C FB 1E 5F C6 51 A7 12   72 75 E1 40 02 DA 7C F5  \.._.Q..ru.@....
0110: 29 61 7A 70 39 17 AD E8   7A 0B 98 E9 39 5F 59 55  )azp9...z...9_YU
0120: 0F 7F 9C 8D 39 B7 20 16   BC 43 73 D2 52 95 35 AA  ....9. ..Cs.R.5.
0130: DE 23 44 CF 6D 00 02 9B   A3 46 61 AC B5 C0 B0 9E  .#D.m....Fa.....
0140: 64 85 EC CB B6 C1 96 5D   04 85 D4 61 2F C9 38 86  d......]...a/.8.
0150: B7 43 49 EA 27 4B CF A8   27 01 D5 54 64 43 46 51  .CI.'K..'..TdCFQ
0160: 8F 17 86 8C EB 51 C3 0B   17 62 E4 FA 27 FD 79 88  .....Q...b..'.y.
0170: 5A A0 BA 0C C5 7F 8F DE   CB 56 A8 D5 39 77 8E 9A  Z........V..9w..
0180: FA C6 3E 25 AA 05 9B B8   8D 59 96 92 D8 89 C3 5A  ..>%.....Y.....Z
0190: 1A 3C F4 CC D8 10 3E 8F   F2 89 2C DF F1 96 6D CE  .<....>...,...m.
01A0: D4 0A 44 56 BB 5B 1A 55   2A 1C 34 F1 7A EA CE 04  ..DV.[.U*.4.z...
01B0: 6B EA 64 E2 79 BA 52 86   3C EC F2 33 58 01 EF 55  k.d.y.R.<..3X..U
01C0: 36 A4 22 70 9F DD D6 FE   0C 55 C4 2C 69 22 1B 42  6."p.....U.,i".B
01D0: A1 5C FF 29 D3 D2 C7 3D   A9 A4 8C 7F 6D 86 16 A3  .\.)...=....m...
01E0: AB BD 15 DF 84 F1 CE 86   51 71 FC EF BF D5 44 A5  ........Qq....D.
01F0: 6B 9B 4A 5F DA 7B 56 9D   28 D1 8E 1E 7F EA 06 3E  k.J_..V.(......>
 
]
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-----END CERTIFICATE-----

 
CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority, O=Registro Nacional
de Identificación y Estado Civil, C=PE 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
22049080826349849073929231571857745080792825156349745752321416196524981851716938629857153665171764207020656770483302653546201001789267522196522616954922479307118048930114030
64608770360341484589211063393866432818244687861206944630570851991301103608829948513494922419366664855057948314199236120320145925422527612210656452315462262012327824392630122
86676123031784518127783466179475164334081913117609774411270824992172657645285354492711935439914184545388097357266977365287641215553241492227110715202237617382414139346141725
05523570059420731588785128498223656286439259426272115291325851607773789958873344237570509543769563

Type RA
Status ted
Status starting time 2013-07-11T18:04:59.000Z

Version 3
Serial number 1
Signature algorithm SHA1withRSA
Issuer CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority,

O=Registro Nacional de Identificación y Estado Civil, C=PE
Valid from Tue Mar 19 06:55:00 PET 2013
Valid to Sun Mar 19 06:55:00 PET 2023
Subject CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority,

O=Registro Nacional de Identificación y Estado Civil, C=PE
Public key Sun RSA public key, 2048 bits

  modulus:
22049080826349849073929231571857745080792825156349745752321416196524981
85171693862985715366517176420702065677048330265354620100178926752219652
26169549224793071180489301140306460877036034148458921106339386643281824
46878612069446305708519913011036088299485134949224193666648550579483141
99236120320145925422527612210656452315462262012327824392630122866761230
31784518127783466179475164334081913117609774411270824992172657645285354
49271193543991418454538809735726697736528764121555324149222711071520223
76173824141393461417250552357005942073158878512849822365628643925942627
2115291325851607773789958873344237570509543769563
  public exponent: 65537

Subject key identifier d44b9a04348187bf1f38ebcafad8a1efa6d48c35
Basic constraints CA=false
SHA1 Thumbprint d6e40831185c8dbf8b103a2a83d01ce6eef73774
SHA256 Thumbprint ce6408bd05a240c9d9832edb1549e86a00d9d72f2b9ccb6cb1cc15921255f12b
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 public exponent: 65537
 Validity: [From: Tue Mar 19 06:55:00 PET 2013,
              To: Sun Mar 19 06:55:00 PET 2023]
 Issuer: CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    01]
 
Certificate Extensions: 1
[1]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: D4 4B 9A 04 34 81 87 BF   1F 38 EB CA FA D8 A1 EF  .K..4....8......
0010: A6 D4 8C 35                                        ...5
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 73 F8 34 F1 51 7D 35 A6   9D E0 DF 78 49 D7 BE FE  s.4.Q.5....xI...
0010: E1 80 D2 AB BE AA 69 95   2D 1E A1 CA A8 EB 6E FF  ......i.-.....n.
0020: 67 90 E3 F3 E7 C9 9E 0A   6C D0 0B 37 21 21 B6 D0  g.......l..7!!..
0030: 78 E6 A7 C0 AF E9 02 D9   2B 42 5F BB 61 C0 7C 7E  x.......+B_.a...
0040: 10 9E E9 11 B4 E0 05 AA   77 32 39 A3 9E 13 5B 7B  ........w29...[.
0050: 48 5D 94 40 52 16 68 7C   F6 64 77 FD A3 64 AA B4  H].@R.h..dw..d..
0060: A0 A1 41 3D 96 A7 54 BA   93 B7 B1 02 C6 CF 55 1F  ..A=..T.......U.
0070: 6B C2 56 3E 3F 66 37 73   3B DF CF 8E 70 C5 FC 44  k.V>?f7s;...p..D
0080: 28 7F 31 58 2C FC 9B 5A   33 A7 D2 20 28 F2 D9 84  (.1X,..Z3.. (...
0090: 8E C8 C1 4C 48 A2 8E 7C   E2 34 5A E7 00 C1 1E 9B  ...LH....4Z.....
00A0: 62 FB CE B0 84 7C 95 94   5D 8C 82 50 2D 16 48 EF  b.......]..P-.H.
00B0: EA C1 D9 D7 5E D1 16 00   0E 2A DE 83 99 81 AE 17  ....^....*......
00C0: 6A 1F 69 83 D6 8A A6 1C   C6 C0 ED 97 66 84 FE 5E  j.i.........f..^
00D0: 13 65 36 D1 B2 6A 54 F1   81 F1 51 84 E2 4A 2E 85  .e6..jT...Q..J..
00E0: 7C EA 46 7E 34 AF 88 10   B4 80 66 6D 9E 29 78 EE  ..F.4.....fm.)x.
00F0: 97 7D 75 7E 0C 4B 41 A0   21 A9 75 44 97 BA 2D A0  ..u..KA.!.uD..-.
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority, O=Registro Nacional
de Identificación y Estado Civil, C=PE 

 
Service digital identity (X509)

Type RA
Status undersupervision
Status starting time 2013-07-11T16:31:30.000Z

Version 3
Serial number 1
Signature algorithm SHA1withRSA
Issuer CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority,

O=Registro Nacional de Identificación y Estado Civil, C=PE
Valid from Tue Mar 19 06:55:00 PET 2013
Valid to Sun Mar 19 06:55:00 PET 2023
Subject CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority,

O=Registro Nacional de Identificación y Estado Civil, C=PE
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
22049080826349849073929231571857745080792825156349745752321416196524981851716938629857153665171764207020656770483302653546201001789267522196522616954922479307118048930114030
64608770360341484589211063393866432818244687861206944630570851991301103608829948513494922419366664855057948314199236120320145925422527612210656452315462262012327824392630122
86676123031784518127783466179475164334081913117609774411270824992172657645285354492711935439914184545388097357266977365287641215553241492227110715202237617382414139346141725
05523570059420731588785128498223656286439259426272115291325851607773789958873344237570509543769563
 public exponent: 65537
 Validity: [From: Tue Mar 19 06:55:00 PET 2013,
              To: Sun Mar 19 06:55:00 PET 2023]
 Issuer: CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority, O=Registro Nacional de Identificación y Estado Civil, C=PE
 SerialNumber: [    01]
 
Certificate Extensions: 1
[1]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: D4 4B 9A 04 34 81 87 BF   1F 38 EB CA FA D8 A1 EF  .K..4....8......
0010: A6 D4 8C 35                                        ...5
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 73 F8 34 F1 51 7D 35 A6   9D E0 DF 78 49 D7 BE FE  s.4.Q.5....xI...
0010: E1 80 D2 AB BE AA 69 95   2D 1E A1 CA A8 EB 6E FF  ......i.-.....n.
0020: 67 90 E3 F3 E7 C9 9E 0A   6C D0 0B 37 21 21 B6 D0  g.......l..7!!..
0030: 78 E6 A7 C0 AF E9 02 D9   2B 42 5F BB 61 C0 7C 7E  x.......+B_.a...
0040: 10 9E E9 11 B4 E0 05 AA   77 32 39 A3 9E 13 5B 7B  ........w29...[.
0050: 48 5D 94 40 52 16 68 7C   F6 64 77 FD A3 64 AA B4  H].@R.h..dw..d..
0060: A0 A1 41 3D 96 A7 54 BA   93 B7 B1 02 C6 CF 55 1F  ..A=..T.......U.
0070: 6B C2 56 3E 3F 66 37 73   3B DF CF 8E 70 C5 FC 44  k.V>?f7s;...p..D
0080: 28 7F 31 58 2C FC 9B 5A   33 A7 D2 20 28 F2 D9 84  (.1X,..Z3.. (...
0090: 8E C8 C1 4C 48 A2 8E 7C   E2 34 5A E7 00 C1 1E 9B  ...LH....4Z.....
00A0: 62 FB CE B0 84 7C 95 94   5D 8C 82 50 2D 16 48 EF  b.......]..P-.H.
00B0: EA C1 D9 D7 5E D1 16 00   0E 2A DE 83 99 81 AE 17  ....^....*......
00C0: 6A 1F 69 83 D6 8A A6 1C   C6 C0 ED 97 66 84 FE 5E  j.i.........f..^
00D0: 13 65 36 D1 B2 6A 54 F1   81 F1 51 84 E2 4A 2E 85  .e6..jT...Q..J..
00E0: 7C EA 46 7E 34 AF 88 10   B4 80 66 6D 9E 29 78 EE  ..F.4.....fm.)x.
00F0: 97 7D 75 7E 0C 4B 41 A0   21 A9 75 44 97 BA 2D A0  ..u..KA.!.uD..-.
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----Public key Sun RSA public key, 2048 bits
  modulus:
22049080826349849073929231571857745080792825156349745752321416196524981
85171693862985715366517176420702065677048330265354620100178926752219652
26169549224793071180489301140306460877036034148458921106339386643281824
46878612069446305708519913011036088299485134949224193666648550579483141
99236120320145925422527612210656452315462262012327824392630122866761230
31784518127783466179475164334081913117609774411270824992172657645285354
49271193543991418454538809735726697736528764121555324149222711071520223
76173824141393461417250552357005942073158878512849822365628643925942627
2115291325851607773789958873344237570509543769563
  public exponent: 65537

Subject key identifier d44b9a04348187bf1f38ebcafad8a1efa6d48c35
Basic constraints CA=false
SHA1 Thumbprint d6e40831185c8dbf8b103a2a83d01ce6eef73774
SHA256 Thumbprint ce6408bd05a240c9d9832edb1549e86a00d9d72f2b9ccb6cb1cc15921255f12b
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lEBSFmh89mR3/aNkqrSgoUE9lqdUupO3sQLGz1Ufa8JWPj9mN3M738+OcMX8RCh/
MVgs/JtaM6fSICjy2YSOyMFMSKKOfOI0WucAwR6bYvvOsIR8lZRdjIJQLRZI7+rB
2dde0RYADireg5mBrhdqH2mD1oqmHMbA7ZdmhP5eE2U20bJqVPGB8VGE4kouhXzq
Rn40r4gQtIBmbZ4peO6XfXV+DEtBoCGpdUSXui2g
-----END CERTIFICATE-----

 
CN="Registro Nacional de Identificación y Estado Civil, RENIEC", OU=Gerencia de Informática,
O="Registro Nacional de Identificación y Estado Civil, RENIEC", L=Lima, ST=Lima, C=PE 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN="Registro Nacional de Identificación y Estado Civil, RENIEC", OU=Gerencia de Informática, O="Registro Nacional de Identificación y Estado Civil, RENIEC",
L=Lima, ST=Lima, C=PE
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
17919184782495014516458115511710766250990319541591515170122817264841793630223096793550560164283564843356179021087961736188034845640159728825646729880567522540038366982864856
55663711449154511224207102461981876310055048679320262204784055514492648375346436572061681751464691430386936176003659923632989719140535106666179076634498143318507545903045182
87521844797269086008492164500389319997100012344837618919019831038131743755551941613713225768534397216034997524720916934669666275414402396151346618749952181491522291390493734
67878398772956074686527882422007784071182832318788764713105191100934576134122922071034225272977773
 public exponent: 65537
 Validity: [From: Sun Oct 14 19:00:00 PET 2012,
              To: Wed Oct 23 07:00:00 PET 2013]
 Issuer: CN=DigiCert Assured ID Code Signing CA-1, OU=www.digicert.com, O=DigiCert Inc, C=US
 SerialNumber: [    04a7e477 a07bf99f 169d983b 562f23b2]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: ocsp

Type unspecified
Status undersupervision
Status starting time 2012-11-12T22:22:32.000Z

Version 3
Serial number 6188659425723429735036633399849591730
Signature algorithm SHA1withRSA
Issuer CN=DigiCert Assured ID Code Signing CA-1, OU=www.digicert.com, O=DigiCert Inc,

C=US
Valid from Sun Oct 14 19:00:00 PET 2012
Valid to Wed Oct 23 07:00:00 PET 2013
Subject CN="Registro Nacional de Identificación y Estado Civil, RENIEC", OU=Gerencia de

Informática, O="Registro Nacional de Identificación y Estado Civil, RENIEC", L=Lima,
ST=Lima, C=PE

Public key Sun RSA public key, 2048 bits
  modulus:
17919184782495014516458115511710766250990319541591515170122817264841793
63022309679355056016428356484335617902108796173618803484564015972882564
67298805675225400383669828648565566371144915451122420710246198187631005
50486793202622047840555144926483753464365720616817514646914303869361760
03659923632989719140535106666179076634498143318507545903045182875218447
97269086008492164500389319997100012344837618919019831038131743755551941
61371322576853439721603499752472091693466966627541440239615134661874995
21814915222913904937346787839877295607468652788242200778407118283231878
8764713105191100934576134122922071034225272977773
  public exponent: 65537

Subject key identifier 6fa1125be39f3913c41ef1a23734c8fcd13b0fcf
CRL distribution points http://crl3.digicert.com/assured-cs-2011a.crl

http://crl4.digicert.com/assured-cs-2011a.crl
Authority key identifier 0418301680147b68ce29aac017be497ae1e53fd6a7f7458f3532
Key usage digitalSignature
Basic constraints CA=false
SHA1 Thumbprint f4c38f36352079fbf62b0810287d067047a3ccb4
SHA256 Thumbprint 54aac9bfbae6d923c6afe7041ecbb59b82a02b250d0e2682a9a2c19bb7353ccd



PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 42

Perú (Peru): Digital Certificate Services Providers Official Register (ROPS)

  accessLocation: URIName: http://ocsp.digicert.com
,
  accessMethod: caIssuers
  accessLocation: URIName: http://cacerts.digicert.com/DigiCertAssuredIDCodeSigningCA-1.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 7B 68 CE 29 AA C0 17 BE   49 7A E1 E5 3F D6 A7 F7  .h.)....Iz..?...
0010: 45 8F 35 32                                        E.52
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:false
 PathLen: undefined
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl3.digicert.com/assured-cs-2011a.crl]
, DistributionPoint:
    [URIName: http://crl4.digicert.com/assured-cs-2011a.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.16.840.1.114412.3.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 2E 68 74 74 70 3A 2F   2F 77 77 77 2E 64 69 67  ..http://www.dig
0010: 69 63 65 72 74 2E 63 6F   6D 2F 73 73 6C 2D 63 70  icert.com/ssl-cp
0020: 73 2D 72 65 70 6F 73 69   74 6F 72 79 2E 68 74 6D  s-repository.htm
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 82 01 56 1E 82 01 52   00 41 00 6E 00 79 00 20  0..V...R.A.n.y.
0010: 00 75 00 73 00 65 00 20   00 6F 00 66 00 20 00 74  .u.s.e. .o.f. .t
0020: 00 68 00 69 00 73 00 20   00 43 00 65 00 72 00 74  .h.i.s. .C.e.r.t
0030: 00 69 00 66 00 69 00 63   00 61 00 74 00 65 00 20  .i.f.i.c.a.t.e.
0040: 00 63 00 6F 00 6E 00 73   00 74 00 69 00 74 00 75  .c.o.n.s.t.i.t.u
0050: 00 74 00 65 00 73 00 20   00 61 00 63 00 63 00 65  .t.e.s. .a.c.c.e
0060: 00 70 00 74 00 61 00 6E   00 63 00 65 00 20 00 6F  .p.t.a.n.c.e. .o
0070: 00 66 00 20 00 74 00 68   00 65 00 20 00 44 00 69  .f. .t.h.e. .D.i
0080: 00 67 00 69 00 43 00 65   00 72 00 74 00 20 00 43  .g.i.C.e.r.t. .C
0090: 00 50 00 2F 00 43 00 50   00 53 00 20 00 61 00 6E  .P./.C.P.S. .a.n
00A0: 00 64 00 20 00 74 00 68   00 65 00 20 00 52 00 65  .d. .t.h.e. .R.e
00B0: 00 6C 00 79 00 69 00 6E   00 67 00 20 00 50 00 61  .l.y.i.n.g. .P.a
00C0: 00 72 00 74 00 79 00 20   00 41 00 67 00 72 00 65  .r.t.y. .A.g.r.e
00D0: 00 65 00 6D 00 65 00 6E   00 74 00 20 00 77 00 68  .e.m.e.n.t. .w.h
00E0: 00 69 00 63 00 68 00 20   00 6C 00 69 00 6D 00 69  .i.c.h. .l.i.m.i
00F0: 00 74 00 20 00 6C 00 69   00 61 00 62 00 69 00 6C  .t. .l.i.a.b.i.l
0100: 00 69 00 74 00 79 00 20   00 61 00 6E 00 64 00 20  .i.t.y. .a.n.d.
0110: 00 61 00 72 00 65 00 20   00 69 00 6E 00 63 00 6F  .a.r.e. .i.n.c.o
0120: 00 72 00 70 00 6F 00 72   00 61 00 74 00 65 00 64  .r.p.o.r.a.t.e.d
0130: 00 20 00 68 00 65 00 72   00 65 00 69 00 6E 00 20  . .h.e.r.e.i.n.
0140: 00 62 00 79 00 20 00 72   00 65 00 66 00 65 00 72  .b.y. .r.e.f.e.r
0150: 00 65 00 6E 00 63 00 65   00 2E                    .e.n.c.e..
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
 codeSigning
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 DigitalSignature
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 6F A1 12 5B E3 9F 39 13   C4 1E F1 A2 37 34 C8 FC  o..[..9.....74..
0010: D1 3B 0F CF                                        .;..
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 07 7C 67 B7 83 DF 8A 88   64 BF 48 B2 BF 30 51 8A  ..g.....d.H..0Q.
0010: D0 00 C4 84 72 6D 25 DE   EA 7D 88 6C EC D3 AE 96  ....rm%....l....
0020: 53 F7 F3 DC 94 C0 96 5F   56 BB A8 47 6B 0D 8E 57  S......_V..Gk..W
0030: FE 80 89 C0 9B 74 A6 CD   E1 99 C0 21 00 E6 8C A9  .....t.....!....
0040: 16 B2 45 42 E2 D4 31 45   6D 82 AD 28 AA 0B 77 6A  ..EB..1Em..(..wj
0050: 83 74 1D 20 62 32 E3 BD   52 FD 33 F2 3E 35 DE F3  .t. b2..R.3.>5..
0060: 37 5B FA 74 3C FB C8 BE   CD 2C 2E D7 08 5F 91 68  7[.t<....,..._.h



PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 43

Perú (Peru): Digital Certificate Services Providers Official Register (ROPS)

0070: 70 55 63 2D 01 14 BA 74   D3 7A 08 7A 2C CD 2D 36  pUc-...t.z.z,.-6
0080: 2F 62 B0 FA FE 69 FB 9C   31 E0 79 EF 14 90 EA 7D  /b...i..1.y.....
0090: C5 F3 85 74 F3 80 22 7B   2A D3 2F 37 4E 49 C7 91  ...t..".*./7NI..
00A0: FF E7 13 DB 9B 9F D1 58   9A 47 11 EA A7 3B 27 55  .......X.G...;'U
00B0: AB E9 5E 8E 62 40 5A F6   6E 29 4B 2C CE BF 72 5B  ..^.b@Z.n)K,..r[
00C0: 56 01 8D 1D BB 08 46 CA   DA 6E BD BE EB 9A BD 6C  V.....F..n.....l
00D0: C6 81 82 D1 B2 2E A4 0B   1F E2 78 82 0A B1 1E 52  ..........x....R
00E0: D4 CD 99 D2 7B 87 C1 62   62 D8 A5 39 AB EE C0 2D  .......bb..9...-
00F0: 23 F0 C3 56 1B 19 1A AC   04 D9 BB 2A 46 C6 87 91  #..V.......*F...
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): INDENOVA S.L. 
Trade name (en) INDENOVA S.L.
Information URI (en ) HTTP://WWW.INDENOVA.COM
Service provider street
address (es)

C/DELS TRAGINERS 14-2?B 46014 VALENCIA (ESPA?A)

Service provider street
address (en)

C/DELS TRAGINERS 14-2?B 46014 VALENCIA (ESPA?A)

Service provider postal
code (es)

46014

Service provider postal
code (en)

46014

Service provider locality
(es)

VALENCIA

Service provider locality
(en)

VALENCIA

Service provider state
(es)

VALENCIA

Service provider state
(en)

VALENCIA

Service provider
country (es)

ES

Service provider
country (en)

ES
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CN=INDENOVA DESARROLLOS, OU=DESARROLLOS, O=INDENOVA, L=VALENCIA, ST=VALENCIA,
C=ES 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=INDENOVA DESARROLLOS, OU=DESARROLLOS, O=INDENOVA, L=VALENCIA, ST=VALENCIA, C=ES
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 1024 bits
 modulus:
12275773751243453819770946154555407610013499176168145849177654625640125037672398955724038125876287930473096985138315993356914444653561208076702688748290059966710236770972912
4760758849708042854475220596254813184297415872074698732020543288671186217681070540313508716222115784619078488110509485917528478089788769
 public exponent: 65537
 Validity: [From: Tue Nov 16 07:56:24 PET 2010,
              To: Fri Nov 15 07:56:24 PET 2013]
 Issuer: CN=AC Camerfirma Codesign v2, O=AC Camerfirma SA, OU=http://www.camerfirma.com, SERIALNUMBER=A82743287, L=Madrid (see current address at
www.camerfirma.com/address), EMAILADDRESS=info@camerfirma.com, C=ES
 SerialNumber: [    c1]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://www.camerfirma.com/certs/CODESIGN_v2.crt
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.camerfirma.com
]

Type unspecified
Status undersupervision
Status starting time 2013-03-01T21:37:13.000Z

Version 3
Serial number 193
Signature algorithm SHA1withRSA
Issuer CN=AC Camerfirma Codesign v2, O=AC Camerfirma SA,

OU=http://www.camerfirma.com, SERIALNUMBER=A82743287, L=Madrid (see current
address at www.camerfirma.com/address), EMAILADDRESS=info@camerfirma.com,
C=ES

Valid from Tue Nov 16 07:56:24 PET 2010
Valid to Fri Nov 15 07:56:24 PET 2013
Subject CN=INDENOVA DESARROLLOS, OU=DESARROLLOS, O=INDENOVA, L=VALENCIA,

ST=VALENCIA, C=ES
Public key Sun RSA public key, 1024 bits

  modulus:
12275773751243453819770946154555407610013499176168145849177654625640125
03767239895572403812587628793047309698513831599335691444465356120807670
26887482900599667102367709729124760758849708042854475220596254813184297
41587207469873202054328867118621768107054031350871622211578461907848811
0509485917528478089788769
  public exponent: 65537

Subject key identifier fad024ee579e605394c29314764c30bbeb6d903c
CRL distribution points http://crl.camerfirma.com/codesign_v2.crl

http://crl1.camerfirma.com/codesign_v2.crl
Authority key identifier 0481a33081a08014691a9472a0d196ff3d562ad8fe2b4718159db0eea18184a48181307f3

10b300906035504061302455531273025060355040a131e41432043616d65726669726d
61205341204349462041383237343332383731233021060355040b131a687474703a2f2f
7777772e6368616d6265727369676e2e6f726731223020060355040313194368616d626
57273206f6620436f6d6d6572636520526f6f7482010c

Key usage digitalSignature
nonRepudiation

Basic constraints CA=false
SHA1 Thumbprint 7981a7952f5a8446195a2eed54bb686d40160208
SHA256 Thumbprint 32757c5025fdc67c4440c70fbf0925af320c5c84717fefc7fb14fb9941f8dc22
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]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 69 1A 94 72 A0 D1 96 FF   3D 56 2A D8 FE 2B 47 18  i..r....=V*..+G.
0010: 15 9D B0 EE                                        ....
]
[CN=Chambers of Commerce Root, OU=http://www.chambersign.org, O=AC Camerfirma SA CIF A82743287, C=EU]
SerialNumber: [    0c]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints:[
 CA:false
 PathLen: undefined
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.camerfirma.com/codesign_v2.crl]
, DistributionPoint:
    [URIName: http://crl1.camerfirma.com/codesign_v2.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.17326.10.12.2]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 1C 68 74 74 70 3A 2F   2F 70 6F 6C 69 63 79 2E  ..http://policy.
0010: 63 61 6D 65 72 66 69 72   6D 61 2E 63 6F 6D        camerfirma.com
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 7C 1A 7A 43 65 72 74   69 66 69 63 61 64 6F 20  0..zCertificado
0010: 64 65 20 46 69 72 6D 61   20 64 65 20 43 F3 64 69  de Firma de C.di
0020: 67 6F 20 43 61 6D 65 72   66 69 72 6D 61 20 43 6F  go Camerfirma Co
0030: 64 65 73 69 67 6E 20 70   65 72 74 65 6E 65 63 69  design perteneci
0040: 65 6E 74 65 20 61 20 6C   61 20 6F 72 67 61 6E 69  ente a la organi
0050: 7A 61 63 69 F3 6E 20 63   6F 6E 20 69 64 65 6E 74  zaci.n con ident
0060: 69 66 69 63 61 63 69 F3   6E 20 66 69 73 63 61 6C  ificaci.n fiscal
0070: 20 43 49 46 3D 42 39 37   34 35 38 39 39 36         CIF=B97458996
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
 codeSigning
 1.3.6.1.4.1.311.2.1.22
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 DigitalSignature
 Non_repudiation
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: FA D0 24 EE 57 9E 60 53   94 C2 93 14 76 4C 30 BB  ..$.W.`S....vL0.
0010: EB 6D 90 3C                                        .m.<
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: B5 5B B6 5C 1E 0C AC DD   49 DA 3E 4D 44 6D B2 FE  .[.\....I.>MDm..
0010: 92 AC A4 13 7A B2 84 22   5A 63 B9 12 B4 C0 FD 13  ....z.."Zc......
0020: 06 2A B1 E9 80 21 80 5A   32 4E 53 50 46 AE FD 7E  .*...!.Z2NSPF...
0030: 36 43 7C 55 5E 81 1E 83   A8 85 7A FA CB CF 8B F5  6C.U^.....z.....
0040: AE 61 DD 2D E0 57 D6 88   5E 25 20 2A C2 08 D7 2E  .a.-.W..^% *....
0050: 4E D9 D3 A0 8A DE C4 3E   A6 FA 18 50 82 29 9F 9E  N......>...P.)..
0060: 15 42 D7 DE 13 DF FC 40   A0 14 BB CF BB EC 91 3F  .B.....@.......?
0070: D5 87 3B 37 D1 07 90 15   96 E5 ED EA E2 70 56 07  ..;7.........pV.
0080: 3D 58 81 1D 51 F3 FF 50   96 BF 04 FF 5E D6 01 EF  =X..Q..P....^...
0090: 6C D0 16 8C 87 A2 A2 5A   5C EE 8B CD FB AC 55 77  l......Z\.....Uw
00A0: FB D9 BD B2 F4 E7 CD A2   AD 38 89 42 97 24 34 28  .........8.B.$4(
00B0: 54 A3 48 C5 D9 9F 3A CD   70 20 36 BB 14 A8 A2 53  T.H...:.p 6....S
00C0: 41 FB 0B FC 70 21 40 B0   3A BA C3 2D D7 39 41 F6  A...p!@.:..-.9A.
00D0: 6F DE 87 BF 1C 3E EF 8B   48 AC F3 17 8C 6C A1 29  o....>..H....l.)
00E0: 65 A1 2F 38 61 EF AE F2   24 0D 39 DE 9E 59 5E C3  e./8a...$.9..Y^.
00F0: 9F 5F 04 90 88 82 D9 C4   F1 D0 BD 6F AE E9 16 8D  ._.........o....
 
]

The certificate in PEM format:
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-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): ENTRUST 

 
CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited,
OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US 

 
Service digital identity (X509)

Trade name (en) ENTRUST
Information URI (en ) HTTP://WWW.ENTRUST.NET
Service provider street
address (es)

THREE LINCOLN CENTRE 5430 LDJ FREE WAY SUITE 1250

Service provider street
address (en)

THREE LINCOLN CENTRE 5430 LDJ FREE WAY SUITE 1250

Service provider postal
code (es)

75240

Service provider postal
code (en)

75240

Service provider locality
(es)

DALLAS

Service provider locality
(en)

DALLAS

Service provider state
(es)

TEXAS

Service provider state
(en)

TEXAS

Service provider
country (es)

US

Service provider
country (en)

US

Type CA/QC
Status undersupervision
Status starting time 2013-07-23T21:21:08.000Z

Version 3
Serial number 927650371
Signature algorithm SHA1withRSA
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 1024 bits
 modulus:
14406702391305106140142766295100576213492235373448846805360353022345240832232691736934761267893050079370845874709276294338276201804702401393841421587202852716396912565557394
5488614401571467677066488315957153441759858575776484848611157850921563438091296557524842885335944479053857025193408242979060399539152451
 public exponent: 3
 Validity: [From: Tue May 25 11:09:40 PET 1999,
              To: Sat May 25 11:39:40 PET 2019]
 Issuer: CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
 SerialNumber: [    374ad243]
 
Certificate Extensions: 8
[1]: ObjectId: 1.2.840.113533.7.65.0 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 0C 30 0A 1B 04 56 34   2E 30 03 02 04 90        ..0...V4.0....
 
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: F0 17 62 13 55 3D B3 FF   0A 00 6B FB 50 84 97 F3  ..b.U=....k.P...
0010: ED 62 D0 1A                                        .b..
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [CN=CRL1, CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net,
C=US]
, DistributionPoint:
    [URIName: http://www.entrust.net/CRL/net1.crl]
]]
 
[5]: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[6]: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
  SSL CA

Issuer CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net
Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US

Valid from Tue May 25 11:09:40 PET 1999
Valid to Sat May 25 11:39:40 PET 2019
Subject CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net

Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
Public key Sun RSA public key, 1024 bits

  modulus:
14406702391305106140142766295100576213492235373448846805360353022345240
83223269173693476126789305007937084587470927629433827620180470240139384
14215872028527163969125655573945488614401571467677066488315957153441759
85857577648484861115785092156343809129655752484288533594447905385702519
3408242979060399539152451
  public exponent: 3

Subject key identifier f0176213553db3ff0a006bfb508497f3ed62d01a
CRL distribution points http://www.entrust.net/CRL/net1.crl
Authority key identifier 041830168014f0176213553db3ff0a006bfb508497f3ed62d01a
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 99a69be61afe886b4d2b82007cb854fc317e1539
SHA256 Thumbprint 62f240278c564c4dd8bf7d9d4f6f366ea894d22f5f34d989a983acec2fffed50
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  S/MIME CA
  Object Signing CA]
 
[7]: ObjectId: 2.5.29.16 Criticality=false
PrivateKeyUsage: [
From: Tue May 25 11:09:40 PET 1999, To: Sat May 25 11:09:40 PET 2019]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: F0 17 62 13 55 3D B3 FF   0A 00 6B FB 50 84 97 F3  ..b.U=....k.P...
0010: ED 62 D0 1A                                        .b..
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 90 DC 30 02 FA 64 74 C2   A7 0A A5 7C 21 8D 34 17  ..0..dt.....!.4.
0010: A8 FB 47 0E FF 25 7C 8D   13 0A FB E4 98 B5 EF 8C  ..G..%..........
0020: F8 C5 10 0D F7 92 BE F1   C3 D5 D5 95 6A 04 BB 2C  ............j..,
0030: CE 26 36 65 C8 31 C6 E7   EE 3F E3 57 75 84 7A 11  .&6e.1...?.Wu.z.
0040: EF 46 4F 18 F4 D3 98 BB   A8 87 32 BA 72 F6 3C E2  .FO.......2.r.<.
0050: 3D 9F D7 1D D9 C3 60 43   8C 58 0E 22 96 2F 62 A3  =.....`C.X."./b.
0060: 2C 1F BA AD 05 EF AB 32   78 87 A0 54 73 19 B5 5C  ,......2x..Ts..\
0070: 05 F9 52 3E 6D 2D 45 0B   F7 0A 93 EA ED 06 F9 B2  ..R>m-E.........
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited,
OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US 

 
Service digital identity (X509)

Type CA/QC
Status ted
Status starting time 2013-06-19T17:56:23.000Z

Version 3
Serial number 927650371
Signature algorithm SHA1withRSA
Issuer CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net

Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
Valid from Tue May 25 11:09:40 PET 1999
Valid to Sat May 25 11:39:40 PET 2019
Subject CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net

Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 1024 bits
 modulus:
14406702391305106140142766295100576213492235373448846805360353022345240832232691736934761267893050079370845874709276294338276201804702401393841421587202852716396912565557394
5488614401571467677066488315957153441759858575776484848611157850921563438091296557524842885335944479053857025193408242979060399539152451
 public exponent: 3
 Validity: [From: Tue May 25 11:09:40 PET 1999,
              To: Sat May 25 11:39:40 PET 2019]
 Issuer: CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
 SerialNumber: [    374ad243]
 
Certificate Extensions: 8
[1]: ObjectId: 1.2.840.113533.7.65.0 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 0C 30 0A 1B 04 56 34   2E 30 03 02 04 90        ..0...V4.0....
 
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: F0 17 62 13 55 3D B3 FF   0A 00 6B FB 50 84 97 F3  ..b.U=....k.P...
0010: ED 62 D0 1A                                        .b..
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [CN=CRL1, CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net,
C=US]
, DistributionPoint:
    [URIName: http://www.entrust.net/CRL/net1.crl]
]]
 
[5]: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[6]: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
  SSL CA
  S/MIME CA
  Object Signing CA]
 
[7]: ObjectId: 2.5.29.16 Criticality=false
PrivateKeyUsage: [
From: Tue May 25 11:09:40 PET 1999, To: Sat May 25 11:09:40 PET 2019]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: F0 17 62 13 55 3D B3 FF   0A 00 6B FB 50 84 97 F3  ..b.U=....k.P...

Public key Sun RSA public key, 1024 bits
  modulus:
14406702391305106140142766295100576213492235373448846805360353022345240
83223269173693476126789305007937084587470927629433827620180470240139384
14215872028527163969125655573945488614401571467677066488315957153441759
85857577648484861115785092156343809129655752484288533594447905385702519
3408242979060399539152451
  public exponent: 3

Subject key identifier f0176213553db3ff0a006bfb508497f3ed62d01a
CRL distribution points http://www.entrust.net/CRL/net1.crl
Authority key identifier 041830168014f0176213553db3ff0a006bfb508497f3ed62d01a
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 99a69be61afe886b4d2b82007cb854fc317e1539
SHA256 Thumbprint 62f240278c564c4dd8bf7d9d4f6f366ea894d22f5f34d989a983acec2fffed50
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0010: ED 62 D0 1A                                        .b..
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 90 DC 30 02 FA 64 74 C2   A7 0A A5 7C 21 8D 34 17  ..0..dt.....!.4.
0010: A8 FB 47 0E FF 25 7C 8D   13 0A FB E4 98 B5 EF 8C  ..G..%..........
0020: F8 C5 10 0D F7 92 BE F1   C3 D5 D5 95 6A 04 BB 2C  ............j..,
0030: CE 26 36 65 C8 31 C6 E7   EE 3F E3 57 75 84 7A 11  .&6e.1...?.Wu.z.
0040: EF 46 4F 18 F4 D3 98 BB   A8 87 32 BA 72 F6 3C E2  .FO.......2.r.<.
0050: 3D 9F D7 1D D9 C3 60 43   8C 58 0E 22 96 2F 62 A3  =.....`C.X."./b.
0060: 2C 1F BA AD 05 EF AB 32   78 87 A0 54 73 19 B5 5C  ,......2x..Ts..\
0070: 05 F9 52 3E 6D 2D 45 0B   F7 0A 93 EA ED 06 F9 B2  ..R>m-E.........
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): DIGI SIGN 

 
CN=Digi-Sign CA Digi-ID Xp, OU=Terms and Conditions of use: http://www.digi-sign.com/repository,
O=Digi-Sign Limited, L=Dublin, ST=Dublin, C=IE

Trade name (en) DIGI SIGN
Information URI (en ) HTTP://WWW.DIGI-SIGN.COM
Service provider street
address (es)

SIBTHORPE LANE, RANELAGH

Service provider street
address (en)

SIBTHORPE LANE, RANELAGH

Service provider postal
code (es)

DUBLIN6

Service provider postal
code (en)

DUBLIN6

Service provider locality
(es)

DUBLIN

Service provider locality
(en)

DUBLIN

Service provider state
(es)

DUBLIN

Service provider state
(en)

DUBLIN

Service provider
country (es)

IR

Service provider
country (en)

IR
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Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=Digi-Sign CA Digi-ID Xp, OU=Terms and Conditions of use: http://www.digi-sign.com/repository, O=Digi-Sign Limited, L=Dublin, ST=Dublin, C=IE
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
26926110584125833537545895214890737273777428404404833368187117345006353822066388549072556394026312688581090272187605227160930241053097823016926548184658427698395267813010100
58554422773474257808012698424667295144068874116630260625159971947121139225186700471562265125711159258072212166076612259199373641977697325865559113275998785588195551750877764
47768607372211213578864171253109087411666203612809460357649088867687580847748313831684286051138159286217917353067996887968888105667439642314340143314039970133023431797453375
27923853845270704002624286370005656500506063260087212854535471571888024184939778283804918288633703
 public exponent: 65537
 Validity: [From: Wed Sep 14 19:00:00 PET 2005,
              To: Tue Jul 09 12:36:58 PET 2019]
 Issuer: CN=UTN-USERFirst-Client Authentication and Email, OU=http://www.usertrust.com, O=The USERTRUST Network, L=Salt Lake City, ST=UT, C=US
 SerialNumber: [    2cd2c9f3 d40626af a7c8d70f 74a7d2c4]
 
Certificate Extensions: 6
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 89 82 67 7D C4 9D 26 70   00 4B B4 50 48 7C DE 3D  ..g...&p.K.PH..=
0010: AE 04 6E 7D                                        ..n.
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:1
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:

Type CA/QC
Status undersupervision
Status starting time 2014-04-16T15:46:37.000Z

Version 3
Serial number 59580510237220695488987717461609009860
Signature algorithm SHA1withRSA
Issuer CN=UTN-USERFirst-Client Authentication and Email, OU=http://www.usertrust.com,

O=The USERTRUST Network, L=Salt Lake City, ST=UT, C=US
Valid from Wed Sep 14 19:00:00 PET 2005
Valid to Tue Jul 09 12:36:58 PET 2019
Subject CN=Digi-Sign CA Digi-ID Xp, OU=Terms and Conditions of use: http://www.digi-

sign.com/repository, O=Digi-Sign Limited, L=Dublin, ST=Dublin, C=IE
Public key Sun RSA public key, 2048 bits

  modulus:
26926110584125833537545895214890737273777428404404833368187117345006353
82206638854907255639402631268858109027218760522716093024105309782301692
65481846584276983952678130101005855442277347425780801269842466729514406
88741166302606251599719471211392251867004715622651257111592580722121660
76612259199373641977697325865559113275998785588195551750877764477686073
72211213578864171253109087411666203612809460357649088867687580847748313
83168428605113815928621791735306799688796888810566743964231434014331403
99701330234317974533752792385384527070400262428637000565650050606326008
7212854535471571888024184939778283804918288633703
  public exponent: 65537

Subject key identifier 91b38ae87e166ff9121c3f29a45010440bd97776
CRL distribution points http://crl.usertrust.com/UTN-USERFirst-ClientAuthenticationandEmail.crl
Authority key identifier 0418301680148982677dc49d2670004bb450487cde3dae046e7d
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=1
SHA1 Thumbprint 82d06f4188a91dbec05cf0b1a7014b6b84679caf
SHA256 Thumbprint 4709d81e77c0990c38ec8d4577701f9753bac0723a7ecd90706f8ff5568f5bb8
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    [URIName: http://crl.usertrust.com/UTN-USERFirst-ClientAuthenticationandEmail.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.6449.1.2.3.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 75 73 65  .#http://www.use
0010: 72 74 72 75 73 74 2E 63   6F 6D 2F 72 65 70 6F 73  rtrust.com/repos
0020: 69 74 6F 72 79                                     itory
 
]]  ]
 [CertificatePolicyId: [1.3.6.1.4.1.6449.1.2.2.9]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 64 69 67  .#http://www.dig
0010: 69 2D 73 69 67 6E 2E 63   6F 6D 2F 72 65 70 6F 73  i-sign.com/repos
0020: 69 74 6F 72 79                                     itory
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[6]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 91 B3 8A E8 7E 16 6F F9   12 1C 3F 29 A4 50 10 44  ......o...?).P.D
0010: 0B D9 77 76                                        ..wv
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 6E CD 28 36 A9 0F 6C 40   61 76 D3 7C CF 6F 1B 23  n.(6..l@av...o.#
0010: 87 84 AB 5D C9 A9 92 3F   0C 4C EC 90 6C 09 05 5D  ...]...?.L..l..]
0020: DF 58 C8 56 3D D1 3C 3B   C5 81 8D C2 43 A3 77 3D  .X.V=.<;....C.w=
0030: E9 A9 96 5E 21 11 EE 5B   A3 E6 EC C9 87 58 4D 09  ...^!..[.....XM.
0040: A5 8F 01 28 0D 54 74 25   AF 8D 34 58 45 B0 F2 96  ...(.Tt%..4XE...
0050: 1D 5B 8E D0 D6 C8 F8 88   49 C9 E8 E4 B0 86 51 56  .[......I.....QV
0060: BC 3D 3F 69 ED 16 A9 2D   78 E8 E1 A2 30 89 21 4A  .=?i...-x...0.!J
0070: EE 30 9D DB CF 87 36 BC   8E 9B 42 2E 3E CD 57 BE  .0....6...B.>.W.
0080: 4A 4B B7 4E 9E D2 0A 55   14 C5 E3 BC 99 95 81 30  JK.N...U.......0
0090: 0B E5 17 EA 1D C3 AE 9D   B4 77 BF 6E 43 8E 4A 37  .........w.nC.J7
00A0: 69 21 D7 DF 4B 7A 04 19   03 F9 7D 78 48 9C D3 46  i!..Kz.....xH..F
00B0: 5F FD 7C 78 41 D1 69 11   F7 6A 91 39 77 B4 97 78  _..xA.i..j.9w..x
00C0: 29 25 79 2A CF 8C AE B8   98 68 19 02 23 20 1F 54  )%y*.....h..# .T
00D0: 28 1F 01 26 D1 FB 47 5C   CB 1E B6 39 3F 6C 87 67  (..&..G\...9?l.g
00E0: BA 80 58 AB 78 74 E8 E4   D8 CF 17 FF B4 9D DD 9E  ..X.xt..........
00F0: E9 C4 E1 30 36 AB 8B 46   6F EB 8A 7C 8C DA 48 45  ...06..Fo.....HE
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Certificate Service Provider Name (en): INTERCAMBIO ELECTRÓNICO DE DATOS Y
COMUNICACIONES 

 
C=ES, L=Calle Charles Robert Darwin 8 - 46980 - Paterna, O=EDICOM, SERIALNUMBER=B96490867,
CN=CAEDICOM01 

 
Service digital identity (X509)

Trade name (en) EDICOM
Information URI (en ) HTTP://ACEDICOM.EDICOMGROUP.COM
Service provider street
address (es)

PARQUE TECN. PATERNA. VALENCIA ESPA?A

Service provider street
address (en)

PARQUE TECN. PATERNA. VALENCIA ESPA?A

Service provider postal
code (es)

46980

Service provider postal
code (en)

46980

Service provider locality
(es)

PATERNA

Service provider locality
(en)

PATERNA

Service provider state
(es)

VALENCIA

Service provider state
(en)

VALENCIA

Service provider
country (es)

ES

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2015-04-01T21:09:38.000Z

Version 3
Serial number 2849013759586421594
Signature algorithm SHA256withRSA
Issuer C=ES, O=EDICOM, CN=CAEDICOM Root
Valid from Tue Jul 22 06:00:43 PET 2014
Valid to Wed May 22 05:20:00 PET 2024
Subject C=ES, L=Calle Charles Robert Darwin 8 - 46980 - Paterna, O=EDICOM,

SERIALNUMBER=B96490867, CN=CAEDICOM01
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The decoded certificate:
[
[
 Version: V3
 Subject: C=ES, L=Calle Charles Robert Darwin 8 - 46980 - Paterna, O=EDICOM, SERIALNUMBER=B96490867, CN=CAEDICOM01
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
56751191118072880989610088055580594823266667966228474915328207766893240852488323705150785782406036806342390061460999343817391064426931533158795357217052700587088425324963840
35602532121809573811002399149291819404786555548195418786839967898334051509861479923241857647047551382060328666380139562259906710770546776164153950713621513836181994892225447
70873615065960678602875142624352455958565138358378876521740536262840856403242177766238134127839734655675827704279935639039278445947829732306605581154885940304077630491026500
40991018324487687678379572137193760180733895679780400051932539557550619284515003354628687199388144718513341327839135087488546958501766989824459398957345992951274544225193423
82344673288967586541406758196773277833010356236351083320799333448393774867964179808103446428562365921024459399818087198880729204234671575905296431194128128632635322637842958
14704686459867084744157215368809252447142833092891338881406827438721371351369917365209253687894257209937263067852563892090860530869454340632775620803107102710952430991101339
54845453653740864966586368959005560890573695998862460480157602830175946875378868335115769954750054940522437629727139410114537074940469401156192306524072436637820716474457346
1886511029985881788281
 public exponent: 65537
 Validity: [From: Tue Jul 22 06:00:43 PET 2014,
              To: Wed May 22 05:20:00 PET 2024]
 Issuer: C=ES, O=EDICOM, CN=CAEDICOM Root
 SerialNumber: [    2789baeb 6c594b5a]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://acedicom.edicomgroup.com/certs/caedicomroot.cer
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.acedicom.edicomgroup.com/caedicomroot
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 14 CD 2A 59 78 63 AB 61   19 E8 B8 3D A1 E0 5A C0  ..*Yxc.a...=..Z.
0010: 75 E7 F9 CB                                        u...
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true

Public key Sun RSA public key, 4096 bits
  modulus:
56751191118072880989610088055580594823266667966228474915328207766893240
85248832370515078578240603680634239006146099934381739106442693153315879
53572170527005870884253249638403560253212180957381100239914929181940478
65555481954187868399678983340515098614799232418576470475513820603286663
80139562259906710770546776164153950713621513836181994892225447708736150
65960678602875142624352455958565138358378876521740536262840856403242177
76623813412783973465567582770427993563903927844594782973230660558115488
59403040776304910265004099101832448768767837957213719376018073389567978
04000519325395575506192845150033546286871993881447185133413278391350874
88546958501766989824459398957345992951274544225193423823446732889675865
41406758196773277833010356236351083320799333448393774867964179808103446
42856236592102445939981808719888072920423467157590529643119412812863263
53226378429581470468645986708474415721536880925244714283309289133888140
68274387213713513699173652092536878942572099372630678525638920908605308
69454340632775620803107102710952430991101339548454536537408649665863689
59005560890573695998862460480157602830175946875378868335115769954750054
94052243762972713941011453707494046940115619230652407243663782071647445
73461886511029985881788281
  public exponent: 65537

Subject key identifier 6d6a88f82eea7f2fcdc0f4767793e64532ef8b05
CRL distribution points http://acedicom.edicomgroup.com/caedicomroot.crl
Authority key identifier 04183016801414cd2a597863ab6119e8b83da1e05ac075e7f9cb
Key usage digitalSignature

keyCertSign
cRLSign

Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 317574de257dba53dae80676a675249d64d7c134
SHA256 Thumbprint 339d15b165ca8161e4d3792618c6fde84e4904d04669541cee6bd333bcd5b5f4
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 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://acedicom.edicomgroup.com/caedicomroot.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.30051.2.3.1.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 42 1E 40 00 43 00 65   00 72 00 74 00 69 00 66  0B.@.C.e.r.t.i.f
0010: 00 69 00 63 00 61 00 74   00 69 00 6F 00 6E 00 20  .i.c.a.t.i.o.n.
0020: 00 50 00 72 00 61 00 63   00 74 00 69 00 63 00 65  .P.r.a.c.t.i.c.e
0030: 00 20 00 53 00 74 00 61   00 74 00 65 00 6D 00 65  . .S.t.a.t.e.m.e
0040: 00 6E 00 74                                        .n.t
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 1F 68 74 74 70 3A 2F   2F 61 63 65 64 69 63 6F  ..http://acedico
0010: 6D 2E 65 64 69 63 6F 6D   67 72 6F 75 70 2E 63 6F  m.edicomgroup.co
0020: 6D                                                 m
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 DigitalSignature
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 RFC822Name: acedicom@edicomgroup.com
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 6D 6A 88 F8 2E EA 7F 2F   CD C0 F4 76 77 93 E6 45  mj...../...vw..E
0010: 32 EF 8B 05                                        2...
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 3F AA 3D 4B 11 B6 39 4D   7F 49 8F D7 8B F6 19 7F  ?.=K..9M.I......
0010: 5B 02 11 9D 0D 5D 1A 70   6E C0 85 4E 56 14 8C 5A  [....].pn..NV..Z
0020: DC 9A 37 D4 B5 96 75 78   E4 27 AF DE F5 D4 ED 26  ..7...ux.'.....&
0030: 74 2F CC 60 88 81 5A F1   92 95 AA 15 E8 15 05 BA  t/.`..Z.........
0040: 89 4E 73 E3 70 29 9A F9   89 A2 2D 99 53 71 66 A8  .Ns.p)....-.Sqf.
0050: E7 6A BC E3 E1 20 80 FE   1C BC F5 45 E0 E1 16 7A  .j... .....E...z
0060: 1D AA F0 CD 17 01 0A AC   4F 3F BE 0D 8C 8B C1 49  ........O?.....I
0070: 8B F9 27 82 DC C6 91 85   0B EB 3A F0 B1 76 52 FA  ..'.......:..vR.
0080: 2F CA 26 B9 C9 F2 B1 C7   D5 7D 0E 42 38 1C 06 80  /.&........B8...
0090: 50 A6 F0 A9 4A 3C 67 86   D5 4C 2C 6F BB 37 36 A1  P...J<g..L,o.76.
00A0: 79 43 7E E1 59 D3 76 35   EC B6 AB C5 D1 B6 49 B2  yC..Y.v5......I.
00B0: BF FA AE 19 08 C7 EF 20   30 E7 9D 9A A0 78 0B 73  ....... 0....x.s
00C0: F2 B2 62 B1 01 A6 A0 4F   B5 AA FA E0 1F EF C9 78  ..b....O.......x
00D0: BF 78 27 60 AB 58 51 BE   0A 46 CB D1 2E 0F 65 1D  .x'`.XQ..F....e.
00E0: 55 DA 3D B3 14 47 0D 3B   93 90 9F E6 5C D3 8D E0  U.=..G.;....\...
00F0: 44 F0 E6 F1 62 8F 70 D7   8A 30 26 15 27 7F D3 32  D...b.p..0&.'..2
0100: 60 70 E4 4D F1 75 49 55   BC 49 89 37 67 CB 7F 16  `p.M.uIU.I.7g...
0110: 36 92 E0 F0 8E C0 1C 8D   67 43 45 F7 BA F9 5F F7  6.......gCE..._.
0120: 3B 87 8C B8 0D D4 FB 96   F9 40 46 0F 21 00 18 42  ;........@F.!..B
0130: AB 5F 36 2E 6A 02 05 46   58 05 92 1B D9 E4 20 2B  ._6.j..FX..... +
0140: 9C B1 22 80 AE A1 C6 14   6F 82 DD 06 A1 7C 0C DE  ..".....o.......
0150: AA ED 6B 9E 88 C7 A3 74   DC F7 DB 9E 17 75 A5 84  ..k....t.....u..
0160: EB A2 A2 57 23 A8 9C 27   C8 37 3C A7 AB F1 A9 5E  ...W#..'.7<....^
0170: 20 DC CB 82 6F E7 94 8A   7F E1 8F F5 4E F1 0E C7   ...o.......N...
0180: 66 C2 AE FE C3 3B 4E E5   CC 99 13 5D C4 F3 14 99  f....;N....]....
0190: 67 BD F7 8E 7C 9B B2 F4   00 90 47 F8 E2 80 77 1D  g.........G...w.
01A0: CE 59 02 3D 25 7B 94 9D   76 99 1E 40 3C 53 19 01  .Y.=%...v..@<S..
01B0: 46 9E A4 BF BF 8C 3A 51   8B 45 B7 1F 43 BD 4C 98  F.....:Q.E..C.L.
01C0: 96 C2 11 19 6B 93 02 CB   ED 7E 44 94 67 34 F6 24  ....k.....D.g4.$
01D0: 20 A7 85 59 DF 14 3E E6   8B 00 D7 8F 92 3A 3C E3   ..Y..>......:<.
01E0: AE E4 32 42 38 5B 11 C9   82 33 B3 D6 87 57 57 06  ..2B8[...3...WW.
01F0: 61 32 70 A4 3E 97 DD 7F   48 51 B8 57 12 31 0B 24  a2p.>...HQ.W.1.$
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----
MIIHQDCCBSigAwIBAgIIJ4m662xZS1owDQYJKoZIhvcNAQELBQAwNjEWMBQGA1UE
AwwNQ0FFRElDT00gUm9vdDEPMA0GA1UECgwGRURJQ09NMQswCQYDVQQGEwJFUzAe
Fw0xNDA3MjIxMTAwNDNaFw0yNDA1MjIxMDIwMDBaMIGBMRMwEQYDVQQDDApDQUVE
SUNPTTAxMRIwEAYDVQQFEwlCOTY0OTA4NjcxDzANBgNVBAoMBkVESUNPTTE4MDYG
A1UEBwwvQ2FsbGUgQ2hhcmxlcyBSb2JlcnQgRGFyd2luIDggLSA0Njk4MCAtIFBh
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-----END CERTIFICATE-----

 
C=ES, O=EDICOM, CN=CAEDICOM Root 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2015-04-01T15:44:52.000Z

Version 3
Serial number 6412029366930714179
Signature algorithm SHA256withRSA
Issuer C=ES, O=EDICOM, CN=CAEDICOM Root
Valid from Mon May 19 07:08:20 PET 2014
Valid to Fri May 19 06:22:00 PET 2034
Subject C=ES, O=EDICOM, CN=CAEDICOM Root
Public key Sun RSA public key, 4096 bits

  modulus:
89549450400115540560970202287952704516491243874493294738279582900604072
42515845312155373223736471147034862051786172475918613659751402556933395
82645752642058010180821862982971290216131179870084210000486188212550897
13808920375894294133082740063153237222900563678207129383207655698053029
21271536887318869979619942872243522713411666587306009714680046765302273
55386302027521790543889759312651222374115828267523307825409872128113486
78143299864291692504610513748161762302684572933202543680612811378288732
89941525086068754828825114462737346927631431614201326591581955329042168
15843679544391305831575648385248691373618253646955718566049720129724882
47327407827047221472233721838606944438004624815416072704203653341168999
72844994700851347359748941878345276262228522694143919394165432251630627
02928787967454588425466652790682946539520344846402953024104799389670982
14951614219181419820902977617011939709596294775467170793869134967674269
40147716745519033717744736525356004907395855809731001165063613408132585
41129894520430137200505994855946734104117608732109237174470625484217119
33231244189714158643370058724238642629311557994713609984863044774499154
61063832669514206474394636080826032512898129520050668180056206471892181
20798676352677555510749107
  public exponent: 65537

Subject key identifier 14cd2a597863ab6119e8b83da1e05ac075e7f9cb
Authority key identifier 04183016801414cd2a597863ab6119e8b83da1e05ac075e7f9cb
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The decoded certificate:
[
[
 Version: V3
 Subject: C=ES, O=EDICOM, CN=CAEDICOM Root
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
89549450400115540560970202287952704516491243874493294738279582900604072425158453121553732237364711470348620517861724759186136597514025569333958264575264205801018082186298297
12902161311798700842100004861882125508971380892037589429413308274006315323722290056367820712938320765569805302921271536887318869979619942872243522713411666587306009714680046
76530227355386302027521790543889759312651222374115828267523307825409872128113486781432998642916925046105137481617623026845729332025436806128113782887328994152508606875482882
51144627373469276314316142013265915819553290421681584367954439130583157564838524869137361825364695571856604972012972488247327407827047221472233721838606944438004624815416072
70420365334116899972844994700851347359748941878345276262228522694143919394165432251630627029287879674545884254666527906829465395203448464029530241047993896709821495161421918
14198209029776170119397095962947754671707938691349676742694014771674551903371774473652535600490739585580973100116506361340813258541129894520430137200505994855946734104117608
73210923717447062548421711933231244189714158643370058724238642629311557994713609984863044774499154610638326695142064743946360808260325128981295200506681800562064718921812079
8676352677555510749107
 public exponent: 65537
 Validity: [From: Mon May 19 07:08:20 PET 2014,
              To: Fri May 19 06:22:00 PET 2034]
 Issuer: C=ES, O=EDICOM, CN=CAEDICOM Root
 SerialNumber: [    58fc1abc a1472e43]
 
Certificate Extensions: 4
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 14 CD 2A 59 78 63 AB 61   19 E8 B8 3D A1 E0 5A C0  ..*Yxc.a...=..Z.
0010: 75 E7 F9 CB                                        u...
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 DigitalSignature
 Key_CertSign
 Crl_Sign
]
 
[4]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 14 CD 2A 59 78 63 AB 61   19 E8 B8 3D A1 E0 5A C0  ..*Yxc.a...=..Z.
0010: 75 E7 F9 CB                                        u...
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 49 51 6E 60 B9 6E A5 F9   E1 48 23 83 D1 0F 19 14  IQn`.n...H#.....
0010: F2 03 C9 F7 76 7F 72 21   F0 97 49 CD 77 BF F7 FD  ....v.r!..I.w...
0020: A2 9D 79 DE 2F 71 94 25   2E C8 05 82 C1 D6 D5 1F  ..y./q.%........
0030: C0 FA 24 0D F7 BF DA C6   9C 7C 77 AF 68 62 4E C2  ..$.......w.hbN.
0040: 35 7C 32 B6 55 51 1A 10   15 FC 94 6F 16 C7 3C 02  5.2.UQ.....o..<.
0050: 28 5F 54 72 25 73 43 FC   08 D1 0B E4 00 3C EC 16  (_Tr%sC......<..
0060: B0 97 E0 4A 03 AB 86 87   54 39 D3 47 17 FA 39 C6  ...J....T9.G..9.
0070: 00 FA 2E 42 7D 74 A8 72   3B C5 8A 70 34 82 DB 9D  ...B.t.r;..p4...
0080: 8C B0 9B 8E 74 CA B0 96   F5 C4 B7 3F F1 54 9A 20  ....t......?.T.
0090: D1 B1 99 D3 DC B5 F6 E6   48 94 D5 22 F3 22 99 41  ........H..".".A
00A0: 3B C1 71 C6 D4 28 78 69   99 69 28 E1 3F 1F 78 95  ;.q..(xi.i(.?.x.
00B0: 39 F0 43 2B CA 39 48 FF   55 CB 62 82 0E 09 6A 37  9.C+.9H.U.b...j7
00C0: 56 AB DB E6 BB DD E7 4A   94 CC 67 74 8A 07 4D 00  V......J..gt..M.
00D0: B8 84 46 9C 1E 2F 2B 88   56 EA 93 F9 78 F8 A1 28  ..F../+.V...x..(
00E0: 0D 36 70 F6 B4 D3 43 05   33 E4 15 2E 95 A5 AA BB  .6p...C.3.......
00F0: CF 7C 73 E3 2C 6B 08 D6   F9 65 48 2E D7 D5 BC 0E  ..s.,k...eH.....
0100: 29 63 C2 81 EE C2 CF 98   75 F9 35 67 39 09 87 3A  )c......u.5g9..:
0110: 82 EF E1 23 0E 37 55 8C   2F B5 1E D6 F9 8E FD 55  ...#.7U./......U
0120: C8 05 EF 2F AD A2 25 74   6A 88 4A CA 94 FE D6 83  .../..%tj.J.....
0130: 41 A8 FA 3B 4D EC 29 2B   F9 3C C9 2B D0 06 15 C1  A..;M.)+.<.+....
0140: 64 E5 32 A9 9D 8A E3 3F   41 7B DC 62 18 9D B3 B8  d.2....?A..b....
0150: 3E 5B 80 CA 54 4B 6D AB   CB 94 23 D5 10 97 7A B0  >[..TKm...#...z.
0160: 59 CF 54 1B 2B 5F A4 D0   0D 51 33 6F E3 F5 97 00  Y.T.+_...Q3o....
0170: C0 BE 7F 7E 11 E5 F7 10   5C B4 6C 87 0D C8 BA B9  ........\.l.....
0180: AA 1F 15 0C B9 17 AE FD   48 C6 DC 26 A0 77 E7 3C  ........H..&.w.<

Key usage digitalSignature
keyCertSign
cRLSign

Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 0293c20278eaf87010d7e37c1759e24bf501f220
SHA256 Thumbprint b9b7c9e893b91ca3b49cb195a530f0bbc791425e123b3b8162eacdf8626f8a8d
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0190: 62 62 3F 32 4D 58 4F AA   72 F5 2F 53 ED 7B C5 44  bb?2MXO.r./S...D
01A0: F4 C5 66 EB 8C 64 D5 94   87 63 45 ED 1A 43 9A 3B  ..f..d...cE..C.;
01B0: EB 3D 2F 87 CC 6C 0B 84   CA 3F 4E D6 11 0D 3F 30  .=/..l...?N...?0
01C0: 37 AB 31 61 0E 80 67 C8   B2 BA F6 28 73 D5 FE 56  7.1a..g....(s..V
01D0: D8 AB EB DF 39 37 B5 D2   46 0E 3B 4C 48 ED 5F 1F  ....97..F.;LH._.
01E0: 14 F5 2B 91 EC DB E1 9E   2E 6A D3 B5 BF E4 1D 46  ..+......j.....F
01F0: 12 6B 2A ED AE AD 6A 7A   CC 95 97 BA 57 D8 A6 AE  .k*...jz....W...
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): FIRMA PROFESIONAL S.A. 

 
CN=AC Firmaprofesional - CUALIFICADOS, SERIALNUMBER=A62634068, OU=Certificados
Cualificados, O=Firmaprofesional S.A., C=ES 

Trade name (en) FIRMA PROFESIONAL S.A.
Information URI (en ) HTTP://WWW.FIRMAPROFESIONAL.COM
Service provider street
address (es)

PASEO BONANOVA 47

Service provider street
address (en)

PASEO BONANOVA 47

Service provider postal
code (es)

BARCELONA 08017

Service provider postal
code (en)

BARCELONA 08017

Service provider locality
(es)

PASEO BONANOVA 47

Service provider locality
(en)

PASEO BONANOVA 47

Service provider state
(es)

BARCELONA

Service provider state
(en)

BARCELONA

Service provider
country (es)

ES

Service provider
country (en)

ES

Type CA/QC
Status undersupervision
Status starting time 2015-11-26T21:42:27.000Z
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Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=AC Firmaprofesional - CUALIFICADOS, SERIALNUMBER=A62634068, OU=Certificados Cualificados, O=Firmaprofesional S.A., C=ES
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
23535818509823618888152413102470237449998648353116926521981512524876912347057781868138053914189777158647722427203589024049670611799019500505420835059571299702868019416930086
49612491734248632999408480467929952831511519616857624286178772394890833736874846638520867498217994107231469568612373180653597168756143683955794759354362231520259463560780129
90236891246465546466140981670836180452983972915828108197068789576159544763755554997338928343229015165771315881695939577119099917053049664358723076644801962240287162940661272
71532347917973237538191691794395019899103323067968953240621103040483218914574859232366566432512997
 public exponent: 65537
 Validity: [From: Thu Sep 18 05:00:54 PET 2014,
              To: Mon Dec 30 23:02:55 PET 2030]
 Issuer: CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
 SerialNumber: [    0d036645 5e6e29d4]
 
Certificate Extensions: 7
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://crl.firmaprofesional.com/caroot.crt
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.firmaprofesional.com
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 65 CD EB AB 35 1E 00 3E   7E D5 74 C0 1C B4 73 47  e...5..>..t...sG
0010: 0E 1A 64 2F                                        ..d/
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]

Version 3
Serial number 937705595546249684
Signature algorithm SHA256withRSA
Issuer CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
Valid from Thu Sep 18 05:00:54 PET 2014
Valid to Mon Dec 30 23:02:55 PET 2030
Subject CN=AC Firmaprofesional - CUALIFICADOS, SERIALNUMBER=A62634068,

OU=Certificados Cualificados, O=Firmaprofesional S.A., C=ES
Public key Sun RSA public key, 2048 bits

  modulus:
23535818509823618888152413102470237449998648353116926521981512524876912
34705778186813805391418977715864772242720358902404967061179901950050542
08350595712997028680194169300864961249173424863299940848046792995283151
15196168576242861787723948908337368748466385208674982179941072314695686
12373180653597168756143683955794759354362231520259463560780129902368912
46465546466140981670836180452983972915828108197068789576159544763755554
99733892834322901516577131588169593957711909991705304966435872307664480
19622402871629406612727153234791797323753819169179439501989910332306796
8953240621103040483218914574859232366566432512997
  public exponent: 65537

Subject key identifier 8c71cc93076fd1d586687d823a41d94c02f8965d
CRL distribution points http://crl.firmaprofesional.com/fproot.crl
Authority key identifier 04183016801465cdebab351e003e7ed574c01cb473470e1a642f
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 3486ed23622155459e9b25ff3f21ad7627987387
SHA256 Thumbprint 2b75cc4f36759cfc4c6637b1e0e54359457db57e74de4d2dc5d02cddff2960cf
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[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.firmaprofesional.com/fproot.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 81 E5 1E 81 E2 00 43   00 65 00 72 00 74 00 69  0......C.e.r.t.i
0010: 00 66 00 69 00 63 00 61   00 64 00 6F 00 20 00 64  .f.i.c.a.d.o. .d
0020: 00 65 00 20 00 41 00 75   00 74 00 6F 00 72 00 69  .e. .A.u.t.o.r.i
0030: 00 64 00 61 00 64 00 20   00 64 00 65 00 20 00 43  .d.a.d. .d.e. .C
0040: 00 65 00 72 00 74 00 69   00 66 00 69 00 63 00 61  .e.r.t.i.f.i.c.a
0050: 00 63 00 69 00 F3 00 6E   00 2E 00 20 00 43 00 6F  .c.i...n... .C.o
0060: 00 6E 00 73 00 75 00 6C   00 74 00 65 00 20 00 6C  .n.s.u.l.t.e. .l
0070: 00 61 00 73 00 20 00 63   00 6F 00 6E 00 64 00 69  .a.s. .c.o.n.d.i
0080: 00 63 00 69 00 6F 00 6E   00 65 00 73 00 20 00 64  .c.i.o.n.e.s. .d
0090: 00 65 00 20 00 75 00 73   00 6F 00 20 00 65 00 6E  .e. .u.s.o. .e.n
00A0: 00 20 00 68 00 74 00 74   00 70 00 3A 00 2F 00 2F  . .h.t.t.p.:././
00B0: 00 77 00 77 00 77 00 2E   00 66 00 69 00 72 00 6D  .w.w.w...f.i.r.m
00C0: 00 61 00 70 00 72 00 6F   00 66 00 65 00 73 00 69  .a.p.r.o.f.e.s.i
00D0: 00 6F 00 6E 00 61 00 6C   00 2E 00 63 00 6F 00 6D  .o.n.a.l...c.o.m
00E0: 00 2F 00 63 00 70 00 73                            ./.c.p.s
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 66 69 72  .#http://www.fir
0010: 6D 61 70 72 6F 66 65 73   69 6F 6E 61 6C 2E 63 6F  maprofesional.co
0020: 6D 2F 63 70 73                                     m/cps
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 8C 71 CC 93 07 6F D1 D5   86 68 7D 82 3A 41 D9 4C  .q...o...h..:A.L
0010: 02 F8 96 5D                                        ...]
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 0A 52 EB CD FA CA E7 DC   9C E5 F1 36 6C 71 6B CD  .R.........6lqk.
0010: 16 3B 78 8D 4C EF F1 88   5D 6C 40 7D C6 7D 48 4D  .;x.L...]l@...HM
0020: 28 AF 71 ED 00 25 D8 C2   D3 33 41 6F 67 C6 59 DB  (.q..%...3Aog.Y.
0030: 74 65 2E 40 A7 4A B6 02   54 8E 40 24 20 6F 02 81  te.@.J..T.@$ o..
0040: 37 7F 1A 9D 57 B4 34 6B   8E 43 1F BF C3 37 2C D3  7...W.4k.C...7,.
0050: BC E1 27 C9 41 87 B1 D5   82 CC 24 8C FD 74 1D 8B  ..'.A.....$..t..
0060: 5F 9F AA E2 E7 CB E0 ED   EE AF 58 92 AC C7 35 CC  _.........X...5.
0070: CE 54 81 A0 F4 33 8F BD   71 D7 51 6B 12 73 ED 3A  .T...3..q.Qk.s.:
0080: 23 78 4C ED 83 43 B0 90   F8 86 5B E8 EB C3 44 60  #xL..C....[...D`
0090: F5 65 A3 8F AE 37 89 3E   DD E7 5F 10 0F 72 44 21  .e...7.>.._..rD!
00A0: A8 0E 13 65 CE 1D 45 2D   00 47 67 75 A2 B3 D3 95  ...e..E-.Ggu....
00B0: 1F EF 71 97 AA 18 85 81   8D CC 44 86 60 E2 1E C2  ..q.......D.`...
00C0: 9C 4B 7E 56 C5 E8 B7 72   00 28 A9 9B CC B0 01 98  .K.V...r.(......
00D0: 3E 35 18 1D 0D 4E 2D CB   FF 9D 74 FF A8 06 E8 91  >5...N-...t.....
00E0: 9E EC CB 65 92 3D CD FC   A5 0B 40 D0 60 49 5C 0B  ...e.=....@.`I\.
00F0: AF 4B 29 0E 63 73 7D A8   00 DF E4 D2 6E 55 DF 95  .K).cs......nU..
0100: 4A A9 D1 1C D8 95 0B 9F   4C E5 4C 3C E7 A7 56 A7  J.......L.L<..V.
0110: AF FB A5 4E EE AC 38 B0   A1 6F B2 CE 84 66 63 23  ...N..8..o...fc#
0120: 50 5A C2 43 00 99 94 7E   D9 DA F5 85 D5 51 34 9F  PZ.C.........Q4.
0130: E1 9C 18 65 9A CA 5B FE   8E F0 23 DA F3 A0 16 25  ...e..[...#....%
0140: 32 9A 86 23 11 C1 CE 95   55 26 18 4E E6 0D 58 5E  2..#....U&.N..X^
0150: AA B7 5F 5D A8 48 BD BB   C5 8E 8B 4B 5F FC 7E AC  .._].H.....K_...
0160: 1F 60 BA 2F 54 EC DE 7A   0A F6 4A 00 4D 0E 4E CC  .`./T..z..J.M.N.
0170: A0 88 D3 24 9C 68 08 D1   B7 F5 DF A1 B6 34 C7 55  ...$.h.......4.U
0180: E7 84 CE 9D F3 F8 E7 3C   1E 55 34 19 FF 7C F8 E9  .......<.U4.....
0190: DF 8C EF 53 CC 60 33 D4   F8 A3 A9 76 BB EE 6D C8  ...S.`3....v..m.
01A0: BB DF 36 82 C6 89 1F CA   8A E4 3C B1 18 5C 8C 37  ..6.......<..\.7
01B0: 90 9A 36 AD B7 A7 FE 60   FC 04 F3 16 B4 CE 7F EF  ..6....`........
01C0: A3 A7 CE 7E 30 16 90 78   34 FF CC 2D 2B AB 8E 1E  ....0..x4..-+...
01D0: C1 57 36 4D CC 42 37 A1   9B 89 E7 A9 30 39 3A EE  .W6M.B7.....09:.
01E0: 74 B5 1D 22 82 64 91 3F   7B 6F 61 2A E1 89 A7 79  t..".d.?.oa*...y
01F0: 1D D4 F3 B5 58 79 42 DB   D5 CE 68 A4 63 9B 20 C2  ....XyB...h.c. .
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----
MIIGyDCCBLCgAwIBAgIIDQNmRV5uKdQwDQYJKoZIhvcNAQELBQAwUTELMAkGA1UE
BhMCRVMxQjBABgNVBAMTOUF1dG9yaWRhZCBkZSBDZXJ0aWZpY2FjaW9uIEZpcm1h
cHJvZmVzaW9uYWwgQ0lGIEE2MjYzNDA2ODAeFw0xNDA5MTgxMDAwNTRaFw0zMDEy
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-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): CERTISIGN 

 
CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR 

 
Service digital identity (X509)

Trade name (en) CERTISIGN
Information URI (en ) HTTPS://WWW.CERTISIGN.COM.BR/
Service provider street
address (es)

RUA BELA CINTRA 904 16. ANDAR S?O PAULO

Service provider street
address (en)

RUA BELA CINTRA 904 16. ANDAR S?O PAULO

Service provider postal
code (es)

01415-000

Service provider postal
code (en)

01415-000

Service provider locality
(es)

SAO PAULO

Service provider locality
(en)

SAO PAULO

Service provider state
(es)

SP

Service provider state
(en)

SP

Service provider
country (es)

BR

Service provider
country (en)

BR

Type CA/QC
Status undersupervision
Status starting time 2016-01-22T20:51:59.000Z

Version 3
Serial number 21999836477145942709391465284060324680
Signature algorithm SHA1withRSA
Issuer CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
25680538283525265187038795187562153405958393862848369453954941920316686924369382060119331294604678198889180929714400294650948320107495828582677455235013613048211857729309242
04771687424197329959186657558680277064332076509647550770407723710644855259583830000649321572538844993219786192857662688880449366933826184204351631401110102748608483448320449
09286797853298969527055553330202398286589695489642858577694803416337698521274058472812161742480825392089565599463090558591520121694015797551729940566636703377010858115511015
37509519729859482029768792837316939143562069858149212562650217464256942062124500010692075541559821
 public exponent: 65537
 Validity: [From: Thu Aug 18 19:00:00 PET 2011,
              To: Wed Aug 18 18:59:59 PET 2021]
 Issuer: CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR
 SerialNumber: [    108d03ae b07005f8 2e1e76a5 50042348]
 
Certificate Extensions: 6
[1]: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[2]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://onsitecrl.certisign.com.br/repositorio/lcr/ACCertisignParceria/LatestCRL.crl]
]]
 
[3]: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[4]: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
  SSL CA
  S/MIME CA
]
 
[5]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 CN=CertisignPriv1-60
]
 
[6]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 33 30 90 62 72 98 58 73   76 56 6D 3E 5B A2 54 08  30.br.XsvVm>[.T.
0010: BF D2 C7 97                                        ....
]
]

Valid from Thu Aug 18 19:00:00 PET 2011
Valid to Wed Aug 18 18:59:59 PET 2021
Subject CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR
Public key Sun RSA public key, 2048 bits

  modulus:
25680538283525265187038795187562153405958393862848369453954941920316686
92436938206011933129460467819888918092971440029465094832010749582858267
74552350136130482118577293092420477168742419732995918665755868027706433
20765096475507704077237106448552595838300006493215725388449932197861928
57662688880449366933826184204351631401110102748608483448320449092867978
53298969527055553330202398286589695489642858577694803416337698521274058
47281216174248082539208956559946309055859152012169401579755172994056663
67033770108581155110153750951972985948202976879283731693914356206985814
9212562650217464256942062124500010692075541559821
  public exponent: 65537

Subject key identifier 333090627298587376566d3e5ba25408bfd2c797
CRL distribution points http://onsitecrl.certisign.com.br/repositorio/lcr/ACCertisignParceria/LatestCRL.crl
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 5f92058c6e3699401a492988b24c7fc978fff8a7
SHA256 Thumbprint 4eeba686fce5308b9c1c9d14edb9c0592a6d31ef16fb0a65a19a2d0b8a6fc12b
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]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 53 D3 18 FE 71 77 41 D5   8B 33 5F 95 7E 5C 95 7E  S...qwA..3_..\..
0010: 65 AD E1 4D E9 98 BE 4B   0F CB A7 59 7E 05 E1 9F  e..M...K...Y....
0020: E2 2A D8 08 AF 55 38 E1   F7 09 E9 90 57 74 F0 27  .*...U8.....Wt.'
0030: 6E E8 D7 3F 12 95 74 97   7D 8B 62 27 9E 0F CD BF  n..?..t...b'....
0040: 39 13 07 D0 5F 85 32 23   A7 95 D9 D4 1F 40 6E BA  9..._.2#.....@n.
0050: ED D5 68 26 D7 7F C4 B8   6A 5A 10 7E 71 4B 04 B2  ..h&....jZ..qK..
0060: D5 7D 6E E2 AC 19 D7 7A   CC 22 0D 3E E4 83 42 92  ..n....z.".>..B.
0070: 6A DC 58 F8 32 5B 9A 9B   C0 71 B9 4C 5C 46 39 B1  j.X.2[...q.L\F9.
0080: 76 2A 72 FE F3 A6 89 86   E2 2A 3E CF 4D 7A 17 D2  v*r......*>.Mz..
0090: 66 34 27 40 EE BB 59 DC   E5 EA B8 D3 22 38 4D C8  f4'@..Y....."8M.
00A0: 7A 6D 36 1F 0B E1 F7 94   E6 6E 5D 4D B3 60 B7 93  zm6......n]M.`..
00B0: E8 E7 97 42 6A 0F F7 F9   9E 54 98 7A AF 0F DD 81  ...Bj....T.z....
00C0: F3 B9 3E B5 45 B4 12 66   D1 5A 4F 5F AC 6B 3F C4  ..>.E..f.ZO_.k?.
00D0: EC EF B2 DC C9 70 7B 61   E3 03 17 C2 B6 AA 6F 99  .....p.a......o.
00E0: FA 6F 94 BC 06 DA CA 32   F9 5A F9 84 2A 88 FE DE  .o.....2.Z..*...
00F0: FC 53 71 2B FF 3C 4C C8   DB 7A 8A 11 B6 F6 67 CC  .Sq+.<L..z....g.
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): GSE 

 
OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificación Digital Abierta Autorizada por la
Superintendencia de Industria y Comercio de Colombia. https://www.gse.com.co/ResolucionSIC.pdf,

Trade name (en) GSE
Information URI (en ) WWW.GSE.COM.CO
Service provider street
address (es)

CALLE 64G NRO 90

Service provider street
address (en)

CALLE 64G NRO 90

Service provider postal
code (es)

111071

Service provider postal
code (en)

111071

Service provider locality
(es)

BOGOTA

Service provider locality
(en)

BOGOTA

Service provider state
(es)

BOGOTA

Service provider state
(en)

BOGOTA

Service provider
country (es)

CO

Service provider
country (en)

CO
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C=CO, L="BOGOTÁ, D.C.", STREET=Carrera 21 A No 124 - 55 Oficina 303.
https://www.gse.com.co/direccion, OU=http://www.gse.com.co, SERIALNUMBER=NIT 9002042728,
O=GESTION DE SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A.,
EMAILADDRESS=ca@gse.com.co 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2016-01-22T22:27:15.000Z

Version 3
Serial number 0
Signature algorithm SHA1withRSA
Issuer OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificación Digital Abierta Autorizada por

la Superintendencia de Industria y Comercio de Colombia.
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTÁ, D.C.",
STREET=Carrera 21 A No 124 - 55 Oficina 303. https://www.gse.com.co/direccion,
OU=http://www.gse.com.co, SERIALNUMBER=NIT 9002042728, O=GESTION DE
SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A.,
EMAILADDRESS=ca@gse.com.co

Valid from Mon May 11 10:00:27 PET 2009
Valid to Wed May 04 10:00:27 PET 2039
Subject OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificación Digital Abierta Autorizada por

la Superintendencia de Industria y Comercio de Colombia.
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTÁ, D.C.",
STREET=Carrera 21 A No 124 - 55 Oficina 303. https://www.gse.com.co/direccion,
OU=http://www.gse.com.co, SERIALNUMBER=NIT 9002042728, O=GESTION DE
SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A.,
EMAILADDRESS=ca@gse.com.co

Public key Sun RSA public key, 4096 bits
  modulus:
85936788191977224731224669339476190588854700556553471417862426631680093
78042969152520094571163439124043639064878132332792014219533375605822770
39405242058279688403482414263122393459329943195479838975657997256471569
94985998569115094619465557838823013011864123974339990015366662513529963
88808101223834619173928987908065514568370463191661651261413211885773998
97035475635318605039478697680647580174163868800818010134953620128890883
94657127060803515435892109519665764783440365969540224157797827981745197
69973255018716853815567486466236984654438261349792239459354636770195541
45948886450136031437768713209612381697796901537264656432881523955998027
36758217268540729712089732124351179090402366820810364728579656620626963
01578187739927461459952029848279482891209927370984923591686382525628277
81109814140471531152421335674321960403435555897081669508536892130381187
26588733739254049468195377058644882660885436272526911132868132726312681
57930979285999757970173788666109725795898024430367706148688594095264278
97597470129053655805013269642393747473841703813248860850792258295369159
50639515542252668928123125268230699807947318672947888882837562251298253
62606738357947332245292470444669949400960410829390493478495177934782200
02732249184328423338222681
  public exponent: 65537

Subject key identifier 7892332b0c1924a0b72faaf64b6783894f8e3b41
CRL distribution points http://crl.gse.com.co/root/crl_ac_gse.crl

http://crl1.gse.com.co/root/crl_ac_gse.crl
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The decoded certificate:
[
[
 Version: V3
 Subject: OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificación Digital Abierta Autorizada por la Superintendencia de Industria y Comercio de Colombia.
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTÁ, D.C.", STREET=Carrera 21 A No 124 - 55 Oficina 303. https://www.gse.com.co/direccion, OU=http://www.gse.com.co,
SERIALNUMBER=NIT 9002042728, O=GESTION DE SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A., EMAILADDRESS=ca@gse.com.co
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
85936788191977224731224669339476190588854700556553471417862426631680093780429691525200945711634391240436390648781323327920142195333756058227703940524205827968840348241426312
23934593299431954798389756579972564715699498599856911509461946555783882301301186412397433999001536666251352996388808101223834619173928987908065514568370463191661651261413211
88577399897035475635318605039478697680647580174163868800818010134953620128890883946571270608035154358921095196657647834403659695402241577978279817451976997325501871685381556
74864662369846544382613497922394593546367701955414594888645013603143776871320961238169779690153726465643288152395599802736758217268540729712089732124351179090402366820810364
72857965662062696301578187739927461459952029848279482891209927370984923591686382525628277811098141404715311524213356743219604034355558970816695085368921303811872658873373925
40494681953770586448826608854362725269111328681327263126815793097928599975797017378866610972579589802443036770614868859409526427897597470129053655805013269642393747473841703
81324886085079225829536915950639515542252668928123125268230699807947318672947888882837562251298253626067383579473322452924704446699494009604108293904934784951779347822000273
2249184328423338222681
 public exponent: 65537
 Validity: [From: Mon May 11 10:00:27 PET 2009,
              To: Wed May 04 10:00:27 PET 2039]
 Issuer: OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificación Digital Abierta Autorizada por la Superintendencia de Industria y Comercio de Colombia.
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTÁ, D.C.", STREET=Carrera 21 A No 124 - 55 Oficina 303. https://www.gse.com.co/direccion, OU=http://www.gse.com.co,
SERIALNUMBER=NIT 9002042728, O=GESTION DE SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A., EMAILADDRESS=ca@gse.com.co
 SerialNumber: [    00]
 
Certificate Extensions: 9
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://certs.gse.com.co/root/crt_ac_gse.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 78 92 33 2B 0C 19 24 A0   B7 2F AA F6 4B 67 83 89  x.3+..$../..Kg..
0010: 4F 8E 3B 41                                        O.;A
]
[OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificación Digital Abierta Autorizada por la Superintendencia de Industria y Comercio de Colombia.
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTÁ, D.C.", STREET=Carrera 21 A No 124 - 55 Oficina 303. https://www.gse.com.co/direccion, OU=http://www.gse.com.co,
SERIALNUMBER=NIT 9002042728, O=GESTION DE SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A., EMAILADDRESS=ca@gse.com.co]
SerialNumber: [    00]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:3
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.gse.com.co/root/crl_ac_gse.crl]
, DistributionPoint:
    [URIName: http://crl1.gse.com.co/root/crl_ac_gse.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [

Authority key identifier 048201f2308201ee80147892332b0c1924a0b72faaf64b6783894f8e3b41a18201d1a4820Key usage keyCertSign
cRLSign

Basic constraints CA=true; PathLen=3
SHA1 Thumbprint ba6c243d6f71cc03becf240734aec784d2206cea
SHA256 Thumbprint c6b2d6b64ec0dd41a5aabf68e604313c9528e99d9ffdf9990a04967f0eeeed89
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 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 2A 68 74 74 70 73 3A   2F 2F 64 70 63 2E 67 73  .*https://dpc.gs
0010: 65 2E 63 6F 6D 2E 63 6F   2F 72 6F 6F 74 2F 64 70  e.com.co/root/dp
0020: 63 5F 61 63 5F 67 73 65   2E 70 64 66              c_ac_gse.pdf
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 81 94 1A 81 91 53 75   6A 65 74 6F 20 61 20 44  0.....Sujeto a D
0010: 50 43 20 41 43 20 47 53   45 20 53 2E 41 2E 20 45  PC AC GSE S.A. E
0020: 6E 74 69 64 61 64 20 64   65 20 43 65 72 74 69 66  ntidad de Certif
0030: 69 63 61 63 69 F3 6E 20   44 69 67 69 74 61 6C 20  icaci.n Digital
0040: 41 62 69 65 72 74 61 20   2D 20 61 75 74 6F 72 69  Abierta - autori
0050: 7A 61 64 61 20 70 6F 72   20 6C 61 20 53 75 70 65  zada por la Supe
0060: 72 69 6E 74 65 6E 64 65   6E 63 69 61 20 64 65 20  rintendencia de
0070: 49 6E 64 75 73 74 72 69   61 20 79 20 43 6F 6D 65  Industria y Come
0080: 72 63 69 6F 20 28 53 49   43 29 20 64 65 20 43 6F  rcio (SIC) de Co
0090: 6C 6F 6D 62 69 61 2E                               lombia.
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 URIName: http://www.gse.com.co
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 RFC822Name: info@gse.com.co
]
 
[9]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 78 92 33 2B 0C 19 24 A0   B7 2F AA F6 4B 67 83 89  x.3+..$../..Kg..
0010: 4F 8E 3B 41                                        O.;A
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 6B E3 C3 9C 95 FE BE B1   34 AB 7F 6A 25 09 12 A3  k.......4..j%...
0010: 5F 89 D5 8C 80 0E CE D3   F9 74 C3 CE DF 99 A0 5E  _........t.....^
0020: 0F 3A 8A F9 57 E6 EC 20   82 07 8D 03 47 A2 52 FC  .:..W.. ....G.R.
0030: B3 0F C5 C7 80 62 4E 15   80 4D CF 01 54 06 96 3A  .....bN..M..T..:
0040: 97 B8 2C D9 C1 BB F1 CF   0C 77 85 D2 94 A3 B9 B8  ..,......w......
0050: EB 2B 2E FD D2 2F 6D D1   43 B2 8E 29 F5 75 5D D1  .+.../m.C..).u].
0060: A4 1D FC 2E F1 A0 41 32   9D D1 2E 6E B2 F9 47 97  ......A2...n..G.
0070: 39 CE D7 6C 7C B2 D3 27   36 4E 92 64 D3 F8 80 73  9..l...'6N.d...s
0080: 37 FB 22 6F 19 11 EE 5F   F6 06 EE D2 4E 5B 20 98  7."o..._....N[ .
0090: C0 0F 1F 7E 98 5F D5 46   D1 75 AC 7F 2E D6 60 98  ....._.F.u....`.
00A0: 69 CD 3D 4D 7A 4C 8B DA   82 0F 19 6A 2C 92 A4 9C  i.=MzL.....j,...
00B0: E5 75 04 18 AE 04 2A 68   94 8B 97 3A C5 04 B8 DF  .u....*h...:....
00C0: E6 8E 42 5E D3 20 76 9D   BA 16 CF 89 4B EE BF 6A  ..B^. v.....K..j
00D0: B6 CF 5E 77 C0 15 70 19   88 F0 9B 17 01 1E AB 8C  ..^w..p.........
00E0: 36 93 A3 F8 BC 4D 20 38   5B 35 F2 37 3A 04 8C 4D  6....M 8[5.7:..M
00F0: 72 76 E5 41 FB 75 9B 56   7B F1 AC C9 F4 40 51 0C  rv.A.u.V.....@Q.
0100: 76 5B 86 28 68 69 E2 E0   F1 EB 23 EC 34 C1 EB 48  v[.(hi....#.4..H
0110: A2 33 63 87 1B C6 84 26   7B 05 3A 3D 96 03 BC 50  .3c....&..:=...P
0120: 14 2D 3F 2A 4C 93 7F 47   83 C7 82 74 75 91 C7 76  .-?*L..G...tu..v
0130: E6 F8 03 98 74 CC B9 AF   F4 D2 4F 5F C3 AF 69 AE  ....t.....O_..i.
0140: 0D 1A 96 9C 06 05 B4 DD   B4 9E C6 17 60 27 44 46  ............`'DF
0150: 74 16 0C C6 01 6F AA 88   64 1C 4A DC D8 D3 86 F5  t....o..d.J.....
0160: 03 2B 44 78 C6 87 64 3B   AC 96 A1 8D EA ED AC 29  .+Dx..d;.......)
0170: 78 ED 60 FB DE 50 DF F9   C1 10 1E 65 52 C3 6E 1F  x.`..P.....eR.n.
0180: 7E 48 E5 74 0C B7 CC B0   95 51 AC 5C 5E 06 80 DB  .H.t.....Q.\^...
0190: 71 C0 5D AB EA 3B BA 4E   62 49 17 D9 95 54 33 B2  q.]..;.NbI...T3.
01A0: 05 95 17 B3 4F 26 44 C8   8A 00 F7 25 4A 15 CD AB  ....O&D....%J...
01B0: F9 BC 74 4C FB 0C 7C CC   41 FA 95 80 E6 DE 81 44  ..tL....A......D
01C0: 0C DD 62 99 F4 D3 A5 8D   1D A5 FE B2 23 0C A4 DC  ..b.........#...
01D0: B2 34 D5 C0 6C 49 C1 8A   5E 09 68 69 8E 98 5C 64  .4..lI..^.hi..\d
01E0: 3C 17 A1 48 E7 AB D1 19   35 FD 9F 49 B2 99 0F C1  <..H....5..I....
01F0: 66 F8 1C 52 53 AC F0 2E   CE FF 45 9C D9 36 E6 3E  f..RS.....E..6.>
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----
MIIMRDCCCiygAwIBAgIBADANBgkqhkiG9w0BAQUFADCCAckxHDAaBgkqhkiG9w0B
CQEWDWNhQGdzZS5jb20uY28xGTAXBgNVBAMMEFJPT1QgQUMgR1NFIFMuQS4xLjAs
BgNVBAoMJUdFU1RJT04gREUgU0VHVVJJREFEIEVMRUNUUk9OSUNBIFMuQS4xFzAV
BgNVBAUTDk5JVCA5MDAyMDQyNzI4MR4wHAYDVQQLDBVodHRwOi8vd3d3LmdzZS5j
b20uY28xTzBNBgNVBAkMRkNhcnJlcmEgMjEgQSBObyAxMjQgLSA1NSBPZmljaW5h
IDMwMy4gaHR0cHM6Ly93d3cuZ3NlLmNvbS5jby9kaXJlY2Npb24xFjAUBgNVBAcM
DUJPR09Uw4EsIEQuQy4xCzAJBgNVBAYTAkNPMYGuMIGrBgwrBgEEAYHzIAEBCgIM
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-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): CERTICAMARA 
Trade name (en) CERTICAMARA
Information URI (en ) HTTPS://WWW.CERTICAMARA.COM
Service provider street
address (es)

CALLE 7 26-20

Service provider street
address (en)

CALLE 7 26-20

Service provider postal
code (es)

110311

Service provider postal
code (en)

110311

Service provider locality
(es)

BOGOTA

Service provider locality
(en)

BOGOTA

Service provider state
(es)

CUNDINAMARCA

Service provider state
(en)

CUNDINAMARCA
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CN=AC Raíz Certicámara S.A., O=Sociedad Cameral de Certificación Digital - Certicámara S.A., C=CO 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=AC Raíz Certicámara S.A., O=Sociedad Cameral de Certificación Digital - Certicámara S.A., C=CO
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
69933286738728365358290221753567885492298399483988454801141936841153446521315434901328232174215576300918764420499733615049569019480791057650899202056807515054151543281888496
07177341097034744440751613027402942661540218915275635445399303123510748746227878024262344933159599923947135525243522625804507107954460753625063505723355127005334845331319260
44888989200002928446875035742142976009424103697783993717366253243707662105662819892380340748065565110618419381255953454304522369680770524621592284182650032297994325913664220
37497653194019802522059996271827301136665294971504916448689125685184724950963981669392971816963943031523500574928942645423451253760779218261473801616555991577221858127365218
09799905396276376045254524120084606459927783442518293842140228404247916784902307351106343520014306066758923082513298032250118002338699413511038625331490838757675688926854249
71099058806329142393316542561388798710057783163853745187040830566248422738516018582904220028817788025438041767559182756836673081429132022541779976649392245749554370138554192
76063322716790258621021656588265862115955298959831344837714018879342047270924767449261700455419168083962022140807781861456683633297511321525483596990867598011287788310991527
6289123444737363175923
 public exponent: 65537
 Validity: [From: Mon Nov 27 15:46:29 PET 2006,

Service provider
country (es)

CO

Service provider
country (en)

CO

Type CA/QC
Status undersupervision
Status starting time 2016-04-05T21:32:43.000Z

Version 3
Serial number 38908203973182606954752843738508300
Signature algorithm SHA1withRSA
Issuer CN=AC Raíz Certicámara S.A., O=Sociedad Cameral de Certificación Digital -

Certicámara S.A., C=CO
Valid from Mon Nov 27 15:46:29 PET 2006
Valid to Tue Apr 02 16:42:02 PET 2030
Subject CN=AC Raíz Certicámara S.A., O=Sociedad Cameral de Certificación Digital -

Certicámara S.A., C=CO
Public key Sun RSA public key, 4096 bits

  modulus:
69933286738728365358290221753567885492298399483988454801141936841153446
52131543490132823217421557630091876442049973361504956901948079105765089
92020568075150541515432818884960717734109703474444075161302740294266154
02189152756354453993031235107487462278780242623449331595999239471355252
43522625804507107954460753625063505723355127005334845331319260448889892
00002928446875035742142976009424103697783993717366253243707662105662819
89238034074806556511061841938125595345430452236968077052462159228418265
00322979943259136642203749765319401980252205999627182730113666529497150
49164486891256851847249509639816693929718169639430315235005749289426454
23451253760779218261473801616555991577221858127365218097999053962763760
45254524120084606459927783442518293842140228404247916784902307351106343
52001430606675892308251329803225011800233869941351103862533149083875767
56889268542497109905880632914239331654256138879871005778316385374518704
08305662484227385160185829042200288177880254380417675591827568366730814
29132022541779976649392245749554370138554192760633227167902586210216565
88265862115955298959831344837714018879342047270924767449261700455419168
08396202214080778186145668363329751132152548359699086759801128778831099
15276289123444737363175923
  public exponent: 65537

Subject key identifier d109d0e9d7ce797454f93a30b3f46d2c03031b68
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint cba1c5f8b0e35eb8b94512d3f934a2e90610d336
SHA256 Thumbprint a6c51e0da5ca0a9309d2e4c0e40c2af9107aae8203857fe198e3e769e343085c



PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 69

Perú (Peru): Digital Certificate Services Providers Official Register (ROPS)

              To: Tue Apr 02 16:42:02 PET 2030]
 Issuer: CN=AC Raíz Certicámara S.A., O=Sociedad Cameral de Certificación Digital - Certicámara S.A., C=CO
 SerialNumber: [    077e5293 7be015e3 57f0698c cbec0c]
 
Certificate Extensions: 4
[1]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[2]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 1F 68 74 74 70 3A 2F   2F 77 77 77 2E 63 65 72  ..http://www.cer
0010: 74 69 63 61 6D 61 72 61   2E 63 6F 6D 2F 64 70 63  ticamara.com/dpc
0020: 2F                                                 /
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 4E 1A 4C 4C 69 6D 69   74 61 63 69 6F 6E 65 73  0N.LLimitaciones
0010: 20 64 65 20 67 61 72 61   6E 74 ED 61 73 20 64 65   de garant.as de
0020: 20 65 73 74 65 20 63 65   72 74 69 66 69 63 61 64   este certificad
0030: 6F 20 73 65 20 70 75 65   64 65 6E 20 65 6E 63 6F  o se pueden enco
0040: 6E 74 72 61 72 20 65 6E   20 6C 61 20 44 50 43 2E  ntrar en la DPC.
 
]]  ]
]
 
[3]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[4]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: D1 09 D0 E9 D7 CE 79 74   54 F9 3A 30 B3 F4 6D 2C  ......ytT.:0..m,
0010: 03 03 1B 68                                        ...h
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 5C 94 B5 B8 45 91 4D 8E   61 1F 03 28 0F 53 7C E6  \...E.M.a..(.S..
0010: A4 59 A9 B3 8A 7A C5 B0   FF 08 7C 2C A3 71 1C 21  .Y...z.....,.q.!
0020: 13 67 A1 95 12 40 35 83   83 8F 74 DB 33 5C F0 49  .g...@5...t.3\.I
0030: 76 0A 81 52 DD 49 D4 9A   32 33 EF 9B A7 CB 75 E5  v..R.I..23....u.
0040: 7A CB 97 12 90 5C BA 7B   C5 9B DF BB 39 23 C8 FF  z....\......9#..
0050: 98 CE 0A 4D 22 01 48 07   7E 8A C0 D5 20 42 94 44  ...M".H..... B.D
0060: EF BF 77 A2 89 67 48 1B   40 03 05 A1 89 EC CF 62  ..w..gH.@......b
0070: E3 3D 25 76 66 BF 26 B7   BB 22 BE 6F FF 39 57 74  .=%vf.&..".o.9Wt
0080: BA 7A C9 01 95 C1 95 51   E8 AB 2C F8 B1 86 20 E9  .z.....Q..,... .
0090: 3F CB 35 5B D2 17 E9 2A   FE 83 13 17 40 EE 88 62  ?.5[...*....@..b
00A0: 65 5B D5 3B 60 E9 7B 3C   B8 C9 D5 7F 36 02 25 AA  e[.;`..<....6.%.
00B0: 68 C2 31 15 B7 30 65 EB   7F 1D 48 79 B1 CF 39 E2  h.1..0e...Hy..9.
00C0: 42 80 16 D3 F5 93 23 FC   4C 97 C9 5A 37 6C 7C 22  B.....#.L..Z7l."
00D0: D8 4A CD D2 8E 36 83 39   91 90 10 C8 F1 C9 35 7E  .J...6.9......5.
00E0: 3F B8 D3 81 C6 20 64 1A   B6 50 C2 21 A4 78 DC D0  ?.... d..P.!.x..
00F0: 2F 3B 64 93 74 F0 96 90   F1 EF FB 09 5A 34 40 96  /;d.t.......Z4@.
0100: F0 36 12 C1 A3 74 8C 93   7E 41 DE 77 8B EC 86 D9  .6...t...A.w....
0110: D2 0F 3F 2D D1 CC 40 A2   89 66 48 1E 20 B3 9C 23  ..?-..@..fH. ..#
0120: 59 73 A9 44 73 BC 24 79   90 56 37 B3 C6 29 7E A3  Ys.Ds.$y.V7..)..
0130: 0F F1 29 39 EF 7E 5C 28   32 70 35 AC DA B8 C8 75  ..)9..\(2p5....u
0140: 66 FC 9B 4C 39 47 8E 1B   6F 9B 4D 02 54 22 33 EF  f..L9G..o.M.T"3.
0150: 61 BA 9E 29 84 EF 4E 4B   33 47 76 97 6A CB 7E 5F  a..)..NK3Gv.j.._
0160: FD 15 A6 9E 42 43 5B 66   5A 8A 88 0D F7 16 B9 3F  ....BC[fZ......?
0170: 51 65 2B 66 6A 8B D1 38   52 A2 D6 46 11 FA FC 9A  Qe+fj..8R..F....
0180: 1C 74 9E 8F 97 0B 02 4F   64 C6 F5 68 D3 4B 2D FF  .t.....Od..h.K-.
0190: A4 37 1E 8B 3F BF 44 BE   61 46 A1 84 3D 08 27 4C  .7..?.D.aF..=.'L
01A0: 81 20 77 89 08 EA 67 40   5E 6C 08 51 5F 34 5A 8C  . w...g@^l.Q_4Z.
01B0: 96 68 CD D7 F7 89 C2 1C   D3 32 00 AF 52 CB D3 60  .h.......2..R..`
01C0: 5B 2A 3A 47 7E 6B 30 33   A1 62 29 7F 4A B9 E1 2D  [*:G.k03.b).J..-
01D0: E7 14 23 0E 0E 18 47 E1   79 FC 15 55 D0 B1 FC 25  ..#...G.y..U...%
01E0: 71 63 75 33 1C 23 2B AF   5C D9 ED 47 77 60 0E 3B  qcu3.#+.\..Gw`.;
01F0: 0F 1E D2 C0 DC 64 05 89   FC 78 D6 5C 2C 26 43 A9  .....d...x.\,&C.
 
]

The certificate in PEM format:
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-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): GLOBALSIGN 

 
CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE 

 
Service digital identity (X509)

Trade name (en) GLOBALSIGN
Information URI (en ) WWW.GLOBALSIGN.COM
Service provider street
address (es)

2 INT DRIVE SUITE 105

Service provider street
address (en)

2 INT DRIVE SUITE 105

Service provider postal
code (es)

NH 03801

Service provider postal
code (en)

NH 03801

Service provider locality
(es)

PORTSMOUNTH

Service provider locality
(en)

PORTSMOUNTH

Service provider state
(es)

NEW HAMPSHIRE

Service provider state
(en)

NEW HAMPSHIRE

Service provider
country (es)

US

Service provider
country (en)

US

Type CA/QC
Status undersupervision
Status starting time 2016-04-06T14:35:09.000Z

Version 3
Serial number 4835703278459707669005204
Signature algorithm SHA1withRSA
Issuer CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE
Valid from Tue Sep 01 07:00:00 PET 1998
Valid to Fri Jan 28 07:00:00 PET 2028
Subject CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
27527298331346624659307815003393871405544020859223571253338520804765223430982458246098772321151941672961640627675186276205051526242643378100158885513217742058056466168392650
05501310010484917631229416724204114031043577202671760176318470648025948521280690222389488856672963426698461922116886242183819220349515189376221677774833012990958821020329977
85818981753208829083719309844518090545096453792773097910849097057583724773208933361528826298910142867448156843715107516748259202041804902581229868625395852019341552209457329
37830308834387108046657005363452071776396707181283143463213972159925612976006433949563180335468751
 public exponent: 65537
 Validity: [From: Tue Sep 01 07:00:00 PET 1998,
              To: Fri Jan 28 07:00:00 PET 2028]
 Issuer: CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE
 SerialNumber: [    04000000 0001154b 5ac394]
 
Certificate Extensions: 3
[1]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[2]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[3]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 60 7B 66 1A 45 0D 97 CA   89 50 2F 7D 04 CD 34 A8  `.f.E....P/...4.
0010: FF FC FD 4B                                        ...K
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: D6 73 E7 7C 4F 76 D0 8D   BF EC BA A2 BE 34 C5 28  .s..Ov.......4.(
0010: 32 B5 7C FC 6C 9C 2C 2B   BD 09 9E 53 BF 6B 5E AA  2...l.,+...S.k^.
0020: 11 48 B6 E5 08 A3 B3 CA   3D 61 4D D3 46 09 B3 3E  .H......=aM.F..>
0030: C3 A0 E3 63 55 1B F2 BA   EF AD 39 E1 43 B9 38 A3  ...cU.....9.C.8.
0040: E6 2F 8A 26 3B EF A0 50   56 F9 C6 0A FD 38 CD C4  ./.&;..PV....8..
0050: 0B 70 51 94 97 98 04 DF   C3 5F 94 D5 15 C9 14 41  .pQ......_.....A
0060: 9C C4 5D 75 64 15 0D FF   55 30 EC 86 8F FF 0D EF  ..]ud...U0......
0070: 2C B9 63 46 F6 AA FC DF   BC 69 FD 2E 12 48 64 9A  ,.cF.....i...Hd.
0080: E0 95 F0 A6 EF 29 8F 01   B1 15 B5 0C 1D A5 FE 69  .....).........i
0090: 2C 69 24 78 1E B3 A7 1C   71 62 EE CA C8 97 AC 17  ,i$x....qb......
00A0: 5D 8A C2 F8 47 86 6E 2A   C4 56 31 95 D0 67 89 85  ]...G.n*.V1..g..
00B0: 2B F9 6C A6 5D 46 9D 0C   AA 82 E4 99 51 DD 70 B7  +.l.]F......Q.p.
00C0: DB 56 3D 61 E4 6A E1 5C   D6 F6 FE 3D DE 41 CC 07  .V=a.j.\...=.A..
00D0: AE 63 52 BF 53 53 F4 2B   E9 C7 FD B6 F7 82 5F 85  .cR.SS.+......_.
00E0: D2 41 18 DB 81 B3 04 1C   C5 1F A4 80 6F 15 20 C9  .A..........o. .
00F0: DE 0C 88 0A 1D D6 66 55   E2 FC 48 C9 29 26 69 E0  ......fU..H.)&i.
 
]

The certificate in PEM format:

Public key Sun RSA public key, 2048 bits
  modulus:
27527298331346624659307815003393871405544020859223571253338520804765223
43098245824609877232115194167296164062767518627620505152624264337810015
88855132177420580564661683926500550131001048491763122941672420411403104
35772026717601763184706480259485212806902223894888566729634266984619221
16886242183819220349515189376221677774833012990958821020329977858189817
53208829083719309844518090545096453792773097910849097057583724773208933
36152882629891014286744815684371510751674825920204180490258122986862539
58520193415522094573293783030883438710804665700536345207177639670718128
3143463213972159925612976006433949563180335468751
  public exponent: 65537

Subject key identifier 607b661a450d97ca89502f7d04cd34a8fffcfd4b
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint b1bc968bd4f49d622aa89a81f2150152a41d829c
SHA256 Thumbprint ebd41040e4bb3ec742c9e381d31ef2a41a48b6685c96e7cef3c1df6cd4331c99
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-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): CAMERFIRMA PERU S.A.C. 

 
CN=Camerfirma TSA II - 2014, L=Madrid (see current address at
https://www.camerfirma.com/address), SERIALNUMBER=A82743287, O=AC Camerfirma S.A., OU=AC
CAMERFIRMA, C=ES 

 
Service digital identity (X509)

Trade name (en) CAMERFIRMA PERU S.A.C.
Information URI (en ) WWW.CAMERFIRMA.COM
Service provider street
address (es)

AV. REPUBLICA DE PANAMA 3591, OFICINA 301, SAN ISIDRO, LIMA

Service provider street
address (en)

AV. REPUBLICA DE PANAMA 3591, OFICINA 301, SAN ISIDRO, LIMA

Service provider postal
code (es)

LIMA27

Service provider postal
code (en)

LIMA27

Service provider locality
(es)

SAN ISIDRO

Service provider locality
(en)

SAN ISIDRO

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2019-07-01T16:32:01.000Z

Version 3
Serial number 2712386042892456504
Signature algorithm SHA256withRSA
Issuer CN=Chambers of Commerce Root - 2008, O=AC Camerfirma S.A.,

SERIALNUMBER=A82743287, L=Madrid (see current address at
www.camerfirma.com/address), C=EU

Valid from Tue Dec 16 11:45:33 PET 2014
Valid to Tue Dec 15 11:45:33 PET 2037
Subject CN=Camerfirma TSA II - 2014, L=Madrid (see current address at

https://www.camerfirma.com/address), SERIALNUMBER=A82743287, O=AC
Camerfirma S.A., OU=AC CAMERFIRMA, C=ES
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=Camerfirma TSA II - 2014, L=Madrid (see current address at https://www.camerfirma.com/address), SERIALNUMBER=A82743287, O=AC Camerfirma S.A., OU=AC CAMERFIRMA,
C=ES
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
83697281466026761562459534434608778928054606000106135136132218814701191080282316339128481450516320066576004624335718190582265191118303920427708117803278063880637262312901219
76956024092210001205377624822897963120295483264306558958043352773465130507553452747972415464426729273002684768536248489734493300208051418973241860573028925896600385617368845
07728172101917392613203722592539378288301648183470776698649356378677514766563895585022713317323112878994742350725636453459096790912283033690984434179927115974023211232573833
61907010139276108638524759011976218082301417845929893165881942595875423218814995650153333063088234556526308749237181216022351640964819047807277468578122272185961638462834684
75453872685278403178704357414853467758484256406788161018384329647492388975552461773617431937496675898458611082596348620658938728729591820087903140938165812371538904690587471
12075876721126463888077258320610064545377403453140370170592786641687139372928891334539185931369360281527563934250009530607304076978320297807153341846193558738815009490350875
07865841024835394504199511220797845363757404036339615793852592416957673266728244539743349771502744892176042902472435595060069744549792163998667300445899554501331805232492404
1796024938700370815959
 public exponent: 65537
 Validity: [From: Tue Dec 16 11:45:33 PET 2014,
              To: Tue Dec 15 11:45:33 PET 2037]
 Issuer: CN=Chambers of Commerce Root - 2008, O=AC Camerfirma S.A., SERIALNUMBER=A82743287, L=Madrid (see current address at www.camerfirma.com/address), C=EU
 SerialNumber: [    25a454bc 34551238]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://www.camerfirma.com/certs/root_chambers-2008.crt
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.camerfirma.com
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [

Public key Sun RSA public key, 4096 bits
  modulus:
83697281466026761562459534434608778928054606000106135136132218814701191
08028231633912848145051632006657600462433571819058226519111830392042770
81178032780638806372623129012197695602409221000120537762482289796312029
54832643065589580433527734651305075534527479724154644267292730026847685
36248489734493300208051418973241860573028925896600385617368845077281721
01917392613203722592539378288301648183470776698649356378677514766563895
58502271331732311287899474235072563645345909679091228303369098443417992
71159740232112325738336190701013927610863852475901197621808230141784592
98931658819425958754232188149956501533330630882345565263087492371812160
22351640964819047807277468578122272185961638462834684754538726852784031
78704357414853467758484256406788161018384329647492388975552461773617431
93749667589845861108259634862065893872872959182008790314093816581237153
89046905874711207587672112646388807725832061006454537740345314037017059
27866416871393729288913345391859313693602815275639342500095306073040769
78320297807153341846193558738815009490350875078658410248353945041995112
20797845363757404036339615793852592416957673266728244539743349771502744
89217604290247243559506006974454979216399866730044589955450133180523249
24041796024938700370815959
  public exponent: 65537

Subject key identifier 17c540bc2af845b8ab33bff86f496cf617cab7d4
CRL distribution points http://crl.camerfirma.com/chambersroot-2008.crl

http://crl1.camerfirma.com/chambersroot-2008.crl
Authority key identifier 0481db3081d88014f924ac0fb2b5f879c0fa60881bc4d94d029e1719a181b4a481b13081a

e310b3009060355040613024555314330410603550407133a4d61647269642028736565
2063757272656e742061646472657373206174207777772e63616d65726669726d612e6
36f6d2f61646472657373293112301006035504051309413832373433323837311b30190
60355040a131241432043616d65726669726d6120532e412e3129302706035504031320
4368616d62657273206f6620436f6d6d6572636520526f6f74202d2032303038820900a3d
a427ea4b1aeda

Key usage keyCertSign
cRLSign

Basic constraints CA=true; PathLen=2
SHA1 Thumbprint 19ebdcededebc9251f3a098ff4c951ae555248b1
SHA256 Thumbprint 65695d500117fd7270f1027ed121f05942670075461d337eeec7f6a5b757a47a
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KeyIdentifier [
0000: F9 24 AC 0F B2 B5 F8 79   C0 FA 60 88 1B C4 D9 4D  .$.....y..`....M
0010: 02 9E 17 19                                        ....
]
[CN=Chambers of Commerce Root - 2008, O=AC Camerfirma S.A., SERIALNUMBER=A82743287, L=Madrid (see current address at www.camerfirma.com/address), C=EU]
SerialNumber: [    a3da427e a4b1aeda]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.camerfirma.com/chambersroot-2008.crl]
, DistributionPoint:
    [URIName: http://crl1.camerfirma.com/chambersroot-2008.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 1D 68 74 74 70 73 3A   2F 2F 70 6F 6C 69 63 79  ..https://policy
0010: 2E 63 61 6D 65 72 66 69   72 6D 61 2E 63 6F 6D     .camerfirma.com
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
 timeStamping
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 17 C5 40 BC 2A F8 45 B8   AB 33 BF F8 6F 49 6C F6  ..@.*.E..3..oIl.
0010: 17 CA B7 D4                                        ....
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 79 F5 51 F4 89 41 60 89   5D A0 7F 05 EA AC C5 A3  y.Q..A`.].......
0010: 9B A9 06 C5 B4 DD 43 CA   3B AA 07 7B 5C 87 62 22  ......C.;...\.b"
0020: 21 AF 87 BE 91 6A 67 78   9D 42 E5 ED 6F 50 2B BE  !....jgx.B..oP+.
0030: C5 C1 28 72 31 E1 38 72   16 09 1A E1 E7 04 41 AE  ..(r1.8r......A.
0040: 98 A0 0C D6 70 8A 86 0A   33 3C 0E A1 5C 85 02 A6  ....p...3<..\...
0050: 20 74 6B DA 87 4D BF 53   B4 7E 2A 08 9E E6 5B E6   tk..M.S..*...[.
0060: 8B 10 1F 4D 40 01 5A 65   53 8D 97 DC AF FF 83 BA  ...M@.ZeS.......
0070: 18 43 5A 77 58 93 3A 73   DB 34 94 D1 DF 19 7A FA  .CZwX.:s.4....z.
0080: 6B 2E 5A D0 71 B4 03 3E   8D FE 1C EC 90 1B 2E 4E  k.Z.q..>.......N
0090: FD 15 25 C5 94 FC 93 CE   BB A1 EA 96 79 A8 75 FC  ..%.........y.u.
00A0: 24 B1 4F BF F9 74 41 5B   20 7D 9C C6 7B A6 AB 48  $.O..tA[ ......H
00B0: BB 03 DB 83 68 08 6D 33   E6 E2 20 77 29 06 48 1F  ....h.m3.. w).H.
00C0: 2E D5 DC 2A 1B 34 7F F5   64 D6 34 13 8D 5B 3B CD  ...*.4..d.4..[;.
00D0: E0 D4 0E 15 06 88 43 05   77 BE F2 D8 E2 E6 1E C4  ......C.w.......
00E0: 2E EB 7D 12 ED 9B B7 1D   4F E9 69 C8 FC 43 F5 3F  ........O.i..C.?
00F0: 25 3F FE D1 28 9F D3 A9   23 25 EB 59 8A 77 DB BA  %?..(...#%.Y.w..
0100: B4 6E EC C1 7A 8C B4 EF   07 34 F8 4C 0C A4 B5 55  .n..z....4.L...U
0110: 86 39 FB 1E 2F 1F EA 65   36 42 7C D0 8B 85 D5 5D  .9../..e6B.....]
0120: 8B 7C 5D 52 1F FC C6 FB   A6 99 88 C1 A4 7C BC 54  ..]R...........T
0130: 14 13 D3 46 AA FD F5 9A   FA C6 F8 A6 46 3B 16 1D  ...F........F;..
0140: 3A 58 72 88 12 E4 7C 8B   B9 98 C6 DC 74 D9 C8 3E  :Xr.........t..>
0150: 1E 4A E0 4A 37 12 74 70   A1 48 40 FB 2C BF 84 C8  .J.J7.tp.H@.,...
0160: 7E 02 82 DE 0A 9E 9E 07   C1 BD 77 DE 27 DA C4 91  ..........w.'...
0170: 55 F5 05 DC 8B FC 28 AB   8F 2D 21 25 D6 AB 46 FE  U.....(..-!%..F.
0180: 1E 9C 9C 4F 19 FD 07 02   95 15 9E 4A 47 FA 05 F4  ...O.......JG...
0190: 05 CB B4 AE 7D 12 11 3F   87 2B DA 78 0C 0A D8 2C  .......?.+.x...,
01A0: B3 A8 AA 3C 08 3F 28 FC   3F DC F5 0E 20 CC 34 CD  ...<.?(.?... .4.
01B0: 36 FC E7 75 7F B3 9F C9   AA 51 D4 C7 C4 77 73 D6  6..u.....Q...ws.
01C0: 2F 7A 86 07 C0 DC 5E B4   F2 DB 94 DA 25 F5 99 8F  /z....^.....%...
01D0: 33 A0 4D BD 2D 20 D5 A4   4C 4B D3 17 6B 85 61 9E  3.M.- ..LK..k.a.
01E0: D0 CC 45 E7 9E E0 67 FC   5A D3 16 CE 57 2C DA D0  ..E...g.Z...W,..
01F0: 61 E3 02 D6 CC AB AC C3   70 7C A1 04 85 62 28 E6  a.......p....b(.
 
]

The certificate in PEM format:
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-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=AC CAMERFIRMA PERÚ - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287,
SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERÚ - 2016, OU=see current address at
https://www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2018-06-07T21:02:25.000Z

Version 3
Serial number 2807055470371932274
Signature algorithm SHA256withRSA
Issuer CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A.,

OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL
CHAMBERSIGN ROOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES

Valid from Tue Oct 11 03:37:59 PET 2016
Valid to Sat Mar 10 03:37:59 PET 2040
Subject CN=AC CAMERFIRMA PERÚ - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-

A82743287, SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERÚ - 2016,
OU=see current address at https://www.camerfirma.com/address, L=MADRID,
ST=MADRID, C=ES
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=AC CAMERFIRMA PERÚ - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERÚ - 2016, OU=see current address at
https://www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
66595160664750516665888947079812222542893744041883076853089856464540621674434586453447773333810789207600830065028509274517822948421622840787778694626420878927568288885161000
21877271352603014910277472505209194611135112319779563663884443357881563919679567516849504211731059580989655128086129951251326234384614503573230652719453708601258964043446685
22421398659528540421178534719175649512308344686598631256869196614575598925005623049738860781902559086157201320176238510581536624858457820279768507913451736942797062024393539
98824038659798170905615232070989749384460226261184309790399299209891819159014144006560092317052938661770960617444651872974229187661331136494843269518647141346909839934798624
44384363619217738761772508828734391571673577011536590261589625585065879942714125471501042352007035102991793585049504195269847835892671242263636394834409896318684130114505702
27071417948043176960631050599719101214083532332372717465659291661235650468328080108166764367207616930172071083012960844719939719828601161706646323762114419168587889417102312
39358663155388604556672888710881234013387082544024604615853147788810179000186399245523425836653883808420317424429250884407914105834745168111329532767778430230949723732572042
3832773651010149331371
 public exponent: 65537
 Validity: [From: Tue Oct 11 03:37:59 PET 2016,
              To: Sat Mar 10 03:37:59 PET 2040]
 Issuer: CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current
address at www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
 SerialNumber: [    26f4aa13 f0560872]
 
Certificate Extensions: 7
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://www.camerfirma.com/certs/globalchambersignroot-2016.crt
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.camerfirma.com
]
]

Public key Sun RSA public key, 4096 bits
  modulus:
66595160664750516665888947079812222542893744041883076853089856464540621
67443458645344777333381078920760083006502850927451782294842162284078777
86946264208789275682888851610002187727135260301491027747250520919461113
51123197795636638844433578815639196795675168495042117310595809896551280
86129951251326234384614503573230652719453708601258964043446685224213986
59528540421178534719175649512308344686598631256869196614575598925005623
04973886078190255908615720132017623851058153662485845782027976850791345
17369427970620243935399882403865979817090561523207098974938446022626118
43097903992992098918191590141440065600923170529386617709606174446518729
74229187661331136494843269518647141346909839934798624443843636192177387
61772508828734391571673577011536590261589625585065879942714125471501042
35200703510299179358504950419526984783589267124226363639483440989631868
41301145057022707141794804317696063105059971910121408353233237271746565
92916612356504683280801081667643672076169301720710830129608447199397198
28601161706646323762114419168587889417102312393586631553886045566728887
10881234013387082544024604615853147788810179000186399245523425836653883
80842031742442925088440791410583474516811132953276777843023094972373257
20423832773651010149331371
  public exponent: 65537

Subject key identifier b76a026d2cd9b036b32b6c05aa345e06edb2b99b
CRL distribution points http://crl.camerfirma.com/globalchambersignroot-2016.crl

http://crl1.camerfirma.com/globalchambersignroot-2016.crl
Authority key identifier 04820138308201348014e89bcd7e86629b7a4d8c00973985cf1c7890703aa1820110a482

010c30820108310b3009060355040613024553310f300d06035504080c064d414452494
4310f300d06035504070c064d4144524944313a3038060355040b0c31736565206375727
2656e742061646472657373206174207777772e63616d65726669726d612e636f6d2f616
4647265737331273025060355040b0c1e474c4f42414c204348414d4245525349474e205
24f4f54202d2032303136311230100603550405130941383237343332383731183016060
35504610c0f56415445532d413832373433323837311b3019060355040a0c12414320434
14d45524649524d4120532e412e3127302506035504030c1e474c4f42414c204348414d4
245525349474e20524f4f54202d203230313682082dd22e5030a65e13

Key usage keyCertSign
cRLSign

Basic constraints CA=true; PathLen=2
SHA1 Thumbprint 45a256443a1631c851a1156310f5f385736bd2c5
SHA256 Thumbprint 71a0214d43e5b3596ddb36af8459e9e579ae929b800d94a9e3f671e9f431c4f3
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[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: E8 9B CD 7E 86 62 9B 7A   4D 8C 00 97 39 85 CF 1C  .....b.zM...9...
0010: 78 90 70 3A                                        x.p:
]
[CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES]
SerialNumber: [    2dd22e50 30a65e13]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.camerfirma.com/globalchambersignroot-2016.crl]
, DistributionPoint:
    [URIName: http://crl1.camerfirma.com/globalchambersignroot-2016.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 1D 68 74 74 70 73 3A   2F 2F 70 6F 6C 69 63 79  ..https://policy
0010: 2E 63 61 6D 65 72 66 69   72 6D 61 2E 63 6F 6D     .camerfirma.com
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: B7 6A 02 6D 2C D9 B0 36   B3 2B 6C 05 AA 34 5E 06  .j.m,..6.+l..4^.
0010: ED B2 B9 9B                                        ....
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: C1 26 DF 8F 7B B8 07 26   6A 0E 64 60 27 B3 5C F3  .&.....&j.d`'.\.
0010: FF 0F B8 B0 9F BE 49 E4   F9 5E 3D EE 54 9A 50 CC  ......I..^=.T.P.
0020: 1E B7 FA 10 6B C5 CE F3   09 23 DE 8B 56 DF 3B BB  ....k....#..V.;.
0030: 77 1F 24 43 97 BE 11 D1   E3 13 B5 C7 9D 7B 33 12  w.$C..........3.
0040: 5D C4 AB 33 C4 B5 5E CC   3C D7 19 3A C8 5D C4 49  ]..3..^.<..:.].I
0050: 63 FE F2 23 29 24 01 D3   EC 8A 44 45 DE 43 E6 53  c..#)$....DE.C.S
0060: BF 0A 0D 5A 4E DE CE B9   6A 37 DC 07 5E 9B 92 B9  ...ZN...j7..^...
0070: D0 2B B1 1B 27 4A F0 5C   64 2D E2 69 FD CF DA 92  .+..'J.\d-.i....
0080: B8 DC 77 94 AF 1C 9F B0   4B 2D AA C3 3F D4 DA 3D  ..w.....K-..?..=
0090: D1 F4 C1 37 81 9F 77 F9   33 7C D0 42 74 0D F0 2C  ...7..w.3..Bt..,
00A0: 84 A5 0D 9D 01 1B B8 76   20 20 AE 83 B8 BF EE 09  .......v  ......
00B0: B6 F5 6D 0D 6B 0A 6A 54   35 01 5B 0E 70 2F 4E 13  ..m.k.jT5.[.p/N.
00C0: 2C 9D 67 4D B9 24 C1 34   78 DA A5 24 8B 0F 2D 70  ,.gM.$.4x..$..-p
00D0: EE 54 4C CE AA 5B BA 78   21 63 34 32 C0 B6 A0 A7  .TL..[.x!c42....
00E0: A4 DC 1D 84 41 BA C2 23   D7 23 D7 6D 94 EA A8 B0  ....A..#.#.m....
00F0: 52 1F 9E C4 BA 28 05 E7   7D F2 F8 7E 10 9C 80 D2  R....(..........
0100: E9 82 96 BB AF 91 5D 4D   AE 57 A6 A4 36 9E F4 97  ......]M.W..6...
0110: 9E 03 65 A8 28 79 68 74   73 2D 16 76 E7 16 90 4F  ..e.(yhts-.v...O
0120: F4 63 02 FE 03 FE 53 2F   8F 30 33 8E 06 A9 45 93  .c....S/.03...E.
0130: 47 11 B8 F5 A2 3A DA 41   2F 3E FB FF 1C 3A EA 96  G....:.A/>...:..
0140: 01 91 E4 53 04 5D 2D 24   DF 28 DB E8 98 A2 4D 08  ...S.]-$.(....M.
0150: 7E 65 E4 96 7A 9F 76 54   0E 41 8F 87 81 2A 88 4B  .e..z.vT.A...*.K
0160: 49 B2 CC 03 24 AA B8 12   EC 43 EB 0B 7E C9 F0 67  I...$....C.....g
0170: F7 A3 CB DB A5 B8 00 E1   2F 2B D7 3F 61 7E D5 06  ......../+.?a...
0180: 5C 6F E3 0A C2 B6 EA 68   3A F6 D9 96 BF 53 A1 1E  \o.....h:....S..
0190: 68 A3 17 53 40 6C 52 6F   3C 6A E6 14 38 5A 03 88  h..S@lRo<j..8Z..
01A0: 9C 1A AB 03 CE F8 1F 25   E6 F1 4C 4F 71 72 23 D8  .......%..LOqr#.
01B0: 7E 17 E1 89 FD 0F 07 01   CA 8D 16 21 8D B9 50 B3  ...........!..P.
01C0: 67 4E D9 D0 F6 3E 10 14   78 4C 0A C7 EB 9A 1D 66  gN...>..xL.....f
01D0: 42 17 F4 96 A2 8E 20 F1   24 DB 44 D5 8A 13 ED CE  B..... .$.D.....
01E0: F8 8D B3 FB 93 A0 5A E4   36 1A B7 27 54 97 04 C2  ......Z.6..'T...
01F0: E2 C2 E6 AF 6E 45 61 08   75 15 C6 5E 24 87 BE 59  ....nEa.u..^$..Y
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----
MIIJeDCCB2CgAwIBAgIIJvSqE/BWCHIwDQYJKoZIhvcNAQELBQAwggEIMQswCQYD
VQQGEwJFUzEPMA0GA1UECAwGTUFEUklEMQ8wDQYDVQQHDAZNQURSSUQxOjA4BgNV
BAsMMXNlZSBjdXJyZW50IGFkZHJlc3MgYXQgd3d3LmNhbWVyZmlybWEuY29tL2Fk
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-----END CERTIFICATE-----

 
CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-
A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see
current address at www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2018-06-07T20:27:38.000Z

Version 3
Serial number 3301752398764465683
Signature algorithm SHA256withRSA
Issuer CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A.,

OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL
CHAMBERSIGN ROOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES

Valid from Thu Apr 14 02:50:06 PET 2016
Valid to Sun Apr 08 02:50:06 PET 2040
Subject CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A.,

OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL
CHAMBERSIGN ROOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current
address at www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
85028554818131771606984751484542866367797642544418673337005802720184322927107910879267516180925696623272680325242791734006223765796667002761791556818685474140164127292366686
83886422116524214449058935219493036716761547010975764327717565958168571240726490497653547925232493271802261285445850996001795706961663620912635572903286788233280697024972884
30430144334143355708400142358893408751830929680745420134947534487455039588528630809616696886687641940474692842075419383563964735623670370833233633849652705510978099143374176
69820842861201158817544240319597173326182713227292282381916866488138974872978091466560934501094292299467388908502151089927554617946763497012040472250327820209087408722859455
59782805271265310454237546716905573176296543324781659300489720426846078453130186703806233333280531772842595216812443599715781995740050172292706618631074402541386887782325987
98043522446232943917492252318095286657166909177695182285655331722597607237653869900428638972581247929493700923110476712783916159784170217068137018713683530750998162017677792
00278505503091725015797666238580761996381866275173134496438244444919098029651399335750270101567328086617322763787445749735796616575362626854746018988213134644351236813102476
0940330634777134117781
 public exponent: 65537
 Validity: [From: Thu Apr 14 02:50:06 PET 2016,
              To: Sun Apr 08 02:50:06 PET 2040]
 Issuer: CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current
address at www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
 SerialNumber: [    2dd22e50 30a65e13]
 
Certificate Extensions: 3
[1]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[2]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[3]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: E8 9B CD 7E 86 62 9B 7A   4D 8C 00 97 39 85 CF 1C  .....b.zM...9...
0010: 78 90 70 3A                                        x.p:
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 7B FD 2A C3 CB 1B 29 02   10 09 AD EB 2E B3 2B 6D  ..*...).......+m
0010: D9 4B A0 DB 35 98 F5 8F   02 A7 D3 42 0B 43 AB 83  .K..5......B.C..
0020: B5 77 47 88 46 85 DD D1   B6 1E 7D 98 1B 8C 71 BE  .wG.F.........q.
0030: AA C8 F0 EF C6 6A 2D 56   98 52 E8 96 89 FB D5 EA  .....j-V.R......

Public key Sun RSA public key, 4096 bits
  modulus:
85028554818131771606984751484542866367797642544418673337005802720184322
92710791087926751618092569662327268032524279173400622376579666700276179
15568186854741401641272923666868388642211652421444905893521949303671676
15470109757643277175659581685712407264904976535479252324932718022612854
45850996001795706961663620912635572903286788233280697024972884304301443
34143355708400142358893408751830929680745420134947534487455039588528630
80961669688668764194047469284207541938356396473562367037083323363384965
27055109780991433741766982084286120115881754424031959717332618271322729
22823819168664881389748729780914665609345010942922994673889085021510899
27554617946763497012040472250327820209087408722859455597828052712653104
54237546716905573176296543324781659300489720426846078453130186703806233
33328053177284259521681244359971578199574005017229270661863107440254138
68877823259879804352244623294391749225231809528665716690917769518228565
53317225976072376538699004286389725812479294937009231104767127839161597
84170217068137018713683530750998162017677792002785055030917250157976662
38580761996381866275173134496438244444919098029651399335750270101567328
08661732276378744574973579661657536262685474601898821313464435123681310
24760940330634777134117781
  public exponent: 65537

Subject key identifier e89bcd7e86629b7a4d8c00973985cf1c7890703a
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 1139a49e8484aaf2d90d985ec4741a65dd5d94e2
SHA256 Thumbprint c1d80ce474a51128b77e794a98aa2d62a0225da3f419e5c7ed73dfbf660e7109
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0040: 00 DF FE E6 22 CA A7 B9   3E 65 44 75 C3 8A BF 8B  ...."...>eDu....
0050: 77 89 C3 6A 57 FA BC C8   E1 10 DE F1 DA 85 27 F1  w..jW.........'.
0060: ED 07 FF D5 C2 42 D4 A2   61 2F DF 88 71 E3 34 E6  .....B..a/..q.4.
0070: 67 64 9B C6 7A 19 EB 39   EF F3 EA 04 A8 74 69 4C  gd..z..9.....tiL
0080: 80 B5 FC AD BD 0D 08 F4   C8 EF 28 27 82 CA DD E8  ..........('....
0090: F3 BA 57 67 A2 EA 29 C1   99 E1 76 66 F9 F6 78 5D  ..Wg..)...vf..x]
00A0: 9C 3E F0 F6 CF A1 19 34   D3 F1 3C 33 A1 CC 82 32  .>.....4..<3...2
00B0: B6 48 E3 83 3E 0F BF 67   95 C1 A2 99 78 42 43 F7  .H..>..g....xBC.
00C0: 03 4D 13 57 6F DD 71 DD   16 F3 FB 79 38 1B 62 9A  .M.Wo.q....y8.b.
00D0: A4 CD 5E 50 DE 11 20 90   8A 22 98 AB DA 46 7A 4C  ..^P.. .."...FzL
00E0: 34 D1 48 DD D9 66 65 62   54 05 D9 74 99 67 74 57  4.H..febT..t.gtW
00F0: B1 3A 2E 18 B0 AE AC 9F   3F 2E EB 1F B2 9C CD 8E  .:......?.......
0100: F8 DB 78 8E D4 06 CF A3   93 31 6B 7F ED 52 72 B7  ..x......1k..Rr.
0110: 8B CF 28 6F C9 F9 54 4F   01 D4 3A 86 E8 2E FA E1  ..(o..TO..:.....
0120: D0 25 84 E3 16 FC 8C 8D   24 E3 64 CC 2A 8C B2 60  .%......$.d.*..`
0130: 53 9F 59 92 45 09 94 5B   A8 10 85 32 CB 77 F2 8E  S.Y.E..[...2.w..
0140: 95 8A 44 72 CF 6E 17 DE   44 BD 0A AE FD 26 B6 3D  ..Dr.n..D....&.=
0150: 79 66 3D 4D BC 7E 32 43   5D DB E0 65 B5 28 69 BA  yf=M..2C]..e.(i.
0160: 7C 9E 32 4A 8F EA 7A B0   3D 16 5D FD 3E FA 1B 04  ..2J..z.=.].>...
0170: F8 10 35 78 CC ED C1 D9   2D BF 6B D2 EF E9 9F C0  ..5x....-.k.....
0180: 5B 8F EA BE 7A D1 31 E7   06 3D AD 84 AB EC 3B F1  [...z.1..=....;.
0190: 12 C7 7F F1 F8 46 2F 09   78 97 C0 27 3D B1 3F 71  .....F/.x..'=.?q
01A0: 23 8B 1A A7 5C E6 16 25   0E 26 4D B9 0E 56 A7 52  #...\..%.&M..V.R
01B0: A4 38 09 AF 49 05 FE 7F   CE 3F C2 FC E6 E4 4A 94  .8..I....?....J.
01C0: 27 E5 53 C4 88 34 EB 02   57 BC CE 8E 2B AD 77 53  '.S..4..W...+.wS
01D0: 72 40 BB 85 16 55 19 2F   83 76 95 A3 76 39 A8 B2  r@...U./.v..v9..
01E0: F4 7D A4 DB 00 42 7A A0   7B 8E 19 06 E4 97 CD 5B  .....Bz........[
01F0: 3D 3A B4 5C C0 69 1F 32   66 BF 08 9F 84 9B 22 65  =:.\.i.2f....."e
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=AC CAMERFIRMA PERÚ CERTIFICADOS - 2016, O=CAMERFIRMA PERÚ S.A.C.,
OID.2.5.4.97=NTRPE-20566302447, SERIALNUMBER=20566302447, OU=AC CAMERFIRMA PERÚ
CERTIFICADOS - 2016, OU=see current address at www.camerfirma.com.pe/address, L=LIMA,
ST=LIMA, C=PE 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2017-08-16T15:24:37.000Z

Version 3
Serial number 10117976432277337926
Signature algorithm SHA256withRSA
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=AC CAMERFIRMA PERÚ CERTIFICADOS - 2016, O=CAMERFIRMA PERÚ S.A.C., OID.2.5.4.97=NTRPE-20566302447, SERIALNUMBER=20566302447, OU=AC CAMERFIRMA PERÚ CERTIFICADOS -
2016, OU=see current address at www.camerfirma.com.pe/address, L=LIMA, ST=LIMA, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
66233813355793209508805012111802303500444221251315963860144226472236482385158627768322736211812132583432713931265046625169584677937285661590004413464701660482485375440867105
60992052704259545948983650880193966819280725033013598827050914101517783808345209585379941095975995397572097697686019020160558925391152517947537597189685751139829656831664883
75342417743984736398122768058765393633470875869480169449650697759505389606455491554106442009380972889157931128660479678228575963367267033588347982861323577604327890161780630
26822065472706283112409538646560320320376596549139158293674596649266447473708289297948173244544830396747539038471753345796298803219387129100029382166731999926670418074391353
92367278130937905284681666886073572895181044611699674821454753350908041356299439597861571489429494048794167220369838893179325837725843099075036368664389490905727563398930381
55017618888234249072980865481483336157393482582147881238275345599914561198182853787639124275550244081233921030160638251479112556724428493037981100192885424939797457659686090
86448881161995700985092381617339831467580557702065444338286647595714795449342657670242547018976013371958356257483198707067935602530411454445146451712343256270295917095354886
8653099760080469697611
 public exponent: 65537
 Validity: [From: Tue Oct 11 03:57:05 PET 2016,

Issuer CN=AC CAMERFIRMA PERÚ - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-
A82743287, SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERÚ - 2016,
OU=see current address at https://www.camerfirma.com/address, L=MADRID,
ST=MADRID, C=ES

Valid from Tue Oct 11 03:57:05 PET 2016
Valid to Thu Feb 09 03:57:05 PET 2040
Subject CN=AC CAMERFIRMA PERÚ CERTIFICADOS - 2016, O=CAMERFIRMA PERÚ S.A.C.,

OID.2.5.4.97=NTRPE-20566302447, SERIALNUMBER=20566302447, OU=AC
CAMERFIRMA PERÚ CERTIFICADOS - 2016, OU=see current address at
www.camerfirma.com.pe/address, L=LIMA, ST=LIMA, C=PE

Public key Sun RSA public key, 4096 bits
  modulus:
66233813355793209508805012111802303500444221251315963860144226472236482
38515862776832273621181213258343271393126504662516958467793728566159000
44134647016604824853754408671056099205270425954594898365088019396681928
07250330135988270509141015177838083452095853799410959759953975720976976
86019020160558925391152517947537597189685751139829656831664883753424177
43984736398122768058765393633470875869480169449650697759505389606455491
55410644200938097288915793112866047967822857596336726703358834798286132
35776043278901617806302682206547270628311240953864656032032037659654913
91582936745966492664474737082892979481732445448303967475390384717533457
96298803219387129100029382166731999926670418074391353923672781309379052
84681666886073572895181044611699674821454753350908041356299439597861571
48942949404879416722036983889317932583772584309907503636866438949090572
75633989303815501761888823424907298086548148333615739348258214788123827
53455999145611981828537876391242755502440812339210301606382514791125567
24428493037981100192885424939797457659686090864488811619957009850923816
17339831467580557702065444338286647595714795449342657670242547018976013
37195835625748319870706793560253041145444514645171234325627029591709535
48868653099760080469697611
  public exponent: 65537

Subject key identifier 3a6e6518e756d2e4f32ddda57c726dff30e18627
CRL distribution points http://crl.camerfirma.com/ac_camerfirma_peru-2016.crl

http://crl1.camerfirma.com/ac_camerfirma_peru-2016.crl
Authority key identifier 04820138308201348014b76a026d2cd9b036b32b6c05aa345e06edb2b99ba1820110a48

2010c30820108310b3009060355040613024553310f300d06035504080c064d41445249
44310f300d06035504070c064d4144524944313a3038060355040b0c3173656520637572
72656e742061646472657373206174207777772e63616d65726669726d612e636f6d2f61
64647265737331273025060355040b0c1e474c4f42414c204348414d4245525349474e20
524f4f54202d203230313631123010060355040513094138323734333238373118301606
035504610c0f56415445532d413832373433323837311b3019060355040a0c1241432043
414d45524649524d4120532e412e3127302506035504030c1e474c4f42414c204348414d
4245525349474e20524f4f54202d2032303136820826f4aa13f0560872

Key usage keyCertSign
cRLSign

Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 421239733f9ceabf7a524ad41f9b7c704fb9695c
SHA256 Thumbprint 5b4bfc749a8158dfd4ebf3df20782b0c284928bc40e89728cfaebfca7f85033d
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              To: Thu Feb 09 03:57:05 PET 2040]
 Issuer: CN=AC CAMERFIRMA PERÚ - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERÚ - 2016, OU=see current address at
https://www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
 SerialNumber: [    8c6a45f5 33aa3746]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://www.camerfirma.com/certs/ac_camerfirma_peru-2016.crt
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.camerfirma.com
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: B7 6A 02 6D 2C D9 B0 36   B3 2B 6C 05 AA 34 5E 06  .j.m,..6.+l..4^.
0010: ED B2 B9 9B                                        ....
]
[CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES]
SerialNumber: [    26f4aa13 f0560872]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.camerfirma.com/ac_camerfirma_peru-2016.crl]
, DistributionPoint:
    [URIName: http://crl1.camerfirma.com/ac_camerfirma_peru-2016.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 1D 68 74 74 70 73 3A   2F 2F 70 6F 6C 69 63 79  ..https://policy
0010: 2E 63 61 6D 65 72 66 69   72 6D 61 2E 63 6F 6D     .camerfirma.com
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
 emailProtection
 clientAuth
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 3A 6E 65 18 E7 56 D2 E4   F3 2D DD A5 7C 72 6D FF  :ne..V...-...rm.
0010: 30 E1 86 27                                        0..'
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 76 3C 67 F7 3E 4B 15 3C   6D 94 7A 63 89 7E A8 06  v<g.>K.<m.zc....
0010: 9F DA F2 63 66 80 4A 8F   E7 4A 84 DA 5C B2 94 16  ...cf.J..J..\...
0020: 92 9E 47 A4 92 DF 30 32   02 EF BB 82 2B BE 1F D3  ..G...02....+...
0030: 39 75 38 25 F4 4A 58 82   B4 71 31 02 22 D2 EE FD  9u8%.JX..q1."...
0040: 25 E8 1D 90 93 AB A8 34   85 17 FD 53 58 69 FD 62  %......4...SXi.b
0050: DD 4E BE F2 DB 45 88 81   B2 AD 23 3B 78 A1 D7 F8  .N...E....#;x...
0060: 36 FA 4E 78 31 B3 71 1E   FE DC 72 30 40 CC 57 A4  6.Nx1.q...r0@.W.
0070: D6 82 E8 D5 0B B3 07 C3   CE 6A 10 40 76 8D 6D 74  .........j.@v.mt
0080: B1 88 AF 0A 73 F8 F4 C8   6B AD E4 F0 F0 72 68 D3  ....s...k....rh.
0090: 8F 62 EB FF EF 9F C9 7D   91 5E EE 5C 91 B3 6F C0  .b.......^.\..o.
00A0: AC 8A 3F 4E C4 1C CA DF   8B 3F D6 FB 3B FB 81 CE  ..?N.....?..;...
00B0: F5 EF 10 DA A6 55 DA 91   E3 4A 04 E8 B0 6E B6 4F  .....U...J...n.O
00C0: 6F B8 41 1C 44 4E F2 E6   07 FA 77 53 2E 41 0A 76  o.A.DN....wS.A.v
00D0: 8F 03 F3 09 3C 3C 82 2D   46 BA 33 BC 78 B0 5A 11  ....<<.-F.3.x.Z.
00E0: 43 94 DF E4 C4 4F 25 90   79 57 AA 08 B2 FB EC 6D  C....O%.yW.....m
00F0: 9F A4 1B B1 A4 DE B3 F1   09 81 67 AD 25 BD C1 5B  ..........g.%..[
0100: EE 7A FE C9 AC F7 96 4B   E1 7E C4 D1 D1 16 8A 7D  .z.....K........
0110: 6F C1 24 70 46 2C D7 44   41 AE C8 91 41 56 CD 36  o.$pF,.DA...AV.6
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0120: 1F 0A D7 B0 F6 AD A8 FF   46 FA 0D F5 89 81 E1 9C  ........F.......
0130: 12 0C 0F C1 B3 9E 1B 52   17 7A A3 AB 06 18 2B 71  .......R.z....+q
0140: BA 10 F6 AE 86 F0 BA 06   A3 18 C2 57 72 DE 04 DB  ...........Wr...
0150: F4 0F 7C A5 7D FA F0 4D   7B 02 B5 C1 9F 40 18 C7  .......M.....@..
0160: A0 79 31 A1 01 74 66 52   64 3C 2B AD 4B E1 0F 46  .y1..tfRd<+.K..F
0170: 84 91 AA FF 87 4B 19 A8   0F 3E AB 13 3D 2F 45 BD  .....K...>..=/E.
0180: 68 33 2E D4 A5 E0 A9 BA   10 78 F7 6F 8B 6C 1A 89  h3.......x.o.l..
0190: 31 2B 1E C9 B7 C8 C7 E3   2D 15 8B 28 30 71 A5 CC  1+......-..(0q..
01A0: 20 C4 E4 C6 36 51 6D E3   4A DC EC DD 6C 6B 5A 3F   ...6Qm.J...lkZ?
01B0: DC 47 80 5C EC E6 63 FE   AE B3 16 66 8F C1 BD 36  .G.\..c....f...6
01C0: 2E EE 49 DE B3 08 94 9E   11 78 E2 E1 E8 1C DB 89  ..I......x......
01D0: BC FA DC 6C D7 9C 03 B5   5F DB BB 03 53 C3 2D A9  ...l...._...S.-.
01E0: C4 19 6F EA AC D0 BD B4   1F 51 65 2F C3 68 CF 56  ..o......Qe/.h.V
01F0: E1 B9 41 AB 42 56 8E 97   74 58 36 21 46 72 B5 B7  ..A.BV..tX6!Fr..
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=RACER, O=AC Camerfirma SA, SERIALNUMBER=A82743287, L=Madrid (see current address at
www.camerfirma.com/address), EMAILADDRESS=caracer@camerfirma.com, C=ES 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2016-08-19T17:01:59.000Z

Version 3
Serial number 1
Signature algorithm SHA1withRSA
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=RACER, O=AC Camerfirma SA, SERIALNUMBER=A82743287, L=Madrid (see current address at www.camerfirma.com/address), EMAILADDRESS=caracer@camerfirma.com, C=ES
 Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5
 
 Key:  Sun RSA public key, 2047 bits
 modulus:
15565749306815017290572910947913251485658394816871391150519718224752092680628586590488343669900739756120487796742558973366616585257390429807639696297635344530683780669865572
87082924723389890059348859835634026122618315417605562414714899812903229218836801038811624252336311515716413016343176123522599137408629429484799643338581635645863414670014191
98515732586393279366017314962554998063803944333549469215466510981194042445206770517827883531644282649026737366048378586153964048850796241963458161485933281261042902407959438
37304636923598490257060625139809481849691656811762786684599386086620094356515750413986592521031619
 public exponent: 3
 Validity: [From: Thu Dec 04 12:26:41 PET 2003,
              To: Mon Dec 04 12:26:41 PET 2023]
 Issuer: CN=AC Camerfirma, O=AC Camerfirma SA, L=Madrid (see current address at www.camerfirma.com/address), SERIALNUMBER=A82743287,
EMAILADDRESS=ac_camerfirma@camerfirma.com, C=ES
 SerialNumber: [    01]
 
Certificate Extensions: 9
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://www.camerfirma.com/certs/ac_camerfirma.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 70 C1 95 FA 5D A5 16 BE   62 E8 A4 7D E3 D4 64 5F  p...]...b.....d_
0010: C4 E1 3E 9D                                        ..>.
]
[CN=Global Chambersign Root, OU=http://www.chambersign.org, O=AC Camerfirma SA CIF A82743287, C=EU]
SerialNumber: [    02]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true

Issuer CN=AC Camerfirma, O=AC Camerfirma SA, L=Madrid (see current address at
www.camerfirma.com/address), SERIALNUMBER=A82743287,
EMAILADDRESS=ac_camerfirma@camerfirma.com, C=ES

Valid from Thu Dec 04 12:26:41 PET 2003
Valid to Mon Dec 04 12:26:41 PET 2023
Subject CN=RACER, O=AC Camerfirma SA, SERIALNUMBER=A82743287, L=Madrid (see

current address at www.camerfirma.com/address),
EMAILADDRESS=caracer@camerfirma.com, C=ES

Public key Sun RSA public key, 2047 bits
  modulus:
15565749306815017290572910947913251485658394816871391150519718224752092
68062858659048834366990073975612048779674255897336661658525739042980763
96962976353445306837806698655728708292472338989005934885983563402612261
83154176055624147148998129032292188368010388116242523363115157164130163
43176123522599137408629429484799643338581635645863414670014191985157325
86393279366017314962554998063803944333549469215466510981194042445206770
51782788353164428264902673736604837858615396404885079624196345816148593
32812610429024079594383730463692359849025706062513980948184969165681176
2786684599386086620094356515750413986592521031619
  public exponent: 3

Subject key identifier bebc08d42eba004c80dc2667b4a5d8ddc34a1af9
CRL distribution points http://crl.camerfirma.com/racer.crl
Authority key identifier 0481a030819d801470c195fa5da516be62e8a47de3d4645fc4e13e9da18181a47f307d310

b300906035504061302455531273025060355040a131e41432043616d65726669726d61
205341204349462041383237343332383731233021060355040b131a687474703a2f2f77
77772e6368616d6265727369676e2e6f72673120301e06035504031317476c6f62616c20
4368616d6265727369676e20526f6f74820102

Key usage digitalSignature
keyCertSign
cRLSign

Basic constraints CA=true; PathLen=10
SHA1 Thumbprint f82701f8e04770f3448c19070f9b2158b16621a0
SHA256 Thumbprint f1712177935dba40bdbd99c5f753319cf6293549b7284741e43916ad3bfbdd75
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BasicConstraints:[
 CA:true
 PathLen:10
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.camerfirma.com/racer.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.17326.10.8.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 28 68 74 74 70 3A 2F   2F 63 70 73 2E 63 61 6D  .(http://cps.cam
0010: 65 72 66 69 72 6D 61 2E   63 6F 6D 2F 63 70 73 2F  erfirma.com/cps/
0020: 72 61 63 65 72 2E 68 74   6D 6C                    racer.html
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 RFC822Name: ac_camerfirma@camerfirma.com
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 DigitalSignature
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 RFC822Name: caracer@camerfirma.com
]
 
[9]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: BE BC 08 D4 2E BA 00 4C   80 DC 26 67 B4 A5 D8 DD  .......L..&g....
0010: C3 4A 1A F9                                        .J..
]
]
 
]
 Algorithm: [SHA1withRSA]
 Signature:
0000: 54 FA 8E 00 B0 F1 97 61   7C AE 0B BA EC E7 2A A2  T......a......*.
0010: 63 17 47 76 8F 23 21 44   E2 61 5E 28 EC D5 A5 01  c.Gv.#!D.a^(....
0020: 6C 45 1C E4 96 CD DC D5   90 D3 19 89 55 87 D5 E7  lE..........U...
0030: 2F 80 08 04 9F D4 D6 E9   11 90 6B 88 64 72 18 51  /.........k.dr.Q
0040: 68 8D 00 35 9D D0 72 26   3D BE 47 CE 08 A9 D1 1F  h..5..r&=.G.....
0050: 5D 35 73 F6 4A B4 A8 E1   DD A2 07 B8 2A 47 CE 97  ]5s.J.......*G..
0060: D6 DD DB 8D D7 F5 E7 63   EE 0A 6F ED 13 AB 25 99  .......c..o...%.
0070: 1D 77 56 A2 A6 8D 27 75   B1 8C 53 34 02 9E 3E ED  .wV...'u..S4..>.
0080: C8 60 36 60 18 B9 CD 15   DD EA 37 64 1B 3D 6A BA  .`6`......7d.=j.
0090: F5 9F F5 AA 5F BB 2F B6   B5 E5 35 DC 04 D4 17 B1  ...._./...5.....
00A0: F4 04 38 B1 B1 E6 2F 59   78 D0 D5 9A 94 87 27 AB  ..8.../Yx.....'.
00B0: 30 1C ED C6 AA 5D A7 FE   A3 6E 34 78 1B C3 BF 90  0....]...n4x....
00C0: 65 F6 47 6A BC B6 02 B8   0C 09 4D 92 9A 90 A6 A7  e.Gj......M.....
00D0: 26 E4 B6 BB 8A C0 66 DE   95 01 D8 0B 6A 09 6A F4  &.....f.....j.j.
00E0: C7 A0 B7 79 19 E1 C8 E0   68 AF 3C 81 3D 73 18 73  ...y....h.<.=s.s
00F0: 7F C5 E3 65 71 02 28 BE   78 6B FE 28 F4 84 81 70  ...eq.(.xk.(...p
 
]
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-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): ANF AC ENTIDAD DE CERTIFICACION PERU
S.A.C 

 
O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root CA,
SERIALNUMBER=G63287510 

 
Service digital identity (X509)

Trade name (en) ANF AC ENTIDAD DE CERTIFICACION PERU S.A.C
Information URI (en ) HTTP://WWW.ANF.PE
Service provider street
address (es)

AV. AREQUIPA 2618  OF. 402 – SAN ISIDRO

Service provider street
address (en)

AV. AREQUIPA 2618  OF. 402 – SAN ISIDRO

Service provider postal
code (es)

LIMA 27

Service provider postal
code (en)

LIMA 27

Service provider locality
(es)

LIMA

Service provider locality
(en)

LIMA

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2017-05-18T14:37:49.000Z

Version 3
Serial number 100369942780184400
Signature algorithm SHA256withRSA
Issuer O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root

CA, SERIALNUMBER=G63287510
Valid from Fri May 20 09:08:40 PET 2016
Valid to Thu May 15 09:08:40 PET 2036
Subject O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root

CA, SERIALNUMBER=G63287510



PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 87

Perú (Peru): Digital Certificate Services Providers Official Register (ROPS)

The decoded certificate:
[
[
 Version: V3
 Subject: O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root CA, SERIALNUMBER=G63287510
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
81284016177492937202320232025436159637081994026606318711127070241253905040844613643491339932372380361525189626127154454288157936131463808406208436549474842235776883350255151
42465638928818658627672932192795365531875996047679249039829370039290411257732613751831483335109432471102595238931706006101858776661989243595995350818771109060091268835611938
65386431113344968966492944286772952245359708016130344884052808736697184175916484684319283326601030858115011950866627866189002681751265530156367243939397154716147474594021187
88307041551635001556428542284997049236219126205479149332833168379824929338542890038271782530370388845635101480334134748008788865762832624148466063682815814716638875023681782
78952384203436764521525268419774793878311750837832894984701323565463743911977123083857951661567709057801764365730366855381705545542458449544116911708764947873817199392164980
21112342329251391374466757968412566361859492381487113722540163443261390143193413196819821406204664782771256027352659104098374566801900391190760312860735946806991841638115636
57763050940626437054194048056726969236881596001442492154885059881329841653295334867946607008713427583226133116754555076302110030079652770449500832542857120264674557607163411
6071969511066445575011
 public exponent: 65537
 Validity: [From: Fri May 20 09:08:40 PET 2016,
              To: Thu May 15 09:08:40 PET 2036]
 Issuer: O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root CA, SERIALNUMBER=G63287510
 SerialNumber: [    016495ee 618a0750]
 
Certificate Extensions: 4
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 87 FA 9E DF 52 76 75 EC   49 4A 20 6F 5B 70 96 8F  ....Rvu.IJ o[p..
0010: 9D EF BB 17                                        ....
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[4]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 87 FA 9E DF 52 76 75 EC   49 4A 20 6F 5B 70 96 8F  ....Rvu.IJ o[p..
0010: 9D EF BB 17                                        ....
]
]

Public key Sun RSA public key, 4096 bits
  modulus:
81284016177492937202320232025436159637081994026606318711127070241253905
04084461364349133993237238036152518962612715445428815793613146380840620
84365494748422357768833502551514246563892881865862767293219279536553187
59960476792490398293700392904112577326137518314833351094324711025952389
31706006101858776661989243595995350818771109060091268835611938653864311
13344968966492944286772952245359708016130344884052808736697184175916484
68431928332660103085811501195086662786618900268175126553015636724393939
71547161474745940211878830704155163500155642854228499704923621912620547
91493328331683798249293385428900382717825303703888456351014803341347480
08788865762832624148466063682815814716638875023681782789523842034367645
21525268419774793878311750837832894984701323565463743911977123083857951
66156770905780176436573036685538170554554245844954411691170876494787381
71993921649802111234232925139137446675796841256636185949238148711372254
01634432613901431934131968198214062046647827712560273526591040983745668
01900391190760312860735946806991841638115636577630509406264370541940480
56726969236881596001442492154885059881329841653295334867946607008713427
58322613311675455507630211003007965277044950083254285712026467455760716
34116071969511066445575011
  public exponent: 65537

Subject key identifier 87fa9edf527675ec494a206f5b70968f9defbb17
Authority key identifier 04183016801487fa9edf527675ec494a206f5b70968f9defbb17
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint fc9843cc9922615001a17374ce8a3d79580fea51
SHA256 Thumbprint e0afbd2c0ee95a68cd9a3c590b2d3fe07c0a6d0be796ae5291e424d47792178e
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]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 85 68 C0 31 82 70 F2 FA   39 DE 1F 0E 86 51 6A 72  .h.1.p..9....Qjr
0010: 95 E8 D7 6E CF A3 C6 BA   55 C7 EF A9 0C 54 55 96  ...n....U....TU.
0020: 4F D9 E6 13 44 57 D7 5A   50 9C 03 6B 5C B1 A6 73  O...DW.ZP..k\..s
0030: 3F 9B 1F 6D C4 FD 81 57   3C 89 4F 5D DC D6 2E 80  ?..m...W<.O]....
0040: 5F 33 29 B1 24 06 2D DB   62 0C 3C 5B E7 4E 38 E8  _3).$.-.b.<[.N8.
0050: 3F E0 B7 BD 40 B7 1F FF   3C 96 B1 A5 6C AC FA E8  ?...@...<...l...
0060: 30 9E 49 C4 66 F1 BB CD   85 01 86 4B D7 A8 87 33  0.I.f......K...3
0070: A5 F8 01 68 EB 19 E5 CD   B2 AE C5 47 13 A5 0A 5E  ...h.......G...^
0080: 5E FB D0 85 AF 98 B0 01   7B 2E 91 DA 9E D0 66 57  ^.............fW
0090: 44 7F 51 0D E8 05 8B AD   41 11 AD B2 5E C0 69 DA  D.Q.....A...^.i.
00A0: 40 59 1A 25 5C 47 A6 B9   F7 92 D1 53 56 1B 14 68  @Y.%\G.....SV..h
00B0: 7B 5A 60 3F 7C 9C B5 8F   E1 80 DD 4A 9B B4 B5 21  .Z`?.......J...!
00C0: C3 65 D8 31 DB 91 94 FE   1F 16 6A B1 92 F1 D5 24  .e.1......j....$
00D0: 14 B9 F6 D2 75 D0 AA 0A   7B F1 70 C5 22 02 3B 6C  ....u.....p.".;l
00E0: 7F 48 51 9E AB 36 02 BA   52 F6 1E 9D 0D 80 98 FB  .HQ..6..R.......
00F0: EB 5E C3 9B 2E 51 5F A1   37 81 AE 0A 0F E9 5F A8  .^...Q_.7....._.
0100: B8 AF DC 5B AC 6B F8 9E   3D 39 03 C9 15 A3 E3 8E  ...[.k..=9......
0110: 11 11 E6 2A 95 F1 AA 76   28 73 E7 31 D7 A7 E7 E7  ...*...v(s.1....
0120: 88 56 07 91 6A 2F F5 F4   E7 1A 3E 5B D2 FC BA 9B  .V..j/....>[....
0130: 83 8A 6A 5F E8 DB 63 1C   07 69 38 26 65 AB 0A 74  ..j_..c..i8&e..t
0140: C5 92 5C 44 07 18 AA 0D   30 0E 5E F8 07 34 E6 1F  ..\D....0.^..4..
0150: 53 D6 06 B8 FA 7F E6 40   C6 03 60 BE DE 00 F3 D9  S......@..`.....
0160: 66 50 93 FF 90 15 D6 7A   22 9B 8C 74 71 C1 0A 74  fP.....z"..tq..t
0170: 23 CC 09 45 62 8B E2 33   18 4A 7E F5 18 32 84 E4  #..Eb..3.J...2..
0180: 5B CD 30 EA 22 82 F9 B4   E7 FA D2 7F F6 65 60 FC  [.0."........e`.
0190: 77 EA 0F 3F D1 4D B6 37   FD 02 4C 20 2C 73 8B 0A  w..?.M.7..L ,s..
01A0: F0 68 EA 17 8B 8C 88 69   68 FD E1 20 AC AE 1A 29  .h.....ih.. ...)
01B0: 0D 81 B8 4B 83 13 DE F7   0A 40 3F AA D8 34 90 7D  ...K.....@?..4..
01C0: 4C 26 60 6B 6E A3 C3 66   6E 1C 04 C7 CB 4C 6B D6  L&`kn..fn....Lk.
01D0: 97 5A F4 97 9F 69 98 48   C4 A7 9D FC 0C 5E AB AC  .Z...i.H.....^..
01E0: B9 CF A3 F8 0A 81 91 73   65 D4 B1 D6 7E F2 A1 49  .......se......I
01F0: 1C E9 15 EC 87 2A B1 99   B5 FE D0 94 F2 CB 4D D2  .....*........M.
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
O=ANF AC Entidad de Certificacion Peru SAC, OU=ANF Autoridad Raiz Peru, C=PE, CN=ANF Peru
CA1, SERIALNUMBER=20601216281 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2017-01-16T21:06:30.000Z

Version 3
Serial number 218575887221501568
Signature algorithm SHA256withRSA
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The decoded certificate:
[
[
 Version: V3
 Subject: O=ANF AC Entidad de Certificacion Peru SAC, OU=ANF Autoridad Raiz Peru, C=PE, CN=ANF Peru CA1, SERIALNUMBER=20601216281
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
75310184052750510706735433484210147071584424475948754552995700299529711648451054165198331978524976543072857876242338881376612954380035974510328611063481923376687228929816490
03726878258288278314453694568162835696486211051092767654761572916166963091964985117567529725672746369295785033196331126500335066974745814142902682643269078172703759499850282
52653652900791893701928790453666290708708059265615029231671707180844958746989897803805225806461357980803639641540070383208619756445617721453900729452559427647341159712773076
65835283972607011382124100085772064860542769056892479494563597593741831632438476171759914572094339940697245798839134981588852214389561441386062826168397170545774163844674737
39655989903439057203142313941164187484030100814671690299901449807290851434155358348909127462470446730326646098247601555770464142960440542031065063698846261199087922268741053
33328244082750712082569656109569866975288205823786906291744844551257078155579612766330692703691592399665229757448023363275403107516708657410037603202806326407243044087845992
43061076975316253777125230345569800213351675331931942625338094502666433041389310512783116972573879590297784051902936277051209739430477771609634181445885297343657817290668238
3307958725792986473563
 public exponent: 65537
 Validity: [From: Thu Jul 21 09:30:27 PET 2016,
              To: Fri Dec 24 09:30:27 PET 2032]
 Issuer: O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root CA, SERIALNUMBER=G63287510
 SerialNumber: [    0308899c 824dae80]
 
Certificate Extensions: 7
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.anf.es/spain/AV
,
  accessMethod: caIssuers
  accessLocation: URIName: https://www.anf.es/es/certificates_download/ANF_Global_Root_CA_SHA256_2036.cer
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false

Issuer O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root
CA, SERIALNUMBER=G63287510

Valid from Thu Jul 21 09:30:27 PET 2016
Valid to Fri Dec 24 09:30:27 PET 2032
Subject O=ANF AC Entidad de Certificacion Peru SAC, OU=ANF Autoridad Raiz Peru, C=PE,

CN=ANF Peru CA1, SERIALNUMBER=20601216281
Public key Sun RSA public key, 4096 bits

  modulus:
75310184052750510706735433484210147071584424475948754552995700299529711
64845105416519833197852497654307285787624233888137661295438003597451032
86110634819233766872289298164900372687825828827831445369456816283569648
62110510927676547615729161669630919649851175675297256727463692957850331
96331126500335066974745814142902682643269078172703759499850282526536529
00791893701928790453666290708708059265615029231671707180844958746989897
80380522580646135798080363964154007038320861975644561772145390072945255
94276473411597127730766583528397260701138212410008577206486054276905689
24794945635975937418316324384761717599145720943399406972457988391349815
88852214389561441386062826168397170545774163844674737396559899034390572
03142313941164187484030100814671690299901449807290851434155358348909127
46247044673032664609824760155577046414296044054203106506369884626119908
79222687410533332824408275071208256965610956986697528820582378690629174
48445512570781555796127663306927036915923996652297574480233632754031075
16708657410037603202806326407243044087845992430610769753162537771252303
45569800213351675331931942625338094502666433041389310512783116972573879
59029778405190293627705120973943047777160963418144588529734365781729066
82383307958725792986473563
  public exponent: 65537

Subject key identifier 0226d098071ab7bf9d69398cfdb4e17527a400d2
CRL distribution points https://www.anf.es/crl/ANF_Global_Root_CA_arl.crl

https://crl.anf.es/crl/ANF_Global_Root_CA_arl.crl
Authority key identifier 04183016801487fa9edf527675ec494a206f5b70968f9defbb17
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint fc7444b9d2f22813d7a9dd298ef2afc08b1c5fee
SHA256 Thumbprint 464bbeebc557b5eaee5ddb01dd1c816cec471256553da73f604be09c476067e8
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AuthorityKeyIdentifier [
KeyIdentifier [
0000: 87 FA 9E DF 52 76 75 EC   49 4A 20 6F 5B 70 96 8F  ....Rvu.IJ o[p..
0010: 9D EF BB 17                                        ....
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: https://www.anf.es/crl/ANF_Global_Root_CA_arl.crl]
, DistributionPoint:
    [URIName: https://crl.anf.es/crl/ANF_Global_Root_CA_arl.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 81 CC 1A 81 C9 41 4E   46 20 41 43 20 65 6D 69  0.....ANF AC emi
0010: 73 6F 72 20 64 65 20 63   65 72 74 69 66 69 63 61  sor de certifica
0020: 64 6F 73 20 72 65 63 6F   6E 6F 63 69 64 6F 73 20  dos reconocidos
0030: 63 6F 6E 66 6F 72 6D 65   20 6C 61 20 6C 65 67 69  conforme la legi
0040: 73 6C 61 63 69 6F 6E 20   64 65 20 50 65 72 75 2E  slacion de Peru.
0050: 20 43 75 61 6C 71 75 69   65 72 20 75 73 6F 20 64   Cualquier uso d
0060: 65 20 65 73 74 65 20 63   65 72 74 69 66 69 63 61  e este certifica
0070: 64 6F 20 69 6D 70 6C 69   63 61 20 6C 61 20 61 63  do implica la ac
0080: 65 70 74 61 63 69 6F 6E   20 64 65 20 6C 61 20 43  eptacion de la C
0090: 50 53 20 79 20 64 65 20   6C 61 73 20 6C 69 6D 69  PS y de las limi
00A0: 74 61 63 69 6F 6E 65 73   20 64 65 20 72 65 73 70  taciones de resp
00B0: 6F 6E 73 61 62 69 6C 69   64 61 64 20 65 6E 20 65  onsabilidad en e
00C0: 6C 20 65 73 74 61 62 6C   65 63 69 64 61 73 2E     l establecidas.
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 20 68 74 74 70 73 3A   2F 2F 77 77 77 2E 61 6E  . https://www.an
0010: 66 2E 65 73 2F 70 65 2F   64 6F 63 75 6D 65 6E 74  f.es/pe/document
0020: 6F 73                                              os
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 02 26 D0 98 07 1A B7 BF   9D 69 39 8C FD B4 E1 75  .&.......i9....u
0010: 27 A4 00 D2                                        '...
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: B0 EF 7E A7 9B 67 59 CA   90 58 43 AD 0D 5C A6 48  .....gY..XC..\.H
0010: 06 91 A3 4C EA 8B 26 23   B0 C5 13 42 0B F3 03 40  ...L..&#...B...@
0020: 63 84 C1 BD A5 7D E9 6F   FE 92 D1 F5 37 92 60 7A  c......o....7.`z
0030: 1C 2C 60 29 DD BF 9D A9   E7 A1 CE 37 2C 2C 0F 2C  .,`).......7,,.,
0040: 6D 1A BA 7C 27 A1 93 3C   C1 20 EC D9 89 33 27 15  m...'..<. ...3'.
0050: 48 21 18 C2 15 08 0E 32   F1 D8 AE B4 DE B4 18 D5  H!.....2........
0060: D3 5D 4D A1 C0 9D 2E 15   5F C0 AE 04 2A 37 56 D6  .]M....._...*7V.
0070: 62 B3 74 CF 0C 54 5E AB   63 DB AF 66 BA BA 1E 79  b.t..T^.c..f...y
0080: 0B 06 CA 91 42 25 1B FB   E7 D5 B4 9A 0E 3A 3F B6  ....B%.......:?.
0090: 9C 1C 2F 76 E6 4D 5F FB   7F 48 78 C1 62 9C 3D 17  ../v.M_..Hx.b.=.
00A0: 7E 4F 03 C6 53 F8 44 57   F5 53 7A 9B 07 CB 2C 65  .O..S.DW.Sz...,e
00B0: CD 8A F4 61 24 ED 99 0D   C1 09 3B 3E EE 32 DE F1  ...a$.....;>.2..
00C0: 13 4E 17 8A 6E 56 6D 0F   48 B6 41 8E B7 22 8A B9  .N..nVm.H.A.."..
00D0: DE 07 82 C0 CE 23 A3 E2   F6 1D EB 94 53 4B 93 01  .....#......SK..
00E0: 3A 0E 13 A3 97 77 BD 23   5C E4 64 92 0B 22 59 1D  :....w.#\.d.."Y.
00F0: 1C FC A4 7E 81 1D 75 AA   6C 51 F6 2B AA 14 FE 61  ......u.lQ.+...a
0100: 58 18 A8 79 1E 5A CE BE   9B 35 74 31 90 0A 00 FA  X..y.Z...5t1....
0110: 21 34 C1 61 2D 93 23 BE   15 50 B6 90 40 A5 76 C3  !4.a-.#..P..@.v.
0120: 08 67 A9 05 2D A7 21 AF   12 E2 E0 34 18 F1 D4 60  .g..-.!....4...`
0130: 9A 64 5C 2D F6 52 51 AC   2C F0 CE 1A CF D2 08 49  .d\-.RQ.,......I
0140: DE A1 F5 AA F8 DC 35 00   46 A2 3C 77 1A 40 0E A5  ......5.F.<w.@..
0150: 4C 1F A9 4E 00 1D 21 C9   9F 0D 2C 5E 1D D0 8E 1F  L..N..!...,^....
0160: 08 B8 83 A0 08 74 83 C1   A9 D1 49 D6 54 FD 7D 91  .....t....I.T...
0170: F0 35 D2 58 B6 25 E4 77   4F BC 9A 2A 27 A6 C2 34  .5.X.%.wO..*'..4
0180: 24 89 EF 7C 9E 0C A2 87   9F 66 E6 E6 FA 24 74 2C  $........f...$t,
0190: 61 EA 3D 4E 71 8C 78 03   46 6B 94 AA FA 2E 0F A2  a.=Nq.x.Fk......
01A0: B7 61 8E DD C0 41 7A F6   B0 6E E7 EE 23 DA 1B 06  .a...Az..n..#...
01B0: 48 0B B2 B0 22 B7 D8 68   55 35 99 BB 3C CF 54 F3  H..."..hU5..<.T.
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01C0: 8D C1 F1 07 D3 25 6E 89   3F 95 8A DE 3D C9 63 49  .....%n.?...=.cI
01D0: D9 D0 93 6C 35 20 75 45   46 AD 9E DE B9 0A C9 DB  ...l5 uEF.......
01E0: 8C 3E 9B 17 03 2F 82 7C   F9 1D 13 1D 0B DC D5 75  .>.../.........u
01F0: B5 CE 67 0D 98 BA BA 80   F3 AE 1D 60 79 37 BD 90  ..g........`y7..
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): BMTECH PERU S.A.C. 
Trade name (en) BMTECH PERU S.A.C.
Information URI (en ) WWW.BMCERT.PE
Service provider street
address (es)

AV. JOSE LARCO, 1116, 3ER PISO, MIRAFLORES, LIMA

Service provider street
address (en)

AV. JOSE LARCO, 1116, 3ER PISO, MIRAFLORES, LIMA

Service provider postal
code (es)

LIMA18

Service provider postal
code (en)

LIMA18

Service provider locality
(es)

MIRAFLORES

Service provider locality
(en)

MIRAFLORES

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE
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CN=BMCERT Issuing CA, OU=Certification Authorities, O=BMCERT, C=PE 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=BMCERT Issuing CA, OU=Certification Authorities, O=BMCERT, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
26168245373349582101216451831842430467040508106906591062594362181961089866544047356607386503984170151271111849561019273165849598781730137218709085057337552468422859171944067
44771115793395547754260870335562673333691529610889880948284741500937726426307342775429770119561692648230366727273384555166046201536162261294646114414424552984781652869757584
55396845488581301363532004406998187793220022540657369120212192431274090846096892261077523954208225402291426488591241275654659289710773093508150865584148160822317863218345099
85483665798528336906343913499355264079013544379873706691568906294360163347575652841328374320165467
 public exponent: 65537
 Validity: [From: Thu May 26 13:24:42 PET 2016,
              To: Sun Dec 26 13:54:42 PET 2027]
 Issuer: CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
 SerialNumber: [    574716cf]
 
Certificate Extensions: 7
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://bmcertcrl.managed.entrust.com/AIA/CertsIssuedtoBMCertRootCA.p7c
,
  accessMethod: ocsp
  accessLocation: URIName: http://bmcertocsp.managed.entrust.com
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 12 9A D9 AA 85 E9 41 ED   BE D6 6D F0 89 EE 89 7C  ......A...m.....
0010: B4 3C 6F 95                                        .<o.
]

Type CA/QC
Status undersupervision
Status starting time 2017-11-03T21:26:54.000Z

Version 3
Serial number 1464276687
Signature algorithm SHA256withRSA
Issuer CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
Valid from Thu May 26 13:24:42 PET 2016
Valid to Sun Dec 26 13:54:42 PET 2027
Subject CN=BMCERT Issuing CA, OU=Certification Authorities, O=BMCERT, C=PE
Public key Sun RSA public key, 2048 bits

  modulus:
26168245373349582101216451831842430467040508106906591062594362181961089
86654404735660738650398417015127111184956101927316584959878173013721870
90850573375524684228591719440674477111579339554775426087033556267333369
15296108898809482847415009377264263073427754297701195616926482303667272
73384555166046201536162261294646114414424552984781652869757584553968454
88581301363532004406998187793220022540657369120212192431274090846096892
26107752395420822540229142648859124127565465928971077309350815086558414
81608223178632183450998548366579852833690634391349935526407901354437987
3706691568906294360163347575652841328374320165467
  public exponent: 65537

Subject key identifier 5dafffd3fc42110d88e8ad71e94f63fc218ff848
CRL distribution points http://bmcertcrl.managed.entrust.com/CRLs/BMCertRootCA.crl
Authority key identifier 041830168014129ad9aa85e941edbed66df089ee897cb43c6f95
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint ac1b125b818e8a9fae881efc5cc0c6dbe816a751
SHA256 Thumbprint 7ed67e18634114054906135de2f257ee88ba40de5d0cd744e82e252f6922abee
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]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://bmcertcrl.managed.entrust.com/CRLs/BMCertRootCA.crl]
, DistributionPoint:
    [CN=CRL1, CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.16.840.1.114027.200.3.10.39.1]
[]  ]
 [CertificatePolicyId: [2.16.840.1.114027.200.3.10.39.2]
[]  ]
 [CertificatePolicyId: [2.16.840.1.114027.200.3.10.39.3]
[]  ]
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 5D AF FF D3 FC 42 11 0D   88 E8 AD 71 E9 4F 63 FC  ]....B.....q.Oc.
0010: 21 8F F8 48                                        !..H
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 06 86 EF 81 6F CB 73 A9   2D 30 E6 16 F3 BA 99 35  ....o.s.-0.....5
0010: C2 5C BD 29 E1 FD 55 19   53 49 F8 A1 93 CB 1A 40  .\.)..U.SI.....@
0020: FC 3D EE 43 AC AF E8 00   FC 7A 7C B9 CD 58 27 B0  .=.C.....z...X'.
0030: C0 32 90 32 24 DD A5 D4   14 3D 75 5C F5 37 77 28  .2.2$....=u\.7w(
0040: 93 56 35 42 DD F2 FF B1   78 90 0A B7 4F BC 9B 42  .V5B....x...O..B
0050: AE B8 CA FD A4 0A F4 05   B3 B5 2C 51 F0 02 96 15  ..........,Q....
0060: 1F 4C ED 23 F6 4C 39 54   32 92 24 A7 0E F6 8B 3E  .L.#.L9T2.$....>
0070: 16 C7 92 20 AB 14 AE 19   94 35 20 96 73 38 1C DB  ... .....5 .s8..
0080: 66 B7 B8 32 9F CB 6A 4E   6D C1 7D 17 96 F4 56 C2  f..2..jNm.....V.
0090: BF 9C 29 E7 16 89 36 DF   A1 71 66 4C BB FA 2C 5D  ..)...6..qfL..,]
00A0: AD 5E AD 5F B2 7C 37 70   A0 3D 9A 33 62 15 38 7B  .^._..7p.=.3b.8.
00B0: 53 31 2D 78 33 EB 2B 65   B5 8F 87 AF 67 C3 69 18  S1-x3.+e....g.i.
00C0: 44 C0 64 CA 64 1B A4 91   80 0B 60 5B B0 D9 1E 46  D.d.d.....`[...F
00D0: 8A 28 4B 48 5B 87 BC 51   F0 60 7B 5D B4 5A 14 5E  .(KH[..Q.`.].Z.^
00E0: BB 95 E2 83 9D B2 D7 AC   3A 6E 7D C3 64 C9 60 02  ........:n..d.`.
00F0: 6F D0 80 1F DD 56 09 26   3B E9 1A 23 13 73 77 B0  o....V.&;..#.sw.
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
21105001002344140151492484529797311906803757209758675972155282949428193363554515329400396209151668803364367761592922687738151476078873322375989282419864198812508987647746435
24271380238019195359927555200494719176879086442676310432716986634058954810064296151735603433821710185604074117586156900193815543403614633936936418870324078879114211460380528
29270171584865941361493643068714926052483798630610890125620381595735614126913515876575762948857266452469233391279661461006925409035647668676313773228166385103243669631676018
73622264136821931360202853514746423156417488152473138876463282355155511394404171976609915145925937
 public exponent: 65537
 Validity: [From: Thu May 26 10:00:29 PET 2016,
              To: Thu Dec 26 10:30:29 PET 2030]
 Issuer: CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
 SerialNumber: [    57471694]
 
Certificate Extensions: 3
[1]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[2]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[3]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 12 9A D9 AA 85 E9 41 ED   BE D6 6D F0 89 EE 89 7C  ......A...m.....
0010: B4 3C 6F 95                                        .<o.
]
]
 

Type CA/QC
Status undersupervision
Status starting time 2017-11-03T20:33:44.000Z

Version 3
Serial number 1464276628
Signature algorithm SHA256withRSA
Issuer CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
Valid from Thu May 26 10:00:29 PET 2016
Valid to Thu Dec 26 10:30:29 PET 2030
Subject CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
Public key Sun RSA public key, 2048 bits

  modulus:
21105001002344140151492484529797311906803757209758675972155282949428193
36355451532940039620915166880336436776159292268773815147607887332237598
92824198641988125089876477464352427138023801919535992755520049471917687
90864426763104327169866340589548100642961517356034338217101856040741175
86156900193815543403614633936936418870324078879114211460380528292701715
84865941361493643068714926052483798630610890125620381595735614126913515
87657576294885726645246923339127966146100692540903564766867631377322816
63851032436696316760187362226413682193136020285351474642315641748815247
3138876463282355155511394404171976609915145925937
  public exponent: 65537

Subject key identifier 129ad9aa85e941edbed66df089ee897cb43c6f95
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint b669d104228df706e877d8d532223cddf21e77c1
SHA256 Thumbprint 754c0c860a38400115e356f1ade976156283f01f29a54f53d7721b2b003053f2
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]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 81 43 0C 85 84 8A B5 C2   27 92 8D 05 6E 39 60 28  .C......'...n9`(
0010: 82 00 34 1E 41 9E 75 3D   3A 5B A0 3B BE 1E D9 08  ..4.A.u=:[.;....
0020: A9 41 54 E7 DA 9F A1 E3   79 A9 68 39 2D 9D FE 24  .AT.....y.h9-..$
0030: 60 B8 F4 1A 13 57 0B 1B   12 FA 2C F1 61 57 F1 5F  `....W....,.aW._
0040: 4D 87 6C B9 D6 FF DB F5   0E 9A 29 AD 25 76 86 08  M.l.......).%v..
0050: 45 EA 14 2F 64 72 6B 37   DB A8 9D 99 08 0B CB 94  E../drk7........
0060: 2C EE 2E B0 71 B9 63 96   BF 0E B4 E0 68 73 21 98  ,...q.c.....hs!.
0070: 7A A9 BA BC 94 8F CC 4E   4D 0C 4B 2E 0B CB BF E5  z......NM.K.....
0080: 79 C5 49 61 78 71 3F 47   4E 95 D9 CB F3 2A CD 5D  y.Iaxq?GN....*.]
0090: 7D F2 E0 CE 14 2C CB 63   C6 D6 C5 E6 A6 09 11 1B  .....,.c........
00A0: 1F 7C 8C B5 88 B6 09 F7   89 84 61 52 D8 DD 35 F0  ..........aR..5.
00B0: 2A A1 43 FE AB 9E 27 6C   AA 78 C3 A8 C3 CC CA A9  *.C...'l.x......
00C0: 0C 7D CA 11 6C DE 21 F5   02 AB 9B 5C FD A0 1B D1  ....l.!....\....
00D0: 7F 88 56 DD 1B 9B 73 04   D4 D1 BE AF 4E 80 DD 79  ..V...s.....N..y
00E0: BF 2D 4E 07 BB 62 13 1A   84 81 B8 D9 92 91 A8 53  .-N..b.........S
00F0: DD A0 36 C1 63 51 4A 14   FC 14 91 2A AE DC AF EF  ..6.cQJ....*....
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): INDENOVA SUCURSAL DEL PERU 

 
C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification Authority
http://www.indenova.com, T=Subordinate Certificate Perú, O=inDenova Sucursal del Perú,
EMAILADDRESS=sub_ca_pe@indenova.com, SERIALNUMBER=20549615709, CN=inDenova
SUB001_PE, OID.2.5.4.13=inDenova Subordinate Certificate 001 Perú HW-KUSU

Trade name (en) INDENOVA PERU
Information URI (en ) WWW.INDENOVA.COM
Service provider street
address (es)

JR. JUNIN NO. 198, INTERIOR 802. MAGDALENA DEL MAR

Service provider street
address (en)

JR. JUNIN NO. 198, INTERIOR 802. MAGDALENA DEL MAR

Service provider postal
code (es)

17

Service provider postal
code (en)

17

Service provider locality
(es)

JR. JUNIN NO. 198, INTERIOR 802. MAGDALENA DEL MAR

Service provider locality
(en)

JR. JUNIN NO. 198, INTERIOR 802. MAGDALENA DEL MAR

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE
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Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification Authority http://www.indenova.com, T=Subordinate Certificate Perú, O=inDenova Sucursal del
Perú, EMAILADDRESS=sub_ca_pe@indenova.com, SERIALNUMBER=20549615709, CN=inDenova SUB001_PE, OID.2.5.4.13=inDenova Subordinate Certificate 001 Perú HW-KUSU
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
86081472563693180999345410541014761661204443670584317242235052258266857350735511671148869179251164631716116865315074899436531916091746727902411270676065839580661900923784432
44614805476677496860404062834525577280691343283475211433916427110901682601768465975692172172636237704652242270671759644360683976163427178303165123271240082568266485125667779
96219474153589483926945247509023767760903711417784607185612852621547032158194375369772137141497928176807991037051419712253721289944186677235023619555792408849771648842834206
29605383461918832064391160515705572955770473376994452484170146449131836905878900325062264647659193204673562715101186882347778757715819801749502454178790971736602711498610005
65641092621448471973511792788370385209433224502973180716389135788172190168224983672333241769405027433636337178898829250595437053233214333471064570685751733773471911419542389
93017166370437551842834535289829004712827699803610551409978152322406644239425519032605516901488255768963591059702218334559014736598736575647190539453251818098442666771922147

Type CA/QC
Status undersupervision
Status starting time 2017-12-11T20:56:27.000Z

Version 3
Serial number 6
Signature algorithm SHA256withRSA
Issuer C=CO, L="BOGOTÁ, D.C.", STREET=http://www.gse.co/address, OU=Internet

Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION
DE SEGURIDAD ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root
GSE, EMAILADDRESS=ca@gse.co

Valid from Tue Jan 19 02:00:00 PET 2016
Valid to Wed Jan 10 02:00:00 PET 2046
Subject C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification

Authority http://www.indenova.com, T=Subordinate Certificate Perú, O=inDenova
Sucursal del Perú, EMAILADDRESS=sub_ca_pe@indenova.com,
SERIALNUMBER=20549615709, CN=inDenova SUB001_PE, OID.2.5.4.13=inDenova
Subordinate Certificate 001 Perú HW-KUSU

Public key Sun RSA public key, 4096 bits
  modulus:
86081472563693180999345410541014761661204443670584317242235052258266857
35073551167114886917925116463171611686531507489943653191609174672790241
12706760658395806619009237844324461480547667749686040406283452557728069
13432834752114339164271109016826017684659756921721726362377046522422706
71759644360683976163427178303165123271240082568266485125667779962194741
53589483926945247509023767760903711417784607185612852621547032158194375
36977213714149792817680799103705141971225372128994418667723502361955579
24088497716488428342062960538346191883206439116051570557295577047337699
44524841701464491318369058789003250622646476591932046735627151011868823
47778757715819801749502454178790971736602711498610005656410926214484719
73511792788370385209433224502973180716389135788172190168224983672333241
76940502743363633717889882925059543705323321433347106457068575173377347
19114195423899301716637043755184283453528982900471282769980361055140997
81523224066442394255190326055169014882557689635910597022183345590147365
98736575647190539453251818098442666771922147430702188785077776568472410
70492365505284103379231569119800053875456755957848629240689999599295604
17398564953557583967174394733549408849031713875728327558580389421577423
82445878547444263756509591
  public exponent: 65537

Subject key identifier 82d1eee25fb7eb3066b0919d75900d0da02d8367
CRL distribution points http://crl.gse.co/root/crl_root_gse_sha2.crl

http://crl1.gse.co/root/crl_root_gse_sha2.crl
Authority key identifier 04183016801447a00c09878f6a3841d3beaf7fa2e6143a81bfa0
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint b728d04a0ddd7e71f4209e1e98128b46643eaf93
SHA256 Thumbprint dc05b2736e7ba1719c062b5f3c48cdabd518e153a26afb966e36cac109f91c4e
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43070218878507777656847241070492365505284103379231569119800053875456755957848629240689999599295604173985649535575839671743947335494088490317138757283275585803894215774238244
5878547444263756509591
 public exponent: 65537
 Validity: [From: Tue Jan 19 02:00:00 PET 2016,
              To: Wed Jan 10 02:00:00 PET 2046]
 Issuer: C=CO, L="BOGOTÁ, D.C.", STREET=http://www.gse.co/address, OU=Internet Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION DE SEGURIDAD
ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root GSE, EMAILADDRESS=ca@gse.co
 SerialNumber: [    06]
 
Certificate Extensions: 9
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://certs.gse.co/root/crt_root_gse_sha2.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 47 A0 0C 09 87 8F 6A 38   41 D3 BE AF 7F A2 E6 14  G.....j8A.......
0010: 3A 81 BF A0                                        :...
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.gse.co/root/crl_root_gse_sha2.crl]
, DistributionPoint:
    [URIName: http://crl1.gse.co/root/crl_root_gse_sha2.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 2C 68 74 74 70 3A 2F   2F 63 70 73 2E 65 73 69  .,http://cps.esi
0010: 67 6E 61 2E 65 73 2F 73   75 62 2F 63 70 73 5F 73  gna.es/sub/cps_s
0020: 75 62 30 30 31 70 65 5F   63 61 2E 70 64 66        ub001pe_ca.pdf
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 42 1A 40 54 65 72 6D   73 20 6F 66 20 75 73 65  0B.@Terms of use
0010: 20 61 74 20 43 50 53 20   68 74 74 70 3A 2F 2F 63   at CPS http://c
0020: 70 73 2E 65 73 69 67 6E   61 2E 65 73 2F 73 75 62  ps.esigna.es/sub
0030: 2F 63 70 73 5F 73 75 62   30 30 31 70 65 5F 63 61  /cps_sub001pe_ca
0040: 2E 70 64 66                                        .pdf
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 RFC822Name: info@gse.co
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 RFC822Name: info@indenova.com
]
 
[9]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 82 D1 EE E2 5F B7 EB 30   66 B0 91 9D 75 90 0D 0D  ...._..0f...u...
0010: A0 2D 83 67                                        .-.g
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 3B DB 32 BD F9 7E 3D F2   10 87 6B 42 35 9C 88 EC  ;.2...=...kB5...
0010: 6B 5C E4 09 88 87 F1 7B   9C A6 56 59 30 B9 58 46  k\........VY0.XF
0020: A8 20 15 96 7F 9B 5B D8   34 71 54 D1 79 0A 4E 7C  . ....[.4qT.y.N.
0030: 49 57 A7 50 26 6B 09 A1   FC F1 86 5D 2D C6 43 A0  IW.P&k.....]-.C.
0040: CD 33 F7 2A E8 0E C6 B5   0F 65 E7 2E 9C E2 5E A5  .3.*.....e....^.
0050: 36 06 A3 3F EF 10 80 52   44 21 A8 E7 E0 4F 40 F2  6..?...RD!...O@.
0060: FF 78 99 93 E7 B9 27 7B   77 89 E0 5B 9A 53 39 46  .x....'.w..[.S9F
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0070: 68 0D 55 A5 9B 88 9E 8A   63 7A C7 36 5D F7 6D 91  h.U.....cz.6].m.
0080: B6 2C 9F C4 40 7F 59 EC   98 BE E3 62 A6 61 BF D6  .,..@.Y....b.a..
0090: 4B F9 22 F5 EE C3 1C 7A   B8 24 EB 1E 16 B2 6F 06  K."....z.$....o.
00A0: 72 24 C1 EE 11 07 EB 61   0C 84 4B 8C 63 FE 8B 18  r$.....a..K.c...
00B0: 96 5B D3 67 7F D2 9D 20   4A 94 2E E6 1F B4 39 49  .[.g... J.....9I
00C0: 8A 38 A5 1F E9 86 8C AD   D7 80 CB 87 5B 8D 95 57  .8..........[..W
00D0: 43 C7 DB D1 1E 5B 38 7A   B5 1C 95 52 13 E4 AB 56  C....[8z...R...V
00E0: F5 0A 1D A2 11 82 BF 8A   51 02 56 47 04 36 25 9B  ........Q.VG.6%.
00F0: 90 77 49 AA BA FE FF AC   68 B8 0D 1E CA DE 11 46  .wI.....h......F
0100: DF AA FF A1 E4 31 6E 31   3F 4A 74 F8 1D 90 72 21  .....1n1?Jt...r!
0110: 96 46 8E 3D 25 53 06 BD   72 32 D6 84 5E 40 20 C9  .F.=%S..r2..^@ .
0120: 27 E9 3F D4 F9 F4 6D 0B   3E 4B 80 EF 07 7F D3 91  '.?...m.>K......
0130: 1F AF 87 B1 43 93 E2 97   CE 88 B0 58 B5 04 F0 81  ....C......X....
0140: 50 67 0D ED EE 68 1D D8   3E 6F 9B 9C 9A A3 E1 9C  Pg...h..>o......
0150: E2 98 D4 7F 76 6E F7 9C   3E 71 24 A9 61 11 C7 12  ....vn..>q$.a...
0160: EF FD A6 11 74 0F 71 A9   65 10 7A B0 6B F5 B9 AE  ....t.q.e.z.k...
0170: BB ED 52 E6 6A 95 FE 76   88 FC 9E DA 31 F3 CC 0C  ..R.j..v....1...
0180: 02 4A EA 29 67 A0 EC 91   31 20 DB 4C FE 2B 50 CD  .J.)g...1 .L.+P.
0190: 78 A1 02 C6 91 E3 94 32   DE FC 5C 50 FA F3 2F A8  x......2..\P../.
01A0: 7E CA 16 B3 30 10 3B D8   16 D4 43 08 B5 D1 3D 51  ....0.;...C...=Q
01B0: CE 0F 79 EF B8 44 EF E4   A2 5A 80 A0 25 BB DD DE  ..y..D...Z..%...
01C0: A8 69 79 3E 83 66 AC A3   D8 8A A6 2B 2D F2 DC FD  .iy>.f.....+-...
01D0: 73 BB 34 92 32 41 44 E7   4E 25 34 85 B7 B6 67 27  s.4.2AD.N%4...g'
01E0: 2C 45 0D 00 A6 75 A3 96   C0 E5 16 A7 06 C4 01 42  ,E...u.........B
01F0: 64 AC 42 0B BA C7 54 28   65 7C 76 55 72 8E 5A 4A  d.B...T(e.vUr.ZJ
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
C=CO, L="BOGOTÁ, D.C.", STREET=http://www.gse.co/address, OU=Internet Certification Authority
http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION DE SEGURIDAD ELECTRONICA S.A. -
GSE, CN=Global Certification Authority Root GSE, EMAILADDRESS=ca@gse.co 
Type CA/QC
Status undersupervision
Status starting time 2017-11-27T15:58:05.000Z
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Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: C=CO, L="BOGOTÁ, D.C.", STREET=http://www.gse.co/address, OU=Internet Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION DE SEGURIDAD
ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root GSE, EMAILADDRESS=ca@gse.co
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
72572835994780775492875925070862987372443670527309335903398815080640529450931742294690308051659199632100530415995758875585644173981674034707129536406005933823000741330744489
95557790430096232454571085861578104042810176343072096155475712348285389523211526052575237522633926433194535783138518586399944466486933082405912652602925304500166841338409659
31954419498756829065806392203680239126800266036716767407595758072636041149554000435853709442393723751760315567207800264035457220159580970301962726298300098498752185286614577
59950270562184177169350725318160884871317671000784008583495273202691394403365445539333649563859348478380287803355516627239116725091216859313381312649014620377814849966952622
09553189689637888165150363561047646158370062584548327817642544825103635595013018381733213559958582207727269864026438706723572245215472753466935689948625003612384518568787842
71497930371006268452613461393118899418221555617312332241918777159662806068093396013797842914847905179811158339038742046641298975012237417859428757763660121112346320189786847
92886569871688891122432742618385669610593719787852161630416434678660563056465444917465415934123432647408003603846556293676204387952628539609061569278254287336565629592239807
7824716955641695122189
 public exponent: 65537
 Validity: [From: Tue Jan 19 02:00:00 PET 2016,
              To: Thu Jan 11 02:00:00 PET 2046]
 Issuer: C=CO, L="BOGOTÁ, D.C.", STREET=http://www.gse.co/address, OU=Internet Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION DE SEGURIDAD
ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root GSE, EMAILADDRESS=ca@gse.co
 SerialNumber: [    00]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

Version 3
Serial number 0
Signature algorithm SHA256withRSA
Issuer C=CO, L="BOGOTÁ, D.C.", STREET=http://www.gse.co/address, OU=Internet

Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION
DE SEGURIDAD ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root
GSE, EMAILADDRESS=ca@gse.co

Valid from Tue Jan 19 02:00:00 PET 2016
Valid to Thu Jan 11 02:00:00 PET 2046
Subject C=CO, L="BOGOTÁ, D.C.", STREET=http://www.gse.co/address, OU=Internet

Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION
DE SEGURIDAD ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root
GSE, EMAILADDRESS=ca@gse.co

Public key Sun RSA public key, 4096 bits
  modulus:
72572835994780775492875925070862987372443670527309335903398815080640529
45093174229469030805165919963210053041599575887558564417398167403470712
95364060059338230007413307444899555779043009623245457108586157810404281
01763430720961554757123482853895232115260525752375226339264331945357831
38518586399944466486933082405912652602925304500166841338409659319544194
98756829065806392203680239126800266036716767407595758072636041149554000
43585370944239372375176031556720780026403545722015958097030196272629830
00984987521852866145775995027056218417716935072531816088487131767100078
40085834952732026913944033654455393336495638593484783802878033555166272
39116725091216859313381312649014620377814849966952622095531896896378881
65150363561047646158370062584548327817642544825103635595013018381733213
55995858220772726986402643870672357224521547275346693568994862500361238
45185687878427149793037100626845261346139311889941822155561731233224191
87771596628060680933960137978429148479051798111583390387420466412989750
12237417859428757763660121112346320189786847928865698716888911224327426
18385669610593719787852161630416434678660563056465444917465415934123432
64740800360384655629367620438795262853960906156927825428733656562959223
98077824716955641695122189
  public exponent: 65537

Subject key identifier 47a00c09878f6a3841d3beaf7fa2e6143a81bfa0
Authority key identifier 04183016801447a00c09878f6a3841d3beaf7fa2e6143a81bfa0
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=3
SHA1 Thumbprint ecb1fc5784ee972751c15a7ab2eea15285273162
SHA256 Thumbprint 1d9f50320b6e20391be9741518466943d8a41a960d29872abe9713324b87a7c9
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 [
  accessMethod: caIssuers
  accessLocation: URIName: http://certs.gse.co/root/crt_root_gse_sha2.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 47 A0 0C 09 87 8F 6A 38   41 D3 BE AF 7F A2 E6 14  G.....j8A.......
0010: 3A 81 BF A0                                        :...
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:3
]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 25 68 74 74 70 3A 2F   2F 63 70 73 2E 67 73 65  .%http://cps.gse
0010: 2E 63 6F 2F 72 6F 6F 74   2F 63 70 73 5F 63 61 5F  .co/root/cps_ca_
0020: 67 73 65 2E 70 64 66                               gse.pdf
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 42 1A 40 54 65 72 6D   73 20 6F 66 20 75 73 65  0B.@Terms of use
0010: 20 61 74 20 43 50 53 20   43 41 20 47 53 45 20 68   at CPS CA GSE h
0020: 74 74 70 3A 2F 2F 63 70   73 2E 67 73 65 2E 63 6F  ttp://cps.gse.co
0030: 2F 72 6F 6F 74 2F 63 70   73 5F 63 61 5F 67 73 65  /root/cps_ca_gse
0040: 2E 70 64 66                                        .pdf
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 URIName: http://www.gse.co
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 RFC822Name: info@gse.co
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 47 A0 0C 09 87 8F 6A 38   41 D3 BE AF 7F A2 E6 14  G.....j8A.......
0010: 3A 81 BF A0                                        :...
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 5F 88 79 0B A4 47 B0 C5   5D 93 34 95 8C 99 19 8A  _.y..G..].4.....
0010: 10 0D CC 5E 15 37 BF 8C   8D 8F 18 CA 7E DF 97 2C  ...^.7.........,
0020: 94 54 DF A8 27 2A 4E 0F   6E C6 E2 5E 55 86 C5 FF  .T..'*N.n..^U...
0030: 3F 21 DC FF 0D CF 9D 00   2E 86 45 AB 81 D4 E4 81  ?!........E.....
0040: A5 C1 DE 1E 9D A1 C3 1D   D4 B4 02 D6 8F 1C C0 C4  ................
0050: A0 27 DE C8 68 BE 95 79   50 91 00 92 6E 36 07 EA  .'..h..yP...n6..
0060: 23 CB 58 A0 94 26 FD 75   01 9A BC 57 5B EF 38 DF  #.X..&.u...W[.8.
0070: 4B 8A DE A0 BF EF FC 4F   49 3D 9F D5 B1 12 CD FA  K......OI=......
0080: 93 77 A7 EF 29 CF 1C BA   E6 E0 93 D5 58 C5 77 20  .w..).......X.w
0090: CE 8E D3 2F 50 69 85 0D   F3 B9 01 48 AC 2A C9 C7  .../Pi.....H.*..
00A0: BC B4 F4 6D E6 23 41 C2   76 43 68 2B 1A 5A 1E 0F  ...m.#A.vCh+.Z..
00B0: CB 93 17 72 78 7B 3F 2C   7B 50 C8 5B 71 42 DD D0  ...rx.?,.P.[qB..
00C0: 09 C7 C9 AE 63 1B 21 0B   EA 8D 54 1B 56 70 88 39  ....c.!...T.Vp.9
00D0: 28 D8 B0 B3 DA 13 87 25   24 C0 25 37 6E DE FA 77  (......%$.%7n..w
00E0: B3 C5 35 85 C5 BC 9C 7C   BA 0C 17 D1 B0 7C BE 08  ..5.............
00F0: FC 3C 61 20 73 31 5E 9F   6F 48 1B F9 A8 20 9A 76  .<a s1^.oH... .v
0100: 9B 4E FB 4B 66 46 0E 57   E0 5F 55 89 F8 A9 E5 CE  .N.KfF.W._U.....
0110: 28 21 06 8F 77 FE 4F D5   E4 6E 8F 4F C0 62 A5 01  (!..w.O..n.O.b..
0120: 47 07 73 8A 02 75 B5 19   B4 D2 DC 76 80 25 A1 0B  G.s..u.....v.%..
0130: 5C A5 42 53 EA C9 71 B4   71 E5 E5 06 B4 00 86 B6  \.BS..q.q.......
0140: BD 06 95 43 66 45 35 74   21 D6 57 87 BA 25 B5 0A  ...CfE5t!.W..%..
0150: C8 B6 2A F8 73 69 BB 9E   C7 DB 95 92 0D D1 07 5C  ..*.si.........\
0160: 98 E3 B1 FD FE CB 0E BA   E7 E7 D9 7A 55 CC 0A B1  ...........zU...
0170: 35 99 B6 46 91 14 9A 07   09 83 AE 8F 87 0A F2 16  5..F............
0180: D5 EA 3B 9F 6C 52 2B 4E   AA EA 5B 15 E9 84 28 3D  ..;.lR+N..[...(=
0190: DE 62 C2 06 76 DF 03 D5   D3 C7 8C A2 F9 48 34 9D  .b..v........H4.
01A0: 3D 5E AB 05 F1 D1 DB 3F   79 08 2E F1 52 86 A3 77  =^.....?y...R..w
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01B0: 5A 91 4D 12 4C C1 72 CF   5A 5D 90 26 58 15 83 12  Z.M.L.r.Z].&X...
01C0: 51 F5 84 57 8A 5D E3 58   78 8B 15 4A 5C 16 FC 6F  Q..W.].Xx..J\..o
01D0: 50 B1 51 30 DC 76 FA D2   9F 01 9D A0 0B 52 59 1A  P.Q0.v.......RY.
01E0: 36 55 21 02 AD 73 68 05   20 D0 1A 59 9F 55 33 50  6U!..sh. ..Y.U3P
01F0: CD 6D A6 C7 09 E5 CA 51   01 76 E2 8E 59 BE FB 21  .m.....Q.v..Y..!
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): ACEPTA PERU S.A.C. 
Trade name (en) ACEPTA PERU S.A.C.
Information URI (en ) WWW.ACEPTA.PE
Service provider street
address (es)

CALLE AMADOR MERINO REYNA N° 465, OFICINA 602

Service provider street
address (en)

CALLE AMADOR MERINO REYNA N° 465, OFICINA 602

Service provider postal
code (es)

15046

Service provider postal
code (en)

15046

Service provider locality
(es)

SAN ISIDRO

Service provider locality
(en)

SAN ISIDRO

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE
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SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad de
Sellado de Tiempo - V1, O=ACEPTA PERU S.A.C., C=PE 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad de Sellado de Tiempo - V1, O=ACEPTA PERU S.A.C., C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
20185023918502727146656160722234152252985649714450488583656236183519041356056296916448610557360562900464841683931940441345658170569365172731930465688638819849373149670733628
03433690747207647880275280190268131041471786611358117512673565394217666047937397363505719234052716215617761162384607210610445259685240266366357004392139421732052095049843385
18096185865719578994316904899092766327474000789413292185427827736716560242634128538264888618719173952508834035784898894769597954711712658176869772819436980061446171109599668
20294429472812904558724874391510740173056380117400793710786137900859765511650478249509239628646743
 public exponent: 65537
 Validity: [From: Wed Apr 18 10:54:31 PET 2018,
              To: Sun Apr 18 10:54:31 PET 2038]
 Issuer: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
 SerialNumber: [    c8]
 
Certificate Extensions: 8
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 7D A8 0D 68 7B 38 26 9D   E5 9B 82 48 9C 6C 73 CD  ...h.8&....H.ls.
0010: 30 E8 1D 0C                                        0...
]
]
 

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2019-08-22T21:40:03.000Z

Version 3
Serial number 200
Signature algorithm SHA256withRSA
Issuer SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru

Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
Valid from Wed Apr 18 10:54:31 PET 2018
Valid to Sun Apr 18 10:54:31 PET 2038
Subject SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru

Autoridad de Sellado de Tiempo - V1, O=ACEPTA PERU S.A.C., C=PE
Public key Sun RSA public key, 2048 bits

  modulus:
20185023918502727146656160722234152252985649714450488583656236183519041
35605629691644861055736056290046484168393194044134565817056936517273193
04656886388198493731496707336280343369074720764788027528019026813104147
17866113581175126735653942176660479373973635057192340527162156177611623
84607210610445259685240266366357004392139421732052095049843385180961858
65719578994316904899092766327474000789413292185427827736716560242634128
53826488861871917395250883403578489889476959795471171265817686977281943
69800614461711095996682029442947281290455872487439151074017305638011740
0793710786137900859765511650478249509239628646743
  public exponent: 65537

Subject key identifier 02c3efebb2425014d1574548b7c74bd7be3a033c
CRL distribution points https://acpev1.acepta.pe/pev1/crl/PeruRaiz-V1.crl
Authority key identifier 0418301680147da80d687b38269de59b82489c6c73cd30e81d0c
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint e5139f64e09d6f773f4970cdce62443cdb636bc3
SHA256 Thumbprint aa83fc9e5b2e360fa62fef0677b904aadfe46d6fee66d82a46237127519c33ab
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[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: https://acpev1.acepta.pe/pev1/crl/PeruRaiz-V1.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.6891.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 2B 68 74 74 70 73 3A   2F 2F 61 63 70 65 76 31  .+https://acpev1
0010: 2E 61 63 65 70 74 61 2E   70 65 2F 43 50 53 2D 50  .acepta.pe/CPS-P
0020: 45 2D 56 31 2D 41 63 65   70 74 61 70 65           E-V1-Aceptape
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 81 D9 30 19 16 12 41   43 45 50 54 41 20 50 45  0..0...ACEPTA PE
0010: 52 55 20 53 2E 41 2E 43   2E 30 03 02 01 01 1A 81  RU S.A.C.0......
0020: BB 4C 61 20 75 74 69 6C   69 7A 61 63 69 6F 6E 20  .La utilizacion
0030: 64 65 20 65 73 74 65 20   63 65 72 74 69 66 69 63  de este certific
0040: 61 64 6F 20 65 73 74 61   20 73 75 6A 65 74 61 20  ado esta sujeta
0050: 61 20 6C 61 73 20 70 6F   6C 69 74 69 63 61 73 20  a las politicas
0060: 64 65 20 63 65 72 74 69   66 69 63 61 64 6F 20 28  de certificado (
0070: 43 50 29 20 79 20 70 72   61 63 74 69 63 61 73 20  CP) y practicas
0080: 64 65 20 63 65 72 74 69   66 69 63 61 63 69 6F 6E  de certificacion
0090: 20 28 43 50 53 29 20 65   73 74 61 62 6C 65 63 69   (CPS) estableci
00A0: 64 61 73 20 70 6F 72 20   41 63 65 70 74 61 2C 20  das por Acepta,
00B0: 79 20 64 69 73 70 6F 6E   69 62 6C 65 73 20 70 75  y disponibles pu
00C0: 62 6C 69 63 61 6D 65 6E   74 65 20 65 6E 20 77 77  blicamente en ww
00D0: 77 2E 61 63 65 70 74 61   2E 70 65 2E              w.acepta.pe.
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.4.1.8321.2
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.5.5.7.8.3
 RFC822Name: info@acepta.com
]
 
[6]: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.4.1.8321.1
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.5.5.7.8.3
 RFC822Name: info@acepta.com
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 02 C3 EF EB B2 42 50 14   D1 57 45 48 B7 C7 4B D7  .....BP..WEH..K.
0010: BE 3A 03 3C                                        .:.<
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 7A FE A0 E9 CA F4 B3 81   86 F0 89 4C 8D BB 79 E8  z..........L..y.
0010: BA 29 83 3E 8C 56 8E BB   1B 1B 60 5A B5 ED E6 CD  .).>.V....`Z....
0020: FC F9 02 78 DA 3E 23 2E   92 0F 01 79 A2 E9 1F 9C  ...x.>#....y....
0030: 88 35 8B C0 0C 99 10 CF   CE C0 0C 07 FA BE E3 48  .5.............H
0040: 7A B0 2A 2F 3F F6 38 48   99 5B 2C 3D 3D B4 A3 70  z.*/?.8H.[,==..p
0050: B5 BC 11 C4 7B 2F 49 6E   E0 2E CE FC 81 E0 AD 71  ...../In.......q
0060: 71 95 3F 01 90 C7 03 A0   1B 91 9E 0C 17 66 82 BB  q.?..........f..
0070: A4 0D 0B A3 C8 B2 96 39   C2 83 30 0B C5 FB 9C 83  .......9..0.....
0080: 57 78 6C F1 05 B1 66 C2   AA C4 AA 29 C5 0D B8 5A  Wxl...f....)...Z
0090: 0F A0 77 0B 9F 1E 86 0C   4F 79 BF 28 FC 58 17 07  ..w.....Oy.(.X..
00A0: BE 92 71 61 9E B0 4F DD   7A 81 82 93 7D 7C F1 6F  ..qa..O.z......o
00B0: 60 84 17 29 6F 17 B9 77   A4 D7 C8 0F 3F BE 5F 0F  `..)o..w....?._.
00C0: F2 89 A1 C2 CC 21 40 75   02 29 00 DF 6D 17 01 3E  .....!@u.)..m..>
00D0: 3F D1 61 66 13 14 96 21   B7 B1 9B CD CC CE D1 3A  ?.af...!.......:
00E0: C5 DB 85 A0 A9 EA D2 96   C7 94 3E EF C8 70 11 C3  ..........>..p..
00F0: A5 61 B1 A4 7E 74 04 49   91 11 52 BA 6F 84 89 C7  .a...t.I..R.o...
 
]

The certificate in PEM format:
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-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad
Certificadora Digital - V1, O=ACEPTA PERU S.A.C., C=PE 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2018-08-01T17:27:16.000Z

Version 3
Serial number 3
Signature algorithm SHA256withRSA
Issuer SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru

Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
Valid from Wed Apr 18 10:54:31 PET 2018
Valid to Sun Apr 18 10:54:31 PET 2038
Subject SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru

Autoridad Certificadora Digital - V1, O=ACEPTA PERU S.A.C., C=PE
Public key Sun RSA public key, 2048 bits

  modulus:
27060710516406163684509599022390553214999726795320603730344522040861084
19865119532756953401695749776674307836671376751646091086823245066604205
77580234855404301466315237663560050623656225320650421665373706928828854
98406869142817508701385306863713330787351431311086884219662492646670810
86700049532334142035386889250019819328411796620488837500676783884062428
14887423125302695375590254501351784470800476986597899246865858276570452
92967523951599313634040064058175250320816664775846892320689092179394977
41015758688917068352176937969407040886364313699883617931951041650479403
0051222900099358123009452817055477530094255864171
  public exponent: 65537

Subject key identifier e5ea517d8f5e00f4de965ee4aae0325408b49d6f
CRL distribution points https://acpev1.acepta.pe/pev1/crl/PeruRaiz-V1.crl
Authority key identifier 0418301680147da80d687b38269de59b82489c6c73cd30e81d0c
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
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The decoded certificate:
[
[
 Version: V3
 Subject: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Digital - V1, O=ACEPTA PERU S.A.C., C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
27060710516406163684509599022390553214999726795320603730344522040861084198651195327569534016957497766743078366713767516460910868232450666042057758023485540430146631523766356
00506236562253206504216653737069288288549840686914281750870138530686371333078735143131108688421966249264667081086700049532334142035386889250019819328411796620488837500676783
88406242814887423125302695375590254501351784470800476986597899246865858276570452929675239515993136340400640581752503208166647758468923206890921793949774101575868891706835217
69379694070408863643136998836179319510416504794030051222900099358123009452817055477530094255864171
 public exponent: 65537
 Validity: [From: Wed Apr 18 10:54:31 PET 2018,
              To: Sun Apr 18 10:54:31 PET 2038]
 Issuer: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
 SerialNumber: [    03]
 
Certificate Extensions: 8
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 7D A8 0D 68 7B 38 26 9D   E5 9B 82 48 9C 6C 73 CD  ...h.8&....H.ls.
0010: 30 E8 1D 0C                                        0...
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: https://acpev1.acepta.pe/pev1/crl/PeruRaiz-V1.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.6891.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 2B 68 74 74 70 73 3A   2F 2F 61 63 70 65 76 31  .+https://acpev1
0010: 2E 61 63 65 70 74 61 2E   70 65 2F 43 50 53 2D 50  .acepta.pe/CPS-P
0020: 45 2D 56 31 2D 41 63 65   70 74 61 70 65           E-V1-Aceptape
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 81 D9 30 19 16 12 41   43 45 50 54 41 20 50 45  0..0...ACEPTA PE
0010: 52 55 20 53 2E 41 2E 43   2E 30 03 02 01 01 1A 81  RU S.A.C.0......
0020: BB 4C 61 20 75 74 69 6C   69 7A 61 63 69 6F 6E 20  .La utilizacion
0030: 64 65 20 65 73 74 65 20   63 65 72 74 69 66 69 63  de este certific
0040: 61 64 6F 20 65 73 74 61   20 73 75 6A 65 74 61 20  ado esta sujeta
0050: 61 20 6C 61 73 20 70 6F   6C 69 74 69 63 61 73 20  a las politicas
0060: 64 65 20 63 65 72 74 69   66 69 63 61 64 6F 20 28  de certificado (
0070: 43 50 29 20 79 20 70 72   61 63 74 69 63 61 73 20  CP) y practicas
0080: 64 65 20 63 65 72 74 69   66 69 63 61 63 69 6F 6E  de certificacion
0090: 20 28 43 50 53 29 20 65   73 74 61 62 6C 65 63 69   (CPS) estableci
00A0: 64 61 73 20 70 6F 72 20   41 63 65 70 74 61 2C 20  das por Acepta,
00B0: 79 20 64 69 73 70 6F 6E   69 62 6C 65 73 20 70 75  y disponibles pu
00C0: 62 6C 69 63 61 6D 65 6E   74 65 20 65 6E 20 77 77  blicamente en ww
00D0: 77 2E 61 63 65 70 74 61   2E 70 65 2E              w.acepta.pe.
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.4.1.8321.2
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.5.5.7.8.3
 RFC822Name: info@acepta.com
]
 
[6]: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.4.1.8321.1
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.5.5.7.8.3
 RFC822Name: info@acepta.com
]
 

SHA1 Thumbprint 119539eecd5b177b57794fb63cead30ccceb656a
SHA256 Thumbprint d6abd1ec32b2c6bef475e960af527c952128b3e7cb29b6dfb65c1a14203df38f
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[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: E5 EA 51 7D 8F 5E 00 F4   DE 96 5E E4 AA E0 32 54  ..Q..^....^...2T
0010: 08 B4 9D 6F                                        ...o
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 39 44 0D B3 B4 AC DA 11   CA BA E1 54 D8 9A D5 62  9D.........T...b
0010: 80 F8 07 24 9D 0D 2B 36   E5 82 D1 0A C0 1B 76 AF  ...$..+6......v.
0020: 4A E6 9E 07 78 1B 05 DF   87 C6 A7 78 C3 10 45 E0  J...x......x..E.
0030: B2 44 87 0E 17 5F FC 10   5E CA EB E8 2F 72 52 6F  .D..._..^.../rRo
0040: 1E 04 D8 17 AA 29 A5 BC   76 F0 B9 FC 25 64 F7 23  .....)..v...%d.#
0050: 99 7C 61 F5 50 F0 94 35   B7 2B 90 8E 3B 2B 89 EC  ..a.P..5.+..;+..
0060: CF AB 94 C7 25 1A 5A 09   5D 47 33 FF 9A 8A FA EB  ....%.Z.]G3.....
0070: 94 CB 53 17 21 78 5E 58   5C 16 F4 7C 04 BC 6B BC  ..S.!x^X\.....k.
0080: 63 BE 05 09 B3 38 6C 15   0D B4 25 EB 5E DE 52 31  c....8l...%.^.R1
0090: 28 87 DE 62 18 69 BC 73   69 36 A5 C0 49 5A 4A 26  (..b.i.si6..IZJ&
00A0: 4E FB 70 42 A0 17 AA 16   58 AC 23 A6 53 80 1D B1  N.pB....X.#.S...
00B0: 9D D2 B5 09 55 C2 9E 34   DC C9 4E 56 2E 97 4B 95  ....U..4..NV..K.
00C0: 58 C2 B1 68 68 3A 01 B1   7A 7B 70 73 3B 96 C1 61  X..hh:..z.ps;..a
00D0: AE 5C FF E1 4A AC 44 A5   1E 87 39 5C 6A 56 A7 7D  .\..J.D...9\jV..
00E0: A7 0D 9E C3 F4 BD 8A 3F   F1 C7 E1 AD B9 92 50 F4  .......?......P.
00F0: 6B 9B 06 0B DE 01 95 C2   85 0D 53 BD 95 A0 80 5C  k.........S....\
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad
Certificadora Electronica - V1, O=ACEPTA PERU S.A.C., C=PE 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2018-08-01T16:47:28.000Z

Version 3
Serial number 9
Signature algorithm SHA256withRSA
Issuer SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru

Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
Valid from Wed Apr 18 10:54:31 PET 2018
Valid to Sun Apr 18 10:54:31 PET 2038
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The decoded certificate:
[
[
 Version: V3
 Subject: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Electronica - V1, O=ACEPTA PERU S.A.C., C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
18493053405112159223141683140649822647045430781071541207896464502129405692400309123583492897807741658894587912592567102484136946032769359615402588005704061648655324389989642
87051939640919802831027849206955377133456605307804145902261848848811726838131306148060364525131941375258991803857770569463482986669187776761868814317422652328599838092690023
36538844619466521660010956817127220618635897907739999095450623481684699324439605860772185378008759696238037587447374713266846119087035909611984930123485007581772831410652342
26748414074697542717964232124200414757390399474908845099554448971134206225281639605017973989997787
 public exponent: 65537
 Validity: [From: Wed Apr 18 10:54:31 PET 2018,
              To: Sun Apr 18 10:54:31 PET 2038]
 Issuer: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
 SerialNumber: [    09]
 
Certificate Extensions: 8
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 7D A8 0D 68 7B 38 26 9D   E5 9B 82 48 9C 6C 73 CD  ...h.8&....H.ls.
0010: 30 E8 1D 0C                                        0...
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: https://acpev1.acepta.pe/pev1/crl/PeruRaiz-V1.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.6891.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 2B 68 74 74 70 73 3A   2F 2F 61 63 70 65 76 31  .+https://acpev1
0010: 2E 61 63 65 70 74 61 2E   70 65 2F 43 50 53 2D 50  .acepta.pe/CPS-P
0020: 45 2D 56 31 2D 41 63 65   70 74 61 70 65           E-V1-Aceptape
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 81 D9 30 19 16 12 41   43 45 50 54 41 20 50 45  0..0...ACEPTA PE
0010: 52 55 20 53 2E 41 2E 43   2E 30 03 02 01 01 1A 81  RU S.A.C.0......
0020: BB 4C 61 20 75 74 69 6C   69 7A 61 63 69 6F 6E 20  .La utilizacion
0030: 64 65 20 65 73 74 65 20   63 65 72 74 69 66 69 63  de este certific
0040: 61 64 6F 20 65 73 74 61   20 73 75 6A 65 74 61 20  ado esta sujeta
0050: 61 20 6C 61 73 20 70 6F   6C 69 74 69 63 61 73 20  a las politicas

Subject SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru
Autoridad Certificadora Electronica - V1, O=ACEPTA PERU S.A.C., C=PE

Public key Sun RSA public key, 2048 bits
  modulus:
18493053405112159223141683140649822647045430781071541207896464502129405
69240030912358349289780774165889458791259256710248413694603276935961540
25880057040616486553243899896428705193964091980283102784920695537713345
66053078041459022618488488117268381313061480603645251319413752589918038
57770569463482986669187776761868814317422652328599838092690023365388446
19466521660010956817127220618635897907739999095450623481684699324439605
86077218537800875969623803758744737471326684611908703590961198493012348
50075817728314106523422674841407469754271796423212420041475739039947490
8845099554448971134206225281639605017973989997787
  public exponent: 65537

Subject key identifier 812552bdb3aa8da1fcaf59463ac9e3ac36ce6ef3
CRL distribution points https://acpev1.acepta.pe/pev1/crl/PeruRaiz-V1.crl
Authority key identifier 0418301680147da80d687b38269de59b82489c6c73cd30e81d0c
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 30e63acc60a3f622ed7323145384ff905c5c6837
SHA256 Thumbprint b53381a208e6eafb9f0207d4b75e352dfc1851c13dc72435fb93f0a2b0c5c008
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0060: 64 65 20 63 65 72 74 69   66 69 63 61 64 6F 20 28  de certificado (
0070: 43 50 29 20 79 20 70 72   61 63 74 69 63 61 73 20  CP) y practicas
0080: 64 65 20 63 65 72 74 69   66 69 63 61 63 69 6F 6E  de certificacion
0090: 20 28 43 50 53 29 20 65   73 74 61 62 6C 65 63 69   (CPS) estableci
00A0: 64 61 73 20 70 6F 72 20   41 63 65 70 74 61 2C 20  das por Acepta,
00B0: 79 20 64 69 73 70 6F 6E   69 62 6C 65 73 20 70 75  y disponibles pu
00C0: 62 6C 69 63 61 6D 65 6E   74 65 20 65 6E 20 77 77  blicamente en ww
00D0: 77 2E 61 63 65 70 74 61   2E 70 65 2E              w.acepta.pe.
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.4.1.8321.2
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.5.5.7.8.3
 RFC822Name: info@acepta.com
]
 
[6]: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.4.1.8321.1
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.5.5.7.8.3
 RFC822Name: info@acepta.com
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 81 25 52 BD B3 AA 8D A1   FC AF 59 46 3A C9 E3 AC  .%R.......YF:...
0010: 36 CE 6E F3                                        6.n.
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: A7 3A 2E 82 46 D0 A4 B0   0F 0E 09 DE ED DB 32 28  .:..F.........2(
0010: 94 FA CA 67 2D 03 ED BD   4C B6 25 9C 48 70 94 F4  ...g-...L.%.Hp..
0020: 3F F4 12 5D 82 90 18 6C   EB E9 4B BB 6E 97 00 8A  ?..]...l..K.n...
0030: 7F 1D D7 14 B8 16 1C 3D   DD B4 83 A6 A5 9D DC 31  .......=.......1
0040: D7 32 D6 D3 91 EB 44 8C   E7 AD 7B 0F D6 62 45 1E  .2....D......bE.
0050: 81 37 C5 C5 2C 4E 81 82   B1 D6 DF 4B 1C 68 69 91  .7..,N.....K.hi.
0060: 4D AC 2C F6 6B 71 BF A8   15 5D 9E 47 29 8E 66 43  M.,.kq...].G).fC
0070: FE 91 D9 5B 75 64 51 DB   73 4B 17 F9 3B C9 E2 4A  ...[udQ.sK..;..J
0080: 43 92 39 F6 3C 1E 4A A0   14 DC 53 08 E9 91 22 A6  C.9.<.J...S...".
0090: 47 B6 AC D3 23 52 0B 49   BF FB 89 E4 5E 41 A6 4B  G...#R.I....^A.K
00A0: 1A 5C C5 C7 02 7C AA 66   DC 75 E1 AC CE 91 34 78  .\.....f.u....4x
00B0: 99 6A 0E 9F 00 60 BF 82   76 CA 8B 00 5B CD F5 52  .j...`..v...[..R
00C0: E6 B9 42 D9 C0 30 E1 32   F5 A2 3D 0E 0E 42 94 28  ..B..0.2..=..B.(
00D0: 84 B3 8F BC 16 5F 4A AA   A2 E7 E7 52 BE 7A 51 72  ....._J....R.zQr
00E0: 23 27 A7 A7 36 89 1B B6   76 9C 77 47 62 C1 EE C9  #'..6...v.wGb...
00F0: E0 DE B8 C0 EB E4 CD D2   34 3C BC A7 43 0A B4 07  ........4<..C...
 
]

The certificate in PEM format:
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Mdcy1tOR60SM5617D9ZiRR6BN8XFLE6BgrHW30scaGmRTaws9mtxv6gVXZ5HKY5m
Q/6R2Vt1ZFHbc0sX+TvJ4kpDkjn2PB5KoBTcUwjpkSKmR7as0yNSC0m/+4nkXkGm
SxpcxccCfKpm3HXhrM6RNHiZag6fAGC/gnbKiwBbzfVS5rlC2cAw4TL1oj0ODkKU
KISzj7wWX0qqoufnUr56UXIjJ6enNokbtnacd0diwe7J4N64wOvkzdI0PLynQwq0
Bw==
-----END CERTIFICATE-----

 
SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad
Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
22674885644285035646123794701449581437349587151647546292805853283769739896039290781396569416559436855465041001918710567713157006336550623835152195255396534038402296289261775
96191681396156911480764114566371829558189196656659045757580105517203209493615864373054598798030902835492496546686829488396613673860258851060659874596616196533443095049866952
40652272208950536850689996872109470728742158470554872003821260660313637995635989321905937392904240078294438314762179362815500834715939613147842188036809210329651760833436305
64307004999455847476303493962927776713593652405127164301349411917046033352619473827084150911688933
 public exponent: 65537
 Validity: [From: Wed Apr 18 10:54:31 PET 2018,
              To: Sun Apr 18 10:54:31 PET 2038]
 Issuer: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
 SerialNumber: [    01]
 
Certificate Extensions: 7
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 7D A8 0D 68 7B 38 26 9D   E5 9B 82 48 9C 6C 73 CD  ...h.8&....H.ls.
0010: 30 E8 1D 0C                                        0...
]
]
 

Type CA/QC
Status undersupervision
Status starting time 2018-06-15T21:39:40.000Z

Version 3
Serial number 1
Signature algorithm SHA256withRSA
Issuer SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru

Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
Valid from Wed Apr 18 10:54:31 PET 2018
Valid to Sun Apr 18 10:54:31 PET 2038
Subject SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru

Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
Public key Sun RSA public key, 2048 bits

  modulus:
22674885644285035646123794701449581437349587151647546292805853283769739
89603929078139656941655943685546504100191871056771315700633655062383515
21952553965340384022962892617759619168139615691148076411456637182955818
91966566590457575801055172032094936158643730545987980309028354924965466
86829488396613673860258851060659874596616196533443095049866952406522722
08950536850689996872109470728742158470554872003821260660313637995635989
32190593739290424007829443831476217936281550083471593961314784218803680
92103296517608334363056430700499945584747630349396292777671359365240512
7164301349411917046033352619473827084150911688933
  public exponent: 65537

Subject key identifier 7da80d687b38269de59b82489c6c73cd30e81d0c
Authority key identifier 0418301680147da80d687b38269de59b82489c6c73cd30e81d0c
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 48dbd2eb7e631652dac4e01c2cfd85d5ad3dc10a
SHA256 Thumbprint 1565ec78a6fac8eb25be95b1d9887711cfb861206e3b52f781a5708d47656e7e
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[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.6891.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 2B 68 74 74 70 73 3A   2F 2F 61 63 70 65 76 31  .+https://acpev1
0010: 2E 61 63 65 70 74 61 2E   70 65 2F 43 50 53 2D 50  .acepta.pe/CPS-P
0020: 45 2D 56 31 2D 41 63 65   70 74 61 70 65           E-V1-Aceptape
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 81 D9 30 19 16 12 41   43 45 50 54 41 20 50 45  0..0...ACEPTA PE
0010: 52 55 20 53 2E 41 2E 43   2E 30 03 02 01 01 1A 81  RU S.A.C.0......
0020: BB 4C 61 20 75 74 69 6C   69 7A 61 63 69 6F 6E 20  .La utilizacion
0030: 64 65 20 65 73 74 65 20   63 65 72 74 69 66 69 63  de este certific
0040: 61 64 6F 20 65 73 74 61   20 73 75 6A 65 74 61 20  ado esta sujeta
0050: 61 20 6C 61 73 20 70 6F   6C 69 74 69 63 61 73 20  a las politicas
0060: 64 65 20 63 65 72 74 69   66 69 63 61 64 6F 20 28  de certificado (
0070: 43 50 29 20 79 20 70 72   61 63 74 69 63 61 73 20  CP) y practicas
0080: 64 65 20 63 65 72 74 69   66 69 63 61 63 69 6F 6E  de certificacion
0090: 20 28 43 50 53 29 20 65   73 74 61 62 6C 65 63 69   (CPS) estableci
00A0: 64 61 73 20 70 6F 72 20   41 63 65 70 74 61 2C 20  das por Acepta,
00B0: 79 20 64 69 73 70 6F 6E   69 62 6C 65 73 20 70 75  y disponibles pu
00C0: 62 6C 69 63 61 6D 65 6E   74 65 20 65 6E 20 77 77  blicamente en ww
00D0: 77 2E 61 63 65 70 74 61   2E 70 65 2E              w.acepta.pe.
 
]]  ]
]
 
[4]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.4.1.8321.2
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.5.5.7.8.3
 RFC822Name: info@acepta.com
]
 
[5]: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[6]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.4.1.8321.1
 Other-Name: Unrecognized ObjectIdentifier: 1.3.6.1.5.5.7.8.3
 RFC822Name: info@acepta.com
]
 
[7]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 7D A8 0D 68 7B 38 26 9D   E5 9B 82 48 9C 6C 73 CD  ...h.8&....H.ls.
0010: 30 E8 1D 0C                                        0...
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 8F B4 D3 D9 69 A7 C5 0F   7B 35 4A 49 71 7A 03 99  ....i....5JIqz..
0010: 78 7F 60 4F FF E9 3A 5A   07 2E 9A 11 95 D4 C9 74  x.`O..:Z.......t
0020: 05 76 A6 0B D7 3A 16 16   B4 90 E6 CD 27 C1 6F 59  .v...:......'.oY
0030: D5 A5 46 11 23 9C B2 4F   C0 2B D6 50 A0 C1 EF 9B  ..F.#..O.+.P....
0040: C5 13 72 7F 8D B5 E9 C7   3C 8A 9C 4B 6B 48 F1 A0  ..r.....<..KkH..
0050: EB 6D CD 0E 64 CA EA 1B   44 39 FC F6 7E DF 98 03  .m..d...D9......
0060: F2 93 0F 6D 6C A6 1B B4   B7 84 F7 B9 1B 73 33 90  ...ml........s3.
0070: A2 97 58 84 88 68 AF F9   3F 46 1F 7F 92 8B 56 33  ..X..h..?F....V3
0080: E0 96 22 C6 94 01 C2 8B   D7 AC B4 88 B7 0A 14 52  .."............R
0090: DD 3D 22 DB 49 E5 F6 21   2C 9E 39 16 CC 01 8F CA  .=".I..!,.9.....
00A0: B5 C2 42 A1 0A F2 DF 06   A2 0C 89 86 C9 FA 4F 42  ..B...........OB
00B0: 21 A3 D2 01 3F E2 1E 3E   8C 05 7F C6 39 7E C6 98  !...?..>....9...
00C0: 2A F2 56 AC 6D D7 06 03   6D F9 D4 D9 08 E0 29 71  *.V.m...m.....)q
00D0: 8F 06 30 A5 E3 39 36 17   F0 56 81 C5 C6 90 A5 34  ..0..96..V.....4
00E0: 2E FC C6 33 26 14 24 52   73 C8 6E 46 12 22 DB 3C  ...3&.$Rs.nF.".<
00F0: DD 04 CD DD 47 53 8A 77   07 91 47 1B B5 3A 21 5C  ....GS.w..G..:!\
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----
MIIGEjCCBPqgAwIBAgIBATANBgkqhkiG9w0BAQsFADCBmDELMAkGA1UEBhMCUEUx
GzAZBgNVBAoTEkFDRVBUQSBQRVJVIFMuQS5DLjE2MDQGA1UEAxMtQWNlcHRhIFBl
cnUgQXV0b3JpZGFkIENlcnRpZmljYWRvcmEgUmFpeiAtIFYxMR4wHAYJKoZIhvcN
AQkBFg9pbmZvQGFjZXB0YS5jb20xFDASBgNVBAUTCzIwNTYyOTk5NzExMB4XDTE4
MDQxODE1NTQzMVoXDTM4MDQxODE1NTQzMVowgZgxCzAJBgNVBAYTAlBFMRswGQYD
VQQKExJBQ0VQVEEgUEVSVSBTLkEuQy4xNjA0BgNVBAMTLUFjZXB0YSBQZXJ1IEF1
dG9yaWRhZCBDZXJ0aWZpY2Fkb3JhIFJhaXogLSBWMTEeMBwGCSqGSIb3DQEJARYP
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-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): CORE ANDINA GROUP S.A.C. 

 
CN=Certisign Application CA, O=Certisign Certificadora Digital S.A., C=BR 

 
Service digital identity (X509)

Trade name (en) CORE ANDINA GROUP S.A.C.
Information URI (en ) HTTPS://COREDOPERU.CERTISIGN.COM.PE
Service provider street
address (es)

JR. NARCISO DE LA COLINA NRO. 421 INT. 1201

Service provider street
address (en)

JR. NARCISO DE LA COLINA NRO. 421 INT. 1201

Service provider postal
code (es)

15074

Service provider postal
code (en)

15074

Service provider locality
(es)

MIRAFLORES

Service provider locality
(en)

MIRAFLORES

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2018-06-27T14:56:46.000Z

Version 3
Serial number 6216629776151424254
Signature algorithm SHA512withRSA
Issuer CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
Valid from Tue Apr 14 22:00:00 PET 2015
Valid to Sat Apr 13 22:00:00 PET 2030
Subject CN=Certisign Application CA, O=Certisign Certificadora Digital S.A., C=BR
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=Certisign Application CA, O=Certisign Certificadora Digital S.A., C=BR
 Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
78907298955084947665559750637111680047273484546847393864407044576147541297939853066835206152001293554155339420153837298794141792316089167210097803898190964600311026618400965
88341611106382458012014594922279525843093700985328574151127346922739538723393340284728562972706402836455446956883008261540988949746833318362081052093444983003966169284433806
28831879257504127643615153100970822933326008708787194361239880858656215399898070620788026484747478250675664883080842577207403920690034476728935927526228050969356028767610534
75292353276489682417984849648728392452083587397556882322149147099131240817451306251797477664101732159899591177375450894993372942429411494169176969753513012420204607051793450
18358586642337144180351140176042082602038636616847259246196677126977063610319290610892121334844904664820728362059906756145122225185004892229112933194774228780482249164665395
96374045703297157339727923301099701785199381123649775774144413340058755120686921523557996913504850022098196697378415300529237055580018220752255057626969340991473403823393268
15209578987028590481178604512334901089347926492651024529873183399634371294321778738696297667981363732986498725275981640724521399436308837172489829843075734737561015426131125
9830338582637382311901
 public exponent: 65537
 Validity: [From: Tue Apr 14 22:00:00 PET 2015,
              To: Sat Apr 13 22:00:00 PET 2030]
 Issuer: CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
 SerialNumber: [    5645e7d8 239f2cfe]
 
Certificate Extensions: 7
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 8B A6 CE A5 47 D1 1B 8C   8B 9D 19 59 72 5C AB 3B  ....G......Yr\.;
0010: B5 34 14 1F                                        .4..
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://certisign-ca.certisign.com.br/repositorio/lcr/CertisignRootCA/LatestCRL.crl]
]]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.30253.7]
[PolicyQualifierInfo: [

Public key Sun RSA public key, 4096 bits
  modulus:
78907298955084947665559750637111680047273484546847393864407044576147541
29793985306683520615200129355415533942015383729879414179231608916721009
78038981909646003110266184009658834161110638245801201459492227952584309
37009853285741511273469227395387233933402847285629727064028364554469568
83008261540988949746833318362081052093444983003966169284433806288318792
57504127643615153100970822933326008708787194361239880858656215399898070
62078802648474747825067566488308084257720740392069003447672893592752622
80509693560287676105347529235327648968241798484964872839245208358739755
68823221491470991312408174513062517974776641017321598995911773754508949
93372942429411494169176969753513012420204607051793450183585866423371441
80351140176042082602038636616847259246196677126977063610319290610892121
33484490466482072836205990675614512222518500489222911293319477422878048
22491646653959637404570329715733972792330109970178519938112364977577414
44133400587551206869215235579969135048500220981966973784153005292370555
80018220752255057626969340991473403823393268152095789870285904811786045
12334901089347926492651024529873183399634371294321778738696297667981363
73298649872527598164072452139943630883717248982984307573473756101542613
11259830338582637382311901
  public exponent: 65537

Subject key identifier b8751e3144670322e68b689518ab822956fd8be7
CRL distribution points http://certisign-ca.certisign.com.br/repositorio/lcr/CertisignRootCA/LatestCRL.crl
Authority key identifier 0418301680148ba6cea547d11b8c8b9d1959725cab3bb534141f
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 8beba16e51889b029f14ccfa03cb33c1f70e4477
SHA256 Thumbprint 55f1b5af8b10b135394f3372fc8e81d862484fa6d481e6b0ac77c16d420e8759
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 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 34 68 74 74 70 3A 2F   2F 63 65 72 74 69 73 69  .4http://certisi
0010: 67 6E 2D 63 61 2E 63 65   72 74 69 73 69 67 6E 2E  gn-ca.certisign.
0020: 63 6F 6D 2E 62 72 2F 72   65 70 6F 73 69 74 6F 72  com.br/repositor
0030: 69 6F 2F 63 70 73                                  io/cps
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
 OCSPSigning
 clientAuth
 codeSigning
 timeStamping
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: B8 75 1E 31 44 67 03 22   E6 8B 68 95 18 AB 82 29  .u.1Dg."..h....)
0010: 56 FD 8B E7                                        V...
]
]
 
]
 Algorithm: [SHA512withRSA]
 Signature:
0000: B7 8C 4C AF 11 5A CB 05   A9 75 E5 1A 0F 38 4C 25  ..L..Z...u...8L%
0010: C6 4A 09 2E 05 3D FD D2   86 1C CA C9 C1 EB 81 24  .J...=.........$
0020: 8E 29 6E CE 44 CC 0C 58   5F 43 A6 CD C7 3D 8D D1  .)n.D..X_C...=..
0030: A5 20 73 3D 6D CD 41 74   A4 11 1E 6F 1E F0 C5 E8  . s=m.At...o....
0040: B2 08 25 38 9E 21 CC 30   C3 82 BE 4E 9C 48 A2 77  ..%8.!.0...N.H.w
0050: C2 55 46 80 8F E4 7B 56   7B AC F1 4D 44 F9 11 E1  .UF....V...MD...
0060: FB 13 F7 39 A9 71 5D F2   1F 4A CC F2 85 52 A6 2F  ...9.q]..J...R./
0070: D4 C5 F6 02 10 19 EC 47   1A 6A D8 DA DE 88 19 4C  .......G.j.....L
0080: C7 71 9C E2 BD EE 6E D9   52 63 EF DC 5A 02 76 2F  .q....n.Rc..Z.v/
0090: 69 43 AE 79 4E F7 CC 10   62 05 68 2E F9 88 65 60  iC.yN...b.h...e`
00A0: E1 03 23 F7 C0 84 46 DB   79 C0 EB 0B 0F 08 7A 41  ..#...F.y.....zA
00B0: 84 B9 D4 0D 83 DB BA 9E   C7 8F EE DF 98 3A F7 D6  .............:..
00C0: 8B A4 FF FD 30 A6 5C 72   A8 92 35 D5 85 DD 90 3B  ....0.\r..5....;
00D0: FA 2E EB E5 AC 97 E9 C9   BE 0E 81 E4 02 BE C7 14  ................
00E0: 82 6A 90 1A EF DC FF 56   C7 A6 E1 38 49 DB 83 77  .j.....V...8I..w
00F0: C2 C4 79 9B 87 87 E2 2C   6B 81 69 9C B4 08 54 0B  ..y....,k.i...T.
0100: 1A E5 1A 29 4E B8 EF 57   87 A0 E7 B7 21 85 56 32  ...)N..W....!.V2
0110: C6 29 0C 22 8D 58 EF EE   65 DF 82 23 0E B5 29 33  .).".X..e..#..)3
0120: 92 03 61 6E D2 E4 48 5E   F4 1A F0 88 5C BE 8C D5  ..an..H^....\...
0130: 0B EA 65 29 8A A8 67 2E   76 00 BF EA 88 6E A6 A4  ..e)..g.v....n..
0140: 2A 16 0A 4E 07 54 E5 7C   2C 22 EE 78 7B BB CC F3  *..N.T..,".x....
0150: 4C AD 50 9E 40 D1 3E 80   4F 6A 4F DF BA 3F 61 49  L.P.@.>.OjO..?aI
0160: AD 3A 1A 6E 00 51 89 96   37 F9 C1 4B EA 34 37 D3  .:.n.Q..7..K.47.
0170: 9B 58 DE 1A 11 C1 59 E7   9A 63 76 09 1D 55 6B 39  .X....Y..cv..Uk9
0180: FF 46 46 10 E0 1C C6 3F   4A 21 F5 58 94 C8 E4 42  .FF....?J!.X...B
0190: DC 8D B5 2F 3E 6C EF 70   A7 2A 59 F2 A6 5C 65 C8  .../>l.p.*Y..\e.
01A0: 2C C2 2C FE A4 E7 D8 17   4C A9 13 A2 73 E6 A9 C5  ,.,.....L...s...
01B0: 84 7E CD 06 39 ED 4B 76   16 BF D1 3B 02 90 9E 5A  ....9.Kv...;...Z
01C0: 32 85 8E 5A 5C 41 BA C6   96 7B 82 37 10 51 C4 07  2..Z\A.....7.Q..
01D0: 25 7A 03 64 31 47 27 61   1C F9 60 4C 41 06 B5 17  %z.d1G'a..`LA...
01E0: DF 6C 3F C3 CE E3 0B E5   15 CD C2 E5 82 B3 14 29  .l?............)
01F0: F2 10 01 BB 88 39 C7 29   15 F0 BB BB BC 0A 83 E9  .....9.)........
 
]

The certificate in PEM format:
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-----END CERTIFICATE-----

 
CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
 Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
83858149572724153879147929355523980989734321475859749889025077213438201265248841706064140039468389752829734413391663666596942547248782876903367461934022921001903841155720735
39884280205141460599904151733562851940198972554302973548135032056829346440481363796100316472858111382511506794154464000874254636383538705084332170036018937879011595690828366
54688379442238984855385231401082187574319605112793969098253082696258163595003930445061950654069738669798344653576001863172995311200598895649547784505471379060799393531790322

Type CA/QC
Status undersupervision
Status starting time 2018-06-26T20:54:33.000Z

Version 3
Serial number 8496730048626051985
Signature algorithm SHA512withRSA
Issuer CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
Valid from Tue Apr 14 22:00:00 PET 2015
Valid to Sun Apr 14 22:00:00 PET 2030
Subject CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
Public key Sun RSA public key, 4096 bits

  modulus:
83858149572724153879147929355523980989734321475859749889025077213438201
26524884170606414003946838975282973441339166366659694254724878287690336
74619340229210019038411557207353988428020514146059990415173356285194019
89725543029735481350320568293464404813637961003164728581113825115067941
54464000874254636383538705084332170036018937879011595690828366546883794
42238984855385231401082187574319605112793969098253082696258163595003930
44506195065406973866979834465357600186317299531120059889564954778450547
13790607993935317903225931115551294561508366832096481385530018748868233
75897094509231461436751145038654845132484221730531887066468315315900133
71317687849508774246606858215998371652684451081569193729603948966737003
66173116574869034752075000481857055603133004720515118185340830287591489
11121731446254498831643125678570838959058891513879770747968424374849154
18607294937946714802635710614763655891576465836079843249598538145297512
08292381505296966521391501862180756102181476419030034916745728837653159
97662348670149550479538217376609894907505134206162584771350820191765432
14272958600958156996693944950870237561708193162157227429018640096262273
85064716761931499369682236963577413562254878918077283227381578037288564
35994837185278097707227421
  public exponent: 65537

Subject key identifier 8ba6cea547d11b8c8b9d1959725cab3bb534141f
CRL distribution points http://certisign-ca.certisign.com.br/repositorio/lcr/CertisignRootCA/LatestCRL.crl
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint fea8693e1f236ea1fe915b7da13211db4d48454c
SHA256 Thumbprint c5056b845d6cbdcb02deff1add921533d956f253954c76fa5fe6f0fbe516e7f2
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59311155512945615083668320964813855300187488682337589709450923146143675114503865484513248422173053188706646831531590013371317687849508774246606858215998371652684451081569193
72960394896673700366173116574869034752075000481857055603133004720515118185340830287591489111217314462544988316431256785708389590588915138797707479684243748491541860729493794
67148026357106147636558915764658360798432495985381452975120829238150529696652139150186218075610218147641903003491674572883765315997662348670149550479538217376609894907505134
20616258477135082019176543214272958600958156996693944950870237561708193162157227429018640096262273850647167619314993696822369635774135622548789180772832273815780372885643599
4837185278097707227421
 public exponent: 65537
 Validity: [From: Tue Apr 14 22:00:00 PET 2015,
              To: Sun Apr 14 22:00:00 PET 2030]
 Issuer: CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
 SerialNumber: [    75ea72f6 2cbe4b91]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[2]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://certisign-ca.certisign.com.br/repositorio/lcr/CertisignRootCA/LatestCRL.crl]
]]
 
[3]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.30253.4]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 34 68 74 74 70 3A 2F   2F 63 65 72 74 69 73 69  .4http://certisi
0010: 67 6E 2D 63 61 2E 63 65   72 74 69 73 69 67 6E 2E  gn-ca.certisign.
0020: 63 6F 6D 2E 62 72 2F 72   65 70 6F 73 69 74 6F 72  com.br/repositor
0030: 69 6F 2F 63 70 73                                  io/cps
 
]]  ]
]
 
[4]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 8B A6 CE A5 47 D1 1B 8C   8B 9D 19 59 72 5C AB 3B  ....G......Yr\.;
0010: B5 34 14 1F                                        .4..
]
]
 
]
 Algorithm: [SHA512withRSA]
 Signature:
0000: 7C B3 5C 98 80 D8 B2 6F   13 78 5A 85 48 9D D2 D1  ..\....o.xZ.H...
0010: 0C 41 39 A9 05 23 35 3A   53 8C C8 8D EB CA 90 A2  .A9..#5:S.......
0020: 61 2F 6F 73 25 59 9A DC   44 D8 30 E4 35 1B 4D FB  a/os%Y..D.0.5.M.
0030: 1E 41 BE 2E D3 F1 92 21   06 0B AB D9 18 6A 85 59  .A.....!.....j.Y
0040: B7 E3 64 5D 51 D9 02 5A   2F 3A 9E 5E 8B D4 A3 69  ..d]Q..Z/:.^...i
0050: C5 C4 20 A9 95 47 B4 63   62 57 70 F2 CA E3 18 1F  .. ..G.cbWp.....
0060: 6F 18 50 13 3F 5C 39 30   5D 38 E2 67 BA C9 E4 84  o.P.?\90]8.g....
0070: A1 ED AE 7F E3 F1 C0 0B   F7 58 49 4F 19 30 2C EF  .........XIO.0,.
0080: 27 94 7A 82 7B 7A 05 C4   F8 40 92 2C B9 EF E9 DA  '.z..z...@.,....
0090: 46 6B 5C D5 DD B6 91 25   55 ED 79 A1 01 C2 F8 5A  Fk\....%U.y....Z
00A0: 83 A3 85 B9 20 63 BF 2E   9B E9 19 C3 A8 B6 9C AC  .... c..........
00B0: 37 18 DA 69 42 A6 85 69   2E 3D F2 D4 E5 76 12 7E  7..iB..i.=...v..
00C0: BB DF 89 1A 2B 17 5A C2   39 64 28 E1 51 5C BF 01  ....+.Z.9d(.Q\..
00D0: B9 A0 08 97 AE 32 9E A3   96 F8 9F E0 3C E2 36 2F  .....2......<.6/
00E0: 15 CC FB 0F 67 4A 69 72   80 B3 71 BC B9 D6 FE E7  ....gJir..q.....
00F0: 7B DE 37 46 16 5C 2C C3   A1 83 3D BE BE FB D5 88  ..7F.\,...=.....
0100: C5 5A 59 4F 8E 50 C2 12   EE C0 BE 72 B0 47 1D A5  .ZYO.P.....r.G..
0110: 75 35 0D 9D DC FE 1B A4   63 09 91 C6 64 A3 2A D2  u5......c...d.*.
0120: D0 F5 BA B7 C8 BC B7 B3   86 39 3D D1 45 AE C1 0D  .........9=.E...
0130: 07 9E 8B F0 F5 2B EC 64   F7 1F 96 CB 4F FE 9C 75  .....+.d....O..u
0140: 03 41 F1 FA 97 DD ED 6D   D1 16 F8 AA 05 51 DB 26  .A.....m.....Q.&
0150: E0 0E A3 EB 2A A0 8D A3   66 36 7A 79 93 CC E2 B9  ....*...f6zy....
0160: 28 01 C7 FE 71 DF 61 CC   1A 63 99 8A 36 52 FC 3A  (...q.a..c..6R.:
0170: 53 6B B9 87 5A AC 4B 3F   D1 EB 44 20 8F 3B D4 33  Sk..Z.K?..D .;.3
0180: 5A 06 A6 0E 2C 71 84 75   90 8A 66 D7 D0 C4 7E 5D  Z...,q.u..f....]
0190: 11 64 5D C4 5B EF D8 6F   34 90 AF 8D C1 2A 10 86  .d].[..o4....*..
01A0: C1 73 C0 62 1A B1 E8 D9   83 77 F9 C7 58 75 25 34  .s.b.....w..Xu%4
01B0: 63 A0 3A 90 64 37 60 AB   22 6A 31 3B 18 FF 7E A8  c.:.d7`."j1;....
01C0: F1 95 C7 C4 82 2B 24 03   5E B7 68 D2 69 C1 91 C0  .....+$.^.h.i...
01D0: 6A 88 27 2A EE FA 3A 2C   09 A2 9B 3A 22 90 23 29  j.'*..:,...:".#)
01E0: 6B 29 76 30 0D B5 EC 3D   C5 85 B9 06 FF F6 BF 53  k)v0...=.......S
01F0: CA 33 C6 B2 9F 6A 0B 87   31 83 F7 56 BF 31 44 96  .3...j..1..V.1D.
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----
MIIGOTCCBCGgAwIBAgIIdepy9iy+S5EwDQYJKoZIhvcNAQENBQAwWDELMAkGA1UE
BhMCQlIxLTArBgNVBAoTJENlcnRpc2lnbiBDZXJ0aWZpY2Fkb3JhIERpZ2l0YWwg
Uy5BLjEaMBgGA1UEAxMRQ2VydGlzaWduIFJvb3QgQ0EwHhcNMTUwNDE1MDMwMDAw
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-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): BIT4ID S.A.C. 

 
OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA2 2016, OU=TSP-UANATACA, O=UANATACA S.A.,
L=Barcelona (see current address at www.uanataca.com/address), C=ES 

 
Service digital identity (X509)

Trade name (en) BIT4ID S.A.C.
Information URI (en ) HTTPS://WWW.BIT4ID.COM
Service provider street
address (es)

CALLE MARTIR JOSE OLAYA NRO. 129 OFICINA 1204, MIRAFLORES

Service provider street
address (en)

CALLE MARTIR JOSE OLAYA NRO. 129 OFICINA 1204, MIRAFLORES

Service provider postal
code (es)

15074

Service provider postal
code (en)

15074

Service provider locality
(es)

MIRAFLORES

Service provider locality
(en)

MIRAFLORES

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2018-08-28T21:58:09.000Z

Version 3
Serial number 2317042835735686419
Signature algorithm SHA256withRSA
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The decoded certificate:
[
[
 Version: V3
 Subject: OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA2 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
84609201759709241477504090634564013869822813127294222229682166099085633653735432066779797914467238997248570182349058086009537884621479309194663671181051014360293561444896905
29765694601913443404110852788644803975511392884816825954888604299941068170096545909791698526659879447065220939273591912844169369934733226533226485445464903747137029119306308
26718177493478384013463616572466695103685157701006946012762949509273382917462547874621604038394179414394494880265592847044942471783388190157616525541619251751585088686821220
37767016560974370486733352180423572681451539423760668434220602085731586885322637286068952274841919760478991854358937405278304097405134469286117208885155772687177065698793406
05343957753932341591681926533607994971541574786412858592991476103353528974198484683270770112553840293764330001982296658878991024512554611481520933743417241066654485666150471
72231284902535559688621869505738343197655877020385150958357492861870954793780606490967794235743393014723996222915070841869893389780477909787821319057498544842663672676740377
22275662657515429623842534115884861908158732634146703480166601216863579412152417845597010953886387649454849416061094958999639445737301247411354901981080544897734475863537515
6307556203228143384409
 public exponent: 65537
 Validity: [From: Fri Mar 11 05:37:31 PET 2016,
              To: Sun Mar 11 05:37:31 PET 2029]
 Issuer: OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
 SerialNumber: [    2027ca2e d163ad13]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp1.uanataca.com/public/pki/ocsp/
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp2.uanataca.com/public/pki/ocsp/
]

Issuer OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA,
O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
C=ES

Valid from Fri Mar 11 05:37:31 PET 2016
Valid to Sun Mar 11 05:37:31 PET 2029
Subject OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA2 2016, OU=TSP-UANATACA,

O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
C=ES

Public key Sun RSA public key, 4096 bits
  modulus:
84609201759709241477504090634564013869822813127294222229682166099085633
65373543206677979791446723899724857018234905808600953788462147930919466
36711810510143602935614448969052976569460191344340411085278864480397551
13928848168259548886042999410681700965459097916985266598794470652209392
73591912844169369934733226533226485445464903747137029119306308267181774
93478384013463616572466695103685157701006946012762949509273382917462547
87462160403839417941439449488026559284704494247178338819015761652554161
92517515850886868212203776701656097437048673335218042357268145153942376
06684342206020857315868853226372860689522748419197604789918543589374052
78304097405134469286117208885155772687177065698793406053439577539323415
91681926533607994971541574786412858592991476103353528974198484683270770
11255384029376433000198229665887899102451255461148152093374341724106665
44856661504717223128490253555968862186950573834319765587702038515095835
74928618709547937806064909677942357433930147239962229150708418698933897
80477909787821319057498544842663672676740377222756626575154296238425341
15884861908158732634146703480166601216863579412152417845597010953886387
64945484941606109495899963944573730124741135490198108054489773447586353
75156307556203228143384409
  public exponent: 65537

Subject key identifier 7d57e76073ce0746a9e2a368f0e111b2749273fd
CRL distribution points http://crl1.uanataca.com/public/pki/crl/arl_uanataca.crl

http://crl2.uanataca.com/public/pki/crl/arl_uanataca.crl
Authority key identifier 041830168014552cf1bca15eb9eea02f8857105bfc96f7919a2c
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 0ece527803c9db6e63bcea5536b93ae8284e8d2d
SHA256 Thumbprint 00ff2ff2efba98c6b023ad1035559a606dd9fc48a39d3407cc07a678379a7909
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]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 55 2C F1 BC A1 5E B9 EE   A0 2F 88 57 10 5B FC 96  U,...^.../.W.[..
0010: F7 91 9A 2C                                        ...,
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl1.uanataca.com/public/pki/crl/arl_uanataca.crl]
, DistributionPoint:
    [URIName: http://crl2.uanataca.com/public/pki/crl/arl_uanataca.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 27 68 74 74 70 3A 2F   2F 77 77 77 2E 75 61 6E  .'http://www.uan
0010: 61 74 61 63 61 2E 63 6F   6D 2F 70 75 62 6C 69 63  ataca.com/public
0020: 2F 70 6B 69 2F 64 70 63   2F                       /pki/dpc/
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 72 0C 70 43 65 72 74   69 66 69 63 61 64 6F 20  0r.pCertificado
0010: 64 65 20 6C 61 20 45 6E   74 69 64 61 64 20 64 65  de la Entidad de
0020: 20 43 65 72 74 69 66 69   63 61 63 69 C3 B3 6E 20   Certificaci..n
0030: 73 75 62 6F 72 64 69 6E   61 64 61 20 64 65 20 55  subordinada de U
0040: 41 4E 41 54 41 43 41 2E   20 56 65 72 20 68 74 74  ANATACA. Ver htt
0050: 70 3A 2F 2F 77 77 77 2E   75 61 6E 61 74 61 63 61  p://www.uanataca
0060: 2E 63 6F 6D 2F 70 75 62   6C 69 63 2F 70 6B 69 2F  .com/public/pki/
0070: 64 70 63 2F                                        dpc/
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 RFC822Name: info@uanataca.com
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 7D 57 E7 60 73 CE 07 46   A9 E2 A3 68 F0 E1 11 B2  .W.`s..F...h....
0010: 74 92 73 FD                                        t.s.
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 07 18 D1 D3 31 53 A5 BB   93 A4 CA A0 02 1F 3B 8D  ....1S........;.
0010: 56 19 88 FF 74 87 81 15   B3 7B 63 A7 FB D8 A8 4F  V...t.....c....O
0020: E6 8E 9C 75 19 AF 2D AB   80 35 D1 27 E4 73 B9 3F  ...u..-..5.'.s.?
0030: 4E 26 91 FE D3 23 8D 1B   47 9E EF C9 B3 35 87 83  N&...#..G....5..
0040: 53 4C 69 DD 06 AA 20 5E   B8 E6 64 B0 BC 0C ED C5  SLi... ^..d.....
0050: 9B A5 E1 5E 8E 10 C1 D6   DE F5 CF B4 3F 77 A2 5A  ...^........?w.Z
0060: F8 32 AE EB F4 9E 2B 09   19 64 16 E7 F9 95 88 AF  .2....+..d......
0070: E1 27 66 F0 E9 19 D4 F7   6E 52 4E 51 78 ED 7B 6A  .'f.....nRNQx..j
0080: 0E A7 92 D7 05 C9 22 64   B2 53 AE 61 54 29 E2 7F  ......"d.S.aT)..
0090: 08 09 03 60 7F A2 58 8F   D1 59 1B 55 1A D0 7D 98  ...`..X..Y.U....
00A0: 53 32 50 BC 7D 05 BE 7F   71 89 D7 E4 C3 79 F7 09  S2P.....q....y..
00B0: 88 AC 5A 76 A5 06 08 2B   C6 B7 52 9E 80 4D 0B 89  ..Zv...+..R..M..
00C0: A7 15 D5 3E F3 F7 08 DF   28 ED B5 3C 57 13 B9 91  ...>....(..<W...
00D0: 62 54 F5 B5 EB B3 52 2A   C2 29 C0 68 46 F0 0E 15  bT....R*.).hF...
00E0: AE 3A C9 25 2E 08 94 F0   33 1C B9 41 88 6E 61 A3  .:.%....3..A.na.
00F0: F8 9B 70 AE D0 0C 05 CE   1B 63 CC 24 1A F7 F1 3B  ..p......c.$...;
0100: F5 4F 3B 16 65 38 A6 E1   75 53 6E C2 F3 CC 76 97  .O;.e8..uSn...v.
0110: 46 59 A3 E5 92 D7 6A 0C   95 AE 22 5A 75 92 18 41  FY....j..."Zu..A
0120: DA C9 6D D3 1D 20 9F A0   7E 14 00 AA 6B 7B 99 CB  ..m.. ......k...
0130: 55 16 33 01 16 13 72 6D   0C EF 7F 17 C9 C1 8A D8  U.3...rm........
0140: 9C E0 84 EC 17 56 69 A8   8A 2C 74 F7 0D 1F A0 41  .....Vi..,t....A
0150: 88 A7 73 00 F9 A7 81 AA   F5 8D C6 14 B1 8E D6 AF  ..s.............
0160: 4B 42 24 9D 63 30 8A AD   1C 78 B8 D9 CC 41 B6 40  KB$.c0...x...A.@
0170: 00 A9 C5 1A EB 92 72 2D   34 DB D6 E6 7B ED 43 48  ......r-4.....CH
0180: DF A0 61 DD 6F 0C B5 E4   4C B7 89 17 2C 6C EF A0  ..a.o...L...,l..
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0190: DB 65 99 99 5D A7 2B 1B   22 A3 FF E1 3E 81 2C 25  .e..].+."...>.,%
01A0: F7 4A 48 9D 77 D9 F8 84   1C 3E 7F FD AA F7 52 38  .JH.w....>....R8
01B0: F8 2B 2D 01 A6 EC 05 90   4A 16 C8 28 8F F2 5A 75  .+-.....J..(..Zu
01C0: C7 CF B6 B4 59 57 CA DE   B1 0B 49 2B D5 6E D7 79  ....YW....I+.n.y
01D0: 99 D7 FC 40 5D AD 82 AE   7D FE E3 33 27 40 93 9F  ...@]......3'@..
01E0: 13 15 2B ED 1F C7 CD E5   B8 23 7C D5 82 EC 52 97  ..+......#....R.
01F0: 69 73 77 B4 51 11 BB 78   33 0A 34 6E 78 5A FB 56  isw.Q..x3.4nxZ.V
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA1 2016, OU=TSP-UANATACA, O=UANATACA S.A.,
L=Barcelona (see current address at www.uanataca.com/address), C=ES 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2018-08-25T00:09:59.000Z

Version 3
Serial number 6611671282825056795
Signature algorithm SHA256withRSA
Issuer OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA,

O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
C=ES

Valid from Fri Mar 11 05:35:33 PET 2016
Valid to Sun Mar 11 05:35:33 PET 2029
Subject OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA1 2016, OU=TSP-UANATACA,

O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
C=ES
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The decoded certificate:
[
[
 Version: V3
 Subject: OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA1 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
91380594494012118573494581424719634392948070347222958091982414705377099173454836018418304419730219085775286488877273170692871990213015694288123610572858398949092999986439460
56129198766994808047027671182852211677100415355486483936910771361909241848074339977794480208135784902561685152273194100206111326473599615789834813014708753804193433703172957
57937985667174666340432041762362169376595485198579279236242600172093197111746409568562697712471640663796399392563203841323679378131442395883546992345471977076100644110302288
61207473728733142423236284352015185903154573754436200551966937234375728152469291377830915859346849189894510397766841171042644716750113052066396349480827119797898874903745421
91786532312986362579818699949180615053272385717494979045846678213277032389122589902449673051784504248399127188646849825322227090711958100697292266445358855130967058599915087
67665813841729283580427314815137526189513892357085660222596172339919459881018507334311087755662655063244569367429546588253068259089985817646683036851775983489410140874326989
23942912039143370349964090166443005480856076865352963778126275021103951824107029581489448148757935290236902232721962304231971613556065445648067232614207875891638596283298997
0358662275707323866227
 public exponent: 65537
 Validity: [From: Fri Mar 11 05:35:33 PET 2016,
              To: Sun Mar 11 05:35:33 PET 2029]
 Issuer: OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
 SerialNumber: [    5bc16000 6870521b]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp1.uanataca.com/public/pki/ocsp/
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp2.uanataca.com/public/pki/ocsp/
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 55 2C F1 BC A1 5E B9 EE   A0 2F 88 57 10 5B FC 96  U,...^.../.W.[..
0010: F7 91 9A 2C                                        ...,
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true

Public key Sun RSA public key, 4096 bits
  modulus:
91380594494012118573494581424719634392948070347222958091982414705377099
17345483601841830441973021908577528648887727317069287199021301569428812
36105728583989490929999864394605612919876699480804702767118285221167710
04153554864839369107713619092418480743399777944802081357849025616851522
73194100206111326473599615789834813014708753804193433703172957579379856
67174666340432041762362169376595485198579279236242600172093197111746409
56856269771247164066379639939256320384132367937813144239588354699234547
19770761006441103022886120747372873314242323628435201518590315457375443
62005519669372343757281524692913778309158593468491898945103977668411710
42644716750113052066396349480827119797898874903745421917865323129863625
79818699949180615053272385717494979045846678213277032389122589902449673
05178450424839912718864684982532222709071195810069729226644535885513096
70585999150876766581384172928358042731481513752618951389235708566022259
61723399194598810185073343110877556626550632445693674295465882530682590
89985817646683036851775983489410140874326989239429120391433703499640901
66443005480856076865352963778126275021103951824107029581489448148757935
29023690223272196230423197161355606544564806723261420787589163859628329
89970358662275707323866227
  public exponent: 65537

Subject key identifier 2d71efb0637ff5fde08322447f441030814f4de5
CRL distribution points http://crl1.uanataca.com/public/pki/crl/arl_uanataca.crl

http://crl2.uanataca.com/public/pki/crl/arl_uanataca.crl
Authority key identifier 041830168014552cf1bca15eb9eea02f8857105bfc96f7919a2c
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 7f2cb4f769224cb0cf8b692751cbd4cc64a2c450
SHA256 Thumbprint 35a99284a220789ba0e062eeff1b5f2f74be43754469977cb318c7c86ad48f9f
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 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl1.uanataca.com/public/pki/crl/arl_uanataca.crl]
, DistributionPoint:
    [URIName: http://crl2.uanataca.com/public/pki/crl/arl_uanataca.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 27 68 74 74 70 3A 2F   2F 77 77 77 2E 75 61 6E  .'http://www.uan
0010: 61 74 61 63 61 2E 63 6F   6D 2F 70 75 62 6C 69 63  ataca.com/public
0020: 2F 70 6B 69 2F 64 70 63   2F                       /pki/dpc/
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 72 0C 70 43 65 72 74   69 66 69 63 61 64 6F 20  0r.pCertificado
0010: 64 65 20 6C 61 20 45 6E   74 69 64 61 64 20 64 65  de la Entidad de
0020: 20 43 65 72 74 69 66 69   63 61 63 69 C3 B3 6E 20   Certificaci..n
0030: 73 75 62 6F 72 64 69 6E   61 64 61 20 64 65 20 55  subordinada de U
0040: 41 4E 41 54 41 43 41 2E   20 56 65 72 20 68 74 74  ANATACA. Ver htt
0050: 70 3A 2F 2F 77 77 77 2E   75 61 6E 61 74 61 63 61  p://www.uanataca
0060: 2E 63 6F 6D 2F 70 75 62   6C 69 63 2F 70 6B 69 2F  .com/public/pki/
0070: 64 70 63 2F                                        dpc/
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 RFC822Name: info@uanataca.com
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 2D 71 EF B0 63 7F F5 FD   E0 83 22 44 7F 44 10 30  -q..c....."D.D.0
0010: 81 4F 4D E5                                        .OM.
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 0A 23 C6 0D DA 32 0D 3D   51 6B 67 A6 9F D6 5E 78  .#...2.=Qkg...^x
0010: A7 00 E5 A7 F9 97 EB 78   7C 73 EE 4A 75 BA E2 34  .......x.s.Ju..4
0020: DB 19 EA 6E AC CB 29 EC   09 27 6C 62 20 7A E5 02  ...n..)..'lb z..
0030: 01 B1 4B 6A 4B 8D 74 1F   EC F7 96 71 40 17 23 CE  ..KjK.t....q@.#.
0040: CA 24 A5 3B 1C EC 15 C8   36 A9 2D 37 86 70 EB 35  .$.;....6.-7.p.5
0050: CB 19 32 23 62 C7 EA 4A   F2 8C 6E 9F FD FF EA AE  ..2#b..J..n.....
0060: A9 3D 9C F4 31 8C 18 52   98 01 8E 3C 27 E6 22 D4  .=..1..R...<'.".
0070: 58 47 66 D3 18 98 CD F4   94 94 55 3F FF 65 B6 C5  XGf.......U?.e..
0080: EC 18 50 80 FB BE 8C 28   56 E3 A5 6B 47 BC ED 09  ..P....(V..kG...
0090: 21 50 11 D1 F0 4B AE 4C   51 CF 22 99 71 B1 4F 24  !P...K.LQ.".q.O$
00A0: 90 D6 0A DE 72 72 B4 E8   C9 57 DE 5F 6C AC 5B 69  ....rr...W._l.[i
00B0: 5A 81 AE 5D 5B 39 AF 82   45 12 76 63 01 14 C2 0E  Z..][9..E.vc....
00C0: 24 47 0F 3C 63 33 D0 7B   39 EC AF 84 6B D5 55 FA  $G.<c3..9...k.U.
00D0: 0C 83 16 A3 D1 33 F0 33   72 01 E9 FE 45 36 BC 1E  .....3.3r...E6..
00E0: 83 E5 D0 78 63 5C 69 7B   FA 95 12 EF 26 57 74 77  ...xc\i.....&Wtw
00F0: 1F B7 28 A5 F4 0E D8 6A   2E 2A B1 CF FB 46 F7 D3  ..(....j.*...F..
0100: 2C 6A E7 1F 23 59 7F F1   0D 41 A5 6B 8A 76 B0 AC  ,j..#Y...A.k.v..
0110: 11 6C 3F E0 F6 40 15 98   5D 58 1E 18 B5 11 70 5F  .l?..@..]X....p_
0120: 62 42 21 DD 49 D7 7B E7   5A 14 DF 33 94 89 F7 8F  bB!.I...Z..3....
0130: 01 78 E3 34 E9 D4 B2 64   14 CF 5E A2 71 DC 0B 85  .x.4...d..^.q...
0140: 4D 86 6D 01 6C E9 C1 26   77 8C 01 14 E6 E8 1D 4E  M.m.l..&w......N
0150: 7C 9A A6 F2 77 95 7B 4A   34 4B 15 E6 87 E6 04 0A  ....w..J4K......
0160: A6 83 38 93 63 34 88 9F   B1 FE 53 E4 22 FF 99 9E  ..8.c4....S."...
0170: 86 06 95 86 8D F9 C6 24   A2 B8 CB 0E EB FF 1E 63  .......$.......c
0180: 5D A2 C1 D7 A1 7F E1 8B   F8 6F 4A AD CE 9E 51 15  ]........oJ...Q.
0190: C0 6E D5 0F 02 C2 34 9C   80 8A 36 EA 96 64 22 8C  .n....4...6..d".
01A0: D4 AB 79 F6 8C BA C6 D2   45 6B E9 DF 18 37 A3 73  ..y.....Ek...7.s
01B0: BA 0E 93 18 B7 F6 D1 F6   66 19 36 F2 CC C4 81 00  ........f.6.....
01C0: A8 42 1C CF CF 5C 2C D2   05 1C 21 55 E9 C7 83 7C  .B...\,...!U....
01D0: A3 B1 AC AC 04 91 CA DE   CC 65 6D 67 9B 8D AC E5  .........emg....
01E0: 2F 48 D6 02 89 BE 85 D6   EB 75 8C 20 59 72 E9 C4  /H.......u. Yr..
01F0: D7 CC 75 02 20 E0 B5 42   32 4A 3B 25 8E F7 3F 56  ..u. ..B2J;%..?V
 
]

The certificate in PEM format:
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-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA
S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2018-08-24T23:49:46.000Z

Version 3
Serial number 5576462295436354964
Signature algorithm SHA256withRSA
Issuer OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA,

O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
C=ES

Valid from Fri Mar 11 04:13:53 PET 2016
Valid to Mon Mar 11 04:13:53 PET 2041
Subject OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA,

O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
C=ES
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The decoded certificate:
[
[
 Version: V3
 Subject: OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
63017122778119801147895667650934397946328719771150871734959229663693351175816669188078022400860660280352071616016381164223070921476988449077826866257389090224014070581108928
17040887513661141578104223238453103688526311198876898008591004133178820727502772052556294697274651607919661720787326932979157410927630879403887688189839478863868270415288074
29505561964426794663639177148562561862788528408049258123934313988746414960009814379252548970818564301694109059233331287098493534114770307581123210667752719745438345262616008
33117197842253591479200141266532606238635033162903060400821522067179306176111800067339887905123865816800752084689680347552668899348796799000471151155938368517996330891000189
14004270614129841129526873670365876859327215989167461457776139762682421772836721488529356673303071152122991118186950941216748172691644162172983160951715556345721994547455943
74521823810569788814784730908764499342973489045663486808616870274725540876487888538271178239180869957888118723892531237577560308277712287984017256193905219871954230305676608
30229214362788532400886593861824991465448184409815196589641080368519958541874786073394561017087249479972861910949967392180567458586907909306597956286883985728449460248350056
1175050725291397734547
 public exponent: 65537
 Validity: [From: Fri Mar 11 04:13:53 PET 2016,
              To: Mon Mar 11 04:13:53 PET 2041]
 Issuer: OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
 SerialNumber: [    4d6392e9 8ed7e594]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[2]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 27 68 74 74 70 3A 2F   2F 77 77 77 2E 75 61 6E  .'http://www.uan
0010: 61 74 61 63 61 2E 63 6F   6D 2F 70 75 62 6C 69 63  ataca.com/public
0020: 2F 70 6B 69 2F 64 70 63   2F                       /pki/dpc/
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 4C 0C 4A 43 65 72 74   69 66 69 63 61 64 6F 20  0L.JCertificado
0010: 72 61 C3 AD 7A 20 64 65   20 55 41 4E 41 54 41 43  ra..z de UANATAC
0020: 41 2E 20 56 65 72 20 68   74 74 70 3A 2F 2F 77 77  A. Ver http://ww
0030: 77 2E 75 61 6E 61 74 61   63 61 2E 63 6F 6D 2F 70  w.uanataca.com/p
0040: 75 62 6C 69 63 2F 70 6B   69 2F 64 70 63 2F        ublic/pki/dpc/
 
]]  ]
]
 
[3]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign

Public key Sun RSA public key, 4096 bits
  modulus:
63017122778119801147895667650934397946328719771150871734959229663693351
17581666918807802240086066028035207161601638116422307092147698844907782
68662573890902240140705811089281704088751366114157810422323845310368852
63111988768980085910041331788207275027720525562946972746516079196617207
87326932979157410927630879403887688189839478863868270415288074295055619
64426794663639177148562561862788528408049258123934313988746414960009814
37925254897081856430169410905923333128709849353411477030758112321066775
27197454383452626160083311719784225359147920014126653260623863503316290
30604008215220671793061761118000673398879051238658168007520846896803475
52668899348796799000471151155938368517996330891000189140042706141298411
29526873670365876859327215989167461457776139762682421772836721488529356
67330307115212299111818695094121674817269164416217298316095171555634572
19945474559437452182381056978881478473090876449934297348904566348680861
68702747255408764878885382711782391808699578881187238925312375775603082
77712287984017256193905219871954230305676608302292143627885324008865938
61824991465448184409815196589641080368519958541874786073394561017087249
47997286191094996739218056745858690790930659795628688398572844946024835
00561175050725291397734547
  public exponent: 65537

Subject key identifier 552cf1bca15eb9eea02f8857105bfc96f7919a2c
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 6dc08450a95cd32662c0910f8c2dce230d7466ad
SHA256 Thumbprint 44607b3d0ebd0d2bf181cb62f3cea9766dbb6718743f55b153a320ea99dfb5a6
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 Crl_Sign
]
 
[4]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 RFC822Name: info@uanataca.com
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 55 2C F1 BC A1 5E B9 EE   A0 2F 88 57 10 5B FC 96  U,...^.../.W.[..
0010: F7 91 9A 2C                                        ...,
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 4C 0C 8E 48 A9 8A FF 28   FA 24 56 FF 45 A1 CC 9A  L..H...(.$V.E...
0010: 8A FC 92 79 30 41 65 62   DE 51 40 48 AC 9F 2D 07  ...y0Aeb.Q@H..-.
0020: 3A 15 F1 E8 56 31 20 8A   1B BA 1D E9 08 94 C4 BB  :...V1 .........
0030: 58 1C DE B5 05 68 99 A4   D1 4C 3B BA 78 97 B2 A3  X....h...L;.x...
0040: FF BB 08 1F 95 18 61 CE   61 88 D2 75 CF 05 F1 62  ......a.a..u...b
0050: 35 1C 53 77 7F AC ED 2A   E3 3A CE 55 73 DD 7C A3  5.Sw...*.:.Us...
0060: F4 11 E1 83 51 F8 82 A3   4B 63 17 BD F6 4A B5 E3  ....Q...Kc...J..
0070: 14 04 39 1F DF 9B 4A 7B   AD 58 15 79 E1 E1 1B C9  ..9...J..X.y....
0080: B5 4B 95 06 CB 22 75 BA   47 A2 07 47 74 3E AC 15  .K..."u.G..Gt>..
0090: 5A 51 B5 9E 9F A2 FE 78   5F 9E BC 46 49 39 DB 44  ZQ.....x_..FI9.D
00A0: 9C 87 CF 1E AD B9 A2 EE   43 21 D0 53 E0 E0 D1 34  ........C!.S...4
00B0: BC 93 AE 5A F1 44 62 A1   59 10 D0 25 9B EF 22 32  ...Z.Db.Y..%.."2
00C0: 27 96 C4 06 63 D1 DB 2A   97 3B 0B 7A 9D 84 7C FF  '...c..*.;.z....
00D0: 76 E5 AD 4F 7D FB 0A 7A   EE 99 90 B6 D4 A0 81 7D  v..O...z........
00E0: EC 07 66 BD 59 F6 3D E1   8E 6E 20 F0 7B 26 2B 0E  ..f.Y.=..n ..&+.
00F0: 50 19 AA 1F 6D D1 8D A9   04 73 E5 0C 2C C8 E7 BC  P...m....s..,...
0100: 94 3C DB ED 4C EE 81 9E   6E 76 95 77 54 55 2B EA  .<..L...nv.wTU+.
0110: 24 7A 64 39 CF 1E 7B 07   39 33 4A 5F E2 E0 6F 99  $zd9....93J_..o.
0120: C7 26 BC A1 06 F6 70 8A   85 1E 7B F2 09 55 C3 39  .&....p......U.9
0130: DE 3F 09 63 41 2D 94 02   4F 21 91 50 A3 A8 72 FB  .?.cA-..O!.P..r.
0140: B5 90 A5 E0 99 56 3A 85   34 06 84 CF 13 AF 9C A0  .....V:.4.......
0150: FD 74 F6 D6 06 80 BF 7F   FB B6 1E 62 6F 68 86 82  .t.........boh..
0160: AF 10 F0 4D C0 5B 73 43   FB C3 7F A8 C8 D9 D9 A2  ...M.[sC........
0170: 24 04 A4 18 50 59 8B 5A   26 6D EA 7E A7 8B BD C4  $...PY.Z&m......
0180: D8 B4 10 12 CF B4 BA 1F   7E D7 14 CF 70 8E C0 7C  ............p...
0190: 3B FE A7 49 BA 1C 33 F4   A6 AD 2D EC 15 F4 0D 06  ;..I..3...-.....
01A0: E1 E5 0C 0F A6 21 C1 90   1F 1A B7 31 39 82 64 31  .....!.....19.d1
01B0: 9E 4B 78 FE 0D 12 D9 AB   F9 2D CF 94 EE E7 D9 E7  .Kx......-......
01C0: F6 A8 EE D2 CB D6 A9 13   5F 6A FC EE 33 7B 4F CF  ........_j..3.O.
01D0: A5 64 E4 87 05 B4 1A 9F   64 28 B3 20 5F 65 65 E0  .d......d(. _ee.
01E0: C5 A1 58 4E CA 68 CB 9B   4F 9F 84 4C 70 28 17 A8  ..XN.h..O..Lp(..
01F0: 74 98 94 0A D4 29 A4 3C   39 69 93 E3 60 0A 2D D6  t....).<9i..`.-.
 
]

The certificate in PEM format:
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-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): LLAMA.PE S.A. 

 
C=PE, O=LLAMA.PE, CN=Llama.pe SHA256 Standard CA 

 
Service digital identity (X509)

Trade name (en) LLAMA.PE S.A.
Information URI (en ) HTTP://LLAMA.PE
Service provider street
address (es)

CAL.MARTIR JOSE OLAYA NRO. 129 INT. 902 LIMA - LIMA - MIRAFLORES

Service provider street
address (en)

CAL.MARTIR JOSE OLAYA NRO. 129 INT. 902 LIMA - LIMA - MIRAFLORES

Service provider postal
code (es)

15074

Service provider postal
code (en)

15074

Service provider locality
(es)

MIRAFLORES

Service provider locality
(en)

MIRAFLORES

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2018-10-26T19:51:03.000Z

Version 3
Serial number 4514259705906360530
Signature algorithm SHA256withRSA
Issuer C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
Valid from Wed Jul 18 18:05:18 PET 2018
Valid to Tue Jul 13 17:54:21 PET 2038
Subject C=PE, O=LLAMA.PE, CN=Llama.pe SHA256 Standard CA
Public key Sun RSA public key, 2048 bits

  modulus:
23709370699278415828643942147580377836369563071166627002786048859694992
04106201557398216535076187959768485144243154562204213240072929466575992
39686972999998774849465955653973161961418728386880110934668903106281027
65237836160564475177890255307598436088907054278027937466165531691697821
26564820140324254727346776900927500828677788929396586500772231489747830
78694118192481769273105866393158837503627314412328399337372816128936375
03690153391201011166461442952620725679649006946597589557007014070260931
56459162538184795022865038457003083685876624788333078615274353970599757
5144040202692047859329095547088347386804572731603
  public exponent: 65537

Subject key identifier 5d885badeb65fbfe68a2e4d96f3d5772a2ef2b99
CRL distribution points http://crl.llama.pe/llamaperootca.crl
Authority key identifier 041830168014a68344cd5597841f8809e1ad75e7295a5f98f7a4
Key usage digitalSignature

keyCertSign
cRLSign
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The decoded certificate:
[
[
 Version: V3
 Subject: C=PE, O=LLAMA.PE, CN=Llama.pe SHA256 Standard CA
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
23709370699278415828643942147580377836369563071166627002786048859694992041062015573982165350761879597684851442431545622042132400729294665759923968697299999877484946595565397
31619614187283868801109346689031062810276523783616056447517789025530759843608890705427802793746616553169169782126564820140324254727346776900927500828677788929396586500772231
48974783078694118192481769273105866393158837503627314412328399337372816128936375036901533912010111664614429526207256796490069465975895570070140702609315645916253818479502286
50384570030836858766247883330786152743539705997575144040202692047859329095547088347386804572731603
 public exponent: 65537
 Validity: [From: Wed Jul 18 18:05:18 PET 2018,
              To: Tue Jul 13 17:54:21 PET 2038]
 Issuer: C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
 SerialNumber: [    3ea5df48 f26870d2]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: A6 83 44 CD 55 97 84 1F   88 09 E1 AD 75 E7 29 5A  ..D.U.......u.)Z
0010: 5F 98 F7 A4                                        _...
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.llama.pe/llamaperootca.crl]
]]
 
[4]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 DigitalSignature
 Key_CertSign
 Crl_Sign
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 5D 88 5B AD EB 65 FB FE   68 A2 E4 D9 6F 3D 57 72  ].[..e..h...o=Wr
0010: A2 EF 2B 99                                        ..+.
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 69 ED BB E3 F8 AF 5F 93   3A 35 96 2F 4C 26 19 2F  i....._.:5./L&./
0010: 69 BD 09 AA 95 E2 93 C3   25 DA 28 27 81 77 1E 89  i.......%.('.w..
0020: 92 0F 89 CE F1 27 BD EB   71 67 7A AF 67 9E 11 3D  .....'..qgz.g..=
0030: 41 F9 6C 0A 3F 1E 2E 74   E3 0B A7 81 A0 EB 17 2B  A.l.?..t.......+
0040: 3A 0F 8F 5B F0 D6 1A CB   C5 FB BC 2A 58 FD 44 14  :..[.......*X.D.
0050: F1 AB 29 53 82 51 17 A7   0D 2F 24 2B E2 D7 F0 17  ..)S.Q.../$+....
0060: 7A DA A1 19 F5 DA C3 AE   39 DD F8 D9 B1 9D 9A 0B  z.......9.......
0070: 2A C7 31 97 CE 2A 13 DE   6E FF C5 7E D7 A3 E9 A7  *.1..*..n.......
0080: 3D AD E7 3F A1 76 D7 5A   4E 67 F2 36 DA CD BE 15  =..?.v.ZNg.6....
0090: A7 24 A9 77 32 1D 7E 7D   27 10 6F 67 41 D7 67 B1  .$.w2...'.ogA.g.
00A0: 56 3E 59 8E 59 B5 6A FE   F1 D3 91 5A 5A 68 6F BE  V>Y.Y.j....ZZho.
00B0: 28 B0 9B AF AE 1C 3F 73   3D 0F DF 2D 6B 08 23 A7  (.....?s=..-k.#.
00C0: 84 FA B2 7B 36 CA B0 70   F0 9A F8 40 CC A6 17 EF  ....6..p...@....
00D0: 09 04 99 14 64 93 F9 71   6A EF 26 EE 76 D8 18 43  ....d..qj.&.v..C
00E0: C0 C2 68 8F B2 C5 B6 5A   BE E0 09 DB DA 3C B7 2F  ..h....Z.....<./
00F0: E2 95 94 4B D4 CE CC 54   38 00 D0 12 97 9B F6 17  ...K...T8.......
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 3fd3e5385ddafee1216dca3c0739c871d7019122
SHA256 Thumbprint 0412eb962cbe52aa80d262b4555d3c7407ffeda28ffd0c7df36807b4d30a6c72
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-----END CERTIFICATE-----

 
C=PE, O=LLAMA.PE, CN=Llama.pe Root CA 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
22379900198102108658489878949118817575116657322040383888609673007180142829795886147265341758418904933209404648901371933197503741008298788134012400535859332374707435696521571
46896187116227342400422121134411440205792967402030065328465498938015500315875433422906735968389003114845271358870206232334338102657093085531279792046125433499346126527831321
74241627320461957137939368800060534457121821184879855109854661470037772061733311309213874397430154385862152737635053025817182813423436635237339697949114707527945490273919569
24297602288048085208247595560816213790871186654736257163367376480305512553955095477541501030602919
 public exponent: 65537
 Validity: [From: Wed Jul 18 17:54:21 PET 2018,
              To: Tue Jul 13 17:54:21 PET 2038]
 Issuer: C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
 SerialNumber: [    3a2c4459 5e37dd03]
 
Certificate Extensions: 4
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: A6 83 44 CD 55 97 84 1F   88 09 E1 AD 75 E7 29 5A  ..D.U.......u.)Z

Type CA/QC
Status undersupervision
Status starting time 2018-10-25T15:24:14.000Z

Version 3
Serial number 4191800503798586627
Signature algorithm SHA256withRSA
Issuer C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
Valid from Wed Jul 18 17:54:21 PET 2018
Valid to Tue Jul 13 17:54:21 PET 2038
Subject C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
Public key Sun RSA public key, 2048 bits

  modulus:
22379900198102108658489878949118817575116657322040383888609673007180142
82979588614726534175841890493320940464890137193319750374100829878813401
24005358593323747074356965215714689618711622734240042212113441144020579
29674020300653284654989380155003158754334229067359683890031148452713588
70206232334338102657093085531279792046125433499346126527831321742416273
20461957137939368800060534457121821184879855109854661470037772061733311
30921387439743015438586215273763505302581718281342343663523733969794911
47075279454902739195692429760228804808520824759556081621379087118665473
6257163367376480305512553955095477541501030602919
  public exponent: 65537

Subject key identifier a68344cd5597841f8809e1ad75e7295a5f98f7a4
Authority key identifier 041830168014a68344cd5597841f8809e1ad75e7295a5f98f7a4
Key usage digitalSignature

keyCertSign
cRLSign

Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 282bf316e004fdad6ab547a6cc9cd3c50e616f12
SHA256 Thumbprint 228ca84d00687d20dfe5434a7ac982e75532a8146601896edcd9146e54a289fe
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0010: 5F 98 F7 A4                                        _...
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 DigitalSignature
 Key_CertSign
 Crl_Sign
]
 
[4]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: A6 83 44 CD 55 97 84 1F   88 09 E1 AD 75 E7 29 5A  ..D.U.......u.)Z
0010: 5F 98 F7 A4                                        _...
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 70 26 D4 59 DE EA D3 8B   FE E2 F2 7E 64 FF 83 70  p&.Y........d..p
0010: F5 AE 7A 7D 89 3D 26 14   F4 C0 CB F1 42 FF 36 0B  ..z..=&.....B.6.
0020: 08 56 9C A5 E6 58 83 19   C7 E7 31 64 25 74 52 0A  .V...X....1d%tR.
0030: 61 40 7F 4E 4C DA D6 D4   BA 52 06 4D 90 AC FB 3E  a@.NL....R.M...>
0040: 4B 6B 45 5D 62 7C 00 A7   B0 E8 BC AB 8A 53 CD 6B  KkE]b........S.k
0050: 50 7A 79 41 79 85 73 85   BA AC CA 99 5E D2 E0 DE  PzyAy.s.....^...
0060: 4C DF 8B 6C BD 29 F4 DE   89 98 C4 FC C8 83 58 F3  L..l.)........X.
0070: FA E5 79 45 EF 18 42 DE   F1 0E CE 1D F2 3F C9 11  ..yE..B......?..
0080: 91 26 F8 49 46 D1 45 E5   7E 64 16 F6 BA 7E 1E 33  .&.IF.E..d.....3
0090: 77 B1 15 87 3E 45 C9 08   8C 0F 4F C8 C0 4A EF 95  w...>E....O..J..
00A0: CF 8B 45 5E 26 6E 2A 5A   86 18 B9 0A FF E1 CA E8  ..E^&n*Z........
00B0: EF A0 32 C8 82 53 A7 D2   2C 51 63 F9 DC 6C EA 6E  ..2..S..,Qc..l.n
00C0: 5E 19 74 1B 85 3C 9A 05   E8 59 13 B3 55 9B 83 7F  ^.t..<...Y..U...
00D0: 48 10 30 62 2A D9 27 EA   95 2D 0A AE 9B 22 FB B2  H.0b*.'..-..."..
00E0: 81 8B 0F 09 0A 03 91 E1   51 29 87 32 50 2B AF A0  ........Q).2P+..
00F0: 0F F7 6A 48 6B DE EF 25   ED A4 EA 4E 7F 00 E8 6D  ..jHk..%...N...m
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----=
-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): THOMAS SIGNE DE PERU S.A. 
Trade name (en) THOMAS SIGNE DE PERU S.A.
Information URI (en ) HTTPS://THOMAS-SIGNE.PE
Service provider street
address (es)

CAL.C MZA. A LOTE. 15 OTR. CENTRO INDUSTRIAL LAS PRADERAS DE LURIN (KM
35.5 DE LA PANAMERICANA SUR) LIMA - LIMA - LURIN

Service provider street
address (en)

CAL.C MZA. A LOTE. 15 OTR. CENTRO INDUSTRIAL LAS PRADERAS DE LURIN (KM
35.5 DE LA PANAMERICANA SUR) LIMA - LIMA - LURIN

Service provider postal
code (es)

LIMA16

Service provider postal
code (en)

LIMA16

Service provider locality
(es)

LURIN
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CN=SIGNE Autoridad de Certificacion, SERIALNUMBER=A11029279, O=SIGNE S.A., L=Avenida de la
Industria 18. Tres Cantos 28760-Madrid, C=ES 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=SIGNE Autoridad de Certificacion, SERIALNUMBER=A11029279, O=SIGNE S.A., L=Avenida de la Industria 18. Tres Cantos 28760-Madrid, C=ES
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
25953646932771384799125486082044833995584509178602282676461069866790406866697127334599230754432742408763357624034090048401617807991984977175742766628694861061007726999308253
31822036821911797776108908156780259675917493437943723726595451989150878323783597012670302281393456231864555033208393346021574390571032786851307665350564022609923175214543125
14080373172566488137368067705242923382591405640291595277407381572586923587549995884712223604149613599874420529886201467991025542330518878865446078584897803182828948264939115
32433503776652628708465101030851327791568125637223746567372014771273829155988765386191968054273797
 public exponent: 65537
 Validity: [From: Wed Jul 29 06:22:23 PET 2015,
              To: Mon Dec 30 23:02:55 PET 2030]

Service provider locality
(en)

LURIN

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2019-07-17T20:50:56.000Z

Version 3
Serial number 2445720188065766261
Signature algorithm SHA256withRSA
Issuer CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
Valid from Wed Jul 29 06:22:23 PET 2015
Valid to Mon Dec 30 23:02:55 PET 2030
Subject CN=SIGNE Autoridad de Certificacion, SERIALNUMBER=A11029279, O=SIGNE S.A.,

L=Avenida de la Industria 18. Tres Cantos 28760-Madrid, C=ES
Public key Sun RSA public key, 2048 bits

  modulus:
25953646932771384799125486082044833995584509178602282676461069866790406
86669712733459923075443274240876335762403409004840161780799198497717574
27666286948610610077269993082533182203682191179777610890815678025967591
74934379437237265954519891508783237835970126703022813934562318645550332
08393346021574390571032786851307665350564022609923175214543125140803731
72566488137368067705242923382591405640291595277407381572586923587549995
88471222360414961359987442052988620146799102554233051887886544607858489
78031828289482649391153243350377665262870846510103085132779156812563722
3746567372014771273829155988765386191968054273797
  public exponent: 65537

Subject key identifier 90ad1a31fd47456d32444318859764c738ae6da8
CRL distribution points http://crl.firmaprofesional.com/fproot.crl
Authority key identifier 04183016801465cdebab351e003e7ed574c01cb473470e1a642f
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint e6b52b5d52e5cde9862ac1de668ec953ad3659bd
SHA256 Thumbprint 1cb470728cf56f302003bb0e4eb062414fa11d4f97e3f061170c96c88071d711
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 Issuer: CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
 SerialNumber: [    21f0f18d 95a95b75]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://crl.firmaprofesional.com/caroot.crt
,
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.firmaprofesional.com
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 65 CD EB AB 35 1E 00 3E   7E D5 74 C0 1C B4 73 47  e...5..>..t...sG
0010: 0E 1A 64 2F                                        ..d/
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.firmaprofesional.com/fproot.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 81 E5 1E 81 E2 00 43   00 65 00 72 00 74 00 69  0......C.e.r.t.i
0010: 00 66 00 69 00 63 00 61   00 64 00 6F 00 20 00 64  .f.i.c.a.d.o. .d
0020: 00 65 00 20 00 41 00 75   00 74 00 6F 00 72 00 69  .e. .A.u.t.o.r.i
0030: 00 64 00 61 00 64 00 20   00 64 00 65 00 20 00 43  .d.a.d. .d.e. .C
0040: 00 65 00 72 00 74 00 69   00 66 00 69 00 63 00 61  .e.r.t.i.f.i.c.a
0050: 00 63 00 69 00 F3 00 6E   00 2E 00 20 00 43 00 6F  .c.i...n... .C.o
0060: 00 6E 00 73 00 75 00 6C   00 74 00 65 00 20 00 6C  .n.s.u.l.t.e. .l
0070: 00 61 00 73 00 20 00 63   00 6F 00 6E 00 64 00 69  .a.s. .c.o.n.d.i
0080: 00 63 00 69 00 6F 00 6E   00 65 00 73 00 20 00 64  .c.i.o.n.e.s. .d
0090: 00 65 00 20 00 75 00 73   00 6F 00 20 00 65 00 6E  .e. .u.s.o. .e.n
00A0: 00 20 00 68 00 74 00 74   00 70 00 3A 00 2F 00 2F  . .h.t.t.p.:././
00B0: 00 77 00 77 00 77 00 2E   00 66 00 69 00 72 00 6D  .w.w.w...f.i.r.m
00C0: 00 61 00 70 00 72 00 6F   00 66 00 65 00 73 00 69  .a.p.r.o.f.e.s.i
00D0: 00 6F 00 6E 00 61 00 6C   00 2E 00 63 00 6F 00 6D  .o.n.a.l...c.o.m
00E0: 00 2F 00 63 00 70 00 73                            ./.c.p.s
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 66 69 72  .#http://www.fir
0010: 6D 61 70 72 6F 66 65 73   69 6F 6E 61 6C 2E 63 6F  maprofesional.co
0020: 6D 2F 63 70 73                                     m/cps
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
 clientAuth
 emailProtection
 OCSPSigning
 1.3.6.1.4.1.311.20.2.2
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 90 AD 1A 31 FD 47 45 6D   32 44 43 18 85 97 64 C7  ...1.GEm2DC...d.
0010: 38 AE 6D A8                                        8.m.
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: C9 51 6C 02 F7 7B 4B 40   FB 88 02 AE BD 0C 0D E4  .Ql...K@........
0010: 35 CE 49 C9 39 9E 53 D0   D5 09 F4 A8 B1 92 E5 DA  5.I.9.S.........
0020: A1 FA D7 7A 95 3E DF 16   D0 F2 68 9C 46 73 58 8A  ...z.>....h.FsX.
0030: 1B 2E 6E 10 04 B9 CA 73   34 EB 98 2C 3A A4 50 13  ..n....s4..,:.P.
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0040: 2F 8D 7E 63 F7 37 65 F1   E9 54 50 6C 5C F1 E4 63  /..c.7e..TPl\..c
0050: AC C2 42 CC C6 A2 FB 27   5C A8 DD D8 9B 33 CE BB  ..B....'\....3..
0060: CC 06 FF 61 85 D8 C5 6A   C0 58 EE 0F 1E 96 FA 74  ...a...j.X.....t
0070: 3C 09 D7 63 99 44 68 30   C4 B4 79 50 50 2C B1 E1  <..c.Dh0..yPP,..
0080: C7 52 33 0D EF D5 45 68   6D 2E 06 3D C4 AE 1F 48  .R3...Ehm..=...H
0090: 2D EA 4A 5A B4 4E C9 86   29 21 2E 28 37 5D B4 D6  -.JZ.N..)!.(7]..
00A0: C5 81 A9 52 97 B9 00 85   C1 7D 01 45 FC 45 25 8E  ...R.......E.E%.
00B0: 00 5B 20 29 B4 21 8C 0E   5F 07 77 93 58 CF 1C 53  .[ ).!.._.w.X..S
00C0: 5A 36 2E 69 CB 8A 9E EA   DB 5A 7B 5F 1B A0 60 0D  Z6.i.....Z._..`.
00D0: 08 45 F3 FE B9 6C 85 E5   EA 30 00 56 3D C4 2A 12  .E...l...0.V=.*.
00E0: E8 1F DC BD 95 5D 12 6C   15 B8 E2 F8 BF D3 B6 1E  .....].l........
00F0: 52 47 D1 66 C4 B5 30 41   3C E6 36 77 2B 08 E5 AE  RG.f..0A<.6w+...
0100: 4B 81 6A 1A C6 DC 58 84   82 EF 23 C4 7B 2C 60 2B  K.j...X...#..,`+
0110: 75 2C 19 A4 97 28 F1 EC   6D 4D 86 B0 0E D5 76 4C  u,...(..mM....vL
0120: 2E AB B2 A3 59 50 DA F0   0E B0 43 CF 70 05 67 18  ....YP....C.p.g.
0130: CB 3F 87 3E E3 3E DC C1   E4 BC 6B 48 50 9C 92 6C  .?.>.>....kHP..l
0140: C1 73 C8 B4 A3 33 33 01   CA F2 2D 55 88 19 26 17  .s...33...-U..&.
0150: 67 D7 FE F3 94 0D B8 AB   76 29 66 B5 65 6A 04 BD  g.......v)f.ej..
0160: 28 A5 46 87 C9 57 68 43   61 C2 D7 8F A6 F3 90 5C  (.F..WhCa......\
0170: 5E 6D EA 19 89 63 19 F7   12 5B 89 80 2F FA 87 77  ^m...c...[../..w
0180: 5E 96 14 62 51 D4 50 9E   6C 8C EB BD ED F6 FA 4C  ^..bQ.P.l......L
0190: F2 F0 46 7F 40 C9 C5 1F   47 52 BB 0A 0F 78 75 43  ..F.@...GR...xuC
01A0: 8C 89 94 01 85 26 63 4D   7E 08 5F CC F5 BE 51 BF  .....&cM.._...Q.
01B0: 5F 61 2C C7 5B D8 3B 41   F6 8C D5 5D DF 43 3F 32  _a,.[.;A...].C?2
01C0: 90 54 52 D8 CC 3C 2E AB   AA F5 E0 6E 5E 54 DA 84  .TR..<.....n^T..
01D0: 76 60 7C 6E CF C7 F6 99   24 FE 85 40 50 38 AC 6A  v`.n....$..@P8.j
01E0: D8 5A 06 2C DA 58 34 08   90 23 64 C9 7B 60 03 80  .Z.,.X4..#d..`..
01F0: 97 6F 0E E3 C7 6A 45 8B   3F B6 C8 40 E6 4F 72 89  .o...jE.?..@.Or.
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2019-07-17T20:21:18.000Z

Version 3
Serial number 1977337328857672817
Signature algorithm SHA256withRSA
Issuer CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
Valid from Tue Sep 23 10:22:07 PET 2014
Valid to Mon May 05 10:22:07 PET 2036
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
82648521373472453413955865344471259596506151148108690834890152439743644479527321118163633536979714195052503601064847308551867007286603579253385643804122114193296627234228360
19898103617171572725542240096196455831940938304314615290883260219594119645423385998543874334137164626111058528661977031464270365310514947725940911263902894278799041241618880
08525078799184956933581307209370859387610226435835522567543582387224001562322997270582167301769761078190755526761660076911869169859174957478486395466605647073417314048045700
10301527604151383832915053501958744732901661320627422076425686766671518384776448103058839703619552069653957878490688834225796813087310311402596407586882552641766424489596620
32704659478403598346177320182078708893405756201444696004143201066639655797685737575197158810566942420290096368357479286763914940602874472862528897128540007325821943960944092
92015244765655882034365300720239543796180220782615691854881148014477829087807494817812730786305451171603634327964376827161087593236091764248276279068257989592959018845956061
65941903983312177390454147282772621999609763764913617164406825359317932134214267185190940876598339073909514086266014002802019049423200647582854525193384566978115046828734654
2297541553344348303547
 public exponent: 65537
 Validity: [From: Tue Sep 23 10:22:07 PET 2014,
              To: Mon May 05 10:22:07 PET 2036]
 Issuer: CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
 SerialNumber: [    1b70e9d2 ffae6c71]
 
Certificate Extensions: 4
[1]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:1
]
 
[2]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 23 68 74 74 70 3A 2F   2F 77 77 77 2E 66 69 72  .#http://www.fir
0010: 6D 61 70 72 6F 66 65 73   69 6F 6E 61 6C 2E 63 6F  maprofesional.co
0020: 6D 2F 63 70 73                                     m/cps
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 50 1E 4E 00 50 00 61   00 73 00 65 00 6F 00 20  0P.N.P.a.s.e.o.
0010: 00 64 00 65 00 20 00 6C   00 61 00 20 00 42 00 6F  .d.e. .l.a. .B.o
0020: 00 6E 00 61 00 6E 00 6F   00 76 00 61 00 20 00 34  .n.a.n.o.v.a. .4
0030: 00 37 00 20 00 42 00 61   00 72 00 63 00 65 00 6C  .7. .B.a.r.c.e.l
0040: 00 6F 00 6E 00 61 00 20   00 30 00 38 00 30 00 31  .o.n.a. .0.8.0.1
0050: 00 37                                              .7
 
]]  ]
]
 

Subject CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
Public key Sun RSA public key, 4096 bits

  modulus:
82648521373472453413955865344471259596506151148108690834890152439743644
47952732111816363353697971419505250360106484730855186700728660357925338
56438041221141932966272342283601989810361717157272554224009619645583194
09383043146152908832602195941196454233859985438743341371646261110585286
61977031464270365310514947725940911263902894278799041241618880085250787
99184956933581307209370859387610226435835522567543582387224001562322997
27058216730176976107819075552676166007691186916985917495747848639546660
56470734173140480457001030152760415138383291505350195874473290166132062
74220764256867666715183847764481030588397036195520696539578784906888342
25796813087310311402596407586882552641766424489596620327046594784035983
46177320182078708893405756201444696004143201066639655797685737575197158
81056694242029009636835747928676391494060287447286252889712854000732582
19439609440929201524476565588203436530072023954379618022078261569185488
11480144778290878074948178127307863054511716036343279643768271610875932
36091764248276279068257989592959018845956061659419039833121773904541472
82772621999609763764913617164406825359317932134214267185190940876598339
07390951408626601400280201904942320064758285452519338456697811504682873
46542297541553344348303547
  public exponent: 65537

Subject key identifier 65cdebab351e003e7ed574c01cb473470e1a642f
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=1
SHA1 Thumbprint 0bbec2272249cb39aadb355c53e38cae78ffb6fe
SHA256 Thumbprint 57de0583efd2b26e0361da99da9df4648def7ee8441c3b728afa9bcde0f9b26a
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[3]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[4]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 65 CD EB AB 35 1E 00 3E   7E D5 74 C0 1C B4 73 47  e...5..>..t...sG
0010: 0E 1A 64 2F                                        ..d/
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 74 87 28 02 2B 77 1F 66   89 64 ED 8F 74 2E 46 1C  t.(.+w.f.d..t.F.
0010: BB A8 F8 F8 0B 1D 83 B6   3A A7 E8 45 8A 07 B7 E0  ........:..E....
0020: 3E 20 CB E1 08 DB 13 08   F8 28 A1 35 B2 80 B3 0B  > .......(.5....
0030: 51 C0 D3 56 9A 8D 33 45   49 AF 49 F0 E0 3D 07 7A  Q..V..3EI.I..=.z
0040: 45 13 5A FF C8 97 D8 D3   18 2C 7D 96 F8 DD A2 65  E.Z......,.....e
0050: 43 70 93 90 15 BA 90 DF   E8 19 B0 DB 2C 8A 60 0F  Cp..........,.`.
0060: B7 6F 94 07 1E 1D A6 C9   85 F6 BD 34 F8 40 78 62  .o.........4.@xb
0070: 10 70 3A BE 7D 4B 39 81   A9 10 D4 96 41 BB F8 5F  .p:..K9.....A.._
0080: 1C 0B 1D 08 F2 B1 B0 89   7A F2 F7 A0 E0 C4 8F 8B  ........z.......
0090: 78 B5 3B 58 A5 23 8E 4F   55 FE 36 3B E0 0C B7 CA  x.;X.#.OU.6;....
00A0: 2A 30 41 20 B4 80 CD AE   FC 76 66 73 A8 AE 6E E1  *0A .....vfs..n.
00B0: 7C DA 03 E8 94 20 E6 22   A3 D0 1F 90 5D 20 53 14  ..... ."....] S.
00C0: 26 57 DA 54 97 DF 16 44   10 01 1E 88 66 8F 72 38  &W.T...D....f.r8
00D0: 93 DD 20 B7 34 BE D7 F1   EE 63 8E 47 79 28 06 FC  .. .4....c.Gy(..
00E0: F3 59 45 25 60 22 33 1B   A3 5F A8 BA 2A DA 1A 3D  .YE%`"3.._..*..=
00F0: CD 40 EA 8C EE 05 15 95   D5 A5 2C 20 2F A7 98 28  .@........, /..(
0100: EE 45 FC F1 B8 88 00 2C   8F 42 DA 51 D5 9C E5 13  .E.....,.B.Q....
0110: 68 71 45 43 8B 9E 0B 21   3C 4B 5C 05 DC 1A 9F 98  hqEC...!<K\.....
0120: 8E DA BD 22 9E 72 CD AD   0A CB CC A3 67 9B 28 74  ...".r......g.(t
0130: C4 9B D7 1A 3C 04 58 A6   82 9D AD C7 7B 6F FF 80  ....<.X......o..
0140: 96 E9 F8 8D 6A BD 18 90   1D FF 49 1A 90 52 37 93  ....j.....I..R7.
0150: 2F 3C 02 5D 82 76 0B 51   E7 16 C7 57 F8 38 F9 A7  /<.].v.Q...W.8..
0160: CD 9B 22 54 EF 63 B0 15   6D 53 65 03 4A 5E 4A A0  .."T.c..mSe.J^J.
0170: B2 A7 8E 49 00 59 38 D5   C7 F4 80 64 F5 6E 95 50  ...I.Y8....d.n.P
0180: B8 11 7E 15 70 38 4A B0   7F D0 C4 32 70 C0 19 FF  ....p8J....2p...
0190: C9 38 2D 14 2C 66 F4 42   44 E6 55 76 1B 80 15 57  .8-.,f.BD.Uv...W
01A0: FF C0 A7 A7 AA 39 AA D8   D3 70 D0 2E BA EB 94 6A  .....9...p.....j
01B0: FA 5F 34 86 E7 62 B5 FD   8A F0 30 85 94 C9 AF 24  ._4..b....0....$
01C0: 02 2F 6F D6 DD 67 FE E3   B0 55 4F 04 98 4F A4 41  ./o..g...UO..O.A
01D0: 56 E2 93 D0 6A E8 D6 F3   FB 65 E0 CE 75 C4 31 59  V...j....e..u.1Y
01E0: 0C EE 82 C8 0C 60 33 4A   19 BA 84 67 27 0F BC 42  .....`3J...g'..B
01F0: 5D BD 24 54 0D EC 1D 70   06 5F A4 BC FA 20 7C 55  ].$T...p._... .U
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): INDENOVA SUCURSAL DEL PERÚ
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C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification Authority
http://www.indenova.com, T=Subordinate Certificate Perú, O=inDenova Sucursal del Perú,
EMAILADDRESS=sub_ca_pe@indenova.com, SERIALNUMBER=20549615709, CN=inDenova
SUB001_PE, OID.2.5.4.13=inDenova Subordinate Certificate 001 Perú HW-KUSU 

 
Service digital identity (X509)

Trade name (en) INDENOVA SUCURSAL DEL PERÚ
Information URI (en ) WWW.INDENOVA.COM
Service provider street
address (es)

AV. ALFREDO BENAVIDES N° 1944, PISO 9 OFICINA 32 MIRAFLORES (LIMA)

Service provider street
address (en)

AV. ALFREDO BENAVIDES N° 1944, PISO 9 OFICINA 32 MIRAFLORES (LIMA)

Service provider postal
code (es)

15048

Service provider postal
code (en)

15048

Service provider locality
(es)

LIMA

Service provider locality
(en)

LIMA

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2020-04-07T03:56:26.000Z

Version 3
Serial number 6
Signature algorithm SHA256withRSA
Issuer C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet

Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996,
O=Indenova SL, CN=Global Certification Authority Root Indenova,
EMAILADDRESS=ca@indenova.com

Valid from Thu Mar 12 03:00:00 PET 2020
Valid to Fri Mar 04 03:00:00 PET 2050
Subject C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification

Authority http://www.indenova.com, T=Subordinate Certificate Perú, O=inDenova
Sucursal del Perú, EMAILADDRESS=sub_ca_pe@indenova.com,
SERIALNUMBER=20549615709, CN=inDenova SUB001_PE, OID.2.5.4.13=inDenova
Subordinate Certificate 001 Perú HW-KUSU
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The decoded certificate:
[
[
 Version: V3
 Subject: C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification Authority http://www.indenova.com, T=Subordinate Certificate Perú, O=inDenova Sucursal del
Perú, EMAILADDRESS=sub_ca_pe@indenova.com, SERIALNUMBER=20549615709, CN=inDenova SUB001_PE, OID.2.5.4.13=inDenova Subordinate Certificate 001 Perú HW-KUSU
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
77313979795086775649836493938197536018776031944668067141177099689568707999851107763872490092717965278691118383632148626212811727929782573930505094201705663730223015376615002
95141854795040490332546555827156834826472728000330180098781040595075889525992086252142675597607030075073472021868439673264403096712484144067331933299008479379917675989475799
93309237627734583086607425143977810943479455280795626561843779346828057844389449531204171098069563258035765316974419492906527756507310615133783081395250679904592944480050287
22553917325002955874293413040070378866100271035912240986125090150466048086938914245306692339456736973216759463070432368980558783842396594731920556131019043982184905407306167
95156352877205229769087404891019051793550862013351121096420042101282750533581330805558518705028999300772919113918089903734955379063948344045496180022245839654818066890257762
34193502389142832866370077724642466762146564245323145847686285845408038650792576301328561478042413095763061906128271413792704280127631211467890152112484737543661740056223523
74784439504183510379209701723099441342511425080159421856579049845731873893613504368971893058742244191139527644020449546430187435895500130011024623603765852877223538234271325
8370721517428470863589
 public exponent: 65537
 Validity: [From: Thu Mar 12 03:00:00 PET 2020,
              To: Fri Mar 04 03:00:00 PET 2050]
 Issuer: C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996, O=Indenova SL,
CN=Global Certification Authority Root Indenova, EMAILADDRESS=ca@indenova.com
 SerialNumber: [    06]
 
Certificate Extensions: 9
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://certs.esigna.es/root/indenova_global_root_ca.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: F9 50 30 37 50 43 1B 1E   A6 D2 BD 40 DE DF 8D 62  .P07PC.....@...b
0010: 42 F7 EC 40                                        B..@
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0

Public key Sun RSA public key, 4096 bits
  modulus:
77313979795086775649836493938197536018776031944668067141177099689568707
99985110776387249009271796527869111838363214862621281172792978257393050
50942017056637302230153766150029514185479504049033254655582715683482647
27280003301800987810405950758895259920862521426755976070300750734720218
68439673264403096712484144067331933299008479379917675989475799933092376
27734583086607425143977810943479455280795626561843779346828057844389449
53120417109806956325803576531697441949290652775650731061513378308139525
06799045929444800502872255391732500295587429341304007037886610027103591
22409861250901504660480869389142453066923394567369732167594630704323689
80558783842396594731920556131019043982184905407306167951563528772052297
69087404891019051793550862013351121096420042101282750533581330805558518
70502899930077291911391808990373495537906394834404549618002224583965481
80668902577623419350238914283286637007772464246676214656424532314584768
62858454080386507925763013285614780424130957630619061282714137927042801
27631211467890152112484737543661740056223523747844395041835103792097017
23099441342511425080159421856579049845731873893613504368971893058742244
19113952764402044954643018743589550013001102462360376585287722353823427
13258370721517428470863589
  public exponent: 65537

Subject key identifier 0024f43d1b886ad9ac51f0229e88b6b96a394e7c
CRL distribution points http://crl.esigna.es/root/indenova_global_root_ca.crl

http://crl1.esigna.es/root/indenova_global_root_ca.crl
Authority key identifier 041830168014f950303750431b1ea6d2bd40dedf8d6242f7ec40
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 67269b9d042b53a77b502289a84fea0ba0c7c3cf
SHA256 Thumbprint 547f344fda1d38334622d0e8a9d88ae21f992f49df4dc012484a8461f66992cd
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]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.esigna.es/root/indenova_global_root_ca.crl]
, DistributionPoint:
    [URIName: http://crl1.esigna.es/root/indenova_global_root_ca.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 2C 68 74 74 70 3A 2F   2F 63 70 73 2E 65 73 69  .,http://cps.esi
0010: 67 6E 61 2E 65 73 2F 73   75 62 2F 63 70 73 5F 73  gna.es/sub/cps_s
0020: 75 62 30 30 31 70 65 5F   63 61 2E 70 64 66        ub001pe_ca.pdf
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 42 1A 40 54 65 72 6D   73 20 6F 66 20 75 73 65  0B.@Terms of use
0010: 20 61 74 20 43 50 53 20   68 74 74 70 3A 2F 2F 63   at CPS http://c
0020: 70 73 2E 65 73 69 67 6E   61 2E 65 73 2F 73 75 62  ps.esigna.es/sub
0030: 2F 63 70 73 5F 73 75 62   30 30 31 70 65 5F 63 61  /cps_sub001pe_ca
0040: 2E 70 64 66                                        .pdf
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 RFC822Name: info@indenova.co
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 RFC822Name: info@indenova.com
]
 
[9]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 00 24 F4 3D 1B 88 6A D9   AC 51 F0 22 9E 88 B6 B9  .$.=..j..Q."....
0010: 6A 39 4E 7C                                        j9N.
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 58 CD 3A 11 F4 DA 22 9F   F5 56 05 5A A4 92 17 49  X.:..."..V.Z...I
0010: 93 F8 5B 30 B6 1F 86 B6   56 26 3B 5E 0F 8E 56 EC  ..[0....V&;^..V.
0020: DE 60 D3 C2 09 C2 F8 1D   6B 3D 0B 34 9F C2 F9 67  .`......k=.4...g
0030: 75 4D 83 30 A6 2D 53 BB   E2 CA F1 44 3A 1B A1 1A  uM.0.-S....D:...
0040: 38 EB A2 03 29 BB 31 A9   70 EA 75 79 04 23 A0 4F  8...).1.p.uy.#.O
0050: BB 85 25 86 95 C9 44 8E   73 29 54 3A 17 37 85 0E  ..%...D.s)T:.7..
0060: 04 11 F6 8F CB 55 5C C2   65 1F DE C1 C9 95 6A DB  .....U\.e.....j.
0070: AB B9 FF 3E FB 2D 1A 3F   42 87 0E D5 79 5F 64 E1  ...>.-.?B...y_d.
0080: 8D E4 5C ED C0 D3 A4 8E   37 07 60 F1 A5 36 66 7B  ..\.....7.`..6f.
0090: 4C 98 25 BA A0 84 7C 6C   7A CC D3 EE 9E D1 65 94  L.%....lz.....e.
00A0: 09 AD BF DA 4F 1B EA 6A   F1 58 3D E7 B8 10 BA 48  ....O..j.X=....H
00B0: 5C 0F CB EE CB AA 24 DF   AF 5E 25 95 F7 46 E2 99  \.....$..^%..F..
00C0: B6 A1 25 78 76 4A CB 69   D0 A6 A4 1C DF E5 62 40  ..%xvJ.i......b@
00D0: A5 BE AB 09 2D 45 BD FD   26 6E F0 3B 26 F9 35 B3  ....-E..&n.;&.5.
00E0: 14 62 37 C1 23 E2 D2 F5   34 22 66 67 C7 75 DD BA  .b7.#...4"fg.u..
00F0: 5E 20 C3 AB 56 B1 67 C4   52 6A BE B9 50 6A 99 C0  ^ ..V.g.Rj..Pj..
0100: 42 A6 4D FB 4B B8 E8 B1   3D 1C 3B 79 9E 4F 2D 9D  B.M.K...=.;y.O-.
0110: B7 3C 88 19 BD AB B9 9F   A8 D9 01 F3 31 13 45 2A  .<..........1.E*
0120: 75 A7 8A 08 57 30 09 2B   E0 79 BD 76 4D 53 E8 EE  u...W0.+.y.vMS..
0130: 6B 53 27 B0 DE E8 CA 76   D1 D1 1E 64 12 49 EF 23  kS'....v...d.I.#
0140: FE EF 72 D6 07 08 5E 54   69 86 D9 2F AA 8B 3A 0E  ..r...^Ti../..:.
0150: D0 C8 51 88 3B DB 23 5D   D5 3C 4B 7E E3 0D 28 74  ..Q.;.#].<K...(t
0160: F6 5B 72 F1 3E 29 F8 17   BA 59 80 1A E9 91 05 D0  .[r.>)...Y......
0170: 24 40 32 74 92 1E 50 2C   0F CA 3F D6 AC B0 43 5B  $@2t..P,..?...C[
0180: AB E6 9E 93 9E 9B CD DB   B0 F2 12 DC EA AA C7 18  ................
0190: 08 5A 6B 0B 6D 94 67 FF   7B 39 0A 70 58 FF 7C 48  .Zk.m.g..9.pX..H
01A0: A3 2F 56 D9 27 0B AB 3A   2C E5 56 BF FF 04 30 AD  ./V.'..:,.V...0.
01B0: 8F 7E E2 F4 63 61 4D 9E   5A B0 D3 BB E6 B7 44 02  ....caM.Z.....D.
01C0: 95 06 C5 34 6C ED F3 DA   EA 44 E0 FE CD 2B CE 4D  ...4l....D...+.M
01D0: 18 0C 93 CF DF 7F E5 60   8D BC 83 A3 2A 7E 13 FF  .......`....*...
01E0: 95 F0 10 6E C9 C3 63 DD   EA 45 B4 DC C3 DA D6 6A  ...n..c..E.....j
01F0: 45 67 87 C2 BB 45 8E CC   B8 10 B4 D9 C3 FC 9C 79  Eg...E.........y
 
]
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The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet Certification
Authority https://www.indenova.com, SERIALNUMBER=B97458996, O=Indenova SL, CN=Global
Certification Authority Root Indenova, EMAILADDRESS=ca@indenova.com 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2020-04-07T03:24:24.000Z

Version 3
Serial number 0
Signature algorithm SHA256withRSA
Issuer C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet

Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996,
O=Indenova SL, CN=Global Certification Authority Root Indenova,
EMAILADDRESS=ca@indenova.com

Valid from Thu Mar 12 03:00:00 PET 2020
Valid to Sat Mar 12 03:00:00 PET 2050
Subject C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet

Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996,
O=Indenova SL, CN=Global Certification Authority Root Indenova,
EMAILADDRESS=ca@indenova.com
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The decoded certificate:
[
[
 Version: V3
 Subject: C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996, O=Indenova
SL, CN=Global Certification Authority Root Indenova, EMAILADDRESS=ca@indenova.com
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
81951747366827246661568186069780961271791970508943248750800720629201420191121475306200258286180335060315691171460434549595892190232363929088846978652677571546179745215088701
39923103672105729893311761236849257559685822034384861964527174495037322981239833428517056018756062016761588799796831267182658017809703875185260077918368807590171030138704489
55728722271482592564658947697488850615994671931422915415992455008578115320736944707299460317512459186376251878558716096210227893363421440209840316518537710879627580312469304
46392008021462468483970962432414701717415593656854252044104620746612943184089858480350750979719472406631896542057170871987987848083677837630855543525478501931436685085959789
03208326938955021695131098624443153785188856022993766836927367787536242517161065041991781995646454605186162808332999351038731132070702785280559915499332430004984138412600761
33260880656632249690211060606065731280758981519729157462439996144218921207219141391648684129771740484387020193492629406125810051324502744568984065756074693877568695704723863
21435137406193774897639972170223968634785042759426920313245297584313249163601442990447376733460796718406784158972194779597671560394194024957110260059270784132648598790723203
0943456453984811838099
 public exponent: 65537
 Validity: [From: Thu Mar 12 03:00:00 PET 2020,
              To: Sat Mar 12 03:00:00 PET 2050]
 Issuer: C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996, O=Indenova SL,
CN=Global Certification Authority Root Indenova, EMAILADDRESS=ca@indenova.com
 SerialNumber: [    00]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://certs.esigna.es/root/indenova_global_root_ca.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: F9 50 30 37 50 43 1B 1E   A6 D2 BD 40 DE DF 8D 62  .P07PC.....@...b
0010: 42 F7 EC 40                                        B..@
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:3
]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]

Public key Sun RSA public key, 4096 bits
  modulus:
81951747366827246661568186069780961271791970508943248750800720629201420
19112147530620025828618033506031569117146043454959589219023236392908884
69786526775715461797452150887013992310367210572989331176123684925755968
58220343848619645271744950373229812398334285170560187560620167615887997
96831267182658017809703875185260077918368807590171030138704489557287222
71482592564658947697488850615994671931422915415992455008578115320736944
70729946031751245918637625187855871609621022789336342144020984031651853
77108796275803124693044639200802146246848397096243241470171741559365685
42520441046207466129431840898584803507509797194724066318965420571708719
87987848083677837630855543525478501931436685085959789032083269389550216
95131098624443153785188856022993766836927367787536242517161065041991781
99564645460518616280833299935103873113207070278528055991549933243000498
41384126007613326088065663224969021106060606573128075898151972915746243
99961442189212072191413916486841297717404843870201934926294061258100513
24502744568984065756074693877568695704723863214351374061937748976399721
70223968634785042759426920313245297584313249163601442990447376733460796
71840678415897219477959767156039419402495711026005927078413264859879072
32030943456453984811838099
  public exponent: 65537

Subject key identifier f950303750431b1ea6d2bd40dedf8d6242f7ec40
Authority key identifier 041830168014f950303750431b1ea6d2bd40dedf8d6242f7ec40
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=3
SHA1 Thumbprint 554dbd264c9af8101ee1348ae63895ddc79d073e
SHA256 Thumbprint 54d7bede36daaf77aa1b4cea8c7ea4708a94fae80423db211efebacb2350eb90
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[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 35 68 74 74 70 73 3A   2F 2F 77 77 77 2E 69 6E  .5https://www.in
0010: 64 65 6E 6F 76 61 2E 63   6F 6D 2F 61 63 72 65 64  denova.com/acred
0020: 69 74 61 63 69 6F 6E 65   73 2F 69 6E 64 65 63 6F  itaciones/indeco
0030: 70 69 2F 73 76 61 2F                               pi/sva/
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 4F 1A 4D 54 65 72 6D   73 20 6F 66 20 75 73 65  0O.MTerms of use
0010: 20 61 74 20 43 50 53 20   43 41 20 49 6E 64 65 6E   at CPS CA Inden
0020: 6F 76 61 20 68 74 74 70   3A 2F 2F 63 70 73 2E 65  ova http://cps.e
0030: 73 69 67 6E 61 2E 65 73   2F 72 6F 6F 74 2F 63 70  signa.es/root/cp
0040: 73 5F 63 61 5F 69 6E 64   65 6E 6F 76 61 2E 70 64  s_ca_indenova.pd
0050: 66                                                 f
 
]]  ]
]
 
[5]: ObjectId: 2.5.29.18 Criticality=false
IssuerAlternativeName [
 URIName: https://www.indenova.com
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [
 RFC822Name: info@indenova.com
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: F9 50 30 37 50 43 1B 1E   A6 D2 BD 40 DE DF 8D 62  .P07PC.....@...b
0010: 42 F7 EC 40                                        B..@
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 35 A2 E9 51 44 0B 4F AA   A7 F7 55 82 D8 6E 3D 01  5..QD.O...U..n=.
0010: 77 51 C1 6B CD 2D CF EC   E6 A3 29 69 29 36 7A 25  wQ.k.-....)i)6z%
0020: 0C 19 D2 86 EC EB BD 83   90 49 2E 1D 90 03 F8 70  .........I.....p
0030: C5 52 19 A8 76 08 1E BC   28 5C 91 11 4E 25 4D 08  .R..v...(\..N%M.
0040: 0E 79 26 75 04 3E 42 29   D3 8F 3D F5 30 8E 0B 78  .y&u.>B)..=.0..x
0050: DF 4A B4 D2 2D 51 49 9F   35 F8 C3 B2 28 02 90 1A  .J..-QI.5...(...
0060: CF B8 D9 75 54 24 BC 61   69 8A CB C8 14 93 D1 52  ...uT$.ai......R
0070: 5F 0A BB 14 D4 C1 1C A9   B8 6E 6E 4A 46 49 F6 9C  _........nnJFI..
0080: CC A2 0A D4 26 2B A5 F5   C9 30 60 0A 61 E1 8A B1  ....&+...0`.a...
0090: D4 3D 9F 9F 37 B5 2A F1   2F 21 73 CC 3E 2F 4B D5  .=..7.*./!s.>/K.
00A0: 0C 75 A2 48 DB 70 6C 2C   59 5B E9 66 24 29 E8 EA  .u.H.pl,Y[.f$)..
00B0: DA 8D BD 66 A2 A7 65 B3   5E 12 94 E3 47 88 0E F0  ...f..e.^...G...
00C0: 35 86 0D 9D C8 D5 01 76   95 44 E2 E7 64 E0 F7 71  5......v.D..d..q
00D0: 1C 94 B4 E1 22 57 53 B5   A8 E4 AC D2 19 72 D9 C6  ...."WS......r..
00E0: 6B E4 94 95 12 51 5A F5   FD D1 0E 43 F5 1B 4C 35  k....QZ....C..L5
00F0: 78 B0 05 EB 89 36 28 C6   F5 8B 11 C5 E0 0C EE 12  x....6(.........
0100: 72 7B 68 5E 42 62 0F D6   D0 B5 95 6E 8D 11 D0 2E  r.h^Bb.....n....
0110: DF 73 8E C9 A8 FB 48 57   1F 2F D3 8E EF 3C 1C DB  .s....HW./...<..
0120: BA AC 31 DA 14 2B 4C 89   72 5B E4 4B 7A FD 38 0F  ..1..+L.r[.Kz.8.
0130: BD 99 DA 9E DF 1D 31 2C   4D 47 7E 71 EC 9E EB C3  ......1,MG.q....
0140: E8 77 B0 2B 04 4B 32 FA   A2 63 43 DF A7 09 EE 8B  .w.+.K2..cC.....
0150: C4 31 3A 07 BA A8 3D A6   FC B1 57 2E 06 6D F0 19  .1:...=...W..m..
0160: 9C BB 8B 37 51 02 33 86   55 D0 D7 AC EA 6F 73 40  ...7Q.3.U....os@
0170: 0C CC 5F 8F 40 EA 39 2C   19 E2 63 6B 77 17 21 BD  .._.@.9,..ckw.!.
0180: 97 A0 A4 AA 78 8C 15 AC   78 C0 3C 8A 7B 6F B5 AB  ....x...x.<..o..
0190: 09 71 48 6A CE 52 92 21   F4 1A 60 13 17 7A 8A 7D  .qHj.R.!..`..z..
01A0: 96 49 1B 07 C3 EE 87 BA   68 05 B6 5E B6 49 79 89  .I......h..^.Iy.
01B0: 9B 57 38 73 06 31 42 D2   19 78 9B E0 AC 05 92 9D  .W8s.1B..x......
01C0: 99 C5 F9 B2 F1 07 D1 4C   F5 79 62 44 DF 3A 81 86  .......L.ybD.:..
01D0: B7 6B 0D CD BA 24 D0 6D   59 AD 99 66 D0 A1 95 96  .k...$.mY..f....
01E0: F9 E3 AE 42 73 50 CF 28   C3 B4 5C FE E0 80 E1 2B  ...BsP.(..\....+
01F0: E9 2B F2 CD F0 43 C9 BA   66 A5 F3 86 11 2C 47 25  .+...C..f....,G%
 
]
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-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): SOFT & NET SOLUTIONS S.A.C.  

 
CN=Soft-Net Secure Signing CA - C1, O=Soft and Net Solutions SAC, OU=emSign PKI, C=PE 

 
Service digital identity (X509)

Trade name (en) SOFT & NET SOLUTIONS S.A.C.
Information URI (en ) WWW.SOFT-NET.COM.PE
Service provider street
address (es)

CALLE GERMAN SCHREIBER NRO 184 DPTO 802

Service provider street
address (en)

CALLE GERMAN SCHREIBER NRO 184 DPTO 802

Service provider postal
code (es)

15027

Service provider postal
code (en)

15027

Service provider locality
(es)

SAN ISIDRO

Service provider locality
(en)

SAN ISIDRO

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2020-10-27T23:06:06.000Z

Version 3
Serial number 364693615674180102926613
Signature algorithm SHA256withRSA
Issuer CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=Soft-Net Secure Signing CA - C1, O=Soft and Net Solutions SAC, OU=emSign PKI, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
18135598025582617039377647338226965787288636429078871011161138369099569863426630230418668531499376599402150506623007868611361553862516442772835999969743283056874698980918116
98659249066670600355658765825525096832983637056525108449895814791234996411363365373662628457004898739251260855536254836696644751130346328533015724299290750240097035671137701
30775578257624352384652293970370788398011542785924084378774399495960716912120732392007484358288469920676005897222736799766818319558925075228823243118362473504770750819052389
59870135119150170120238653488710008122402673306808036494060186147521724316166836449052038590846663
 public exponent: 65537
 Validity: [From: Wed Aug 12 13:30:00 PET 2020,
              To: Sun Aug 12 13:30:00 PET 2035]
 Issuer: CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
 SerialNumber: [    4d3a149c fa144f9e 3115]
 
Certificate Extensions: 8
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: ocsp
  accessLocation: URIName: http://ocsp.emsign.com
,
  accessMethod: caIssuers
  accessLocation: URIName: http://repository.emsign.com/certs/RootCAC1.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: FE A1 E0 70 1E 2A 03 39   52 5A 42 BE 5C 91 85 7A  ...p.*.9RZB.\..z
0010: 18 AA 4D B5                                        ..M.
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:0
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.emsign.com?RootCAC1.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [

Valid from Wed Aug 12 13:30:00 PET 2020
Valid to Sun Aug 12 13:30:00 PET 2035
Subject CN=Soft-Net Secure Signing CA - C1, O=Soft and Net Solutions SAC, OU=emSign PKI,

C=PE
Public key Sun RSA public key, 2048 bits

  modulus:
18135598025582617039377647338226965787288636429078871011161138369099569
86342663023041866853149937659940215050662300786861136155386251644277283
59999697432830568746989809181169865924906667060035565876582552509683298
36370565251084498958147912349964113633653736626284570048987392512608555
36254836696644751130346328533015724299290750240097035671137701307755782
57624352384652293970370788398011542785924084378774399495960716912120732
39200748435828846992067600589722273679976681831955892507522882324311836
24735047707508190523895987013511915017012023865348871000812240267330680
8036494060186147521724316166836449052038590846663
  public exponent: 65537

Subject key identifier e85e0212e347945b655e072087adb773113d6f77
CRL distribution points http://crl.emsign.com?RootCAC1.crl
Authority key identifier 041830168014fea1e0701e2a0339525a42be5c91857a18aa4db5
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 8b9d93d9550e542aaefabf7d864956485447d267
SHA256 Thumbprint ccec157da0f0bd58e3e8b584054fe0c44f04b4dd8c97b75b788d9140b05142f7
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 [CertificatePolicyId: [2.5.29.32.0]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 1C 68 74 74 70 3A 2F   2F 72 65 70 6F 73 69 74  ..http://reposit
0010: 6F 72 79 2E 65 6D 73 69   67 6E 2E 63 6F 6D        ory.emsign.com
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
 clientAuth
 emailProtection
 1.3.6.1.4.1.311.10.3.12
 1.2.840.113583.1.1.5
 1.3.6.1.4.1.311.20.2.2
]
 
[7]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[8]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: E8 5E 02 12 E3 47 94 5B   65 5E 07 20 87 AD B7 73  .^...G.[e^. ...s
0010: 11 3D 6F 77                                        .=ow
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: B5 43 22 FD DE 26 35 36   CD 32 93 4F 0C 85 07 B4  .C"..&56.2.O....
0010: 34 3D F6 F2 8C 84 E0 6F   24 1D BA 83 CD 34 16 DC  4=.....o$....4..
0020: 02 3F DE 4C AD 90 43 B0   E3 BD 34 2B 3D BE 3B 9F  .?.L..C...4+=.;.
0030: 5E DC D5 B6 44 FD A0 49   FE 55 79 40 DA 0D 8D C9  ^...D..I.Uy@....
0040: A2 6F 2C 53 0C 28 66 CB   57 3A 7D 13 A8 65 C6 E8  .o,S.(f.W:...e..
0050: 61 1B B3 16 46 6A E6 B4   F0 4E 48 56 2A AF F0 2B  a...Fj...NHV*..+
0060: 7C 00 C1 5D DF B1 0D B9   4C 1D 7C 5A 97 9D 09 AF  ...]....L..Z....
0070: D4 6B 8F 7B 47 E4 9B 41   0E A4 25 97 0E 8A 19 C2  .k..G..A..%.....
0080: D6 B7 69 8A BE 0D E1 C2   0E 7F C4 3F 49 FF 04 95  ..i........?I...
0090: A3 24 3D FD 68 16 0E CD   3E 1A F6 3C A6 49 E4 BC  .$=.h...>..<.I..
00A0: 6D F9 9E C6 6A 46 83 B2   C6 88 0B 49 3F 39 1F 04  m...jF.....I?9..
00B0: CB 2B 32 8D 10 FE 12 B7   8D 70 9F 50 92 A0 C6 8A  .+2......p.P....
00C0: 11 8A BF 15 B1 44 F7 E8   89 3B 0F CF A4 5B 82 88  .....D...;...[..
00D0: F6 88 53 DB B8 CE B0 4C   93 0D 91 3F FF D0 30 5D  ..S....L...?..0]
00E0: F9 1C A7 54 46 96 42 B8   12 08 B2 82 B6 78 58 D4  ...TF.B......xX.
00F0: 85 9E AF 8A 81 90 37 28   D5 B8 04 5C AE 47 A3 9E  ......7(...\.G..
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US 
Type CA/QC
Status undersupervision
Status starting time 2020-10-27T22:44:21.000Z
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Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 2048 bits
 modulus:
26247538881278784918887441808900234165057609046147884746676566401197446446085858613378432678924563967684929860329093763706026358001509641393283843138829554146455750544006474
60337896400554029762996050479768561283794341034208132855401617816453092303309185679208017363660161211827692845229563173986052075157365205654118126713763381410421839372837620
69186254200367005449148315236267951536136110387592088524888371824501137053286575829337431491771132263064428463189528602059686136752836531923984171334533594840210122525350369
73241294617817644065884550939147856415250254032188371355333695321880949425811892363536576977090831
 public exponent: 65537
 Validity: [From: Sun Feb 18 13:30:00 PET 2018,
              To: Wed Feb 18 13:30:00 PET 2043]
 Issuer: CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
 SerialNumber: [    aecf00ba c4cf32f8 43b2]
 
Certificate Extensions: 3
[1]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[2]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[3]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: FE A1 E0 70 1E 2A 03 39   52 5A 42 BE 5C 91 85 7A  ...p.*.9RZB.\..z
0010: 18 AA 4D B5                                        ..M.
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: C2 4A 56 FA 15 21 7B 28   A2 E9 E5 1D FB F8 2D C4  .JV..!.(......-.
0010: 39 96 41 4C 3B 27 2C C4   6C 18 15 80 C6 AC AF 47  9.AL;',.l......G
0020: 59 2F 26 0B E3 36 B0 EF   3B FE 43 97 49 32 99 12  Y/&..6..;.C.I2..
0030: 15 5B DF 11 29 FF AB 53   F8 BB C1 78 0F AC 9C 53  .[..)..S...x...S
0040: AF 57 BD 68 8C 3D 69 33   F0 A3 A0 23 63 3B 64 67  .W.h.=i3...#c;dg
0050: 22 44 AD D5 71 CB 56 2A   78 92 A3 4F 12 31 36 36  "D..q.V*x..O.166
0060: E2 DE FE 00 C4 A3 60 0F   27 AD A0 B0 8A B5 36 7A  ......`.'.....6z

Version 3
Serial number 825510296613316004955058
Signature algorithm SHA256withRSA
Issuer CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
Valid from Sun Feb 18 13:30:00 PET 2018
Valid to Wed Feb 18 13:30:00 PET 2043
Subject CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
Public key Sun RSA public key, 2048 bits

  modulus:
26247538881278784918887441808900234165057609046147884746676566401197446
44608585861337843267892456396768492986032909376370602635800150964139328
38431388295541464557505440064746033789640055402976299605047976856128379
43410342081328554016178164530923033091856792080173636601612118276928452
29563173986052075157365205654118126713763381410421839372837620691862542
00367005449148315236267951536136110387592088524888371824501137053286575
82933743149177113226306442846318952860205968613675283653192398417133453
35948402101225253503697324129461781764406588455093914785641525025403218
8371355333695321880949425811892363536576977090831
  public exponent: 65537

Subject key identifier fea1e0701e2a0339525a42be5c91857a18aa4db5
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint e72ef1dffcb20928cf5dd4d56737b151cb864f01
SHA256 Thumbprint 125609aa301da0a249b97a8239cb6a34216f44dcac9f3954b14292f2e8c8608f
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0070: 52 A1 BD 27 F4 20 27 62   E8 4D 94 24 13 E4 0A 04  R..'. 'b.M.$....
0080: E9 3C AB 2E C8 43 09 4A   C6 61 04 E5 49 34 7E D3  .<...C.J.a..I4..
0090: C4 C8 F5 0F C0 AA E9 BA   54 5E F3 63 2B 4F 4F 50  ........T^.c+OOP
00A0: D4 FE B9 7B 99 8C 3D C0   2E BC 02 2B D3 C4 40 E4  ......=....+..@.
00B0: 8A 07 31 1E 9B CE 26 99   13 FB 11 EA 9A 22 0C 11  ..1...&......"..
00C0: 19 C7 5E 1B 81 50 30 C8   96 12 6E E7 CB 41 7F 91  ..^..P0...n..A..
00D0: 3B A2 47 B7 54 80 1B DC   00 CC 9A 90 EA C3 C3 50  ;.G.T..........P
00E0: 06 62 0C 30 C0 15 48 A7   A8 59 7C E1 AE 22 A2 E2  .b.0..H..Y..."..
00F0: 0A 7A 0F FA 62 AB 52 4C   E1 F1 DF CA BE 83 0D 42  .z..b.RL.......B
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): TOC PERU SAC 

 
C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112, CN=TOC PERU RAIZ
G1, EMAILADDRESS=soportepki@toc.pe 

 
Service digital identity (X509)

Trade name (en) TOC PERU SAC
Information URI (en ) HTTP://WWW.TOC.PE
Service provider street
address (es)

AV. GRAU 629 BARRANCO

Service provider street
address (en)

AV. GRAU 629 BARRANCO

Service provider postal
code (es)

15063

Service provider postal
code (en)

15063

Service provider locality
(es)

LIMA

Service provider locality
(en)

LIMA

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2020-12-18T17:13:58.000Z

Version 3
Serial number 4266143491429758250
Signature algorithm SHA512withRSA
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The decoded certificate:
[
[
 Version: V3
 Subject: C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112, CN=TOC PERU RAIZ G1, EMAILADDRESS=soportepki@toc.pe
 Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
81534168982208792683530461201781867114060230102267257312470667456269113036519428715199564701224884902383017476931198486506870837902599513228987611123471046337029925066822983
82403451882609987214872170850972336801221103142975996278228974522594435411086501407879540758734065032317863023545467194149922239036649736165337910820478060853950531251259871
02291396390832954601605120683134828005068482300778725724322439144923081276829679094437405822323829457618219119850428996941626086320513295123927522517946711019793016939839225
99238287386063275095414035159410883241510039628956910123107798113748810807381533789544590774858639354932639561552952581187571546695830932629982033038924147848942878700641037
63595139854871295932464198807463303847990259393901204558019930352240737018404114868814915215816708579560102368277404721995174844694206697546341152505946412809017597256376413
19329254206003896352724316274069055870078379387245637224563309087195220010372602213153537977767046647669487485718480062690191603058221475284389538031937497199997078502544787
44569484114648374659402821027620725445756411301236784735721832281205838399794987322433505788923523802697556210605224933751848037630832295454849819364535849735231101191993180
0933269071650052206577
 public exponent: 65537
 Validity: [From: Thu Jul 12 12:43:56 PET 2018,
              To: Sun Jul 12 12:43:56 PET 2043]
 Issuer: C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112, CN=TOC PERU RAIZ G1, EMAILADDRESS=soportepki@toc.pe
 SerialNumber: [    3b3462e7 0783f52a]
 
Certificate Extensions: 4
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 34 C0 60 F8 D6 87 09 FF   AA 39 2F 54 20 F6 1A F8  4.`......9/T ...
0010: 56 6D 12 03                                        Vm..
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign

Issuer C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112,
CN=TOC PERU RAIZ G1, EMAILADDRESS=soportepki@toc.pe

Valid from Thu Jul 12 12:43:56 PET 2018
Valid to Sun Jul 12 12:43:56 PET 2043
Subject C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112,

CN=TOC PERU RAIZ G1, EMAILADDRESS=soportepki@toc.pe
Public key Sun RSA public key, 4096 bits

  modulus:
81534168982208792683530461201781867114060230102267257312470667456269113
03651942871519956470122488490238301747693119848650687083790259951322898
76111234710463370299250668229838240345188260998721487217085097233680122
11031429759962782289745225944354110865014078795407587340650323178630235
45467194149922239036649736165337910820478060853950531251259871022913963
90832954601605120683134828005068482300778725724322439144923081276829679
09443740582232382945761821911985042899694162608632051329512392752251794
67110197930169398392259923828738606327509541403515941088324151003962895
69101231077981137488108073815337895445907748586393549326395615529525811
87571546695830932629982033038924147848942878700641037635951398548712959
32464198807463303847990259393901204558019930352240737018404114868814915
21581670857956010236827740472199517484469420669754634115250594641280901
75972563764131932925420600389635272431627406905587007837938724563722456
33090871952200103726022131535379777670466476694874857184800626901916030
58221475284389538031937497199997078502544787445694841146483746594028210
27620725445756411301236784735721832281205838399794987322433505788923523
80269755621060522493375184803763083229545484981936453584973523110119199
31800933269071650052206577
  public exponent: 65537

Subject key identifier 34c060f8d68709ffaa392f5420f61af8566d1203
Authority key identifier 04183016801434c060f8d68709ffaa392f5420f61af8566d1203
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 0b0dca0d0e0b8025f58d54d373e66ceee13a6e9a
SHA256 Thumbprint e1b58207f2c4dbbdb41a559c50b24e6aaccd04208bc5ee2942968131b4443398
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 Crl_Sign
]
 
[4]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 34 C0 60 F8 D6 87 09 FF   AA 39 2F 54 20 F6 1A F8  4.`......9/T ...
0010: 56 6D 12 03                                        Vm..
]
]
 
]
 Algorithm: [SHA512withRSA]
 Signature:
0000: 02 38 C0 63 F0 CC EF B4   6F 73 28 63 0E 38 D0 14  .8.c....os(c.8..
0010: 33 70 1E 4F 77 BB 4E 4F   5B 86 5E D2 80 8F 25 EF  3p.Ow.NO[.^...%.
0020: 32 F1 19 C2 62 51 1E DB   19 6A 34 32 74 31 1F ED  2...bQ...j42t1..
0030: DA 87 66 37 6D B1 D6 6A   7B 5D 75 1F DA E9 5B BB  ..f7m..j.]u...[.
0040: 37 B3 63 76 F8 8C B3 1F   01 F4 38 3A 46 B1 10 8F  7.cv......8:F...
0050: 33 08 09 01 2F 60 D6 9C   B1 52 F2 8C D3 80 11 11  3.../`...R......
0060: BF 2D CF 73 84 27 6F 96   31 50 05 5F 6A A3 9E C0  .-.s.'o.1P._j...
0070: 67 1E 86 E5 6F 4B 56 CD   45 32 DC 6E 37 A8 10 D5  g...oKV.E2.n7...
0080: D7 BE 82 BD 27 BC 72 28   01 00 33 85 39 04 06 63  ....'.r(..3.9..c
0090: AB 19 BD 87 AE E1 0B 4A   B7 EF 18 83 B0 90 9A 44  .......J.......D
00A0: 6F FD 7F 43 3A 93 C5 BE   CF A3 3A AD 28 CB 6E CD  o..C:.....:.(.n.
00B0: 78 55 F3 99 04 86 42 B1   36 93 BC 17 B4 66 88 BE  xU....B.6....f..
00C0: 11 9F 01 63 73 E2 F4 3F   4B 0C D0 A9 04 25 2D 73  ...cs..?K....%-s
00D0: F1 54 0A BF 18 59 12 CF   65 D4 4D 04 9A 9B 8E 09  .T...Y..e.M.....
00E0: EC 52 52 0B 26 67 60 67   BC 3D 57 62 A3 57 11 05  .RR.&g`g.=Wb.W..
00F0: 73 62 0B AA 4B C5 FB 2D   D9 C0 2F D1 FB 37 67 17  sb..K..-../..7g.
0100: E6 69 4B 4E 09 DA 1C 0B   F8 0A 21 FF 5D 7F 56 7C  .iKN......!.].V.
0110: FB CE B6 66 9C E4 65 83   23 EF 03 4D 05 32 29 65  ...f..e.#..M.2)e
0120: E3 1F B0 AF DF 8B 16 19   09 32 67 5A FC F6 FA 7D  .........2gZ....
0130: 3D A8 BC 44 D2 CC 1E 40   DB BF 2E 8B 7A 91 E1 E7  =..D...@....z...
0140: 3E 1D 9F 15 79 D2 95 6C   3E F6 D4 39 76 30 03 94  >...y..l>..9v0..
0150: B3 40 65 FA D4 10 8A 31   D7 EF CB 1C 8E 9B F3 E8  .@e....1........
0160: D2 90 44 20 A2 42 7D 58   54 B6 6A 94 CD 27 BC CB  ..D .B.XT.j..'..
0170: 41 35 A4 F5 7C 57 A8 31   04 5E BB CC 05 62 D0 01  A5...W.1.^...b..
0180: 53 FB E2 B0 76 35 D4 E4   EE 1B 55 BD 3A BB 9B DE  S...v5....U.:...
0190: 73 C1 5F F5 C9 E5 0F D8   6E 57 D7 B8 F9 81 80 B1  s._.....nW......
01A0: 94 5E B6 8A 44 15 EA 09   19 C6 7B 9D 3E 23 D3 C5  .^..D.......>#..
01B0: BB 36 D9 5E DE 5A 6E 29   7A 4F 35 F4 47 2E 0D A6  .6.^.Zn)zO5.G...
01C0: 7D E0 96 D1 EA 58 D1 01   CB E8 99 65 D1 23 4A FB  .....X.....e.#J.
01D0: 8B 30 D1 A6 26 9E 54 66   6C 22 BA 7E C6 64 2A F5  .0..&.Tfl"...d*.
01E0: C5 06 00 EB 09 3D 11 4B   D3 13 44 EE 06 52 D0 CD  .....=.K..D..R..
01F0: B6 B0 72 28 0B 18 6E 5E   86 25 A3 29 F6 C1 82 49  ..r(..n^.%.)...I
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): SECRETARIA DE GOBIERNO Y
TRANSFORMACION DIGITAL
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CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificación Nacional para el Estado Peruano, C=PE 

 
Service digital identity (X509)

Trade name (en) SGTD
Information URI (en ) HTTPS://WWW.GOB.PE/ECERNEP
Service provider street
address (es)

JIRÓN CARABAYA CUADRA 1 LIMA

Service provider street
address (en)

JIRÓN CARABAYA CUADRA 1 LIMA

Service provider postal
code (es)

08002

Service provider postal
code (en)

08002

Service provider locality
(es)

JIRÓN CARABAYA SN CUADRA 1

Service provider locality
(en)

JIRÓN CARABAYA SN CUADRA 1

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2022-08-11T15:55:04.000Z

Version 3
Serial number 329960403073396156395565736400051808312003610220
Signature algorithm SHA512withRSA
Issuer CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificación Nacional para el Estado

Peruano, C=PE
Valid from Thu Jul 07 14:47:47 PET 2022
Valid to Mon Jul 01 14:47:46 PET 2047
Subject CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificación Nacional para el Estado

Peruano, C=PE
Public key Sun RSA public key, 4096 bits

  modulus:
59069141094734693388948111550198306871970003629916094755669186834411686
30493371142607213810344137867054040729761917676835839629349058248711032
52267862884304267022262650031200673474536488635842245695128374132033237
66707033955785935756050920583521069917936885156969465026991150309478275
34235378475889489975698365607620217658044558624257596006153363983959839
39643474898743677987436904397283053651439601414766598871112110636881397
09149450652672879296979410437466526943968048863281534131611516398091585
29671826439832912266368281740498614513000607726841459291656958846908247
64787814178133990897259002698212323483580919446000152035363842369632491
39855026710791511549217585209019477128183227030913664034216753966299346
66708716674671043425887575735026442040489365651577657712355899289721361
93460803394741902208214846950647986624261760098784597830812341468943460
91073655716263375118482876328246732638377870504129870514686939414730533
39230541721933171496350072305748546676007524115009061080227791453091608
28527332206455532290565129289054281914795419085196400576328831100968767
69020965658471150870090707269290407002868621912811908561388446196945630
01805523573824919142785487490064958101067875019491909799419214104582516
53716170371753362960456057
  public exponent: 65537

Subject key identifier 3feec698c1ef841a087ebe6555aa001e95e03e27
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificación Nacional para el Estado Peruano, C=PE
 Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
59069141094734693388948111550198306871970003629916094755669186834411686304933711426072138103441378670540407297619176768358396293490582487110325226786288430426702226265003120
06734745364886358422456951283741320332376670703395578593575605092058352106991793688515696946502699115030947827534235378475889489975698365607620217658044558624257596006153363
98395983939643474898743677987436904397283053651439601414766598871112110636881397091494506526728792969794104374665269439680488632815341316115163980915852967182643983291226636
82817404986145130006077268414592916569588469082476478781417813399089725900269821232348358091944600015203536384236963249139855026710791511549217585209019477128183227030913664
03421675396629934666708716674671043425887575735026442040489365651577657712355899289721361934608033947419022082148469506479866242617600987845978308123414689434609107365571626
33751184828763282467326383778705041298705146869394147305333923054172193317149635007230574854667600752411500906108022779145309160828527332206455532290565129289054281914795419
08519640057632883110096876769020965658471150870090707269290407002868621912811908561388446196945630018055235738249191427854874900649581010678750194919097994192141045825165371
6170371753362960456057
 public exponent: 65537
 Validity: [From: Thu Jul 07 14:47:47 PET 2022,
              To: Mon Jul 01 14:47:46 PET 2047]
 Issuer: CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificación Nacional para el Estado Peruano, C=PE
 SerialNumber: [    39cbefaa 8501941c 15f4def0 11d13cad 86a3466c]
 
Certificate Extensions: 6
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: http://cdn.www.gob.pe/ecernep/root5/crt/ecernep5.crt
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 3F EE C6 98 C1 EF 84 1A   08 7E BE 65 55 AA 00 1E  ?..........eU...
0010: 95 E0 3E 27                                        ..>'
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2
]
 
[4]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [2.5.29.32.0]
[]  ]
]
 
[5]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[6]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 3F EE C6 98 C1 EF 84 1A   08 7E BE 65 55 AA 00 1E  ?..........eU...
0010: 95 E0 3E 27                                        ..>'
]
]
 
]
 Algorithm: [SHA512withRSA]
 Signature:
0000: 42 3E EB BB 0E 30 7D 5B   B7 C6 E9 76 7D D0 10 F4  B>...0.[...v....
0010: B2 00 8A BB 02 67 23 02   08 7B 45 E4 15 E9 C0 A1  .....g#...E.....
0020: 27 F2 E5 E9 06 DA 6D 8D   24 8B 92 D2 BB 25 44 87  '.....m.$....%D.
0030: 97 2F 71 D0 37 EE 2C 08   80 B3 63 5A CF AD C7 21  ./q.7.,...cZ...!
0040: C8 41 EC 4F AD 04 78 C8   AA F3 D2 7C E8 0B 8A 7B  .A.O..x.........
0050: 3C 65 22 C3 0D CF C9 FD   34 16 F5 44 07 E8 E9 09  <e".....4..D....
0060: 27 68 C8 59 00 52 8E 95   3E 61 8F 1A D8 7C D5 E2  'h.Y.R..>a......
0070: EF 7C F1 F7 2E 7D 6F 42   BC 7A 90 4F 31 40 58 CB  ......oB.z.O1@X.
0080: 86 FC 4A D9 BE 67 6A F7   51 28 B5 2D 60 E7 A4 79  ..J..gj.Q(.-`..y
0090: C1 D7 1D 2D EC 93 25 29   DF A9 2F 34 25 B8 72 44  ...-..%)../4%.rD
00A0: A7 5B B2 1B 9B 44 50 09   84 9E 11 BC 57 34 3D 36  .[...DP.....W4=6
00B0: E3 EE 59 D2 DC 1C 0D E8   54 B9 38 86 09 3A C4 6B  ..Y.....T.8..:.k

Authority key identifier 0418301680143feec698c1ef841a087ebe6555aa001e95e03e27
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=2
SHA1 Thumbprint a6ab6377103a384ceea2b17d2a7b28c7e5ceee9c
SHA256 Thumbprint e33d6a09352f98ba5cc9e358d44f3ed737e8c73f29e56656f96aa05a9d34da60
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00C0: 94 78 29 22 8A 8C BE EB   8F BC 0F F3 84 DC 55 6E  .x)"..........Un
00D0: F9 A9 AB CD BD E5 4F FE   C8 61 13 C3 DC 73 66 EF  ......O..a...sf.
00E0: 19 9F 79 D0 4D 10 0D F2   D5 59 F6 FF B2 5E B8 88  ..y.M....Y...^..
00F0: 7A A6 21 5C FB B7 A8 DA   CB 29 AC A9 AE AC 74 95  z.!\.....)....t.
0100: 5E A5 1C 51 18 57 63 1B   DF 98 79 39 2D 0B D8 12  ^..Q.Wc...y9-...
0110: 38 41 B0 73 66 CA 2A EE   4F 9A B9 D4 A0 A3 2E C3  8A.sf.*.O.......
0120: F5 8B F7 C4 97 CD F0 D1   30 B0 8E D6 FC 37 84 71  ........0....7.q
0130: 8B 67 D1 3E 29 83 9F F0   98 B7 9A AC B8 91 5E 73  .g.>).........^s
0140: 49 F5 D1 6B 84 D3 2C 9D   2E B3 F2 E0 A6 E0 FD DE  I..k..,.........
0150: 76 63 F5 B3 13 46 A3 B0   9E 8D BF 9D CD 72 75 11  vc...F.......ru.
0160: 23 53 E8 63 F7 2E C4 6B   AF 75 96 85 F5 4B F0 9B  #S.c...k.u...K..
0170: D2 C6 3E 6F D2 23 8E DE   D7 D0 26 28 8A F2 5C 29  ..>o.#....&(..\)
0180: 36 4A 93 48 79 6A 64 A1   FB 14 F3 9D CC E1 8C 59  6J.Hyjd........Y
0190: E3 10 BE BE C4 76 6F AF   A9 DF 5E D1 42 7C 7C D0  .....vo...^.B...
01A0: 2F 8B 85 37 FF B9 B0 EB   7B 3E D1 E6 96 DC 61 D7  /..7.....>....a.
01B0: A2 12 68 51 E4 9D B3 6E   DA 2D C2 00 1C C0 E7 98  ..hQ...n.-......
01C0: 49 81 10 0C C4 E7 54 90   2B 59 0B 64 F9 17 53 23  I.....T.+Y.d..S#
01D0: 59 8C 84 9C BD 89 60 A1   FD 0B C2 80 B4 03 DC 18  Y.....`.........
01E0: 0C 24 84 36 E4 26 30 2C   57 1C 4D 3A FF 5F 17 05  .$.6.&0,W.M:._..
01F0: 2D 95 9A B4 8B 61 E1 D7   70 07 6A A3 A6 9C 85 E6  -....a..p.j.....
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

 
Certificate Service Provider Name (en): DIGILINK S.A.C.  
Trade name (en) DIGILINK S.A.C.
Information URI (en ) HTTPS://DIGILINK.PE
Service provider street
address (es)

CALLE MAYORAZGO 149 URB CHACARILLA DEL ESTANQUE SAN BORJA

Service provider street
address (en)

CALLE MAYORAZGO 149 URB CHACARILLA DEL ESTANQUE SAN BORJA

Service provider postal
code (es)

15037

Service provider postal
code (en)

15037

Service provider locality
(es)

LIMA

Service provider locality
(en)

LIMA

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA
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CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6 

 
Service digital identity (X509)

The decoded certificate:
[
[
 Version: V3
 Subject: CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6
 Signature Algorithm: SHA384withRSA, OID = 1.2.840.113549.1.1.12
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
60799298915816036139208031806578127454776241290454915931102661699501337667882198085172351523365585410431481218172180601564921763521419158887361748359759027361233163510135638
54836375713157228268192923331390750439076237950218967063331091742206062959398457229550989886790618536259507543618503966851990411741087884093961757824651154103921322730333090
17727276041068903992520895181595005384194687625438765017772929466300190968191096717210241753664405823162757545026376313216399935355512431134815563081341684838526113137035873
93442175951804367843240702709507706534359661270212781471746306335076075793136459079773169997815832970171858268570328679609731205729426373593193603942092558064661679146342246
65577272028797106628468451056810407315889731259160621493728985523917447170238499295379654926438638594418370165634404160905599695231879049922738113889961720689510190319911333
71462880232886093164103983351169439092506766281463570184763769262940782610605492413620769739013742095367635556859193568038028907575591760625722887334207073166511926204351494
58362140225204062963456417154330156805412268893678051664954439608716559911776977431251924465792377229555324672373561178823189674693398188243277596225887052515414592188526042
0273073189801909832879
 public exponent: 65537
 Validity: [From: Tue Dec 09 19:00:00 PET 2014,
              To: Sat Dec 09 19:00:00 PET 2034]

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2023-05-05T15:14:27.000Z

Version 3
Serial number 1417766617973444989252670301619537
Signature algorithm SHA384withRSA
Issuer CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6
Valid from Tue Dec 09 19:00:00 PET 2014
Valid to Sat Dec 09 19:00:00 PET 2034
Subject CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6
Public key Sun RSA public key, 4096 bits

  modulus:
60799298915816036139208031806578127454776241290454915931102661699501337
66788219808517235152336558541043148121817218060156492176352141915888736
17483597590273612331635101356385483637571315722826819292333139075043907
62379502189670633310917422060629593984572295509898867906185362595075436
18503966851990411741087884093961757824651154103921322730333090177272760
41068903992520895181595005384194687625438765017772929466300190968191096
71721024175366440582316275754502637631321639993535551243113481556308134
16848385261131370358739344217595180436784324070270950770653435966127021
27814717463063350760757931364590797731699978158329701718582685703286796
09731205729426373593193603942092558064661679146342246655772720287971066
28468451056810407315889731259160621493728985523917447170238499295379654
92643863859441837016563440416090559969523187904992273811388996172068951
01903199113337146288023288609316410398335116943909250676628146357018476
37692629407826106054924136207697390137420953676355568591935680380289075
75591760625722887334207073166511926204351494583621402252040629634564171
54330156805412268893678051664954439608716559911776977431251924465792377
22955532467237356117882318967469339818824327759622588705251541459218852
60420273073189801909832879
  public exponent: 65537

Subject key identifier ae6c05a39313e2a2e7e2d71cd6c7f07fc86753a0
Authority key identifier 041830168014ae6c05a39313e2a2e7e2d71cd6c7f07fc86753a0
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 8094640eb5a7a1ca119c1fddd59f810263a7fbd1
SHA256 Thumbprint 2cabeafe37d06ca22aba7391c0033d25982952c453647349763a3ab5ad6ccf69
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 Issuer: CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6
 SerialNumber: [    45e6bb03 8333c385 6548e6ff 4551]
 
Certificate Extensions: 4
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: AE 6C 05 A3 93 13 E2 A2   E7 E2 D7 1C D6 C7 F0 7F  .l..............
0010: C8 67 53 A0                                        .gS.
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[4]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: AE 6C 05 A3 93 13 E2 A2   E7 E2 D7 1C D6 C7 F0 7F  .l..............
0010: C8 67 53 A0                                        .gS.
]
]
 
]
 Algorithm: [SHA384withRSA]
 Signature:
0000: 83 25 ED E8 D1 FD 95 52   CD 9E C0 04 A0 91 69 E6  .%.....R......i.
0010: 5C D0 84 DE DC AD A2 4F   E8 47 78 D6 65 98 A9 5B  \......O.Gx.e..[
0020: A8 3C 87 7C 02 8A D1 6E   B7 16 73 E6 5F C0 54 98  .<.....n..s._.T.
0030: D5 74 BE C1 CD E2 11 91   AD 23 18 3D DD E1 72 44  .t.......#.=..rD
0040: 96 B4 95 5E C0 7B 8E 99   78 16 43 13 56 57 B3 A2  ...^....x.C.VW..
0050: B3 3B B5 77 DC 40 72 AC   A3 EB 9B 35 3E B1 08 21  .;.w.@r....5>..!
0060: A1 E7 C4 43 37 79 32 BE   B5 E7 9C 2C 4C BC 43 29  ...C7y2....,L.C)
0070: 99 8E 30 D3 AC 21 E0 E3   1D FA D8 07 33 76 54 00  ..0..!......3vT.
0080: 22 2A B9 4D 20 2E 70 68   DA E5 53 FC 83 5C D3 9D  "*.M .ph..S..\..
0090: F2 FF 44 0C 44 66 F2 D2   E3 BD 46 00 1A 6D 02 BA  ..D.Df....F..m..
00A0: 25 5D 8D A1 31 51 DD 54   46 1C 4D DB 99 96 EF 1A  %]..1Q.TF.M.....
00B0: 1C 04 5C A6 15 EF 78 E0   79 FE 5D DB 3E AA 4C 55  ..\...x.y.].>.LU
00C0: FD 9A 15 A9 6F E1 A6 FB   DF 70 30 E9 C3 EE 42 46  ....o....p0...BF
00D0: ED C2 93 05 89 FA 7D 63   7B 3F D0 71 81 7C 00 E8  .......c.?.q....
00E0: 98 AE 0E 78 34 C3 25 FB   AF 0A 9F 20 6B DD 3B 13  ...x4.%.... k.;.
00F0: 8F 12 8C E2 41 1A 48 7A   73 A0 77 69 C7 B6 5C 7F  ....A.Hzs.wi..\.
0100: 82 C8 1E FE 58 1B 28 2B   A8 6C AD 5E 6D C0 05 D2  ....X.(+.l.^m...
0110: 7B B7 EB 80 FE 25 37 FE   02 9B 68 AC 42 5D C3 EE  .....%7...h.B]..
0120: F5 CC DC F0 50 75 D2 36   69 9C E6 7B 04 DF 6E 06  ....Pu.6i.....n.
0130: 69 B6 DE 0A 09 48 59 87   EB 7B 14 60 7A 64 AA 69  i....HY....`zd.i
0140: 43 EF 91 C7 4C EC 18 DD   6C EF 53 2D 8C 99 E1 5E  C...L...l.S-...^
0150: F2 72 3E CF 54 C8 BD 67   EC A4 0F 4C 45 FF D3 B9  .r>.T..g...LE...
0160: 30 23 07 4C 8F 10 BF 86   96 D9 99 5A B4 99 57 1C  0#.L.......Z..W.
0170: A4 CC BB 15 89 53 BA 2C   05 0F E4 C4 9E 19 B1 18  .....S.,........
0180: 34 D5 4C 9D BA ED F7 1F   AF 24 95 04 78 A8 03 BB  4.L......$..x...
0190: EE 81 E5 DA 5F 7C 8B 4A   A1 90 74 25 A7 B3 3E 4B  ...._..J..t%..>K
01A0: C8 2C 56 BD C7 C8 EF 38   E2 5C 92 F0 79 F7 9C 84  .,V....8.\..y...
01B0: BA 74 2D 61 01 20 7E 7E   D1 F2 4F 07 59 5F 8B 2D  .t-a. ....O.Y_.-
01C0: 43 52 EB 46 0C 94 E1 F5   66 47 79 77 D5 54 5B 1F  CR.F....fGyw.T[.
01D0: AD 24 37 CB 45 5A 4E A0   44 48 C8 D8 B0 99 C5 15  .$7.EZN.DH......
01E0: 84 09 F6 D6 49 49 C0 65   B8 E6 1A 71 6E A0 A8 F1  ....II.e...qn...
01F0: 82 E8 45 3E 6C D6 02 D7   0A 67 83 05 5A C9 A4 10  ..E>l....g..Z...
 
]

The certificate in PEM format:
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vUYAGm0CuiVdjaExUd1URhxN25mW7xocBFymFe944Hn+Xds+qkxV/ZoVqW/hpvvf
cDDpw+5CRu3CkwWJ+n1jez/QcYF8AOiYrg54NMMl+68KnyBr3TsTjxKM4kEaSHpz
oHdpx7Zcf4LIHv5YGygrqGytXm3ABdJ7t+uA/iU3/gKbaKxCXcPu9czc8FB10jZp
nOZ7BN9uBmm23goJSFmH63sUYHpkqmlD75HHTOwY3WzvUy2MmeFe8nI+z1TIvWfs
pA9MRf/TuTAjB0yPEL+GltmZWrSZVxykzLsViVO6LAUP5MSeGbEYNNVMnbrt9x+v
JJUEeKgDu+6B5dpffItKoZB0JaezPkvILFa9x8jvOOJckvB595yEunQtYQEgfn7R
8k8HWV+LLUNS60YMlOH1Zkd5d9VUWx+tJDfLRVpOoERIyNiwmcUVhAn21klJwGW4
5hpxbqCo8YLoRT5s1gLXCmeDBVrJpBA=
-----END CERTIFICATE-----

 
Certificate Service Provider Name (en): BMTECH PERÚ S.A.C.  

 
CN=BMCERT Issuing CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE 

 
Service digital identity (X509)

Trade name (en) BMTECH PERÚ S.A.C.
Information URI (en ) WWW.BMTECH.PE
Service provider street
address (es)

AV JUAN DE ALIAGA 457 PISO 15 MAGDALENA DEL MAR

Service provider street
address (en)

AV JUAN DE ALIAGA 457 PISO 15 MAGDALENA DEL MAR

Service provider postal
code (es)

15076

Service provider postal
code (en)

15076

Service provider locality
(es)

LIMA

Service provider locality
(en)

LIMA

Service provider state
(es)

LIMA

Service provider state
(en)

LIMA

Service provider
country (es)

PE

Service provider
country (en)

PE

Type CA/QC
Status undersupervision
Status starting time 2024-01-08T17:34:23.000Z

Version 3
Serial number 425371093987495665044060296365740152784279575123
Signature algorithm SHA256withRSA
Issuer CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
Valid from Wed Oct 28 15:23:13 PET 2020
Valid to Sat Oct 24 15:21:07 PET 2037
Subject CN=BMCERT Issuing CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=BMCERT Issuing CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
70083381767226833867259148913116894564556403503683151147170695353990145226414146697532433654353071257085328229752285080292853659570061971181731245106728174802736147353056235
29511691112040684203842488096229652404394849368417658849256229838578102768530820034106591737480838974357566977640883568836878128206718436783541877146004524714000871007477839
74607237344292978578467735352480749381434651027810388338979441896480204311608172020592707518762951066573327639746738271216987141810044616937859802061908373522820984543162682
73482168501304449202922149923518920397619258393870274464933131657616549207642774062768743133417099413781861998518831533228429984250486825204452091869538871166548535698748438
69925033426386436744408897444244785983652979379429812205599406596430865887048852455997454491392444576337270586434263997822984981560872785453377434525838884054773673834451317
53752170752289786963177175991679385064880076240657798351327512921736856239516313010462055223413091148332444859456909947824191376714869542120870116585498436877912176436883432
11053369528964152161197577997796843614239079905557493456916016145015432825665989057962179037815172960823133241162591155134037758058785133618162676161073139054879669641276492
4269900770035966886087
 public exponent: 65537
 Validity: [From: Wed Oct 28 15:23:13 PET 2020,
              To: Sat Oct 24 15:21:07 PET 2037]
 Issuer: CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
 SerialNumber: [    4a824cae f6a78527 65e0fbfa a265d328 19141a53]
 
Certificate Extensions: 7
[1]: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
 [
  accessMethod: caIssuers
  accessLocation: URIName: https://www.bmtech.pe/certs/BMCertChain.p7b
,
  accessMethod: ocsp
  accessLocation: URIName: https://ocsp.bmtech.pe
]
]
 
[2]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: C6 D3 89 BE 0A C9 FB 3D   DF A9 F1 98 26 DE 32 FD  .......=....&.2.
0010: 02 5C 66 8F                                        .\f.
]
]
 
[3]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true

Public key Sun RSA public key, 4096 bits
  modulus:
70083381767226833867259148913116894564556403503683151147170695353990145
22641414669753243365435307125708532822975228508029285365957006197118173
12451067281748027361473530562352951169111204068420384248809622965240439
48493684176588492562298385781027685308200341065917374808389743575669776
40883568836878128206718436783541877146004524714000871007477839746072373
44292978578467735352480749381434651027810388338979441896480204311608172
02059270751876295106657332763974673827121698714181004461693785980206190
83735228209845431626827348216850130444920292214992351892039761925839387
02744649331316576165492076427740627687431334170994137818619985188315332
28429984250486825204452091869538871166548535698748438699250334263864367
44408897444244785983652979379429812205599406596430865887048852455997454
49139244457633727058643426399782298498156087278545337743452583888405477
36738344513175375217075228978696317717599167938506488007624065779835132
75129217368562395163130104620552234130911483324448594569099478241913767
14869542120870116585498436877912176436883432110533695289641521611975779
97796843614239079905557493456916016145015432825665989057962179037815172
96082313324116259115513403775805878513361816267616107313905487966964127
64924269900770035966886087
  public exponent: 65537

Subject key identifier 82a32680af81016d9d9767353b5193b759225399
CRL distribution points http://crl.bmtech.pe/root/BMCERT_ROOT_CA.crl

http://crl1.bmtech.pe/root/BMCERT_ROOT_CA.crl
Authority key identifier 041830168014c6d389be0ac9fb3ddfa9f19826de32fd025c668f
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint c0a02536be51e6cc1ad4ff894945f3cf25c5c523
SHA256 Thumbprint 586899b7b984ed86c617bcf5b8da59c155cf9e2b02a052ab3fb7e7de27539ac8
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 PathLen:2147483647
]
 
[4]: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
 [DistributionPoint:
    [URIName: http://crl.bmtech.pe/root/BMCERT_ROOT_CA.crl]
, DistributionPoint:
    [URIName: http://crl1.bmtech.pe/root/BMCERT_ROOT_CA.crl]
]]
 
[5]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.56440.1.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 30 68 74 74 70 73 3A   2F 2F 77 77 77 2E 62 6D  .0https://www.bm
0010: 74 65 63 68 2E 70 65 2F   72 65 70 6F 73 69 74 6F  tech.pe/reposito
0020: 72 69 6F 2F 43 50 53 5F   42 4D 43 45 52 54 2E 70  rio/CPS_BMCERT.p
0030: 64 66                                              df
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 82 01 5A 1E 82 01 56   00 45 00 6C 00 20 00 75  0..Z...V.E.l. .u
0010: 00 73 00 6F 00 20 00 64   00 65 00 20 00 65 00 73  .s.o. .d.e. .e.s
0020: 00 74 00 65 00 20 00 63   00 65 00 72 00 74 00 69  .t.e. .c.e.r.t.i
0030: 00 66 00 69 00 63 00 61   00 64 00 6F 00 20 00 64  .f.i.c.a.d.o. .d
0040: 00 69 00 67 00 69 00 74   00 61 00 6C 00 20 00 69  .i.g.i.t.a.l. .i
0050: 00 6D 00 70 00 6C 00 69   00 63 00 61 00 20 00 65  .m.p.l.i.c.a. .e
0060: 00 6C 00 20 00 63 00 6F   00 6E 00 6F 00 63 00 69  .l. .c.o.n.o.c.i
0070: 00 6D 00 69 00 65 00 6E   00 74 00 6F 00 20 00 79  .m.i.e.n.t.o. .y
0080: 00 20 00 61 00 63 00 65   00 70 00 74 00 61 00 63  . .a.c.e.p.t.a.c
0090: 00 69 00 F3 00 6E 00 20   00 64 00 65 00 20 00 6C  .i...n. .d.e. .l
00A0: 00 61 00 73 00 20 00 70   00 6F 00 6C 00 ED 00 74  .a.s. .p.o.l...t
00B0: 00 69 00 63 00 61 00 73   00 20 00 64 00 65 00 20  .i.c.a.s. .d.e.
00C0: 00 63 00 65 00 72 00 74   00 69 00 66 00 69 00 63  .c.e.r.t.i.f.i.c
00D0: 00 61 00 64 00 6F 00 20   00 28 00 43 00 50 00 29  .a.d.o. .(.C.P.)
00E0: 00 20 00 79 00 20 00 70   00 72 00 E1 00 63 00 74  . .y. .p.r...c.t
00F0: 00 69 00 63 00 61 00 73   00 20 00 64 00 65 00 20  .i.c.a.s. .d.e.
0100: 00 63 00 65 00 72 00 74   00 69 00 66 00 69 00 63  .c.e.r.t.i.f.i.c
0110: 00 61 00 63 00 69 00 F3   00 6E 00 20 00 28 00 43  .a.c.i...n. .(.C
0120: 00 50 00 53 00 29 00 20   00 64 00 65 00 20 00 6C  .P.S.). .d.e. .l
0130: 00 61 00 20 00 63 00 65   00 72 00 74 00 69 00 66  .a. .c.e.r.t.i.f
0140: 00 69 00 63 00 61 00 64   00 6F 00 72 00 61 00 20  .i.c.a.d.o.r.a.
0150: 00 42 00 4D 00 43 00 45   00 52 00 54 00 2E        .B.M.C.E.R.T..
 
]]  ]
]
 
[6]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[7]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 82 A3 26 80 AF 81 01 6D   9D 97 67 35 3B 51 93 B7  ..&....m..g5;Q..
0010: 59 22 53 99                                        Y"S.
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 2D 85 47 B9 AA 63 8B 15   C6 41 F9 71 66 76 76 1A  -.G..c...A.qfvv.
0010: C6 D4 32 2F 59 97 7F CD   9A 17 C4 33 70 92 DC 32  ..2/Y......3p..2
0020: 85 FB D5 1E 7C 5A 30 8D   79 05 B7 A9 D7 F2 C4 C0  .....Z0.y.......
0030: 1D AC 1A 59 21 E0 6C 0F   3F 7D 6E 81 22 5D 09 02  ...Y!.l.?.n."]..
0040: A5 40 93 9C 4B A7 55 69   49 6F D4 D3 5F 91 D9 C1  .@..K.UiIo.._...
0050: 26 63 FF EB 40 B9 18 47   BC DA 92 15 6F 2F C0 0B  &c..@..G....o/..
0060: 9C EB 85 BA AA 0F 36 AC   3A 73 10 3C F0 75 9D 31  ......6.:s.<.u.1
0070: C3 32 F4 20 BA 13 F3 F8   C1 A0 80 35 51 53 4A AA  .2. .......5QSJ.
0080: 45 FF 73 0D C1 67 94 78   F1 B7 FF 09 AF EA F3 91  E.s..g.x........
0090: 63 1F 55 DF 3D 6C 03 ED   A7 49 D6 77 1F 94 A3 1B  c.U.=l...I.w....
00A0: D1 A7 CD 1A 72 13 3C 34   7B 59 C1 9F BB 3A E9 1B  ....r.<4.Y...:..
00B0: CA 08 F6 36 AE 48 87 C3   C3 7A B0 72 05 90 8F C0  ...6.H...z.r....
00C0: 11 E6 1D 1F 68 44 38 C7   B6 F0 36 D7 5E CD 69 39  ....hD8...6.^.i9
00D0: CF 86 F0 32 17 93 6C 03   01 8E D6 62 2E 71 89 82  ...2..l....b.q..
00E0: A7 F5 8F 7C 80 42 12 AB   33 1E 0B E8 33 83 F4 AD  .....B..3...3...
00F0: 09 F0 27 51 D6 A4 C4 F8   5F B5 77 04 99 7E 42 B0  ..'Q...._.w...B.
0100: C6 B0 BC 3A 4D F8 E4 50   9F B1 05 F7 BE 06 55 A0  ...:M..P......U.
0110: 06 B2 67 95 D5 58 11 3B   6D 8A 88 1B 65 BC F9 D1  ..g..X.;m...e...
0120: E3 67 40 65 E1 6E 1C 38   F1 AC 63 63 FD 29 A8 B9  .g@e.n.8..cc.)..
0130: 9E E0 A6 4D 5B D8 CE F2   FB 4D 0E CB 2F F5 EA D0  ...M[....M../...
0140: 2A 95 32 85 4E D2 38 5E   A7 57 F7 D6 F4 35 02 D5  *.2.N.8^.W...5..
0150: 1D 13 55 A5 3B B8 C0 D5   B5 D0 8A 99 89 05 30 95  ..U.;.........0.
0160: D4 8E 91 9F BE 8B DC 5E   C3 61 95 D4 29 7A AA 26  .......^.a..)z.&
0170: 41 5F EE 96 08 3A 61 30   5E A9 A4 94 57 32 9D 18  A_...:a0^...W2..
0180: 24 84 6C C3 9C DA BA 2F   CB 56 9F 7D EF 73 BA B2  $.l..../.V...s..
0190: 1E FA 9C 76 33 98 9E 3E   18 1C 56 9D 71 69 68 04  ...v3..>..V.qih.
01A0: DE 4A 87 8A D2 B6 A9 6F   3E A3 2D 74 BA 14 F3 28  .J.....o>.-t...(
01B0: FE 1A 52 B8 08 23 50 D7   E2 AF 48 5D F7 09 6F C1  ..R..#P...H]..o.
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01C0: A6 59 18 0D 2B 7F C0 5A   05 9B 03 0E 18 9C FC 8D  .Y..+..Z........
01D0: C3 A3 0C ED A5 40 96 DD   B0 D0 13 C4 19 F4 95 5D  .....@.........]
01E0: 12 FE 7A 77 A0 BC 59 A7   BB EB 8C 3A 4A 84 02 D6  ..zw..Y....:J...
01F0: 2D 2F 53 36 1B 1E 97 2B   99 B8 0B 84 68 85 C1 2E  -/S6...+....h...
 
]

The certificate in PEM format:
-----BEGIN CERTIFICATE-----==
-----END CERTIFICATE-----

 
CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE 

 
Service digital identity (X509)

Type CA/QC
Status undersupervision
Status starting time 2024-01-08T17:14:59.000Z

Version 3
Serial number 689633183581942725133292627351136352631189817478
Signature algorithm SHA256withRSA
Issuer CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
Valid from Wed Oct 28 15:21:07 PET 2020
Valid to Sat Oct 24 15:21:07 PET 2037
Subject CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
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The decoded certificate:
[
[
 Version: V3
 Subject: CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
 Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
 
 Key:  Sun RSA public key, 4096 bits
 modulus:
80053978727546551914343035698310965021666702123734598452872906514048605214589697766323050199073556258201044077040915009959832225775426324892948571753677010523984575326057674
48973456225763855940841964255613891701906622554267347322663381067310789324195051934004026795266567876063736384738366348773958176496691560719446960722887695227877785179172574
61596907328783147345125973087493471053561727945765286680697535515570798986234449777170034164785679382554973258659979160449559141327098544085020583691664924086926789329184122
59627761013857032987808923026732913308085186053344134059792197360939740383779073117427259512277270303511764705589148552178753927335385653573689468879390171752195934352629314
93001847770180541381105411012506160296751946525523063080718959980387095984685259477683422502911661364694781732216523872247039155670710143981392128597045886246616947554933864
99201888378640596497149524321778611735443810653817108141077660187390002832513609697748943831333867058340466751668297536813911714208148655546007787741552835067790842784155766
54349523419654253321966473897101627206890635529461944934371299252608090622495341386824982710305898269749998200192075765675768103362967475171846729281035448818765734045499762
9685100862140758573507
 public exponent: 65537
 Validity: [From: Wed Oct 28 15:21:07 PET 2020,
              To: Sat Oct 24 15:21:07 PET 2037]
 Issuer: CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
 SerialNumber: [    78cc38b2 99b4562c 8379e6b9 1fd0e6a5 123e4886]
 
Certificate Extensions: 5
[1]: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: C6 D3 89 BE 0A C9 FB 3D   DF A9 F1 98 26 DE 32 FD  .......=....&.2.
0010: 02 5C 66 8F                                        .\f.
]
]
 
[2]: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
 CA:true
 PathLen:2147483647
]
 
[3]: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
 [CertificatePolicyId: [1.3.6.1.4.1.56440.1.1]
[PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.1
 qualifier: 0000: 16 30 68 74 74 70 73 3A   2F 2F 77 77 77 2E 62 6D  .0https://www.bm
0010: 74 65 63 68 2E 70 65 2F   72 65 70 6F 73 69 74 6F  tech.pe/reposito
0020: 72 69 6F 2F 43 50 53 5F   42 4D 43 45 52 54 2E 70  rio/CPS_BMCERT.p
0030: 64 66                                              df
 
], PolicyQualifierInfo: [
 qualifierID: 1.3.6.1.5.5.7.2.2
 qualifier: 0000: 30 82 01 5A 1E 82 01 56   00 45 00 6C 00 20 00 75  0..Z...V.E.l. .u

Public key Sun RSA public key, 4096 bits
  modulus:
80053978727546551914343035698310965021666702123734598452872906514048605
21458969776632305019907355625820104407704091500995983222577542632489294
85717536770105239845753260576744897345622576385594084196425561389170190
66225542673473226633810673107893241950519340040267952665678760637363847
38366348773958176496691560719446960722887695227877785179172574615969073
28783147345125973087493471053561727945765286680697535515570798986234449
77717003416478567938255497325865997916044955914132709854408502058369166
49240869267893291841225962776101385703298780892302673291330808518605334
41340597921973609397403837790731174272595122772703035117647055891485521
78753927335385653573689468879390171752195934352629314930018477701805413
81105411012506160296751946525523063080718959980387095984685259477683422
50291166136469478173221652387224703915567071014398139212859704588624661
69475549338649920188837864059649714952432177861173544381065381710814107
76601873900028325136096977489438313338670583404667516682975368139117142
08148655546007787741552835067790842784155766543495234196542533219664738
97101627206890635529461944934371299252608090622495341386824982710305898
26974999820019207576567576810336296747517184672928103544881876573404549
97629685100862140758573507
  public exponent: 65537

Subject key identifier c6d389be0ac9fb3ddfa9f19826de32fd025c668f
Authority key identifier 041830168014c6d389be0ac9fb3ddfa9f19826de32fd025c668f
Key usage keyCertSign

cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 99b7a2862ce4f72a05181601c513a1c24b8dfa34
SHA256 Thumbprint 2227929b9b1d6c32494e1cc961d320dfd3a5517156c1cd72209345222700e1c6
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0010: 00 73 00 6F 00 20 00 64   00 65 00 20 00 65 00 73  .s.o. .d.e. .e.s
0020: 00 74 00 65 00 20 00 63   00 65 00 72 00 74 00 69  .t.e. .c.e.r.t.i
0030: 00 66 00 69 00 63 00 61   00 64 00 6F 00 20 00 64  .f.i.c.a.d.o. .d
0040: 00 69 00 67 00 69 00 74   00 61 00 6C 00 20 00 69  .i.g.i.t.a.l. .i
0050: 00 6D 00 70 00 6C 00 69   00 63 00 61 00 20 00 65  .m.p.l.i.c.a. .e
0060: 00 6C 00 20 00 63 00 6F   00 6E 00 6F 00 63 00 69  .l. .c.o.n.o.c.i
0070: 00 6D 00 69 00 65 00 6E   00 74 00 6F 00 20 00 79  .m.i.e.n.t.o. .y
0080: 00 20 00 61 00 63 00 65   00 70 00 74 00 61 00 63  . .a.c.e.p.t.a.c
0090: 00 69 00 F3 00 6E 00 20   00 64 00 65 00 20 00 6C  .i...n. .d.e. .l
00A0: 00 61 00 73 00 20 00 70   00 6F 00 6C 00 ED 00 74  .a.s. .p.o.l...t
00B0: 00 69 00 63 00 61 00 73   00 20 00 64 00 65 00 20  .i.c.a.s. .d.e.
00C0: 00 63 00 65 00 72 00 74   00 69 00 66 00 69 00 63  .c.e.r.t.i.f.i.c
00D0: 00 61 00 64 00 6F 00 20   00 28 00 43 00 50 00 29  .a.d.o. .(.C.P.)
00E0: 00 20 00 79 00 20 00 70   00 72 00 E1 00 63 00 74  . .y. .p.r...c.t
00F0: 00 69 00 63 00 61 00 73   00 20 00 64 00 65 00 20  .i.c.a.s. .d.e.
0100: 00 63 00 65 00 72 00 74   00 69 00 66 00 69 00 63  .c.e.r.t.i.f.i.c
0110: 00 61 00 63 00 69 00 F3   00 6E 00 20 00 28 00 43  .a.c.i...n. .(.C
0120: 00 50 00 53 00 29 00 20   00 64 00 65 00 20 00 6C  .P.S.). .d.e. .l
0130: 00 61 00 20 00 63 00 65   00 72 00 74 00 69 00 66  .a. .c.e.r.t.i.f
0140: 00 69 00 63 00 61 00 64   00 6F 00 72 00 61 00 20  .i.c.a.d.o.r.a.
0150: 00 42 00 4D 00 43 00 45   00 52 00 54 00 2E        .B.M.C.E.R.T..
 
]]  ]
]
 
[4]: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
 Key_CertSign
 Crl_Sign
]
 
[5]: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: C6 D3 89 BE 0A C9 FB 3D   DF A9 F1 98 26 DE 32 FD  .......=....&.2.
0010: 02 5C 66 8F                                        .\f.
]
]
 
]
 Algorithm: [SHA256withRSA]
 Signature:
0000: 24 5D E5 DC 5B 8F 13 A8   0F 3F 78 72 AE 32 92 CC  $]..[....?xr.2..
0010: 70 55 D6 0B C0 03 5C FE   7A 95 B6 9C C0 22 50 EA  pU....\.z...."P.
0020: D9 1C 72 64 8A 18 0E 4A   04 5C 90 14 4E 9A 47 6E  ..rd...J.\..N.Gn
0030: 79 8D 64 56 6B 88 D5 7A   6C B8 B9 20 58 A4 E5 80  y.dVk..zl.. X...
0040: 38 7A FC C6 FC 81 31 06   1E BF 50 42 ED CC FD 0C  8z....1...PB....
0050: ED B7 A3 84 2A 62 39 07   C4 7D E0 07 F2 E7 EB 20  ....*b9........
0060: 4B 58 24 B9 A1 7C 1B E5   1D 11 E4 83 3C 9B 80 C2  KX$.........<...
0070: F0 FB C5 43 AE C8 C0 10   79 35 9B A3 8E 30 02 39  ...C....y5...0.9
0080: 6F A9 0F 38 B7 56 7D B6   B0 35 F7 57 9B 20 76 17  o..8.V...5.W. v.
0090: D5 3B 5E 44 B7 64 0B D3   52 67 E8 F6 A7 95 3D E7  .;^D.d..Rg....=.
00A0: 9D 73 AF 06 4C 33 7E C8   04 0A 47 3C 32 D0 04 4F  .s..L3....G<2..O
00B0: E5 89 81 38 8B 8A 17 30   D5 07 EA 1A D8 83 F6 EF  ...8...0........
00C0: 76 4F BC 89 0B 61 24 D2   28 4D 9D DB 2D D8 F4 49  vO...a$.(M..-..I
00D0: 20 A5 3B 05 15 46 E9 45   DB DB 55 0C D1 D0 8E B4   .;..F.E..U.....
00E0: CB 1A 59 EB CF DA E9 8A   91 6B B7 E7 DF D1 07 06  ..Y......k......
00F0: A1 46 11 38 F0 6A 9A 33   2D C4 9F B0 CE 7D D7 02  .F.8.j.3-.......
0100: 08 20 38 C9 91 4B C6 84   11 ED 16 78 BD EB 28 38  . 8..K.....x..(8
0110: 5B AC A2 10 74 59 D0 38   11 79 CD 96 DF 52 20 C0  [...tY.8.y...R .
0120: E9 D1 F4 75 71 F6 E4 13   58 60 26 CE F5 93 C4 F1  ...uq...X`&.....
0130: 1C 00 E3 01 D5 B0 4B C2   FE 17 C7 91 DA E4 88 AE  ......K.........
0140: FF 96 C3 DA 21 EC B3 3C   04 77 A2 AE 25 0B 20 4E  ....!..<.w..%. N
0150: CB 84 54 4C C6 37 FB 44   33 53 31 83 33 D6 D4 BF  ..TL.7.D3S1.3...
0160: 15 50 47 A0 8B 61 1A 35   B7 C5 21 7D 73 2C E6 98  .PG..a.5..!.s,..
0170: 0A 60 2E 22 F2 35 99 E1   3D B2 9E 60 DC 33 13 C2  .`.".5..=..`.3..
0180: 04 A7 60 BE EB CC 52 43   63 05 EB F2 26 67 2F 7B  ..`...RCc...&g/.
0190: EC EC 49 AD D1 E9 86 21   D4 F3 D3 20 C2 90 10 24  ..I....!... ...$
01A0: 61 0F E9 92 8C DC 03 9D   8B C6 0D F5 BB B0 5B 3C  a.............[<
01B0: 51 A6 E3 6D B8 A8 C2 7D   94 BA 39 62 2B 32 00 55  Q..m......9b+2.U
01C0: C2 9B 8C 4D 19 B5 A0 95   1B 07 2B B5 48 D5 95 C6  ...M......+.H...
01D0: 67 0D 36 31 E1 3B 6C 94   31 CD D6 C9 B6 36 C7 D6  g.61.;l.1....6..
01E0: E6 B2 EB 1D 8E 94 FA AF   40 FA 46 3C 2E D9 88 4F  ........@.F<...O
01F0: 74 5B D7 E7 9A 9E 11 95   83 CD 92 03 E2 8E 40 27  t[............@'
 
]

The certificate in PEM format:
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-----END CERTIFICATE-----
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