Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

Perl (Peru): Digital Certificate Services Providers

Scheme name (es)

Official Register (ROPS)

PE:Registro Oficial de Prestadores de Servicios de Certificacion Digital bajo la Infraestructura Oficial de Firma
Electrénica de acuerdo a la LEY N° 27269

Scheme name (en)

PE:Digital Certificate Services Providers Official register under the Official Framework Electronic Signatures in
compliance with law N° 27269

Legal Notice (es)

El marco legal aplicado a la presente implementacion del ROPS es la Ley N°27269, Ley de Firmas y Certificados
Digitales y su Reglamento, aprobado por el Decreto Supremo 052-2008-PCM y modificado por el Decreto
Supremo 070-2011-PCM, y las Guias de Acreditacion.

Legal Notice (en)

The applicable legal framework for the present ROPS implementation of the Trusted List is the law N°27269, law
of Digital Signatures and Certificates and its Regulations (Supreme Decree 052-2008) and ammended by
Supreme Decree 070-2011-PCM, and the Accreditation Guidelines.

Scheme territory

Scheme status
determination approach

Issue date

Next update
Historical information
period

Sequence number

Scheme information
URIs

Scheme operator name
(es)

Scheme operator name
(en)

Scheme operator street
address (es)

Scheme operator street
address (en)

Scheme operator postal
code (es)

Scheme operator postal
code (en)

Scheme operator
locality (es)

Scheme operator
locality (en)

Scheme operator state
(es)
Scheme operator state
(en)

PE
appropriate

2024-01-08T19:24:40.458Z
2024-07-08T14:24:40.459Z
3653 days

25

http://www.iofe.gob.pe/
http://www.iofe.gob.pe/en/

Scheme Operator

INSTITUTO NACIONAL DE DEFENSA DE LA COMPETENCIA Y DE LA PROTECCION
DE LA PROPIEDAD INTELECTUAL - INDECOPI

NATIONAL INSTITUTE FOR THE DEFENSE OF COMPETITION AND PROTECTION OF
INTELLECTUAL PROPERTY

CALLE DE LA PROSA 104

CALLE DE LA PROSA 104

LIMA 41

LIMA 41

SAN BORJA

SAN BORJA

LIMA

LIMA
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Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

Scheme operator PE
country (es)
Scheme operator PE

country (en)

Scheme operator

contact http://iofe.indecopi.gob.pe

mailto:iofe_sgaac@indecopi.gob.pe
Certificate Service Providers (PSC's)

Certificate Service Provider Name (en): REGISTRO NACIONAL DE IDENTIFICACION

Y ESTADO CIVIL
Trade name (en) RENIEC
Information URI (en ) HTTP://WWW.RENIEC.GOB.PE

Service provider street  AV. BOLIVIA 144 TORRE CENTRO CIVICO
address (es)

Service provider street  AV. BOLIVIA 144 TORRE CENTRO CIVICO
address (en)

Service provider postal  LIMAO1

code (es)

Service provider postal  LIMAO1
code (en)

Service provider locality LIMA
(es)

Service provider locality LIMA
(en)

Service provider state LIMA
(es)

Service provider state LIMA
(en)

Service provider PE
country (es)

Service provider PE

country (en)

SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Ill CA, OU=RENIEC Certification Authority,
=Registro Nacional de Identificacién y Estado Civil, C=PE

Type CA/QC

Status undersupervision

Status starting time 2012-01-19T18:22:13.000Z

Service digital identity (X509)

Version 3

Serial number 428615119675287220864505477247851118594377606493

Signature algorithm SHA1withRSA

Issuer CN=RENIEC Certification Authority, O=Registro Nacional de Identificacion y Estado
Civil, C=PE

Valid from Wed Jul 21 17:45:32 PET 2010

Valid to Sat Jul 18 17:45:32 PET 2020

Subject SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Ill CA, OU=RENIEC

Certification Authority, O=Registro Nacional de Identificacion y Estado Civil, C=PE
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Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
81840250607529923946313763098980784333900879154578808727714083680357843
64345879548767445200282566378711148940768917407358633453139140391569500
60325202769070793156152265318017726603636565466561561392504755777764233
54967748700878972678222256596932289277384594974841086946665946612185842
66334955512342611037939699329888902671200121025037302713613130526180602
92457067600325046187572471020460481743913815400714652320432989584053225
91304035180888164936705658113651449317062571167953687831746289088315087
39810608805542178786400877626069176820781260645478990825957262810667870
71475832935115588709859760056782398552643294404533086560312975439252436
82249519974613774764012972314912458163979156972705451310085375220657750
98052534488798747647186162567637970033421493519086499976106802238837133
11287833824460286278174765392386562908577270531724723663795072825282576
52597515411540033515199926327389348387601247656450377361985453739096645
05050101667246721482228725458892749811800214564832563113604138616014320
41905800398231661500777093219196458478862956514566588996993303493808370
91845043922288645794806074792931564212551488935522668876882537857607789
37757637161222769636516043369803858901672191073904751668163123975810855
74487321264714261513760879
public exponent: 65537

096ed2d93fd5c84ebblc69e04e2ac864fh41f3fd

http://crl.reniec.gob.pe/arl/caservices01.crl
041830168014b232d021aa7affbf7eaaObl13e6bff3b527dc0323

CA=true; PathLen=unlimited
464c4d1b124d87c6cdcd8531418557773245a814
6a74208eb9491508e2fa445259476f2296c45ad4d221e29299404e26a90031d7

Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Il CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
Signature Algorithm: SHA1IwithRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 4096 bits
modulus:

81840250607529923946313763098980784333900879154578808727714083680357843643458795487674452002825663787111489407689174073586334531391403915695006032520276907079315615226531801
77266036365654665615613925047557777642335496774870087897267822225659693228927738459497484108694666594661218584266334955512342611037939699329888902671200121025037302713613130
52618060292457067600325046187572471020460481743913815400714652320432989584053225913040351808881649367056581136514493170625711679536878317462890883150873981060880554217878640
08776260691768207812606454789908259572628106678707147583293511558870985976005678239855264329440453308656031297543925243682249519974613774764012972314912458163979156972705451
31008537522065775098052534488798747647186162567637970033421493519086499976106802238837133112878338244602862781747653923865629085772705317247236637950728252825765259751541154
00335151999263273893483876012476564503773619854537390966450505010166724672148222872545889274981180021456483256311360413861601432041905800398231661500777093219196458478862956
51456658899699330349380837091845043922288645794806074792931564212551488935522668876882537857607789377576371612227696365160433698038589016721910739047516681631239758108557448

7321264714261513760879

public exponent: 65537

Validity: [From: Wed Jul 21 17:45:32 PET 2010,
To: Sat Jul 18 17:45:32 PET 2020]

Issuer: CN=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
SerialNumber: [ 4b13c445 a3676f89 cc037a45 67234567 1237655d]

Certificate Extensions: 5
[1]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: B232 D021 AA7TAFFBF 7TEAAOB13E6BFF3B5 .2.lz.........
0010: 27 DC 03 23 L#

1
]

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.reniec.gob.pe/arl/caservices01.crl]

1

[4]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [2.5.29.32.0]
[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 72 65 6E .#http://lwww.ren
0010: 69 65 63 2E 67 6F 62 2E 70 65 2F 72 65 70 6F 73 iec.gob.pe/repos

0020: 69 74 6F 72 79 itory
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11
]

[5]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 09 6E D2 D9 3F D5 C8 4E BB 1C 69 E0 4E 2A C8 64 .n N..i.N*.d
0010: FB 41 F3 FD A

1
]

1

Algorithm: [SHA1withRSA]

Signature:

0000: 0D 24 5D DD 8B BF F5 81 FE FB 6C OE AD 56 1B 07 .$].
0010: 99 1A D8 1F CE 36 02 83 0B D6 C1 4F 44 3C 12 40
0020: 71 5B 9C B6 B9 36 914D 28 E1 D2 65 DA 8B 8AF5 ([...6.M(..e....
0030: F2 11 B1 BF 07 60 E3 24 C6 A3 78 91 OE 0B 61 2E “$.x..a.
0040: E2 028862 FB 7TE08 1A DB E8 80 AB03 A40817 ..
0050: EF AB AD 81 FA 67 28 AD 0B 08 4F 55 6F 42 1A FF ...
0060: 3E 8D CC B5 A30F D629 C6 EB EB FB 3C 68 33 D0 > ..<h3.
0070: 7998 20 D1 5A 31 8B 74 3F 535D 41 D8 96 13 C6 y. .Z1.t?S]A....
0080: 5F 1E 6D 05 EA 22 A4 81 94 38 61 69 2C 5B 70 B1 _.m.."...8ai,[p.
0090: A4 FO 7B 8F 6F F6 8C 72 7E F8 3081 7B OF D7 7D . 0.....
00AO0: 7A 3B 56 37 EO 78 A6 CA 57 96 D6 1D 73 81 3A 39 z,V7.x.W...s.:9
00BO: B6 68 45 61 B7 F1 7D BO ES5 2F 9F 36 10 F8 12 A0 .hEa...../.6....
00CO0: A8 C5 4520 AB5C 92 B3 86 C8 0C DA9C FC 1503 ..E .
00DO0: 56 73 29 CD E3 B5 6D E4 E2 7E 2E 4A A1 44 A5 B4 Vs)..m...J.D..
00EO0: 24 20 9C BD D093 7130 50 E1 7244 8A38A5D6 $...qOP.rD.8..
00F0: 83 DO DO C9 BD 25 BF 50 04 C2 D6 1F B4 0B BO A7 ....%.P........
0100: D8 37 78 6B 84 8C C5 9B DF A1 4B 30 61 03 F8 EQ .7xk......K0a...
0110: C7 C6 D3 C1 F6 1CB7 6E 77 DS FA3BABOBFBD 58 .. :
0120: 34 6D 82 DF E6 E7 B8 41 12 8AE7 27 FC 2B 14 F1 4m
0130: 3F A37ABE 8C 0C B104 5C DB 19 A3 D7 5A 8F F3 ?,
0140: 1032 1IFE6 7D 657D C1 0B A4 1D 5D E0 B2 0C BD .2.
0150: 32 DD 9F F8 12 96 4AFO 84 7398 8F 03 8E C4 34 2.....
0160: DC C3C92D50595D 35 E68D213D8E455001 ...
0170: 42 B2 78 03 2F 06 36 37 AF E1 EB F7 4B CE 03 D3 B.x./.67 .
0180: A7 OF DA 92 8C 46 87 39 6E 6F A0 7789924259 ..... F.9no.w..BY
0190: AB CO 76 7D 1A 07 34 28 20 6D B5 3D 14 4E 6A C1 ..v..4(m.=.N;.
01A0: 1A 93 7D 44 5E BA AC 68 A1 EAFD 66 18 3E 18 5A ..DM.h..f.>.Z
01BO0: 4B A4 A9 B5 08 5E 9D D5 68 B6 E0 40 19 E2 5E F8 K... .h.@.. .
01C0: 57 8B A1 2B 3F9C 22 EC C567 DO FB 14 F1 AF AA W..+2."
01D0: EB CA 06 CA 9D 94 49 B8 BD 4501 132D 98 DF 5C ......|..E.
01EO: 04 E7 A0 A6 F1 9535 A0 EAOF 95 FE 48 234E DD .....5....H#N.
01F0: 6E 55 3B 00 8282 1B 23 F3 6D C4 E4 CF 7C 36 66 nU;...#.m....6f

1
The certificate in PEM format:

MIIGizCCBHOgAWIBAgIUSXPERaNNb4nMA3pFZyNFZxI3ZVOwDQYJKoZIhveNAQEF
BQAWdDELMAKGA1UEBhMCUEUxPDA6BgNVBAOMM1JIZ2IzdHJIVIEShY 2lvbmFsIGRI
|IEIkZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZpbDEnMCUGALUEAwweUKVOSUVD
IENIcnRpZmljYXRpb24gQXV0aG9yaXR5MB4XDTEWMDcyMTIyNDUzMIoXDTIwMDcx
ODIyNDUzMlowga0xCzAJBgNVBAY TAIBFMTwwOgYDVQQKDDNSZWdpc3RybyBOYWNp
b25hbCBkZSBJZGVudGImaWNhY2nDs24geSBFc3RhZG8gQ2I2aWwxJzAIBgNVBAsSM
HIJFTKIFQyBDZXJ0aWZpY 2F0aW9ulEF1dGhveml0e TECMBoGALTUEAWWTUKVOSUVD TANBgkq
hkiGO9WOBAQUFAAOCAJEADSRA3Yu/9YH++2wOrVYbB5ka2B/ONgKDC9bBTOQBEKBxX
W5y2uTaRTSjhOmXaidr18hGxvwdg4yTGo3iRDgthLulCiGL7fgga2+iAqwOkCBfv
62B+mcorQsIT1VvQhr/Po3MtaMP1inG6+v7PGgzOHmMYINFaMYtOP1NdQdiWESZf
HmMOF6iKkgZQ4YWksW3CxpPB7j2/2jHJ++DCBew/XfX07VjfgeKbKV5bWHXOBOjm2
aEVht/F9sOUvnzY Q+BKgqMVFIKtckrOGyAzanPwWVA1ZzKc3jtW3k4n4uSqFEpbQk
1Jy90INXMFDhckSKOKXWg9DQybO0IlvIAEWtYftAuwp9g3eGUEjMWh36FLMGED+ODH
xtPB9hy3bnfV+jqwv71YNG2C3+bnuEESiucn/CsU8T+jer6 MDLEEXNsZ09daj/MQ
Mh/mfWVOwQukHV3gsgy9Mt2f+BKWSVCEC5iPA47ENNzDyS1QWV01500hPY5FUAFC
sngDLwY2N6/h6/dLzgPTpw/akoxGhzlub6B3iZJCWavAdn0aBzQolG21PRROasEa
k31EXogsaKHg/WYYPhhaS6SptQhendVotuBAGeJe+FeLoSs/nCLsXWfQ+XTxrérr
ygbKnZRJUL1FARMtMN9cBOegpvGVNaDgD5X+SCNO3W5VOwCCghsj823E5M98NmY=
----- END CERTIFICATE-----

SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class lll High Grade CA, OU=RENIEC Certification
Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
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Type
Status
Status starting time

CA/QC
undersupervision
2012-01-19T17:37:40.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[
[

Version: V3

3
428615119675287220864505477247851118594377606494
SHA256withRSA

CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacion
y Estado Civil, C=PE

Wed Jul 21 17:53:35 PET 2010
Sat Jul 18 17:53:35 PET 2020

SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Ill High Grade CA,
OU=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado
Civil, C=PE

Sun RSA public key, 4096 bits
modulus:
10322105508640716486498782637964411902040075877659293686819537442119967
90198559469363433948119026557131564217264038114236654465109984448701066
57327739989265155048137894717824923489000116795001823471329776863115893
79191207442943722880115906608364151205910856438899039819433679498150068
58541410731378550930809959545791252362061612810349018782500176172439508
65888401351192133299482515524450876533706809094507055182112858278666647
50167913071499520414334317705406777532352233563609957637716353021813128
39192083164063710422114590210924970315955151673408823933185509708199977
64954167345695225699734009896079760965709551993104756699154791665401456
98590796704968270876708899456859948320992522365292317414889303214513754
51169347909073013427235469462201077019577054716666251994245762335652933
27168516365376870407749571031703990679421161853926235045283053838781593
77134089118251367837457997183411577316745948798059174363659617566353325
28850405894565167605886151298141177047189127253794293830836890748495148
37543364788482892884714902516889886748087484548251195582049997405932245
06877804163692977420904986783799379682138975642551669568655163020248815
91937451459839220628505541218415934721741868284138524183361439927043715
769049142885762476827032827
public exponent: 65537

12343c6172d19d8acc455c001d970dcaa8c91f4f

http://crl.reniec.gob.pe/arl/hgcaservices01.crl
04183016801446b5e85h679913828d060c6eff424a9e098d95a6

CA=true; PathLen=unlimited

857f8dbfa9da2d300bd979eh6a8ff70a67882121
aa5d2081555e7ef4aae96001866e848ee1b17bf34a997d5966b62e9220d4e802

Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Ill High Grade CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

10322105508640716486498782637964411902040075877659293686819537442119967901985594693634339481190265571315642172640381142366544651099844487010665732773998926515504813789471782
49234890001167950018234713297768631158937919120744294372288011590660836415120591085643889903981943367949815006858541410731378550930809959545791252362061612810349018782500176
17243950865888401351192133299482515524450876533706809094507055182112858278666647501679130714995204143343177054067775323522335636099576377163530218131283919208316406371042211

459021092497031595515167340882393318550970819997764954167345695225699734009896079760965709551993104756699154791665401456985907967049682708767088994

0992522365292317

41488930321451375451169347909073013427235469462201077019577054716666251994245762335652933271685163653768704077495710317039906794211618539262350452830538387815937713408911825
13678374579971834115773167459487980591743636596175663533252885040589456516760588615129814117704718912725379429383083689074849514837543364788482892884714902516889886748087484
54825119558204999740593224506877804163692977420904986783799379682138975642551669568655163020248815919374514598392206285055412184159347217418682841385241833614399270437157690

49142885762476827032827

public exponent: 65537

Validity: [From: Wed Jul 21 17:53:35 PET 2010,
To: Sat Jul 18 17:53:35 PET 2020]

Issuer: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
SerialNumber: [ 4b13c445 a3676f89 cc037a45 67234567 1237655¢]

Certificate Extensions: 5

[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [

0000: 46 B5 E8 5B 67 99 13 82 8D 06 0C 6E FF 42 4A 9E F.[g......n.BJ.
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0010: 09 8D 95 A6
1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.reniec.gob.pe/arl/hgcaservices01.crl]

1

[4]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierInfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 72 65 6E .#http://www.ren
0010: 69 65 63 2E 67 6F 62 2E 70 65 2F 72 65 70 6F 73 iec.gob.pe/repos

0020: 69 74 6F 72 79 itory

11
1

[5]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 1234 3C 6172 D1 9D 8A CC455C 001D 97 0D CA .4<ar...E\.....
0010: A8 C9 1F 4F .0

1
1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 07 CD AD 9D 86 6E 50 09 F4 A28321C9723DC7 ...
0010: 2B D7 D3CACB C51D 72 D7 7A 00 BC 64 9D 67 EA ..
0020: 40 5E 11 D4 4E B1 D6 3D DB B4 D1 70 7D FO 43 FF @”..N..=...p..C.
0030: D9 D4 01 8E FD 4D B5 E3 52 97 F5 89 8F C33F 06 ....M..R
0040: 1C9C D2 625481 1C32 D1BES59E53B6350C6 ...
0050: 7D 03 D9398C 61 DCIC 379C 78 A22A 73 7E1C ..9.a.7.x.*s..
0060: 73 84 BF 9F EA AF E8 01 01 28 25 FF 02 98 3A 46 s.
0070: D3 9D 94 4D B9 15 2E A5 EA EC D9 D2 82 33 C4 56
0080: D2 A192 8A8C3AF83D FAOA5057C1721713 .
0090: D4 CF A3 65 6E 3D CD 5D 63 A2 07 B7 8C 43FB 9D ...en=.
00A0: 43 1A 7463 FACB FD9C F7 19 F9 COAE 1AF75B Citc...
00B0: CEE08C 6D 76 E7 2B B9 9A 7A D7 57 FB 47 A0 81 ..mv.
00CO0: 86 4C 29 A8 11 DA 3B 78 BC DA BO 2F 17 A9 A7 DA .L).
00D0: 57 05E032 D8 FOB171 982667 A892681119 W..2
00EO: 9D A5 F54A 7C D689 C9 2E 032562 390C C765 .
00F0: 83 2C 18 ED 8F 46 A0 68 951204 FCDB 76 9191 .,..F.h....v..
0100: 72 3A 48 483044 1C C8 AB55DD 14 11 96 D3 C1 r:HHOD...U......
0110: 25 35 A0 8B D1 25 4A C5 5B 84 FO CO 10 B5 2D 2A %5...%J.
0120: 11 9B FB 57 B1 BD AE C8 A3 28 6F 4C 83 83 E6 AA ..W.....(oL....
0130: 04 C6 E2 1B EABE 4A0A EF 97 9A 89 6F 53 77 BD ... ...0Sw.
0140: 7D A1 44 00 DA 26 BO 6D C4 CC 9E A3 D0 32 7B 9F ..D..&m .
0150: 59 B8 AC 46 53 5D C9 46 2D 559A 84 E28C AC 22 Y.FS].F-U..."
0160: C7 AD 9A 34 84 C5 9D A7 8C 42 F9 CC 84 04 9F 4A ..4...B..... J
0170: DE 2C 4B AAD4 C8 8B D7 3D 8565 D7 E2 3F 62 A0 .,K
0180: 78 7E 11 B6 55 65 A4 9B 04 8F 4C 7B BD 8A 05 20 x...Ue.. .
0190: FC 28 31 38 B9 25 A8 4A 8B 56 23 17 2F AA D2 42 .(18.%.J.V#./..B
01A0: 91 9D 61 A7 62 B3 8AFE 83 FF F6 BOE9 A0 18 15 .
01B0: A7 64 17 7510 89 9A 6D 9D 68 F7 E2 1D DD 7E DE .d.u..m.h......
01CO0: 47 AC 2F 82 DC 4D D6 74 28 76 FA 1533 B146 EO G./.M.t(v..3.F.
01D0: 81 8B5A 2040 C9F29D A9ED 238FF00F 6382 .Z@
01EO: 45 0A D2 BC 27 BF 65 EE OF E6 67 OE E4 C99D B7 E...'
01F0: B4 48 B3 14 C2 2456 5F 2C5C 83 152D 15A2F6 .H..$V_\..-...

1

MIIGozCCBIlugAwIBAgIUSXPERaNNb4nMA3pFZyNFZxI3ZV4wDQYJKoZIhveNAQEL
BQAWfZELMAKGALUEBhMCUEUXPDA6BgNVBA0OMM1JI1Z2IzdHIVIEShY 2lvbmFsIGRI
|IEIkZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZpbDEyMDAGALUEAwWwWpUKVOSUVD
IEhpZ2ggR3IhZGUgQ2VydGImaWNhdGIvbiBBdXRob3JpdHkwHhcNMTAWNzIXMjI1
MzM1WhcNMjAWNZE4MjI1MzM1WjCBuDELMAKGA1IUEBhMCUEUXPDAG6BgNVBAOMM1JI
Z2IzdHJIVIE5hY 2lvbmFsIGRIIEIKZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZp
bDENMCUGALUECwweUkVOSUVDIENIcnRpZmljYXRpb24gQXV0aG9yaXR5MScwJQYD
VQQDDB5SRU5JRUMgQ2xhc3MgSUIJIEhpZ2ggR3JhZGUgQOEXGTAXBgNVBAUMEFIV
QzogMjAyOTU2MTM2MjAwggliMAOGCSGGSIb3DQEBAQUAA4ICDWAWGGIKACICAQDY
A82DjJizVgZJaCyeFBnyxkM4p6RtO61Bo6bIHrziFg09acGhjD6q7vpNfnlVPIM/
vwWVNhmvwBLdPOu3zslpq9mA8/5ebPdAOJFH5VbKED]GLIkgyc/PwOotzHuY+HDJ8
5SKOLhCbeRgXREZaRnQdY9qN9cZpJO+vPcl5LYulUUGWEU+WwfMQDHXE3047T33A5
7VG3mvcZjlgXehalbPnPi3KX4BHEUFI7KB5Mcoy2TSTrZKpQd63ecse1ROOPIj+7
f2eRuwCebQMJIKYhPtYwJfOEADSIIGQxaX1p7V/ODsgllrZF8Sk9xp6hBYS5yF/EJT
33ZcISFMBDJdnxaYhIPO3ftdNvnWM8BWilrm55NBL4ATg4t32ZSf6FOQFDI2c7hw
YE62JY(qTgZ8ebolgPCWrVK5tI2frOmFIUo0ohvKdCFYzUSrvpzuDW7VhSLzggNSs
e0X31tXfJ/CCekQoJFMePqfD/Ux3neYC4wVZrILiSerO32d/NgestAL3XzsH3D5Z
TaxpXO0ltjiCnlu4uphuzDH4j34LN3s4QIEK6WtKsqPagDA0i89vB+XQugqOHXIPOn
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COSlcyCUTukt2JOeB05E7ax303Ccs/N4c5LRrsusB3mzd7UMESRE4XRFvd06xjZv
7165FM9UEEMyCj6GDRK5065JJDWAUtg5gxE5ab08+wIDAQAB0o4HCMIHZMASGALUd
EWEB/WQFMAMBAf8WHQYDVROOBBYEFBIOPGFy0Z2KzEVcAB2XDcgoyRIPMBBGA1Ud
IwQYMBaAFEa16FtnmROCjQYMbvOCSp4JiZWmMEAGA1UdHWQ5MDcwNaAzoDGGL2h0
dHA6Ly9jcmwucmVuaWVjLmdvYiswZS9hcmwvaGdjYXNIcnZpY2VzMDEuUY3JsMEQG
A1UdIAQIMDswOQYEVROgADAXMC8GCCsGAQUFBwIBFiNodHRwOI8vd3d3LnJlbmll
Yy5nb2lucGUvemVwh3NpdG9ye TANBgkghkiGOWOBAQsFAAOCAQEAB82tnY ZUuUANO
00MhyXI9xyvX08rLxR1y130AvGSdZ+pAXhHUTrHWPduOOXB9I8EP/2dQBjv1NteNS
1/WJj8M/BhycOmJIUgRwy0b5Z5TtjUMZ9A9k5jGHenDeceKlqce34cc4S/n+qv6AEB
KCX/Apg6RtOdIE25FS616uzZ00lzxFbS0ZKKjDr4PfoKUFfBchcTIM+jZW49zV1j
0ge3jEP7nUMadGP6y/2c9xn5wK4a91vO4ixtducruZp611f7R6CBhkwpgBHaO3i8
2rAvF6mn2IcF4DLY8LFxmCZngJJoERmdpfVKfNalyS4DIWISDMdIgywY7Y9GoGiV
EgT823aRkXI6SEgwRBzIq1XdFBGWOBEINaCLOSVKXVUEBMAQISOqEZV7V7GIrsij
KG9Mg4PmagTG4hvgvkoK75eaiw9Td7190UQA2iawbcTMngPQMnufWwbisRINdyU Yt
VZqE4oyslsetmjSExZ2njEL5zIQENOreLEuq1MiL1z2FZdfiP2KgeH4RtIVIpJSE
jOX7vYoFIPwoMTi5JahKilYjFy+qOkKRNWGNYrOK/oP/9rDpoBgVp2QXdRCImm2d
aPfiHd1+3kesL4LcTdZOKHb6FTOXRUCBilogQMnynantl4/wD2OCRQrSvCe/Ze4P

5mcO5Mmdt7RIsxTCIFZfLFyDFSOVovY=

SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Il High Grade CA, OU=RENIEC Certification
Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE

Type
Status
Status starting time

CA/QC
undersupervision
2012-01-19T16:49:31.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:

3
428615119675287220864505477247851118594377606492
SHA256withRSA

CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacion
y Estado Civil, C=PE

Wed Jul 21 17:36:51 PET 2010
Sat Jul 18 17:36:51 PET 2020

SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Il High Grade CA,
OU=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado
Civil, C=PE

Sun RSA public key, 4096 bits
modulus:
66530449338922445472305525839440217278274410524465983445852205298698590
80756260943945495710405079660020378520959903942124213059222541708527991
13151448879155014256345541410785909426710180892901794298810705848775648
46263577598691423538839300030692161348626780079589202439268135739040151
70698553667191579627100308836350783225953309187161820785072591983726838
96046394809347008080997237745455462182986068574368145469552618466880034
08406824432067444984309066343139318238474738647731630372472137477766691
33471156987522748833187387854461539994517415031451704193494356040446862
40559977829723727855421850538998027237169917437849204106293777132340367
31766998266041425699306973661031894488093814750213604656202468809710681
07586696660465191227871975035641697942265257401118431137586148108961144
26952209439386083547076503847181894028010260350034686261696148452245109
44725376456150180495996777841873182271647716986269346467307749108780135
54416503231680324751538291288114231559950311561770180344311213821409232
17012897485736425056523806025665876613749693008422026785889949358565156
62174578818618460112970375341171509350497216463840574776181750105854141
01605521488719311480892706868003328896637982956124519572961631610394243
65351153851505845285012639
public exponent: 65537

edde7c4b32741e3c5882b220beac25fa5d558086

http://crl.reniec.gob.pe/arl/hgcaservices01.crl
04183016801446hb5e85b679913828d060c6eff424a9e098d95a6

CA=true; PathLen=unlimited
10e4f809de0f1lc9acc730db45b991a9e0748614f
ba35edfd1f811efadf7401ed2c765706a22595824a9730ee8ab19acf8ffa063f
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[

[

Version: V3

Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Il High Grade CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:
66530449338922445472305525839440217278274410524465983445852205298698590807562609439454957104050796600203785209599039421242130592225417085279911315144887915501425634554141078
59094267101808929017942988107058487756484626357759869142353883930003069216134862678007958920243926813573904015170698553667191579627100308836350783225953309187161820785072591
98372683896046394809347008080997237745455462182986068574368145469552618466880034084068244320674449843090663431393182384747386477316303724721374777666913347115698752274883318
73878544615399945174150314517041934943560404468624055997782972372785542185053899802723716991743784920410629377713234036731766998266041425699306973661031894488093814750213604
65620246880971068107586696660465191227871975035641697942265257401118431137586148108961144269522094393860835470765038471818940280102603500346862616961484522451094472537645615
01804959967778418731822716477169862693464673077491087801355441650323168032475153829128811423155995031156177018034431121382140923217012897485736425056523806025665876613749693
00842202678588994935856515662174578818618460112970375341171509350497216463840574776181750105854141016055214887193114808927068680033288966379829561245195729616316103942436535
1153851505845285012639
public exponent: 65537
Validity: [From: Wed Jul 21 17:36:51 PET 2010,

To: Sat Jul 18 17:36:51 PET 2020]
Issuer: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacion y Estado Civil, C=PE
SerialNumber: [ 4b13c445 a3676f89 cc037a45 67234567 1237655¢]

Certificate Extensions: 5

[1]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 46 B5 E8 5B 67 99 13 82 8D 06 OC 6E FF 42 4A 9E F..[g...... n.BJ.
0010: 09 8D 95 A6

1

]

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.reniec.gob.pe/arl/hgcaservices01.crl]

1

[4]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 72 65 6E #http://www.ren
0010: 69 65 63 2E 67 6F 62 2E 70 65 2F 72 65 70 6F 73 iec.gob.pe/repos

0020: 69 74 6F 72 79 itory

11
]

[5]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: ED DE 7C 4B 32 74 1E 3C 58 82 B2 20 BE AC 25 FA ... K2t.<X....%.
0010: 5D 55 80 86 JU..

1
]

1

Algorithm: [SHA256withRSA]

Signature:

0000: 55 1C 2F CE 31 08 1IE 48 B2 E3B5CA850560CD U.[1.H......".
0010: F7 F7 60 F7 74 CB 6C E7 7AEE 109096 525552 ..".t.l.z...RUR
0020: 53 40 9323 E9 DC 9E 10 8B D8 12 68 41 3F 80 29 S@.#.
0030: 9D 19 40 50 3E F7 8D B7 A6 BD E8 75 F4 794B 9D ..@P>.
0040: 51 71 45 65 1B FF 39 D8
0050: D7 0C B6 85 1E 25 C6 BD F9 6512 FO 83 DD B6 35 .....%...e.
0060: BO B6 00 6E C9 FAA4 D7 49 CCCC1AEDD6AD31 ..n...l...1
0070: 0D 3B E5 BA B3 FO DA 56 0A 72 8F FF 44 38 C1 A4
0080: E2 C9 87 60 DA5SA D7 80 08 B6 0B 4D CB 5B 1B 18 [
0090: 28 17 63 36 B5 AE 22 B9 25 B4 F2 3C 1B 6E 1F 3C (.c6..".%..<.n.<
00A0: EC4A 91 C4 CO2D3AEO0 E73E1ED4FC2B188E .J ot
00BO: F8 7F 16 70 6A A1 6D A5 61 83 AE 34 50 BE D6 3E ...pj.m.a..4P..>
00CO0: 6D E5 A2 BC 96 B8 08 C6 6E D0 0B 42 62 DC OA 1E m.
00D0: A8 A3BA 04 07 1B 1B FD FB E2 A6 B5 E9 89 EF EB
00EO: FA5E 37 E4 82 1D 7539 86 7C 59 0A E6 DA B7 6A 7...
00F0: 62 79 3C 29 EF BA03 C6 92 C6 ED FB 95 96 E6 36 by<) .
0100: 73 E6 B5 C2 A5 A341 D2 8B F89C 3162 2A A6 5B s....A....1b*[
0110: 20 6D 1F 5A D2 43 B6 A3 C833F42D 3EB27FCE m.Z.C..3.->...
0120: 48 A7 E8 FOA1 C4 5472 8CBBOE C7 76 94B788 H....Tr...v...
0130: 51 B7 E5 A6 98 77 39 E5 CC OF 63 37 F6 5D 6E 2B Q...w9...c7.]n+
0140:CD712COEBBD8D921 2ED1391BCEB1EF26 .g....!.9..&
0150: 02 A7 ED 2E D1 ASED AC CC7F 03 74 C8 39 4CAC ... toL.
0160: 4E EB C9 56 2C 2E 7E 08 EB 3A 18 BE 56 06 58 D5 N..V, .
0170: A3 32 28 FO 88 49 99 5E  9A AB 57 DF B6 89 B3 D8 .2(..I.N.\W.....
0180: 5D 75 6B B5 56 E6 8E 6A D1 62 8F 4D EC 4B 7D B7 Juk.V.j.b.M.K..
0190: 07 21 51 A5 3D 88 F2 A6 5C C2 68 4C E9 08 B8 00 .!Q.=..\.hL....
01A0: 07 BO 4B 86 CA3C 39 27 C15D 84 2A 1A 23 EACF ..K..<9']*#..
01B0: B6 6D 07 92 4B 0D D8 DC B8 9D 87 5E DF D9 65 EA .m..K..... ..e.
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01CO: AF 8A 0A 310D 27 9502 4D 55 6E A2 76 25 EC 3C ...1."..MUn.v%.<
01D0: 3578 3D 47 16 BD E2 BE A3 C4 FF 35 6B 52 C0 60 5x=G.......5kR."
01EO: EE 38 78 42 D7 52 A3 F8 55 01 F5 51 07 53 66 3C .8xB.R..U..Q.Sf<
01F0: 1B 9E A2 68 EB BADC 92 65 FC C3 43 3E 41 A7 37 ..h....e.C>A.7

]
The cetrtificate in PEM format:

MIIGojCCBIlggAwIBAgIUSXPERaNnb4nMA3pFZyNFZxI3ZVwwDQYJKoZIhveNAQEL
BQAWfZELMAKGALUEBhMCUEUXPDA6BgNVBAOMM1JIZ2IzdHIVIEShY 2lvbmFsIGRI
IEIkZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZpbDEyMDAGA1UEAwWWpUKVOSUVD
IEhpZ29gR3JhZGUgQ2VydGImaWNhdGIvbiBBAXRob3JpdHkwHhcNMTAWNZIXMjlz
NjUxWhcNMjAWNzE4MjlzNjUxWjCBtzELMAKGA1UEBhMCUEUxPDA6BgNVBAoMM1JI
Z21zdHJVIEShY 2lvbmFsIGRIIEIKZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZp
bDENMCUGA1UECwweUkVOSUVDIENIcnRpZmljYXRpb24gQXV0aG9yaXR5MSYWJAYD
VQQDDB1SRU5JRUMgQ2xhc3MgSUKgSGInaCBHemFkZSBDQTEZMBCGALUEBQWQUIVD
OiAYMDISNTYxMzYyMDCCAIlwDQYJKoZIhveNAQEBBQADggIPADCCAgoCggIBAKMU
PNpNK9Oj5AUGY Liz5VFFUYIxxNA/6FXeqiYI2H01306FR5ABaCzOONRRQEVAFf70
NUX8ONIRYrnbxY419YA+HZfOHGPSPYf8uGJYp9BugTS1P1qGWeYBKkmUHXOTZb4Lw
WC4h3/kmG5MCfpJEhsyYYWThPI3LONzZQC1wwOKxMyEMAK/84vmU8IOD017FyBIJC
Ts0J2as050D1BglksW4i2A00r8rNwi5YtzCg2H3H7j0DvOgnjcacb4HV5IFB8cyU
Apej/+bHb4LU1gzXXhgBtbK7cgr7gWnSstEjJfQ/Ji7ZUSwz0zIHX0GgIXLISGKO
YXZBjGhHE7N6VI0t6zlalh/suy684i79+NykKFNdFG+sefUboeQNfQIRAB63dQjZ
1J3ME1znWDYpAR3NrLqOnoUZH4ySZO3W6H5uMSNcapb+1kxRxy9vhglctnjKiBf
fhGhVHBB+DHSUAtWt5BdQzSIET2tHVOmp//jbizTN3VA98qud TumPt32tQ7HV/O
HtmW+/e3L8ph24pt70D7kxK+POv77VdyK/GQWkbrA1wbJ2/qS2b9D/Jfrin7wwD+
XyrGy80jpku2qZUy5la7n6YU/LdV9zClj9tCFIGC5G6dyA8rzepDIkOdXYEthxTI
gAN5Apjvuh++claOaRTK2loWghoEOQRULpHdhcSfAgMBAAGjgdwwgdkwDwYDVROT
AQH/BAUWAWEB/zAdBgNVHQ4EFgQU7d58SzJOHjxYgrigvqwl+1VglYwHwYDVROj
BBgwFoAURrXoW2eZE4KNBgxu/0JKngmNIlaYwQAYDVROfBDkwNzA10DOgMYYvaHRO
cDovL2NybC5yZW5pZWMuZ29iLnBIL2FybC90Z2Nhc2VydmljiZXMwMS5jcmwwRAYD
VROgBDOWOzA5BgRVHSAAMDEWLWY IKwYBBQUHAGEWI2h0dHAGLY93d3cucmVuaWVjSERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Il CA, OU=RENIEC Certification Authority,
O=Registro Nacional de Identificacién y Estado Civil, C=PE

Type CA/QC

Status undersupervision

Status starting time 2012-01-19T15:51:42.000Z

Service digital identity (X509)

Version 3

Serial number 428615119675287220864505477247851118594377606491

Signature algorithm SHA1withRSA

Issuer CN=RENIEC Certification Authority, O=Registro Nacional de Identificacion y Estado
Civil, C=PE

Valid from Wed Jul 21 17:26:08 PET 2010

Valid to Sat Jul 18 17:26:08 PET 2020

Subject SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Il CA, OU=RENIEC

Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
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Public key

Subject key identifier
CRL distribution points

Authority key identifier
Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
68569346110318846159922559544634351288644217617302368146001904808229769
44706701356956574814076197366773100003196550483780536997155102917486264
84251632263481917049884215885228201573073767261785552516517981661924520
03531756889646918016151388983983197993318583768965356405745615689731401
05578747223667092461859135799002767416620141682074498081148815056899670
43498332734369125871359798597410743895948799693115534873779230450867352
59995302806524702758946831465600198624224971998892846611596077470925960
70887702965117632959257423790881946589275707545443229741707099220173394
61739462415092997112104650009312923515749386105627140582933599043062755
18607683383977212913375734842372778346807895308587570581796146978193111
64193352429298975597332184054216477105264763663327333866651939369745246
18951493559703615675250993384410465194379440761577301624729616414499202
30734987603005406330339982936524169364339314301029978244221464735763121
71992850357691454632390165145536131335420028380798604038157636997664126
19483222826738495029468061617799697470191176877338879483336450794164445
71025082796336262888438917625589086585339778649952056240442986272365216
45518346680261122293071426794732778186114978613762847930674515064789989
03909048911095844121237223
public exponent: 65537

604869e68658188b2cc7a663f587af3c88fc29b9

http://crl.reniec.gob.pe/arl/caservices01.crl
041830168014b232d021aa7affbf7eaaObl13e6bff3b527dc0323

CA=true; PathLen=unlimited

cc3dba8f028415e8h4b98c54852hf43264658b95
847768d38a6ec62be2bbdf513023022676c9b81d4b4942a9bc81d048alel7cl8

Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class Il CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
Signature Algorithm: SHA1IwithRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 4096 bits
modulus:

68569346110318846159922559544634351288644217617302368146001904808229769447067013569565748140761973667731000031965504837805369971551029174862648425163226348191704988421588522
82015730737672617855525165179816619245200353175688964691801615138898398319799331858376896535640574561568973140105578747223667092461859135799002767416620141682074498081148815
05689967043498332734369125871359798597410743895948799693115534873779230450867352599953028065247027589468314656001986242249719988928466115960774709259607088770296511763295925
74237908819465892757075454432297417070992201733946173946241509299711210465000931292351574938610562714058293359904306275518607683383977212913375734842372778346807895308587570
58179614697819311164193352429298975597332184054216477105264763663327333866651939369745246189514935597036156752509933844104651943794407615773016247296164144992023073498760300
54063303399829365241693643393143010299782442214647357631217199285035769145463239016514553613133542002838079860403815763699766412619483222826738495029468061617799697470191176
87733887948333645079416444571025082796336262888438917625589086585339778649952056240442986272365216455183466802611222930714267947327781861149786137628479306745150647899890390

9048911095844121237223

public exponent: 65537

Validity: [From: Wed Jul 21 17:26:08 PET 2010,
To: Sat Jul 18 17:26:08 PET 2020]

Issuer: CN=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
SerialNumber: [ 4b13c445 a3676f89 cc037a45 67234567 1237655b]

Certificate Extensions: 5

[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [

0000: B232 D0 21 AA7AFFBF 7EAAOB13E6BFF3B5 .2.l.z..........

0010: 27 DC 03 23 L
1
I

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.reniec.gob.pe/arl/caservices01.crl]

1

[4]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [2.5.29.32.0]
[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 72 65 6E .#http://lwww.ren
0010: 69 65 63 2E 67 6F 62 2E 70 65 2F 72 65 70 6F 73 iec.gob.pe/repos

0020: 69 74 6F 72 79 itory
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11
]

[5]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 60 48 69 E6 86 58 18 8B 2C C7 A6 63 F5 87 AF 3C "Hi.
0010: 88 FC 29 B9 ).

1
]

1

Algorithm: [SHA1withRSA]

Signature:

0000: 43 FC 42 FE 99 20 3F 27 A3 2592 D4 350B 58 AB C.B.. 7".%..5.X.
0010: 02 4C 74 8F DB 70 ED OF 5A 99 14 74 8E 75 0A 25 .Lt..p..Z..t.u.%
0020: 73 05 B6 70 B4 88 B5 CC 60 51 20 10 50 B4 86 56 s..p....'Q .P..V
0030: B7 8E 7B FAF7 A9 2F BC CAE5415A7C2CE439 ..
0040: 2033 74 77 AB 16 F5 8B B6 42 6F 41 1D 12 C2 4F 3tw....BoA..O
0050: 57 AB 5B D6 8C D6 65 54 F2 D7 6E 4E 51 93 EE 60 W.
0060: F2 09 7E 2D 94 BF 1D 62 F1 06 55 1D 39 1D D5 10
0070: CC BB 8F A2 19 A6 CA55 EA 3857 BAF365EBD1L
0080: 60 89 30 FAFD 62 7196 62 OE 31 8C 61 21 8B 47 ".0..bq.b.1.al.G
0090: 0B 35 E2 FC CB 2F 2328 E9 50 9C 14 5E 29 01 9F .5../#(.P..")..
00A0: BABA 32 EEC31A D902 8647 3ABD 01384719 ..2....G:..8G.
00BO: F6 61 53 90 05 05 AA 6F FD B2 OF 21 04 0A 3F 39 .aS.
00C0: DC3C C389BOCFD194 4C5FEB37D8DBFB18 .
00D0: C2 038D 4F D3 C07BCD 39E9AE3BA23CD521 ..0...9..;.<!
00EO0: D2 C6 BABEF32B 70 E9 3C 97 C47TE5ACC 0929 ..... +p.<.Z.)
00F0: 8A 50 6F C4 33 EO FC C8 3CE95948C0328BC6 .Po.3..<.YH.2..
0100: 4B 32 16 9A 10 60 1C 52 D9 AF EE 12 F8 55 DE 73 K2...".R....U.s
0110: 7B ED 6C 25 E1 81 B6 EB C1 35 2F 5B E2 55 79 02 ..1%.....5/[.Uy.
0120: A9 5B 16 1B 02 9A 3755 3BCOBD C62D 73FA 1B .[.
0130:24539C 16 1C 91 0B 6B EF 8E 65 F4 721D A9 76 $S.
0140: 08 DE FO DE DE 38 56 17 F9 EC 2E 26 E9 7C BE 69
0150: 1D 22 8591 48 C6 72 94 4E 3D A8 4D 9A 06 93 04 ."..H.r.N=.M....
0160: C7 3B 68 50 D6 C3 08 D1 FO BF 93 BF FD F9 36 A5 .;hP.
0170: B5 30 39 0A 04 D3 58 FE 35 A5 83 13 96 2C D0 07 .09...X.!
0180: 2D C29887 7C B4 752E 1D E233BC5B 9F D504 -..
0190: CE A0 97 150B 94 08 93 A2 EAFCDF COEE 30 7E ...
01A0: CB 9385 F286 1AE1 DO B7 COCB2A7BBC91ED . -
01B0: 89 39 0C 20 OE 2D D1 4B 4B 2F 04 E25E 05 D9 31 .9. .- KK/.A.1
01C0: 07 B9 E2 80 16 88 DA B3 41 07 CE 24 90 6D 37 99 .......A.$.m7.
01D0: 78 BB FF 81 74 50 3E 8A 95 43 C4 5E 5C 58 F3 B2 x...tP>..C.MX..
01EO: 76 53 CB 11 68 21 53 2F 35 0B CB 47 89 F6 11 47 vS..h!S/5..G...G
01F0: D6 7B 71 AC 61 86 7E 83 1E 64 6C E8 BD 70 AC BE ..g.a....dl..p..

1
The certificate in PEM format:

MIIGijCCBHKgAwWIBAgIUSXPERaNnb4nMA3pFZyNFZxI3ZVswDQY JKoZIhveNAQEF
BQAWdDELMAKGA1UEBhMCUEUxPDA6BgNVBAOMM1JIZ2IzdHJIVIEShY 2lvbmFsIGRI
|IEIkZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZpbDEnMCUGALUEAwweUKVOSUVD
IENIcnRpZmljYXRpb24gQXV0aG9yaXR5MB4XDTEWMDcyMTIyMjYwOFoXDTIwMDcx
ODIyMjYwOFowgawxCzAJBgNVBAYTAIBFMTwwOgYDVQQKDDNSZWdpc3RybyBOYWNp
b25hbCBkZSBJZGVudGImaWNhY2nDs24geSBFc3RhZG8gQ2I2aWwxJzAIBgNVBAsSM
HIJFTKIFQyBDZXJ0aWZpY 2F0aW9ulEF1dGhvemlOe TEbMBKkGALUEAWWSUKVOSUVD IKwYB
BQUHAgGEWI2h0dHA6LY93d3cucmVuaWVjLmdvYiswZS9yZXBvc2I0b3J5MA0GCSqG
SIb3DQEBBQUAA4ICAQBD/EL+mSA/J6MIKktQ1C1irAkx0j9tw7Q9amRROjnUKIXMF
tnCOILXMYFEQEFCOhIa3jnv696kvvMrlQVp8LOQ5IDN0d6sWIYu2Qm9BHRLCT1er
W9aM1mVU8tduTIGT7mDyCX4tlL8dYVEGVRO5HdUQzLuPohmmylXqOFe682XrOWCJ
MPro9YnGWYg4xjGEhiOcLNeL8yy8jKOIQnBReKQGfiroy7sMa2QKGRzq9AThHGZh
U5AFBapv/bIPIQQKPzncPMOJsM/RIEXf6zfY2/sYwgONTIPAe8056a470jzVIdLG
u07zK3DpPJIEfiMCSMKUG/EM+D8yDzpWUjAMovGSzIWmhBgHFLZr+4S+FXec3vt
bCXhgbbrw TUVW+JVeQKpWxYbApo3VTvAvcYtc/obJFOcFhyRC2vvjmX0ch2pdgje
8N7eOFYX+ewuJul8vmkdloWRSMZylE49qE2aBpMExztoUNbDCNHwWv50//fk2pbUw
OQOoE01j+NaWDE5Ys0ActwpiHfLR1Lh3iM7xbn9UEzqCXFQuUUCJOi6vzfwO4wfsuT
hfKGGuUHQt8DLKNnu8ke2JOQwgDi3RS0svBOJeBdkxB7nigBal2rNBB84kkGO3mXi7
/4FOUDGBKIUPEXIxY87J2U8sRaCFTLzULyOeJOhFH1ntxrGGGfoMeZGzovXCsvg==

----- END CERTIFICATE-----

SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class | High Grade CA, OU=RENIEC Certification
Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
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Type
Status
Status starting time

CA/QC
undersupervision
2012-01-18T22:03:08.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[
[

Version: V3

3
428615119675287220864505477247851118594377606490
SHA256withRSA

CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacion
y Estado Civil, C=PE

Wed Jul 21 17:18:36 PET 2010
Sat Jul 18 17:18:36 PET 2020

SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class | High Grade CA,
OU=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado
Civil, C=PE

Sun RSA public key, 4096 bits
modulus:
97482974381192860297271599748529075145603706561626700901374970936411086
98960727345439221916268193878294010926032687728144063024771398122323654
75510345311393682826757219683954382745620418640602220960850400689849406
95460757846237072874770308423282009547608575772329842325713666717728392
89408696148793810737892207941636755805947169302965149320188921075346706
42232169811896300178005011493714040485029492607037102045780004231857647
88869514017616800585906426543055893698057793964143727401756108818342849
57405534332110087774785879306063055849676983791356726856914845944152408
42210152165529135423824479346653658011823207946038311797440592600720292
13656488437546836006608441657239918084556759161335235284635209119516124
27032036314836450447360836925764149281654978297933151883016654232776611
24158169459181090110662234290538960139604102798234191399360444235622149
22226240616383079234617974988735375127501067259393746629273604519017971
36259130581372796671169800336733377071277438258656157300069802250990540
54797433780720204638842942073565409116090225276246848062024443213442386
61734233822269654714798034207313305340984195958814047607756293745440361
70325573264764395886364465667788385493600068725646427729184987154620130
00037014211405288233037651
public exponent: 65537

5e9dfbd619854d992ad4bea6f10c4a7cd289ea99

http://crl.reniec.gob.pe/arl/hgcaservices01.crl
04183016801446b5e85h679913828d060c6eff424a9e098d95a6

CA=true; PathLen=unlimited
b15060f3c44e0f6c2ca2fab9c88e1069c847424a
6972c885202a85c75fb9292855da6325h9fe853c865ffdc3b2a7fa514bd5ae45

Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class | High Grade CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

97482974381192860297271599748529075145603706561626700901374970936411086989607273454392219162681938782940109260326877281440630247713981

654755103453113936! 675721968395

43827456204186406022209608504006898494069546075784623707287477030842328200954760857577232984232571366671772839289408696148793810737892207941636755805947169302965149320188921
07534670642232169811896300178005011493714040485029492607037102045780004231857647888695140176168005859064265430558936980577939641437274017561088183428495740553433211008777478
58793060630558496769837913567268569148459441524084221015216552913542382447934665365801182320794603831179744059260072029213656488437546836006608441657239918084556759161335235
28463520911951612427032036314836450447360836925764149281654978297933151883016654232776611241581694591810901106622342905389601396041027982341913993604442356221492222624061638
30792346179749887353751275010672593937466292736045190179713625913058137279667116980033673337707127743825865615730006980225099054054797433780720204638842942073565409116090225
27624684806202444321344238661734233822269654714798034207313305340984195958814047607756293745440361703255732647643958863644656677883854936000687256464277291849871546201300003

7014211405288233037651

public exponent: 65537

Validity: [From: Wed Jul 21 17:18:36 PET 2010,
To: Sat Jul 18 17:18:36 PET 2020]

Issuer: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
SerialNumber: [ 4b13c445 a3676f89 cc037a45 67234567 1237655a]

Certificate Extensions: 5

[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [

0000: 46 B5 E8 5B 67 99 13 82 8D 06 0C 6E FF 42 4A 9E F.[g......n.BJ.
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0010: 09 8D 95 A6
1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.reniec.gob.pe/arl/hgcaservices01.crl]

1

[4]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierInfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 72 65 6E .#http://www.ren
0010: 69 65 63 2E 67 6F 62 2E 70 65 2F 72 65 70 6F 73 iec.gob.pe/repos

0020: 69 74 6F 72 79 itory

11
1

[5]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 5E 9D FB D6 19 854D 99 2A D4 BE A6 F10C4A7C M...M.*...J.
0010: D2 89 EA 99

]

1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 5E 1E B6 8C 47 8F BBFD BC 77 IDEA128BCB7F ".G...W......
0010: OC C1 64 A0 AF 28 7240 3A 33 EO0DC 60230040 ..d.(r@:3..#.@
0020: 2B 4D 4C 51 54 82 60 47 A8 3E 50 8E 4E 01 2E 41 +MLQT."G.>P.N..A
0030: EA655F CD 7B BAE158 3F59 1B 5543 E75E7C .e_... X?Y.UCA.
0040: 13 1F 65 42 6A 94 2D 51 06 D4 C6 B8 18 7D F5 30 ..eBj.-Q.......0
0050: BAD4 C95C 9117 8839 24 B5726F 1F 58 E356 ...\..9%.r0.X.V
0060: BA 2058 64 F5 C3 76 2D FF 1D EC ED D1 BE 80 F9 . Xd..v-.
0070: F9 E6 68 DD F5 98 AD 56 E8 D1 CC 2D A6 B8 02 E8 ..h....
0080: 31 F5 30 97 95 DD D2 5F A1 BA 0B 5F AB FE 23 F1 1.0
0090: D2 16 7C 26 D8 B2 DC 63 ED 34 34 D6 70 F8 B4 1E ...&...C.
00AO0: 0D 69 92 96 75 EB F6 65 24 6E E5 E9 63 9D 2F C7 .i..
00BO: .
00CO0: 67 D9 CF 65 76 72 27 28 84 84 FB 3E FA 69 3C FC g..evr|(
00DO: 2D EO 13 88 50 67 2F 23 A5 A7 E2 AD 8A C9 03 60 -...Pg/#
00EO: 8C CD 52 06 ED 62 3A Al A6 7D B2 CD F4 C6 5D D4 ..R..b:
00FO0: 5B 24 09 3A 00 BF 61 EA E1 1399 A7 9C 29 E7 BO [$.: .
0100: 2F FD D8 86 1E 51 98 B7 BB BE 87 3519 67 97 1F /...Q....5.9..
0110: 70 4A 9F 8553 F3 1C FB FE B4 A8 D3 DE 4B 4C 9C pJ..S.
0120: 5B 45 03 3E 42 E2 7581 B9 F0 45 97 55 DA E2 AA [E.>B.u...E.U...
0130: 64 79 C3 F451 79 7C 54 76 8D CE 90 AC 15 ED 23 dy..Qy.Tv.....#
0140: 5SAE1 19 AC 08 5E 2A 21 E040 10 1A 38 70 0C 4E Z...".@..8p.N
0150: D4 F4 00 15 D4 4AEB 00 54 4F 54 2E 5233 67 03 .....J..TOT.R3g.
0160: C9 OF 47 24 73ECOE 9D 2C 67 77 C1 14 F8 B18D ..G$s....gw.....
0170: 15 1E 77 9A A1 B6 04 46 EA 4D ED 09 DB 42 01 DO ..w...F.M...B..
0180: 87 CC 2E D4 66 77 67 35 1520 F7 64 06 51 29 69 ....fwg5. .d.Q)i
0190: FB 3E AF 859D 87 B9 D2 E756 9F IAC1BBC96C .>
01A0: BB DE 52 0B 7F CABF F2 76 A1 F3 61 DO A5 E6 92 ..R.
01BO0: 86 62 4C 73 67 BAAC C7 4D C4 C8 92 CE 00 9F 15 .bLsg...M.
01C0: 80 F8 50 DD 89 30 E6 36 83 A0 4E 7B 8D OE 86 3E ..P..0.6..N....>
01D0: BF F8 E1 BF8C 3760 CC 17 30 8E9B 2E 735758 .....7
01EO0: A154 B1 CD 78 51 B8 F1 8A 6F 73 40 5A 7E 13 8C .T..xQ...0s@Z...
01F0: 70 4C 9D A8 77 A0 88 F9 68 8C 6F B6 93 F15C 06 pL..w...h.o...\.

]
The certificate in PEM format:

MIIGoTCCBImgAwIBAgIUSXPERaNnb4nMA3pFZyNFZxI3ZVowDQYJKoZIhveNAQEL
BQAWfZELMAKGALUEBhMCUEUXPDA6BgNVBA0OMM1JI1Z2IzdHIVIEShY 2lvbmFsIGRI
|IEIkZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZpbDEyMDAGALUEAwWwWpUKVOSUVD
IEhpZ2ggR3IhZGUgQ2VydGImaWNhdGIvbiBBdXRob3JpdHkwHhcNMTAWNzIXMjlx
ODM2WhcNMjAWNZzE4MjIxODM2WjCBtELMAKGA1IUEBhMCUEUXPDA6BgNVBAoMM1JI
Z2IzdHJIVIE5hY 2lvbmFsIGRIIEIKZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZp
bDENMCUGALUECwweUkVOSUVDIENIcnRpZmljYXRpb24gQXV0aG9yaXR5MSUwIwYD
VQQDDBXSRU5JRUMgQ2xhc3MgSSBlaWdolEdyYWRIIEENBMRkwFwYDVQQFDBBSVUM6
IDIWMKINJEZNjIwMIICI/ANBgkqhkiGOWOBAQEFAAOCAGBAMIICCGKCAGEATVME
0gBoc89Y4aWVv8M+0QAPGCUhs5zVJTeBojvjJ3Hp/uxanh1um8C4xdu72S3AqDgg
nntxEKNuUixW1oprOpyNOVcRIZ1Hxv5x0JYdz/rBBZfintUM97bJrbm-+IM/2R419i
jGDLWhv0snDcCwMb/KoyDJzsHCL6pOkth1LiWgwDzywixDTITR2bxOG/NztmIQLs
Cvu9Lg/HDVsxJkpk5sVYNUQz8bajwiRv310gXLhcL5S5/gG+CzHhOKWdxbW8Vgso
ufStB9zk8DW2pcv/9ikY1317VPg+X8/JUGNPtv/WIDK5vd6tzzLK9z5VsQJI8Lrby
PogfjTD8cxYFZdNydnz9mKe2UwAhvEetiEI36nj3YZJI7DCu8yoRt2ioWwqVG/bi
pKqzFYDLvIws4kAwOvDLaEgJzR16HbIMIGKB3tAKO3RICOVtbHTRWjrqqquW4tek
UDA2YEXbAn2vmRozjdxrK+gj3o+AINmBZBSfLUR3tal AKEWqKL71Q5DI9f2zzqjR
iSs+B5/eR575NVWVFsGZWt104Ik5j73UmPHamtmF7veXNWFOuoUKmyclaMjuzZjEx
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XxSHfcJ8fFMOHCjJYa+khKdro5upJk7EQfK+XKms7vOAh6vj3bpaDDEOZjRXbjGdA
CuG3nFAWKxIjUBIYgFcsxOQmsOFX/A2C8TvFc71IMCAWEAAaOB3DCB2TAPBgNVHRMB
AfBEBTADAQH/MBOGA1UdDgQWBBRenfvWGYVNmSrUvgbxDEp80ongmTAfBgNVHSME
GDAWQBRGtehbZ5kTgo0GDG7/QkqeCY2VpjBABgNVHREEOTASMDWgMBAXhi9odHRwW
0i8vY3JsLnJlbmllYy5nb2lucGUvVYXJsL2hnY2FzZXJ2aWNIlczAXLmNybDBEBgNV
HSAEPTA7MDKGBFUdIAAWMTAVBggrBgEFBQCCARYjaHROcDovL3d3dy5yZW5pZWMu
Z29iLnBIL3JIcG9zaXRvenkwDQY JKoZIhveNAQELBQADggIBAF4etoxHj7vOvHcd
6hKLy38MwWSgryhyQDoz4NxgIwBAKO1IMUVSCYEeoPICOTgEUQepIX817uuFYP1kb
VUPNXnwTH2VCapQtUQbUxrgY ffUwutTIXJEXiDKktXJIvH1jjVrogWGT1w3Y/x3s
7dG+gPn55mjd9ZitVujRzC2muALoMfUwI5XdOI+hugtfq/4j8dIWFCbYstxj7TQO
1nD4tB4NaZKWdev2ZSRu5elinS/H80385jSPy3ie0ce WLEI28GfZz2V2cicohlT7
PvppPPwt4BOIUGCcVIEWN4q2KyQNgjM1SBuliOgGmfbLNIMZd1FskCToAv2Hq4ROZ
p5SWp57AV/diIGHIGYt7u+hzUZZ5cfcEqfhVPZHPV+tK|T3ktMnFtFAZ5C4nWBUfBF
11Xa4gpkecPOUXI8VHaNzpCsFeOjWuEZrAheKiHgQBAaOHAMTtTOABXUSusAVE9U
LIIzZZwPJDOckc+wOnSxnd8EU+LGNFR53mqG2BEbqTe0J20IBOIfMLtRmd2c1FSD3
ZAZRKWn7Pg+FnYe50udWnxrBu8lsu95SC3/Kv/J20fNhOKXmkoZiTHNNnugzHTCTI
ks4AnxWA+FDdiTDmNoOgTnuNDoY +v/jhv4w3YMwXMI6bLNNXWKFUsc14Ubjxim9z

QFp+E4xwTJ20d6CI+WiMb7aT8VWG

SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class | CA, OU=RENIEC Cetrtification Authority,
=Registro Nacional de Identificacién y Estado Civil, C=PE

Type
Status
Status starting time

CA/QC
undersupervision
2012-01-17T722:01:38.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

3
428615119675287220864505477247851118594377606489
SHA1withRSA

CN=RENIEC Certification Authority, O=Registro Nacional de Identificacion y Estado
Civil, C=PE

Wed Jul 21 17:07:43 PET 2010
Sat Jul 18 17:07:43 PET 2020

SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class | CA, OU=RENIEC
Certification Authority, O=Registro Nacional de Identificacion y Estado Civil, C=PE

Sun RSA public key, 4096 bits
modulus:
10230884787858298599154185212641505473010571530325109987958544864074766
94076378025143202468077263446546603289575073369098066255030027359674356
67622943122894942127062585384730975749809417363802831725985621078986029
73407478474179595715207799135908913218128933138306682536344062682692189
39401484548680748837141060653941321363556770750387299724013396767347981
90884248799041102931492410749619453756259041367422108118758122588127700
89667698652072368965481908266620971666090069168651919749743637667995777
36374759309197587066094960362713476896409364641697062540625669020075126
70119661072965071668592544242321151950038351741530540846779126538595022
85642115373793623933281514615324943042864180686085514139476109265971734
46307672351412312003273495405233250482063289145119940915318631501198804
48459681620638850300877049318512322046193873648044385771467236570714109
19214728581083915399203455930307774761139330651364778517746797345838222
53996155375540472055558802633319316279491597792290228109255364421200834
25185441052590850146520782062155712568849489563590219550515942656926781
79377660078788658796875947856104674525930054187155207103158119841754120
76397977908450506156411904345593073174777790786338434351329831964465182
506720736272197442973800523
public exponent: 65537

60818ebdff310369780dde10be20a56f8886c0c8

http://crl.reniec.gob.pe/arl/caservices01.crl
041830168014b232d021aa7affbf7eaalbl13e6bff3b527dc0323

CA=true; PathLen=unlimited

abdOccf78fa8c29b52b121f7118927e251b92971
5ca727c898ac83798f5e2ed98dbd6a70037710e02b12f573398eb2f3babce371

Subject: SERIALNUMBER=RUC: 20295613620, CN=RENIEC Class | CA, OU=RENIEC Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
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Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 4096 bits
modulus:
10230884787858298599154185212641505473010571530325109987958544864074766940763780251432024680772634465466032895750733690980662550300273596743566762294312289494212706258538473
0975749809417363802831725985621078986029734074784741795957152077991359089132181289331 0668253634406268269218939401484548680748837141060653941321363556770750387299724013396
76734798190884248799041102931492410749619453756259041367422108118758122588127700896676986520723689654819082666209716660900691686519197497436376679957773637475930919758706609
49603627134768964093646416970625406256690200751267011966107296507166859254424232115195003835174153054084677912653859502285642115373793623933281514615324943042864180686085514
13947610926597173446307672351412312003273495405233250482063289145119940915318631501198804484596816206388503008770493185123220461938736480443857714672365707141091921472858108
39153992034559303077747611393306513647785177467973458382225399615537554047205555880263331931627949159779229022810925536442120083425185441052590850146520782062155712568849489
56359021955051594265692678179377660078788658796875947856104674525930054187155207103158119841754120763979779084505061564119043455930731747777907863384343513298319644651825067
20736272197442973800523
public exponent: 65537
Validity: [From: Wed Jul 21 17:07:43 PET 2010,

To: Sat Jul 18 17:07:43 PET 2020]
Issuer: CN=RENIEC Certification Authority, O=Registro Nacional de Identificacion y Estado Civil, C=PE
SerialNumber: [ 4b13c445 a3676f89 cc037a45 67234567 12376559]

Certificate Extensions: 5
[1]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: B232 D021 AA7TAFFBF 7TEAAOB13E6BFF3B5 .2.l.z.........
0010: 27 DC 03 23 L#

1
]

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.reniec.gob.pe/arl/caservices01.crl]

1

[4]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 72 65 6E .#http://www.ren
0010: 69 65 63 2E 67 6F 62 2E 70 65 2F 72 65 70 6F 73 iec.gob.pe/repos

0020: 69 74 6F 72 79 itory

11
]

[5]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 60 81 8E BD FF 310369 78 0D DE 10 BE 20 A5 6F "....L.ix.... .0
0010: 88 86 CO C8

]

]

1

Algorithm: [SHA1withRSA]

Signature:

0000: 20 7B 53 27 DB 5E 71 D2 51 AD 95 FE 30 79 22 E3 .S'.*q.Q...0y".
0010: B8 B4 18 5B E8 88 49 4F A3 BB E1 55 83 CE 24 2F ..[..10...U..$/
0020: D7 17 A2 7TEA1 62 DF 2B F66C 52 C6 B38A1CD1 ....b.+.IR
0030: 9E 54 D3 D8 04 OF 90 34 46 E3 4B 933A D2 F9 Al .
0040: 93 E9BAEO0AD 3B 1208 A081D1459DFD19B2 . E..
0050: 1A 6C 40 4F BF 51 68 73 F4 E3 19 34 D4 25 24 00 .|@0.Qhs...4.%$.
0060: 7A 08 24 F5 67 13 64 A6 17 2F 00 52 B6 17 A5 1A z.$.9.d./.R
0070: 7E CF 96 4F 20 1C 6E 98 FD 6E 65 CA59 00 8C 29 ...O .n..ne.Y..)
0080: 5C D1 D6 CD 3346 9179 CAE3F4 76 D7 17 4A1C \..3F.y..v..J.
0090: 97 D6 96 45 8E 11 DB 3D 7A 92 6C CB 8B E9 ACOB ..E
00AO0: 69 69 57 A194 DC 2364 1F CC 95 7F 01 B0 1B BC iiW...#d........
00B0: 9C 7530 4D E1 E1 96 C4 47 BF 1A 13 C4 16 1E BC .uOM....G
00CO: 24 20 64 6F BC 80 78 D4 6A 26 97 08 68 CB DD C5 $ do..x. -
00D0: 9A F9 B3 BO BF 1AB24A 5097 71 BF5ABB3EC1 ....... JP.q.Z.>.
00EO: BB 27 D2 DD EO 79 3F 07 B9 96 E2 48 CB OF 3743 ."..y?...H..7C
00F0: C7 0386 06 EC E7 FD 4D 9A 1C 8F 9D 2E 6C 6B BE ..
0100: BCF152 A8 EA 77 EBE3 FO DD 84 15 8C A7 B1 3E ..R..w.
0110: 12 7FF5C91C 37 1C F3 E2 D599 CA 3C C1 0A 22
0120: 1C 07941012 C2 0380 EF B1 1B CF 0D C7 C2 B2
0130: 7361 DB 8917 67 B6 7C AA 20 1B EA94 F6 3378 sa.
0140: C8 93 A7 C1 DC 3C 61 A8 DB 46 75 77 64 C3 CAFO
0150: ICBA92E13D251B 30 449E372D D307 FCF9 .
0160: F2 CO 1D B4 A1534180 9B34DC3F17398C6B ...
0170: F2 23 A1 C4 28 98 C6 89 3A 96 CE 23 89 D5 DA F4 #. .
0180: 02 FF 18 2A 158A 7310 F27C880F B9 0B 54 30 ..*.s......TO
0190: DF A6 69 8C 91 38 24 4D 91 C3 BB E2 02 FF A5 97 ..i..85M
01A0: 6E C5 6D 1B D7 03 D6 2D CO 23 DF BAOB CE 14 C2 n.m.
01B0: 86 5E 40 C7 58 1A 56 03 16 1A 5A E5 73 BO AC A3 .*@.X.V...Zs...
01C0: 0AB3B186 F6 D53C D2 D51B 16 B730489C54 ....<...OH.T
01D0: 1B 1D DB A7 59 38 8A91 9C 7E DB 19 9F CE E8 BF ....Y8..........
01EO: E6 AF FB 45 2D 34 A9 BA BA82316D C1BD 53 1A ..E-4...1m..S.
01F0: DS FAEC 991596 77 D7 C72E6A 131B 932715 ... W..j.s
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Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

The cetrtificate in PEM format:

MIIGITCCBHGgAWIBAGIUSXPERaNNb4nMA3pFZyNFZxI3ZVkwDQYJKoZIhveNAQEF
BQAWADELMAKGA1UEBhMCUEUxPDA6BgNVBAOMM1JIZ2IzdHJIVIEShY 2lvbmFsIGRI
IEIkZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZpbDEnMCUGA1UEAwweUKVOSUVD
IENIcnRpZmljYXRpb24gQXV0aG9yaXR5MBAXDTEWMDCyMTIyMDCOM1oXDTIwMDCx
ODIyMDcOM1owgasxCzAJBgNVBAYTAIBFMTwwOgYDVQQKDDNSZWdpc3RybyBOYWNp
b25hbCBkZSBJIZGVudGImaWNhY2nDs24geSBFc3RhZG8gQ2I2aWwxJzAIBgNVBASM
HIJFTKIFQyBDZXJ0aWZpY 2F0aW9ulEF1dGhvemlOeTEaMBgGA1TUEAWWRUKVOSUVD
IENSYXNzIEKgQOEXGTAXBgNVBAUMEFJIVQzogMjAyOTU2MTM2MjAwggliMAOGCSqG
SIb3DQEBAQUAA4ICDwWAwggIKA0ICAQD6Xx2M2KQECVNICFeDr3erfUKXIgGorfTMx
zXm6InLv7oroDXTemajXy837yNPr882M2E+0G2dU30QRN1F/1U6x0tIVABgHmMqwu
jkaxIvdwtSkBAjt7bEfdVeLi6uOA/tK2kFqwMYnnitwXLwlhU9b1t2Z3Ad8adTY1
UZh+aP3GUikdAtRH4+bZ4TJAr6sQSS90YpHIfQk57vtasydy7ccxR6wQ59smGV21
AO5iBJU/z0x0YgAVAY X95imv4Yxz1zICHOA3NLHMANPRsAfACSUGMNTX+BJZ55FY
k5S7DR2VEkpO34Ny/iMLbNH913PZzMEajaZOYDLaGzz6+BPJjifmAL9aXQXjm4CO
ggfD5JtYrYwIM+14{JEIR/IFRIW+9Na0d4hdmZN2Xaw9Qi7/5RJiowV7fIM9bhY4 AIWpXNHWCN=RENIEC High Grade Cetrtification Authority, O=Registro Nacional de Identificacién y Estado Civil,
C=PE
Type CA/QC

Status undersupervision

Status starting time 2011-11-04T22:53:59.000Z

Service digital identity (X509)

Version 3

Serial number 428615119675287220864505477247851118594377606488

Signature algorithm SHA256withRSA

Issuer CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacion
y Estado Civil, C=PE

Valid from Wed Jul 21 16:22:01 PET 2010

Valid to Tue Jul 16 16:22:01 PET 2030

Subject CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacion

y Estado Civil, C=PE
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Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

Public key

Subject key identifier
Authority key identifier
Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[
[

Version: V3

Sun RSA public key, 4096 bits
modulus:
80253179521295581167799513006800979607479798254917778002061453034823146
98425342050650998126473341946932107278444556630715186496242184307603071
90550689366985528371513507700099136358820869714295100901669591558226646
55269205001393129828618399217348632021371086744246801501807537793871739
30807956946234226124962827984262022749886110746259579944621332105247188
14821408853950783019868251860820531351854771860717933097482017163169625
53563639513847991943577789365955639943351228428527282130639785382714158
67518230090574191578644700515694150720515671751241868248391709135089662
66380286116136566899968452821258993809342624556368886044255285936094105
83517494362494454000590986415683167457065717888025807875060004863010104
13811002142547877691874257592171128596090240009085696258394819601165704
05602314156886232160119387879852262774952868683795014821067018096221823
20349217116333650595291773813762807465671195164733051810051349893947142
37457648872813371982294215685674794618789363312788663541512352900673186
41844949039950029463800190660271139580994459326995768727786979160296300
58591598748351762642937016704468197734001330564892471360057146128482768
08401722002443786833124621986932901726971532101927418283185513881641998
99347325572857722212726423
public exponent: 65537

46b5e85b679913828d060c6eff424a9e098d95a6
04183016801446b5e85b679913828d060c6eff424a9e098d95a6

CA=true; PathLen=unlimited
45c84d84587baa23cle3c87c164aa483f230dcl7
99362ee3ee8e59ffdb6fc26¢c24b231fb80dchb5f6f98ch7fa9369abla68fcdcas

Subject: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacion y Estado Civil, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

80253179521295581167799513006800979607479798254917778002061453034823146984253420506509981264733419469321072784445566307151864962421843076030719055068936698552837151350770009
91363588208697142951009016695915582266465526920500139312982861839921734863202137108674424680150180753779387173930807956946234226124962827984262022749886110746259579944621332
10524718814821408853950783019868251860820531351854771860717933097482017163169625535636395138479919435777893659556399433512284285272821306397853827141586751823009057419157864
47005156941507205156717512418682483917091350896626638028611613656689996845282125899380934262455636888604425528593609410583517494362494454000590986415683167457065717888025807
87506000486301010413811002142547877691874257592171128596090240009085696258394819601165704056023141568862321601193878798522627749528686837950148210670180962218232034921711633
36505952917738137628074656711951647330518100513498939471423745764887281337198229421568567479461878936331278866354151235290067318641844949039950029463800190660271139580994459
32699576872778697916029630058591598748351762642937016704468197734001330564892471360057146128482768084017220024437868331246219869329017269715321019274182831855138816419989934

7325572857722212726423

public exponent: 65537

Validity: [From: Wed Jul 21 16:22:01 PET 2010,
To: Tue Jul 16 16:22:01 PET 2030]

Issuer: CN=RENIEC High Grade Certification Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
SerialNumber: [  4b13c445 a3676f89 cc037a45 67234567 12376558]

Certificate Extensions: 3

[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [

0000: 46 B5 E8 5B 67 99 13 82 8D 06 0C 6E FF 42 4A 9E F..[g......n.BJ.

0010: 09 8D 95 A6
I
1

[2]): Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [
Keyldentifier [

0000: 46 B5 E8 5B 67 99 1382 8D 06 OC 6E FF 42 4A 9E F..[g......n.BJ.

0010: 09 8D 95 A6
1
1

]
Algorithm: [SHA256withRSA]
Signature:

0000: 70 88 55 50 AD 75 5E F6 CC 73 36 6C 73 69 44 B3 p.UP.u"..s6lIsiD.
0010: 6D 08 E6 5A 64 49 2F 6F EF C7 44 89 F5 F8 D2 F9 m..Zdl/o..D.....
0020: 2A 4D FB A9 EAD9 C7 E7 F4 BA 057196 3C C7 AD *M........q.<..
0030: 64 D6 CF 54 9B 9C C6 1F DE 6B 16 5F 37138316 d..T....k._7...
0040: 8B 67 3C 7F BE 23 65 7D 6A 12 BE 5C FABF 5C 04 .g<..#e.j.\.\
0050: 65 36 87 B7 3F C2 7E8A 9F 7251 BB 51 CC 90 3D €6..2...rQ.Q..=
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Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

0060: 9A 76 26 F1 7050 08 32 1D C3 1E F3 1A 6C 78 27 .v&.pP.2.....IX
0070: 5A E5 AE 6C DD 37 1IE3D 23 9C E4 F9 2B OE 5B 6C Z..1.7.=#..+.[l
0080: 37 6A 7F ED D9 07 8C 35 35 B1 6E 56 A8 2B A6 AD 7j....55.nV.+..
0090: D9 38 68 88 F6 6D B1 CE 09 FD 97 48 D1 5C 04 8B .8h..m....H.\..
00A0: 9C OF 058C 9A6B6CED 3EF109DBCC841D8B ... kl.>
00BO: 0C 95 92 25 4C DF A5 3D 3AE1CCFD 46 E9 1328 ...%L..=:
00CO0: 6D 4B 41 26 FA 8E A5 C1 OF 1D 2A 7E 38 2B F2 A8 mKA&.
00DO0: 98 7B EC 96 63 DB E7 7D 4C FF8A C703324CO0C ....c...
00EQ: 49 AD 85 62 42 62 78 AD 77 DF 18 7E 80 75 3A 6B I..bBbx.w....uk
00F0: BA AD 3B C4 88 7F 5B A6 3391 3F0A407C 8418 .....[.3.2.@...
0100: 52 25 F2 4E E6 46 45 2B B2 45 EO D9 BA 9B 59 D1 R%.N.FE+.E....Y.
0110: CO 20 80 F5 36 5349 DE 72 38 B3 25 D170 D3 8C . ..6S1.r8.%.p..
0120: AD 05 BB 66 1F 06 5E 52 D7 4D 0B 88 98 06 35 56 ...f."R.M....5V
0130: 91 F8 0A FO 1D 00 C1 OF F3 66 3D F6 OB F7 7F 2F
0140: A159 A5 2D 8E DAD1 3D 6D 7554 6F 20 98 3D 5C .Y .-
0150: C3 69 CEOD E4 12 D2 EA 52 C7 724159 FE F5BC .i.
0160: OB 6E 38 BD BA C4 03 D6 01 92 6E 82 E4 7B A2 0A .n8....... n...
0170: 55 72 3F 56 5B 68 1F FD A3 DE 39 28 B1 68 DE 66 Ur?V[h....9(.h.f
0180: 55 30 61 B2 64 A5 EE 14 BA 64 CE 80 3A 11 A3 C2 UOa.d. :
0190: 80 C4 6508 04 72 E6 CB A8 EA4A013A90D8 C2 ..e
01A0: F4 78 DE 32 BA7A0D B6 70 A0 31 D4 27 74 CB 0A .x P
01B0: F2 91 B3 BA FC 66 9520 21 BB 66 7F 08 34 75 F2 f.4u.
01C0: A9 CBB3D2729E F124 F12BCCFED8CB549F ...r.$.+..T.
01D0: 57 7F BE 4C 19 58 E3 30 16 27 52 A9 AF 36 96 DO W..L.X.0.R
01E0: 8CD6 BDE89YABI9A68D 79E47D7BC6E7BO0FO .......y.......
01F0: BC E2 0C 74 37 F9 83 37 C9 5B B6 89 15 D0 6D DF ...t7..7.[...m.

1
The certificate in PEM format:

MIIF3zCCA8egAWIBAgIUSXPERaNNb4nMA3pFZyNFZxI3ZVgwDQYJKoZIhveNAQEL
BQAWfZELMAKGALUEBhMCUEUXPDA6BgNVBA0OMM1JI1Z2|zdHIVIEShY 2lvbmFsIGRI
IEIKZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZpbDEyMDAGALUEAWWPUKVOSUVD 1VMgsQjZ+azklLd
N181TZnlugdtkKNVCtDNnYxQ1QHXErIjUG/X92TOV5NDOivhj2Gt4puY92IwSQJ4d7
YNX/9PtBObAP8noHxkwKzQ6UiXofGOARtOJOCQRE9edI6 7MtD+ppSrHac4zphEhS
IMTESKEhTgS8R6apxmlI4SKJITHvWX489GQ2Z04uniWPHd1XGpxDzunvlvbenttiUe
HdMiOYd/yFgAhlgXEbVIgsquMCwDbR0eLJ8kItBOHv3TiulzAmtc4S0Ix94GRSMT
rGxVgRKJIXdYeEQzHIw1/tsG2kUOr6V+dClljE9PkaRDgcbNv8Qb1rPog2bhNKLnK
bQVMDSbc7MrELkaPRTvlydYvKDaXAgMBAAGjUzBRMA8GA1UJEWEB/WQFMAMBAfBw
HQYDVROOBBYEFEal6FtnmROCjQYMbv9CSp4JjiZWmMB8GA1UdIwQYMBaAFEal6Ftn
mROCjQYMbvOCSp4JiZWmMAOGCSqGSIb3DQEBCWUAA4ICAQBWIFVQrXVe9sxzNmxz
aUSzbQjmWmRJL2/vx0SJ9fjS+SpN+6nq2cfn9LoFcZY8x61k1s9Um5zGHI5rFI83
E4MWi2c8f74jZX1qEr5¢c+r9cBGU2h7c/wn6Kn3JRulHMkD2adibxcFAIMh3DHvMa
bHgNWuWubNO3Hj0jnOT5Kw5bbDdqf+3ZB4wlNbFuVagrpgDZOGil9m2xzgn9I0jR
XASLnA8FjJIprbO0+8QnbzIQdiwyVkiVM36U9IOUHM/UbpEyhtSOEm-+06lwQ8dKn44
K/KomHvsImPb531M/4rHAzZJMDEmthWJCYnitd98YfoB1OmuKrTVEIHIbpjORPwWpA
fIQYUiXyTuZGRSuyReDZuptZ0cAggPU2UOnecjizJdFw04ytBbtmHwZeUtdNC4iY
BjVWkfgK8BOAWQ/zZj32C/d/L6FZpS202tE9bXVUbYCYPVzDac4N5BLS6ILHCkFZ
INWBC244vbrEA9YBKkm6C5HUICIVYP1ZbaB/90945KLFo3mZVMGGyZKXuFLpkzoA6
EaPCgMRICARy5su06koBOpDYWvR43jK6eg22cKAx1CdOywrykbO6/GaVICG7Zn8!
NHXyqgcuzOnKe8STxK8z+2MtUn1d/vkwZWOMwFidSga82ItCM1r3omrmmjXnkfXvG
e5DwvOIMdDf5gzfJW7aJFdBt3w==

CN=RENIEC Cetrtification Authority, O=Registro Nacional de Identificacion y Estado Civil, C=PE

Type CA/QC

Status undersupervision

Status starting time 2011-11-04T16:33:58.000Z

Service digital identity (X509)

Version 3

Serial number 428615119675287220864505477247851118594377606487

Signature algorithm SHA1withRSA

Issuer CN=RENIEC Certification Authority, O=Registro Nacional de Identificacion y Estado
Civil, C=PE

Valid from Wed Jul 21 16:03:38 PET 2010

Valid to Tue Jul 16 16:03:38 PET 2030

Subject S_NTRCENPIEC Certification Authority, O=Registro Nacional de Identificacién y Estado

ivil, C=
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Public key

Subject key identifier
Authority key identifier
Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[
[

Version: V3

Sun RSA public key, 4096 bits
modulus:
71162538624742581163159203713803781354467293474045239650255378454937180
29957652612977264618826015390989243914546542664015416859966207365836565
60283323503306982397685985141078450139967363670256889913475311275841141
31549995420256464912189613995457005804525320919199826430627237180795308
05543816712315607638085615864011232857709504986526501727755865333413628
62644256015853851421756269421779766564715872495761393402301043017012745
10025989639819355208012031002473522067536355140584624719055002138625329
55673226654905696343486661779371823937223695994122029899436969001479917
10983843546917433391153675585317478265029656483762050141286740694792324
25630569102960315253145276010504468941562855485194908859066235956020764
97709566623678590495686002784683823587733718129969788836285766363287957
76924633143060999385961318750417551705212132654716175258706266780065143
02604077899804514141057745389347145666047358344921489506816797469083236
62945279409057218861872008860421675953993006530276489790258040901645447
83301936945405305858519885493489593000533207009256268353678884221105238
53117988489543000178543292425201473490672762286118998117896736866320148
65145268994015219316921483693002368182113224428979127866578494381624813
71623436156230215774607971
public exponent: 65537

b232d021aa7affbf7eaaOb13e6bff3b527dc0323
041830168014b232d021aa7affbf7eaalbl3e6bff3b527dc0323

CA=true; PathLen=unlimited

94f055623025d70c0d3f0db0d18118f2b336731e
2d1c3a9c02a7ebf3db40e7044fe6ad4909564b9ec4a89939fd1611550faa9159

Subject: CN=RENIEC Certification Authority, O=Registro Nacional de Identificacion y Estado Civil, C=PE
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 4096 bits
modulus:

71162538624742581163159203713803781354467293474045239650255378454937180299576526129772646188260153909892439145465426640154168599662073658365656028332350330698239768598514107
84501399673636702568899134753112758411413154999542025646491218961399545700580452532091919982643062723718079530805543816712315607638085615864011232857709504986526501727755865
33341362862644256015853851421756269421779766564715872495761393402301043017012745100259896398193552080120310024735220675363551405846247190550021386253295567322665490569634348
66617793718239372236959941220298994369690014799171098384354691743339115367558531747826502965648376205014128674069479232425630569102960315253145276010504468941562855485194908
85906623595602076497709566623678590495686002784683823587733718129969788836285766363287957769246331430609993859613187504175517052121326547161752587062667800651430260407789980
45141410577453893471456660473583449214895068167974690832366294527940905721886187200886042167595399300653027648979025804090164544783301936945405305858519885493489593000533207
00925626835367888422110523853117988489543000178543292425201473490672762286118998117896736866320148651452689940152193169214836930023681821132244289791278665784943816248137162

3436156230215774607971

public exponent: 65537

Validity: [From: Wed Jul 21 16:03:38 PET 2010,
To: Tue Jul 16 16:03:38 PET 2030]

Issuer: CN=RENIEC Certification Authority, O=Registro Nacional de Identificacion y Estado Civil, C=PE
SerialNumber: [  4b13c445 a3676f89 cc037a45 67234567 12376557]

Certificate Extensions: 3

[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [

0000: B232 D0 21 AA7AFFBF 7EAAOB13E6BFF3B5 .2.l.z..........

0010: 27 DC 03 23 H#
I
1

[2]): Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [
Keyldentifier [

0000: B232 D021 AA7TAFFBF 7EAAOB13E6BFF3B5 .2.!z.....

0010: 27 DC 03 23 L
]
1

]
Algorithm: [SHA1withRSA]
Signature:

0000: 5307 1392 7C7AFE7E 7B9E C2593A3D8F6B S...z...Y:=k
0010: A6 F6 69 E7 6D BD D6 A5 B9 84 925D E7 F359 54 ..im....].YT

0020: D5 E5 AF FE 97 2D A7 9A 0D 17 0B FE 15304B 62 ...

0030: 73 37 EF A9 F5 AF 2D 87 52 3A 81 B7 1IEF386 10 s7....-.R:......
0040: E7 F35397 29 71EBOC D9 F7 15AC 127A 96 95 ..S.)q.......Z..
0050: 80 4E EF BBAE95BD 2D A58BS5AA1S5FFBF762 N...-.Z._.b
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0060: 7A B7 59 28 58 9B 68 39 DF 44 A4 F4 4B F9 A3 AE z.Y(X.h9.D.K...
0070: 2C 58 8B 2D 8B 54 D3 EF 6E 91 87 BF AE 2F 16 E7 ,X.-.T..n.
0080: A1 AA 36 DB A38BBB 80 846EELFC7FC9107D .6....
0090: 87 96 88 28 0B 67 97 OE 28 D7 32 59 EF 75 62 D4 ...(.g..(.2Y.ub.
00AOQ: 44 E3 DD C9 99 9F F1 1F 201422 1A 4D 9B 19BD D....... ."M...
00BO: 01 E2 8F 3F 14 8A A0 4A 5B DD F2 3F 4AD3 D6 8D ...?
00CO0: 54 D5 44 6D 18 A6 A2 5E 18 16 68 1A 33 OF EA 89 T.Dm
00DO0: 9C 72 DF 69 52 0C 29 D4 6F FC 35 D1 6A 96 05 CA .r.iR.).0.5.
00EQ: DA 4A 38 EE 53 0A OE 67 BA 25 8A 4E 08 OF 1B 97 .J8.S..g.%.N....
00FO0: 5F 25 6F F8 CA 37 F7 4B DB E6 FF D1 67 43 BC 0A _%o0..7.K....gC..
0100: 1F 28 0B 34 4A 2E DB D5 C5 122D 45 34 4D 2451 .(.4J....-EAM$Q
0110: 32 70 94 23 E2 57 A9 24 2C 07 EE 9A5D A0 F322 2p#W.$,..]."
0120: 12ECD7F1843CB40E 3AA94D56 AC94AD 75 ....<..MV..u
0130: CFEC2C 64 1902 4F 34 618D E5B2905505E8 ..,d..O4a....U..
0140: 25 99 EE A5 4351 B2 12 A6 D7 42 CA D6 2D 0C AE %...CQ....B..-..
0150: 77 888598 73 F0O 79 FO 3C 84 4C 2C 2F 44 16 14 w...s.y.<.L,/ID..
0160: FA9F 00 FC 3E 63 A0 D1 4788 1D E058 C1417A ...>c..G..X.Az
0170: F6 50 45 8E E3 CB AC 94 90 C4 08 E353 C1 CAA2 .PE.......S...
0180: FO EC E8 B6 6B 73 B8 68 D5 18 73 6E 24 4E 21 FC ....ks.h..sn$N!.
0190: D7 D9 70 A3 5A B7 2CE0 AABE AC 33D0 8993 3B ..p.Z., H
01A0: 92 E3 DE AF 3B D2 D6 1C 85 5B 89 E8 F1 7B 32 56
01B0: EO 13 EA 6A AC A7 24 A0 FD D2 42 EE BF 53 87 35 ...B..S.
01CO0: 6E 1F DC DC C6 57 1539 07 42 2A C7 39 64 48 6C n...W.9.B*.9dHI
01D0: OE 489C B1 9759 11 F8 C577 B9 1D EC C6 5598 .H...Y.
01E0: 0C BA 94 4153 DB C4 12 1397 D6 8B DB 49 93 3E ...AS .
01FO0: 8F 49 5535 71 2D 44 30 4250 C7 38 B2 1B 2E CC .IU5q-DOBP.8....

1
The certificate in PEM format:

MIIFyTCCA7GgAwIBAgIUSXPERaNnb4nMA3pFZyNFZxI3ZVewDQYJKoZIhveNAQEF
BQAWdDELMAKGA1UEBhMCUEUxPDA6BgNVBAoMM1JIZ2IzdHJIVIEShY 2lvbmFsIGRI
|IEIkZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZpbDEnMCUGALUEAwweUKVOSUVD
IENIcnRpZmljYXRpb24gQXV0aG9yaXR5MB4XDTEWMDcyMTIXMDMzOFoXDTMwMDcx
NjIxMDMzOFowdDELMAKGA1UEBhMCUEUXPDAGBgNVBAOMM1JIZ2IzdHJIVIEShY 2lv
bmFsIGRIIEIkZW50aWZpY 2FjacOzbiB5IEVzdGFkbyBDaXZpbDEnMCUGA1UEAwwe
UkVOSUVDIENIcnRpZmljY XRpb24gQXV0aG9yaXR5MIICIJANBgkghkiGOWOBAQEF
AAOCAgG8BAMIICCgKCAgEArM7mdj6EvMHQzCIZuL9qIDYzj7wYq4hjDFIM50+yDuél
36pn46Go3BBaDeFNdRRIUFFyKcZbluAc7TAWRYbgcvN74qYFiKEorzmAc2+5pH8q
NX6A0rVGNMmwHRZEWCalA8Q1aQ6vx4XhSdNiidps7eaV52HQoNeaRMHNGON+kpD
Cwuz4i3rmrJ7YNNQoEc+RhiHMidz2ceZ8NJhm49QhFIh5rCRIzMBNExhH;lixkij
DaMtnaV8ZNA7+xBsdVEUEaeQEtvNaA5FZVNAyhE8WeyIDMrRUzfKmI7Ng4Mej3LO
cnQPH+hE5mspYOhCcJYZwVaBp54cSERtkK8V58ROtIm4GPPbadK4uq7erThYgGN8
0Sq8NDkac0088ITvMgakYVwaXi2XFsdK9v/FK1/4GUsMUrQImSgMe9gP3zKqb6QG
n+9WYZnf+W3Q98si0145f2MdPLkSmm7hd3CtUz4kfrGtzd2YqTQO0ZWahnlFw49Da
ppLM8Hksju8IHdVH-+tiJtiuuNGk1hvEJIZx0QoJFIWDsUDKhUYiBI7LYCZazGsZh8
ZdgnSblZz0aMe/EoJYM8sKmPuFWa+AhnzU6dzULxHovtbQpDMIveMIg+FgUoj9tP0
YqWSJALtP1KKEKPLUSn60G9gc8nhd8uic9PBjRjgumUhsMbhEORFxfriyEsdmmMC
AwWEAAaNTMFEwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUSs|LQlap6/79+qgsT
5r/ztSfcAyMwHwY DVROjBBgwFoAUSs|LQIap6/79+qgsT5r/ztSfcAyMwDQY JKoZI
hveNAQEFBQADggIBAFMHESJ8ev5+e57CWT09j2um9mnnbb3WpbmEkI3n81IUleWv
IpctpSoNFwv+FTBLYNM376n1ry2HUjqBtx7zhhDn810OXKXHrDNn3FawSepaVgE7v
u66VvS2lilghX/v3Yng3WShYm2g530Sk9Ev5064sWIstil TT726Rh7+uLxbnoao2
2KOLu4CEbuH8f8kQfYeWiCgLZ5cOKNcyWe91YtRE493ImZ/xHyAUlhpNmxm9AeKP
PxSKoEpb3fl/StPWjVTVRGOY pqJeGBZoGjMP6omcctdpUgwplG/8NdFqlgXK2ko4
7IMKDme6JYpOCA8bI18Ib/jKN/dL2+b/0WdDvAofKAs0Si7h1cUSLUUOTSRRMnCU
1+3XqSQsB+6aXaDzIhLs1/GEPLQOOQGINVqyUrXXP7CxkGQJIPNGGN5bKQVQXoJZnu
PUNRsShKm10LK1i0MrnelhZhz8HnwPIRMLCOEFhT6nwD8PmMOg0UelHeBYWUF69IBF
JUPLrIJSQxAjjUBHKovDs6LZrc7ho1RhzbiROIfzZX2XCjWrcs4KqOrDPQIZM7kuPe
rzvS1hyFW4no8XsyVuAT6mqspySg/dJC7r9ThzVuH9zexlcVOQACKsc5ZEhsDkic
SZdZEfjFd7kd7MZVmAY6IEFT28QSE5Wiotlkz6PSVU1cS1EMEIQxziyGy7M

Certificate Service Provider Name (en): WISEKEY S.A.
Trade name (en) WISEKEY S.A.
Information URI (en ) HTTPS://WWW.WISEKEY.COM/

Service provider street  ROUTE DE PRE-BOIS 29
address (es)

Service provider street  ROUTE DE PRE-BOIS 29
address (en)

Service provider postal CH-1215 GENEVE 15
code (es)

Service provider postal CH-1215 GENEVE 15
code (en)

Service provider locality SWITZERLAND

(es)

Service provider locality SWITZERLAND

(en)

Service provider state GENEVE
(es)
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Service provider state GENEVE

(en)

Service provider CH
country (es)

Service provider CH

country (en)

CN=WISeKey CertifylD Advanced GB CA 2, O=WISeKey, C=CH

Type CA/QC
Status undersupervision
Status starting time 2017-06-05T21:19:34.000Z
Service digital identity (X509)
Version 3
Serial number 687834607324232377
Signature algorithm SHA256withRSA
Issuer CN=WISeKey CertifylD Policy GB CA 1, O=WISeKey, C=CH
Valid from Wed May 27 10:22:04 PET 2015
Valid to Thu Dec 01 10:10:31 PET 2039
Subject CN=WISeKey CertifylD Advanced GB CA 2, O=WISeKey, C=CH
Public key Sun RSA public key, 2048 bits
modulus:

30337547528942006267353543430178699897514218074033697247936474690038342
99068050724454089169333968453893383909272233886924534704373142844193386
22120658475834781371575221355760855869652266102727121662715272378731217
07574889708575859924072083643971237821145199600309346220414599730571049
37613127223195776527840685808772815793796035756419165647035983165114608
64630553598949007755463127135415413336751950302418700965620521525982583
17367168809159692488617257475826114789226831118842774617384192882784776
28892251402610829195158662404752418989496557734256176931959227845946948
3722510680529605497478751656927884273316159491149

public exponent: 65537

Subject key identifier a01ch23f3f6a4aalObf83bbfc79c3aachlddfde75

CRL distribution points http://public.wisekey.com/crl/wcidpgbcal.crl

Authority key identifier ~ 041830168014d1e60b822574252¢5591d503187bbfcleeaf1d80

Key usage digitalSignature

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 5bde30a026¢75¢36c850e32668e296¢819a0e2d3

SHA256 Thumbprint 68e6292fd4aa384d63a5f4fa8bd885bd1656e3509ba4206673e0660a169fe701

The decoded certificate:

[

[

Version: V3

Subject: CN=WISeKey CertifylD Advanced GB CA 2, O=WISeKey, C=CH
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:
30337547528942006267353543430178699897514218074033697247936474690038342990680507244540891693339684538933839092722338869245347043731428441933862212065847583478137157522135576
08558696522661027271216627152723787312170757488970857585992407208364397123782114519960030934622041459973057104937613127223195776527840685808772815793796035756419165647035983
16511460864630553598949007755463127135415413336751950302418700965620521525982583173671688091596924886172574758261147892268311188427746173841928827847762889225140261082919515
86624047524189894965577342561769319592278459469483722510680529605497478751656927884273316159491149
public exponent: 65537
Validity: [From: Wed May 27 10:22:04 PET 2015,

To: Thu Dec 01 10:10:31 PET 2039]
Issuer: CN=WISeKey CertifyID Policy GB CA 1, O=WISeKey, C=CH
SerialNumber: [ 098badee 59c7fab9]

Certificate Extensions: 7
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: calssuers
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accessLocation: URIName: http://public.wisekey.com/crt/wcidpgbcal.crt

accessMethod: ocsp

accessLocation: URIName: http://ocsp2.wisekey.com/
]
]

[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: D1 E6 0B 822574 252C 5591 D503 18 7B BF C1 ....%t%,U.......
0010: EE AF 1D 80

]

]

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:0

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://public.wisekey.com/crl/wcidpgbcal.crl]
1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.16.756.5.14.7.3]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 21 68 74 74 70 3A 2F 2F 77 77 77 2E 77 69 73 .!http://www.wis
0010: 65 6B 65 79 2E 63 6F 6D 2F 72 65 70 6F 73 69 74 ekey.com/reposit

0020: 6F 72 79 ory

11

[CertificatePolicyld: [2.5.29.32.0]
0]

1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

1

[7]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: A0 1C B2 3F 3F 6A4A A0 BF 83BBFC 79 C3AACB ..
0010: 1D DF DE 75 u

1
1

1

Algorithm: [SHA256withRSA]
Signature:

0000: 4B BB 55 28 A3 69 CA 77 BA 76 7D E6 AB 3E 26 4B K.U(.i.w.v..>&K
0010: 69 OC F8 EB 51 E4 2535 F8 9D 02 93 0D B7 05 88 i...Q.%5........
0020: 4C 26 2A 4319 DD 41 BB 8B 1A EB 8E 2C 58 B3 49 L&*C..A.....X.|
0030: 93 C9 64 7F 74 6B E2 37 6E 4D DO 6A 36 6F 96 10 ..d.tk.7nM.j60..
0040: 28 56 3D FC 6A 3C D3 DB 9E E5 E3 2D 52 DD DC 09 (V=j<....-R...
0050: C317DC 1CE812B1AE FE902B C2B0E4C8DO .. -
0060: E0 71 C9 D1 1A 9A 8C AC 6A 38 7D 37 7TE63 CC FC . j8.7.c..
0070: 59 C7 55 CA 4B 07 54 32 2B 52 FE 7C 20 6D 35 64 Y.U.K.T2+R.. m5d
0080: 57 5F 4A FC 68 E1 8B 6C EF 6E C8 AF 60 7A A2 E3 W_J.h..L.n..’z..
0090: 49 6B C2 0D 0D 1D B3 B7 1B 1F 80 16 40 92 C5 AD k. Q..
00AO0: D3 1B A4 0C A1 9B 63 68 25C568 1E DC FF 2B 92 ......ch%.h...+.
00BO: 40 B7 FO 27 59 BD F5 0D 6D 8C ACEA 07 E1LE164 @..'Y..m.
00CO: BA 0OA 87 A6 FO 61 46 75 AB 29 54 5E 1ABA2E 76 ..... aFu.)TA..v
00DO0: B4 42 21 61 18 A1 4589 OF F4 0B 99 8584 3060 .Bla..E.......0"
00EO: 4A 4F 55 EC FC 99 60 66 2B 5B 88 F3 86 90 F3 FE JOU...'f+[.
00F0: D4 17 99 7351 D1 055B CC AA EA 4F CA 8B C4 4F ...sQ.[..

]
The certificate in PEM format:

MIIEgTCCA2mgAwIBAgIICYut7InH+rkwDQYJKoZIhveNAQELBQAWSJELMAKGALUE
BhMCQOgXEDAOBgNVBA0TB1dJU2VLZXkxKTANBgNVBAMTIFdJU2VLZXkgQ2VydGIm
eUIEIFBvbGlieSBHQIBDQSAXxMB4XDTE1IMDUYNZE1MjIwNFOXDTM5MTIWMTEIMTAZ
MVowTDELMAKGA1UEBhMCQOgXEDAOBgNVBAoMB1dJU2VLZXkxKzApBgNVBAMMIId]
U2VLZXkgQ2VydGImeUIEIEFkdmFuY2VKIEdCIENBIDIwggEIMAOGCSqGSIb3DQEB
AQUAA4IBDWAWggEKA0IBAQDWUAXB1k9zIZ00+cuD72DSfubC02ybUHYvmX2Uo2aF
CGKpbHt1v3CTETe8ICkPjFVITdAnfUgM4skAY2XiergGRI/TEsxzcqSSnPzcz5/S
1j8MtqVibiTUN9d7JtVZQrspxXAGzfkRalwRObOBECQbkwMoObXwDpkvJ8Yyvap/
D3Cw9vX/3cuqBs2I7Mdu0thRBI7+HEE26H+z0bQoUSfUWIOTIXQHYg+gC/dpXdA+
mtqliyFgWC1LQurLDIdodZslszwbGx98brm7cENP7e/68wyZCndpzTDVgOBB88IiA
VHHVI2b8bOmA5uAgHsRtQkrIppMv1QTrowlRBse6JWxNAGMBAAGjggFnMIIBYzBv
BggrBgEFBQCBAQR]MGEWOAYIKwYBBQUHMAKGLGhOdHABLYIwdWJIsaWMud2lzZWtl
eS5jb20vY3J0L3djaWRwZ2JjYTEUY3JOMCUGCCsGAQUFBzABhhlodHRwOI8vb2Nz
cDlud2IzZWtleS5jb20vMB0GA1UdDgQWBBSgHLI/P2pKoL+Du/x5wérLHd/edTAS
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BgNVHRMBAfSECDAGAQH/AgEAMB8GA1UdIwQYMBaAFNHMC4IldCUsVZHVAxh7v8Hu
x2AMEOGA1UdIARGMEQWOgYHYIVOBQ4HAZAVMCOGCCsGAQUFBwIBFiFodHRwOI8v
d3d3Lndpc2VrZXkuY29tL3JlcG9zaXRvenkwBgYEVROgADAIBgNVHRBEN]AOMDKg
MKAuhixodHRWOIi8vcHVibGliLndpc2VrZXkuY29tL2NybC93Y 2lkcGdiY 2ExLmNy
bDAOBGNVHQSBASBEBAMCAY YWDQYJKoZIhveNAQELBQADGGEBAEUT7VSijacp3unz9
5gs+JktpDPjrueQINfidApMNtwWITCYqQxndQbuLGuuOLFizSZPJZH90a+13bk3Q
ajZvihAoVj38ajzT25714y1S3dwIwxfcHOgSsa7+kCvCsOTIOOBxydEamoysajh9
N35jzPxZx1XKSwdUMIitS/nwgbTVkV19K/Gjhi2zvbsivYHqi40lrwgONHbO3Gx+A
FKCSxa3TG6QMoZtjaCXFaB7c/yuSQLwI1m99Q1tjKzqB+HhZLoKhebwYUZ1qylU
Xhq6Lna0QiFhGKFFiQ/0C5mFhDBgSkIV7PyZYGYrW4jzhpDz/tQXmXNROQVbzKrg
T8qLxE8=

CN=WISeKey CertifylD Advanced Services CA 4, OU=International, OU=Copyright (c) 2016 WISeKey
SA, O=WiIiSeKey, C=CH

Type CA/QC

Status undersupervision

Status starting time 2017-06-05T16:44:10.000Z

Service digital identity (X509)

Version 3

Serial number 273809063985261462945805

Signature algorithm SHA256withRSA

Issuer CN=OISTE WISeKey Global Root GA CA, OU=0OISTE Foundation Endorsed,
OU=Copyright (c) 2005, O=WISeKey, C=CH

Valid from Wed Feb 10 11:53:24 PET 2016

Valid to Fri Dec 11 11:09:51 PET 2037

Subject CN=WISeKey CertifylD Advanced Services CA 4, OU=International, OU=Copyright (c)
2016 WISeKey SA, O=WISeKey, C=CH

Public key Sun RSA public key, 2048 bits

modulus:

22998960246314316614078373118493787911621436538469497722422881644910586
29473412439811514415394070640769245663880207278520336407266240756528546
68378412356543589409526435848576770842203379644687451353264590173585155
08131820053061012152391619805300786512120141537009441996913106171733916
14325596304477884726988185991654970457104161303022408796903823454613298
85588968448680719908527209845980625731237879035473503970231639929277231
97949683517759252197179235856321808442133657768184478293836128485387001
60866146406532753718398592607236390189313532386152808463998200805506049
3268614117498340521035744826143191446276694961161

public exponent: 65537

Subject key identifier f4e49b57d2aec29e884d00ba2baf65¢c963a9879b

CRL distribution points http://public.wisekey.com/crl/owgrgaca.crl

Authority key identifier ~ 041830168014b3037eae36bcb079d1dc9426b611be21b2698694
Key usage

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint dfo2fbdea820ac7ed75e4befaea5097ea64401d2

SHA256 Thumbprint 41144bd4174c3152elcab526f77d9f9ce89debcdebabe778f815¢21164b5101d3
The decoded certificate:
[

[

Version: V3

Subject: CN=WISeKey CertifylD Advanced Services CA 4, OU=International, OU=Copyright (c) 2016 WISeKey SA, O=WISeKey, C=CH
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:
22998960246314316614078373118493787911621436538469497722422881644910586294734124398115144153940706407692456638802072785203364072662407565285466837841235654358940952643584857
67708422033796446874513532645901735851550813182005306101215239161980530078651212014153700944199691310617173391614325596304477884726988185991654970457104161303022408796903823
45461329885588968448680719908527209845980625731237879035473503970231639929277231979496835177592521971792358563218084421336577681844782938361284853870016086614640653275371839
85926072363901893135323861528084639982008055060493268614117498340521035744826143191446276694961161
public exponent: 65537
Validity: [From: Wed Feb 10 11:53:24 PET 2016,

To: Fri Dec 11 11:09:51 PET 2037]
Issuer: CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed, OU=Copyright (c) 2005, O=WISeKey, C=CH
SerialNumber: [ 39fb3817 00000000 000d]
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Certificate Extensions: 9

[1]: Objectld: 1.3.6.1.4.1.311.20.2 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 0C 1E 0A 00 53 00 75 00 62 00 43 00 41

[2]: Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 03 02 01 00

[3]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: ocsp

accessLocation: URIName: http://ocsp.wisekey.com/

accessMethod: calssuers

accessLocation: URIName: http://public.wisekey.com/crt/owgrgaca.crt
1
1

[4]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: B303 7TEAE 36 BCB079 D1DC9426B611BE 21 ...6.y..&..!
0010: B2 69 86 94 e

1

]

[5]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:0

1

[6]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://public.wisekey.com/crl/owgrgaca.crl]

1

[7]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.16.756.5.14.4.3.1]

[PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 21 68 74 74 70 3A 2F 2F 77 77 77 2E 77 69 73 .!http://www.wis
0010: 65 6B 65 79 2E 63 6F 6D 2F 72 65 70 6F 73 69 74 ekey.com/reposit

0020: 6F 72 79 ory

11

[CertificatePolicyld: [2.5.29.32.0]
01

]

[8]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[9]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: F4 E4 9B 57 D2 AE C2 9E 88 4D 00 BA 2B AF 65 C9 ..W...
0010: 63 A9 87 9B C...

1
1

1

Algorithm: [SHA256withRSA]
Signature:

0000: 65 CC 7A 55 20 56 FB 72 5E 8B 0B 4C 34 AB 66 CF e.zU V.r..L4.f.
0010: 31 E8 9A 7F 23 5B 9C 66 4F 1C 9D 90 FC E9 C5 B8 1..#[.fO.......
0020: 4B AB 19 78 6D CD E9 6D 3E E8 C503 99 49 84 50 K.xm..m>....I.P
0030: 6C 29 69 B9 43 BB 8B 78 9D F7 2C BF 7TE E1 45 4C )i.C..x..,...
0040: FF 23 62 72 D4 DC 60 36 8C A8 83 21 24 37 D255 .#br..
0050: 67 21 D331 B2 D533 FE 75B3 CC 7EOC F6 25 BA g!.1.
0060: A5 9E EA 37 E4 56 07 9C A9 2D 04 EBBC 2172B9 ...7. .
0070: 23 60 E4 FD 6F 59 33 OF DF 84 62 D7 2B D6 F3 15 #'..0Y3...b.+...
0080: 6F OE BD E8 E4 58 CE 9B EA 4D 78 98 31 F7 E8 AE o...X..Mx.1...
0090: 59 06 CF BE 9E E0 29 85 54 44 BO CAA7 FFAA4E Y.
00AO: B7 0B5A D4 47 C4AED 72 1CFEC1FB443229C6 ..Z.G.r....D2).
00B0: 7ED0 10 4A 8071 6D FB 72 ED 25BD 1269 0C D9 ...J.gm.r.%..i..
00CO0: 6B 7F A6 349743 D1 D1 106AE51F C2E1DO38 k..4.C...j.
00D0: CFO3E72B7143B398 2121 EOAC9C1EE749 ..+qC.!.....
00EO: B5 75 E6 18 A4 AE A589 FE 82 DD D4 F3 A7 49E1 .u, I
00F0: 66 DO C1 B2 B1 06 C5 B0 C9 BE AB 92 61 83 D4 DA f.
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The certificate in PEM format:
 m/0AQ2+UfxhtO+hRpMMyF60zblEEZ8jF7+RFiZauM8Tu6GR+ S5jcmwwbAYIKwYBBQUH
AQEEYDBeMCQGCCsGAQUFBzABhhhodHRwOI8vb2NzcC53aXNla2V5LmNvhS8wNgY!
KwYBBQUHMAKGKmhOdHAGLY9wdWJsaWMud2IzZWtleS5jb20vY3J0L293Z3InYWNh
LmNydDANBgkghkiGOWOBAQsFAAOCAQEAZcx6VSBW+3JeiwtMNKtmzzHomn8jW5xm
TxydkPzpxbhLgxl4bc3pbT70xQOZSYRQbClpuUO7i3id9yy/fuFFTP8jYnLU3GA2
JKiDISQ30IVnIdMxstUz/nWzzH4M9iIW6pZ 7qN+RWB5ypLQTrvCFyuSNg5P1vVWTMP
34RilyvW8xVvDr305FjOm+pNeJgx9+iuWQbPvp7gKYVURLDKp/+qTrcLWtRHxO1y
HP7B+0QyKcZ+0BBKgHFt+3LtJb0SaQzZa3+mNJdDOdEQauUfwuHQOMB8DS5ytxQ70Y
ISHgrJwe50m1deYYpKe6lif6C3dTzpOnhZtDBsrEGxbDJIvquSYYPU2g==

CN=WISeKey CertifylD Advanced Services CA 2, OU=International, OU=Copyright 2011 WISeKey SA,
O=WISeKey, C=CH

Type CA/QC

Status undersupervision

Status starting time 2011-10-27T23:27:04.000Z

Service digital identity (X509)

Version 3

Serial number 246007577873566738153498

Signature algorithm SHA1withRSA

Issuer CN=WISeKey CertifyID Advanced G1 CA, OU=International, OU=Copyright (c) 2005
WISeKey SA, O=WISeKey, C=CH

Valid from Wed Feb 09 10:37:32 PET 2011

Valid to Fri Dec 11 13:00:47 PET 2020

Subject CN=WISeKey CertifylD Advanced Services CA 2, OU=International, OU=Copyright
2011 WISeKey SA, O=WISeKey, C=CH

Public key Sun RSA public key, 2048 bits

modulus:

24288478345426820300170647212650028183209172240700549408406936117107702
74803850970162639301987931305064120330877556637836770761441159944800058
00067422341275647291578062728338789257749837629581788260245742338557110
44851430752958107675122050547567033550120802632908841908516336065559667
07107256996505788105039037018831615858096998713437400310144168979735425
16413296476970768525294161764162278363174487117866772958700346310703729
20537492494984080471754795473983145338817813850123814149393750660160797
19937286155714212533310814218301260455793041747081866702681435953380525
3279475487464259551106530560220272067630486843259

public exponent: 65537

Subject key identifier d72f2ff309f15621531de74c2e48444ada86fd98

CRL distribution points http://public.wisekey.com/crl/wcidaglca.crl

Authority key identifier =~ 041830168014501f30c093928d712338345ch90af6d32beb8145

Key usage digitalSignature

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 0497a10d775e09873ba6ff84d7799cf3d7e0ala9
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SHA256 Thumbprint 0ad741d98a84c3b9c4e7552e15bff1e369b6806839455dbafcac638124d5f100

The decoded certificate:

[

[

Version: V3

Subject: CN=WISeKey CertifylD Advanced Services CA 2, OU=International, OU=Copyright 2011 WISeKey SA, O=WISeKey, C=CH
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits
modulus:
24288478345426820300170647212650028183209172240700549408406936117107702748038509701626393019879313050641203308775566378367707614411599448000580006742234127564729157806272833
87892577498376295817882602457423385571104485143075295810767512205054756703355012080263290884190851633606555966707107256996505788105039037018831615858096998713437400310144168
97973542516413296476970768525294161764162278363174487117866772958700346310703729205374924949840804717547954739831453388178138501238141493937506601607971993728615571421253331
08142183012604557930417470818667026814359533805253279475487464259551106530560220272067630486843259
public exponent: 65537
Validity: [From: Wed Feb 09 10:37:32 PET 2011,

To: Fri Dec 11 13:00:47 PET 2020]
Issuer: CN=WISeKey CertifyID Advanced G1 CA, OU=International, OU=Copyright (c) 2005 WISeKey SA, O=WISeKey, C=CH
SerialNumber: [ 341818f7 00000000 001a]

Certificate Extensions: 9

[1]: Objectld: 1.3.6.1.4.1.311.20.2 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 OC 1E 0A 00 53 00 75 00 62 00 43 00 41

[2]: Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
Extension unknown: DER encoded OCTET string =
0000: 04 03 02 01 00

[3]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [
[
accessMethod: calssuers
accessLocation: URIName: http://public.wisekey.com/crt/wcidaglca.crt
]
1

[4]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: 50 1F 30 C0 9392 8D 71 2338 34 5C B9 0A F6 D3 P.0....q#84\....
0010: 2B EB 81 45 +.E

1
1

[5]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:0

1

[6]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://public.wisekey.com/crl/wcidaglca.crl]

1

[7]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.16.756.5.14.4.3.1]

[PolicyQualifierInfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 21 68 74 74 70 3A 2F 2F 77 77 77 2E 77 69 73 .!http://www.wis
0010: 65 6B 65 79 2E 63 6F 6D 2F 72 65 70 6F 73 69 74 ekey.com/reposit

0020: 6F 72 79 ory

11

[CertificatePolicyld: [2.5.29.32.0]
01

]

[8]: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

1

[9]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: D7 2F 2F F309 F156 21 53 1D E7 4C 2E 48 44 4A //..V!S..L.HDJ
0010: DA 86 FD 98

1

1

]

Algorithm: [SHA1withRSA]

Signature:

0000: 94 41 DA BA A0 C9 2A5C 52 F2 0A C051 E35E 13 .A..*\R...Q."
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0010: A8 1ICE6 C30226 FB79 Al12ADBAAA85DFIBS5 ....&y.*.].
0020: 6C 18 IAOBB9EB 78 F8 06 CB9D 8215C7 F6 C5 |.....
0030: 6C CCC114D6756C DC 0C43B82EA97B377D I.. LT
0040: 32 10 4E D8 D3 E32C 8B F749B12CF048078D 2.N...,..I.,.H..
0050: FB 82 5A C9 1CE7 29 1E 5C D659 59 1900 64 35 ..Z...).\.YY..d5
0060: 01 1A 65 5E A3 BF 5D EF 98 19 3E 39 63 08 6F 2A ..e"..]...>9c.0*
0070: 16 5A 14 6D 30 B7 60 A4 8C 0349 E1 19 F8 1020 .Z.mO0."...I....
0080: 60 138C 03 7C 7CB380 D6D17AD75B701492 "......... z.[p..
0090: 57 D6 07 62 A0 3A 2E 82 9E 5C A5 23 F0 4498 60 W..b.: .D.
00AO: E2 3D 50 81 4E D2 29 83 E6 04 EC D251 5B 57 31 .=P.|
00BO: 13 F2 BF C6 62 10 ED BC 14 E3 6B 51 62 09 66 99 ....b....kQb.f.
00CO: E9 85 2F AD 51 07 5C AF CA A3 9E 5A A7 84 DEC5 ../.Q\..Z....
00DO0: A4 41 4E 2D AA 1A CAB1 6B 59 53 34 68 C8 1C 12 .AN-...kYS4h...
00EQ: 35 B5 1B 2E CO6C 07 66 91 2C 62 ED E8 E7 1B A7 5....If.,b.....
00F0: FO D4 A5 FD BE 25 36 43 6A 04 D6 9A 25 74 3B 0A ... %6C;...%t;.

]
The certificate in PEM format:
 TAG
BgRVHSAAMBKGCSsGAQQBgjcUAGQMHgoAUWB1AGIAQWBBMB8GA1UdIWQYMBaAFFAf
MMCTko1xIzgOXLkK9tMr64FFMDWGA1UdHWQ1MDMwMaAvoC2GK2hOdHABLY9wdWJs
aWMud2IzZWtleS5jb20vY3JsL3djaWRhZzFjY S5jcmwwRwY IKwYBBQUHAQEEOzAS
MDcGCCsGAQUFBzAChitodHRwOI8vcHVibGliLndpc2VrZXkuY29tL2NydC93Y2lk
YWexY2EuY3JOMAOGCSqGSIb3DQEBBQUAA4IBAQCUQdg60MKgXFLYCSBR414TgBzm
wwim+3mhKtugqF35tWwY Ggu563j4BsudghXH9sVszMEU1nVs3AxDuC6pezd9MhBO
2NPjLIV3SbESBEgHjfuCWskc5ykeXNZZWRKAZDUBGMVeo079d75gZPjliCG8FloU
bTC3YKSMAONhGfgQIGATANSILOALF611twFJIJIX1gdioDougpScpSPWRING4i1Q
gU7SKYPmMBOzSUVtXMRPyv8ZIEO28FONrUWIJZpnphS+tUQdcr8gjnignhN7FpEFO
LaoayrFrWVMO0aMgcEjW1Gy7AbAdmkSxi7ejnG6fw1KX9viu2Q20E1poldDsK

CN=0OISTE WiSeKey Global Root GA CA, OU=0OISTE Foundation Endorsed, OU=Copyright (c) 2005,
O=WISeKey, C=CH

Type CA/QC

Status undersupervision

Status starting time 2011-10-19T22:03:21.000Z

Service digital identity (X509)

Version 3

Serial number 86718877871133159090080555911823548314

Signature algorithm SHA1withRSA

Issuer CN=OISTE WISeKey Global Root GA CA, OU=0OISTE Foundation Endorsed,
OU=Copyright (c) 2005, O=WISeKey, C=CH

Valid from Sun Dec 11 11:03:44 PET 2005

Valid to Fri Dec 11 11:09:51 PET 2037

Subject CN=OISTE WISeKey Global Root GA CA, OU=0OISTE Foundation Endorsed,
OU=Copyright (c) 2005, O=WISeKey, C=CH

Public key Sun RSA public key, 2048 bits

modulus:

25665677062212238926425337868672790984523975826397568772898393679835223
79215361472476274067860436714640896498866776555724303333217881199443031
82192680137227811038941771642754716527908915047671263165545439491678726
58969863516618824989331325931780164035733540663902032602128347596286518
56658415161131716185399495955856037164448949398527620054287213549952490
62661015705941843504398253766005943340412105516353562678765502195260798
84846250242014323238477351950638683648063570726696890119634093256994831
49551493065058583484332173198815090149983980763171935736798366921816346

1065125420004275703859743682152491140031902515461
public exponent: 65537
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Subject key identifier b3037eae36bcb079d1dc9426b611be21b2698694

Key usage digitalSignature
keyCertSign
cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 5922alel5aeal63521f898396a4646b0441b0fa9

SHA256 Thumbprint 41c923866ab4cad6b7ad578081582e020797a6¢chdf4fff78ce8396b38937d7f5
The decoded certificate:
[

[

Version: V3

Subject: CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed, OU=Copyright (c) 2005, O=WISeKey, C=CH
Signature Algorithm: SHA1IwithRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits
modulus:
25665677062212238926425337868672790984523975826397568772898393679835223792153614724762740678604367146408964988667765557243033332178811994430318219268013722781103894177164275
47165279089150476712631655454394916787265896986351661882498933132593178016403573354066390203260212834759628651856658415161131716185399495955856037164448949398527620054287213
54995249062661015705941843504398253766005943340412105516353562678765502195260798848462502420143232384773519506386836480635707266968901196340932569948314955149306505858348433
21731988150901499839807631719357367983669218163461065125420004275703859743682152491140031902515461
public exponent: 65537
Validity: [From: Sun Dec 11 11:03:44 PET 2005,

To: Fri Dec 11 11:09:51 PET 2037]
Issuer: CN=OISTE WISeKey Global Root GA CA, OU=OISTE Foundation Endorsed, OU=Copyright (c) 2005, O=WISeKey, C=CH
SerialNumber: [ 413d72c7 f46b1f81 437df1d2 2854df9a]

Certificate Extensions: 4
[1]: Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false

Extension unknown: DER encoded OCTET string =
0000: 04 03 02 01 00

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

1

[4]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: B303 7TEAE 36 BCB079 D1DC9426B611BE21 ..6.y..&..!
0010: B2 69 86 94 e

1

1

]

Algorithm: [SHA1withRSA]

Signature:

0000: 4B A1 FF 0B 87 6E B3 F9 C143B148F328C01D K..
0010: 2E C9 09 41 FA 9400 1C A4 A4 AB 49 4F 8F 3D 1E .
0020: EF 4D 6F BD BC A4 F6 F2 26 30 C9 10 CA 1D 88 FB .Mo.
0030: 74 19 1F 85 45 BD BO 6C 51 F9 36 7E DB F5 4C 32 t...E..IQ.6...L.2
0040:
0050:
0060:
0070: 6D 43 BB 60 30 7A 67 33 5C C5 99 D1 F8 2D 39 52 mC.'0zg3\....-9R
0080: 73 FB 8C AA97 255C 72 D9 08 1E AB 4E 3C E3 81 s....%\r....N<..
0090: 31 9F 03 A6 FB CO FE 29 8855 DA 84 D550 03 B6 1.
00A0: E2 84 A3 A6 36 AA113A 01E1184B D644 68 B3 .
00BO: 3D F9 5374 84 B346 91 46 96 00 B7 80 2CB6 E1 =.St.F.F....,..
00C0: E3 10 E2DB A2 E7 28 8F 0196 62 16 3E00E3 1C .
00DO0: A5 36 81 18 A24C 5276 CO 11 A3 6E E6 1D BA E3
00EO: 5A BE 36 53 C5 3E 75 8F 86 69 29 58 53 B5 9C BB Z.6S.>|
00FO0: 6F 9F 5C C5 18 EC DD 2F E1 98 C9 FC BE DF 0A 0D o.\

]
The cetrtificate in PEM format:

--BEGIN CERTIFICATE-----
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VVuuk+g3/ytrédTqvirdgFEr12bDYVxgAsj1znJ707jyTmUIms2kahnBAbtzptf2
WI3NVKSLIZIhuAGio9RN1AU9ka34tAhxZK9w8RxrfivbDd50kc3vkDIzh2TbhmYsF
mQVtRTEJysIA2/dyoJaqlYfQjse2Y XMNdmaM3Bu0Y6KfISMTMPGhJ9vZ/yxViJGg
4E8HSChW|Bgbl0SOid3gF27nKu+POQoxhILYQBRJLNPB5KF+42TMwWVIXSywhp1t9
4B3RLoGbw9h0972WG6xwsRYUC9tguSYBBQIDAQABOL1EWTZALBgNVHQ8EBAMCAYYw
DwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUswN+rja8sHnR3JQmthG+IbJphpQw
EAYJKwYBBAGCNXUBBAMCAQAWDQY JKoZIhveNAQEFBQADggEBAEuh/wuHbrP5wUOX
SPMowBO0uyQIB+pQAHKSkqOIPjz0e701vvbyk9vimMMkQyh21+3QZH4VFvbBsUfk2
ftv1TDI6QUIbRS/0Cy22xBmddMVHxjtqD6WU22z0c5ypBd8A3HRA+vg1YFKCEXh8
VPtNsCBtQ7tgMHpnM1zFmdHA4LTISc/uMqpcIXHLZCB6TjzjgTGfA6b7wP4piFXa
hNVQA7bihKOmNgoROgHhGEVWRGIzPfITdISzZRpFGIgC3gCy24eMQA4tuiSyiPAZZi
Fj4A4xyINoEY okxSdsAR027mHbrjwr42U8U+dY+GaSIYU7Wcu2+fXMUY7NOv4ZjJ
ILTiCg0=

Certificate Service Provider Name (en): COMODO CA
Trade name (en) COMODO CA
Information URI (en ) HTTP://WWW.COMODO.COM

Service provider street  3RD FLOOR, 26 OFFICE VILLAGE, EXCHANGE QUAY, TRAFFORD ROAD
address (es)

Service provider street  3RD FLOOR, 26 OFFICE VILLAGE, EXCHANGE QUAY, TRAFFORD ROAD
address (en)

Service provider postal M53EQ

code (es)

Service provider postal M53EQ

code (en)

Service provider locality SALFORD

(es)

Service provider locality SALFORD

(en)

Service provider state GREATER MANCHESTER
(es)

Service provider state GREATER MANCHESTER
(en)

Service provider GB

country (es)

Service provider GB

country (en)

CN=COMODO SHA-256 Client Authentication and Secure Email CA, O=COMODO CA Limited,
L=Salford, ST=Greater Manchester, C=GB

Type CA/QC

Status undersupervision

Status starting time 2015-05-26T16:27:18.000Z

Service digital identity (X509)

Version 3

Serial number 297932920444540322541367631881431378721

Signature algorithm SHA256withRSA

Issuer gNgéddTrust External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB,
Valid from Sun Dec 21 19:00:00 PET 2014

Valid to Sat May 30 05:48:38 PET 2020

Subject CN=COMODO SHA-256 Client Authentication and Secure Email CA, O=COMODO CA

Limited, L=Salford, ST=Greater Manchester, C=GB
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Public key Sun RSA public key, 2048 bits

modulus:
17381956418472897693969508582162636024071659346032269263382920739842150
46927852583721629177141067585711669815205981016630186318209317314096541
07720087605003458793700292047194169818313172767256880241716377274896565
13268578962317477213526962462814834799916604856420564188483147729326012
68887050317289933363413210836814144588908306807619551332068593151938913
24046887022413555455855897507018984996629041020918774445528628794543541
14087477024339081277305067166369850131192375668524023885103462072163379
93341532819217188097696906154184879163683035610752922252847847628488563
5080353582058387016955678231307621269112715452961

public exponent: 65537

Subject key identifier 92616b82ela2alaadfec67f1c2a3f7b48000clec

CRL distribution points http://crl.usertrust.com/AddTrustExternal CARoot.crl

Authority key identifier ~ 041830168014adbd987a34b426f7fac42654ef03bde024ch541a

Key usage digitalSignature

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 59h825fc08860b04b392cc25fec48c760753b689

SHA256 Thumbprint 5344871d8e168212539644f9aa081b78fff2179950145ac0e4ebfcd037fb04f4
The decoded certificate:
[

[

Version: V3

Subject: CN=COMODO SHA-256 Client Authentication and Secure Email CA, O=COMODO CA Limited, L=Salford, ST=Greater Manchester, C=GB
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:
1738195641847289769396950858216263602407165934603226926: 920739842150469278525837216291771410675857116698152059810166301863182093173140965410772008760500345879370029204719
41698183131727672568802417163772748965651326857896231747721352696246281483479991660485642056418848314772932601268887050317289933363413210836814144588908306807619551332068593
15193891324046887022413555 89750701898: 9041020918774445528628794543541140874770243390812773050671663698501311923756685240238851034620721633799334153281921718809769
69061541848791636830356107529222528478476284885635080353582058387016955678231307621269112715452961
public exponent: 65537
Validity: [From: Sun Dec 21 19:00:00 PET 2014,
To: Sat May 30 05:48:38 PET 2020]
Issuer: CN=AddTrust External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB, C=SE
SerialNumber: [ e023cb15 12835389 ad616e7a 54676b21]

Certificate Extensions: 8
[1]: Objectid: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: ocsp

accessLocation: URIName: http://ocsp.usertrust.com
]
1

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: ADBD 98 7TA34 B4 26 F7 FAC426 54 EF03BD EO ...24.&..&T....
0010: 24 CB 54 1A $.T.

1
1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:0

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://crl.usertrust.com/AddTrustExternal CARoot.crl]
1

[5]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [2.5.29.32.0]

01l

1

[6]: Objectld: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

clientAuth

emailProtection
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1

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

1

[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 92 61 6B 82 E1 A2 AO AA 4FEC 67 F1C2 A3F7 B4 .ak....0.g.....
0010: 80 00 C1 EC

1

1

]

Algorithm: [SHA256withRSA]

Signature:

0000: 1B 2A 6E AC 55 C1 3A AB 88 C5 D8 ED CD 55 F3 AA .*n.
0010: 6B 61 2B C0 09 10 2399 OF C5 66 6A 6F B1 F5 B4 kat.
0020: B5 77 5E OF 02 61 00 DF 7D 05 FE 12 B3 A4 8080 .w"..a. .
0030: 00 FC FB 1D 5B 6A 7202 0A 41 BC 05 BA C158 D5 ...[ir.A...X.
0040: 26 C2 EAD54D 84 FB FE 8298 CF 58 1B E3 22 63 &...M.....X.."¢c
0050: 9C 52 F8 BB 05 36 AB 7D 58 A5 DE AB 3B 63 E5 DA .R...6..X...;C..
0060: D5 73EF ECEOFB7BE2 A3 FFF042239C CAB6 .s.
0070: 8D 4D 3E E4 4B 18 03 B2 A8 2D D4 D8 BB 42 4B 90 .M>.
0080: 69 85 10 DB A6 37 34 E8 7B E001 10 A59C CA3A i...74....
0090: C7 9F 4F 88 34 6E 8A 65 DO 1A 8A BB A9 DC CACA ..0.4n.
00AO0: 36 D1 F4 FC C264 2935 AFD6B1A77111D203 6....d)5.......
00BO0: 43 B1 8F 3E 9A EC 9E 32 53 F4 76 92 CA 86 34 07 C..>...2S,
00C0: B9 2C CAE6 1C4A D899 0D C186 E2 90 92 FB 5A
00DO: 42 6A 2321 10 E9 65 C7 F5 D5 BB 7E EA 8C 85 20 Bj#
00EO: 0262 EAD13A072C59 C59933F23889E5B6 .b....,Y..3.8...
00F0: E9 16 TA1F 79 14 F6 4A 101A26 FA7TC8AFB9B ..zy..J.&.....

fio

]
The cetrtificate in PEM format:
]
sQ3aelMZTnBSHbxWpgYmt7hJ4JbnUavx8FoTSRWijtlwbYLx6UUKneYykIt8XYU6R
1XYjChTTSgJ/th0JgG6IBD3ZursW/qGHgS5DUKMWIK8YUMImT1rpCNjPkyWce4djo
MGTmpPhWgP0gJBQzF5msROVpiBNGBkvCMITpQJIBGSLGskOC5tQiTOpwqUEMQ2z0g
YTXVA47ZTnYIAIEp+gN8cXZP7uFfgen7VIDbw3s1UreE3il9LDAMX9ZvVI3sDNp
LUPr+tal8Zd3Z1GM2e4n67ylBzh2jKSpOP/fiPUDrEm+yvdzmToPMquclToTPQ5G
OId0YVC+xkAly+Tin6lhAgMBAAG]ggEXMIIBEZAfBgNVHSMEGDAWgBStvZh6NLQm
9/rEJITVA73gIMtUG]AdBgNVHQAEFgQUKmMFrguGioKpP7GfxwgP3tIAAwewwDgYD
VROPAQH/BAQDAgGGMBIGALUJEWEB/WQIMAYBABCAQAWHQYDVROIBBYWFAYIKwWYB
BQUHAWIGCCsGAQUFBWMEMBEGA1UJIAQKMAgwBgYEVROgADBEBgNVHR8EPTA7MDmMg
N6A1hjNodHRWOI8VY3JsLnVzZXJ0cnVzdC5jb20vQWRKVHJI1c3RFeHRIcmShbENB
Um9vdC5jcmwwNQYIKwYBBQUHAQEEKTANMCUGCCsGAQUFBzABhhlodHRwOI8vb2Nz
cC51c2VydHJ1c3QuY29tMAOGCSqGSIb3DQEBCWUAA4IBAQAbKm6EsVCE6q4jF203N
VfOqa2ErwAkQISkPXWZagb7H1tLV3Xg8CYQDffQX+ErOkglAA/PsdW2pyAgpBvAWG
WVjVISLqLUZ2E+/6CMMIY G+MiY5xS+LsFNqtOWKXeqztj5drVc+/s4Pt74qP/8El]
nMQq2jU0+5EsYA7KoLdTYu0JLKGMFENUmMNZzToe+ABEKWcyjrHNO+ING6KZdAairup
3MrkKNtHO/MJIKKTWv1rGncRHSA0OXjz6a7J4yU/R2ksqGNAeSLMrmHErYmQ3BhuKQ
kvtaQmojlRDpZcfl1bt+60yFIAJiGtE6BYxZxZkz8]jiJ5bbpFnofeRT2ShAalvp8

ivub

CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater Manchester,
C=GB
Type CA/QC

Status undersupervision

Status starting time 2012-03-20T15:25:27.000Z

Service digital identity (X509)

Version 3

Serial number 43390818032842818540635488309124489234

Signature algorithm SHA1withRSA

Issuer CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater
Manchester, C=GB

Valid from Fri Dec 31 19:00:00 PET 2010

Valid to Tue Dec 31 18:59:59 PET 2030
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Subject CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater
Manchester, C=GB
Public key Sun RSA public key, 2048 bits
modulus:

26289395806318381231692261863750242292037560230101026221289605413810223
12391137129643347841898046763569002755778666260558750066381003035515686
00382145246656294294911839047616598043405957853074035084659771952441464
50258342619785062327256172269584127117720656015993450905176834046100109
53270431696513519356433527274923661810035291369082738108001201526306613
39792683744834685477466252935847104367829705960299566072962573971128784
88296778798242823077976044671664128062033831583733197184764809865978613
13597246609316367464960423824590420063072815179756696697895087682210709

3815810044366927828104368429473637812056461354743
public exponent: 65537

Subject key identifier 0b58e58bc64c1537a440a930a921be47365a56ff

Key usage keyCertSign
cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint €e869387fffd8349abh5ad14322588789a457b012

SHAZ256 Thumbprint 1a0d20445de5bal1862d19ef880858chce50102b36e8f0a040c3c69e74522febe

The decoded certificate:

[

[

Version: V3

Subject: CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater Manchester, C=GB
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits
modulus:
26289395806318381231692261863750242292037560230101026221289605413810223123911371296433478418980467635690027557786662605587500663810030355156860038214524665629429491183904761
65980434059578530740350846597719524414645025834261978506232725617226958412711772065601599345090517683404610010953270431696513519356433527274923661810035291369082738108001201
52630661339792683744834685477466252935847104367829705960299566072962573971128784882967787982428230779760446716641280620338315837331971847648098659786131359724660931636746496
04238245904200630728151797566966978950876822107093815810044366927828104368429473637812056461354743
public exponent: 65537
Validity: [From: Fri Dec 31 19:00:00 PET 2010,

To: Tue Dec 31 18:59:59 PET 2030]
Issuer: CN=COMODO Certification Authority, O=COMODO CA Limited, L=Salford, ST=Greater Manchester, C=GB
SerialNumber: [ 20a4c47f dddfelc7 53630713 88776012]

Certificate Extensions: 3

[1]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[2]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[3]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 0B 58 E5 8B C6 4C 15 37 A4 40 A9 30 A9 21 BE 47 X..L.7.@.0..G
0010: 36 5A 56 FF 62V.

]

1

1
Algorithm: [SHA1withRSA]

Signature:
0000: 2F C9 C41C 07 3B CF 61 0200B1D921517572 /....;.a...1Qur
0010: 0330 B0 C4 16 1F 6C 00 8B 10 AC AF F1 47 D4 AE G.

0020: 103C 0C 1AF8 D493 6C AC 1037 7CB7A68364 .<...l.7..d
0030: AD CD DF OE 87 339D 37 BOC67B3872B1F3 1A ...3.7..8r...
0040: OE A3 F9 55 7A 6D 03 66 0317 954A F1B1 7ADF ..Uzm.f..J..z.
0050: 56 21 06 42 8F B1 D3 A8 85 DE EE 97 1D 62 EB A7 V!.B......... b..
0060: E7 311266 C30F A6 4B 2E4182F7FDC91B A8 .1.f.KA.....
0070: 1B AF EE 3C CEE39C AE 2807 A12C 9B 24 C2 OF ..<...(..,.$..
0080: 23 26 83 32 8B 86 OF 1F 2B 12 46 25 16 8F 76 90 #&.2....+.F%..v.
0090: 03 6B DE BC AA 2268 6B 8C A1 AC 2B 1139 A6 DB k..."hk...+.9..
00A0: 70 C27D 72 E9 33 E7 FC 26 F1745A 91 E6 9D 84 p..r.3.&tZ....
00BO: AC F8 AB 06 1946 E6 A7 E9AA3422 A4 A19F 7A ....F..4".z
00CO: AD B7 B2 A49A 338871 023C2ED67AB21F A2 ....3.0.<.Z..
00D0: CACODD 2F 1094 FD B3 8C 84207946 D505D4 .../...... yF...
00EO: 10 E4 D2 DB 64 4F B8 5B EE 1B C52047 5B 94 AB ....dO.[... G[..
00FO0: 6E D4 9533 1D A6 1571 F1F894 CA54393E C1 n..3..q...T9>.

1
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The certificate in PEM format:

MIIDODCCArigAWIBAgIQIKTEf93f4cdTYwcTiHdgEjANBgkghkiGOWOBAQUFADCB
9TELMAKGA1UEBhMCROIXGzAZBgNVBAgGTEkdyZWF0ZXIgTWFuY 2hlc3RICiEQMA4G
ALUEBXMHU2FsZm9yZDEaMBgGA1UEChMRQO9NTORPIENBIEXpbWIOZWQxJzAIBgNV
BAMTHKNPTU9ETYBDZXJ0aWZpY2F0aW9ulEF1dGhvemlOe TAeFWOXMTAXMDEWMDAW!
F092kANTr3ryqImhrjKGsKxE5pttwwn1y6 TPn/CbxdFqR5p2ErPioBhIG5qfpajQi
pKGfeq23sqSaM4hxAjwulnqyH6LKWNOVEJT9s4yEIHIG1IQXUEOTS22RPuFvuG8Ug
R1uUq27UITMdphVx8fiuylQ5PSE=

Certificate Service Provider Name (en): REGISTRO NACIONAL DE IDENTIDAD
Trade name (en) RENIEC/PERU

Information URI (en) HTTPS://WWW.RENIEC.GOB.PE/

Service provider street  JR.BOLIVIA 109 CENTRO CIVICO CDO DE LIMA

address (es)

Service provider street JR.BOLIVIA 109 CENTRO CIVICO CDO DE LIMA

address (en)

Service provider postal  LIMAO1
code (es)

Service provider postal  LIMAO1
code (en)

Service provider locality LIMA
(es)

Service provider locality LIMA
(en)

Service provider state LIMA
(es)

Service provider state LIMA

(en)

Service provider PE
country (es)
Service provider PE

country (en)

CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificaciéon Nacional para el Estado Peruano, C=PE

Type CA/QC

Status undersupervision

Status starting time 2018-01-18T23:37:44.000Z

Service digital identity (X509)

Version 3

Serial number 6809427473258457679

Signature algorithm SHA512withRSA

Issuer CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificacién Nacional para el Estado
Peruano, C=PE

Valid from Thu Aug 10 12:31:52 PET 2017

Valid to Sun Aug 10 12:31:52 PET 2042

Subject CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificacién Nacional para el Estado

Peruano, C=PE
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Public key

Subject key identifier
Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[
Version: V3

Sun RSA public key, 4096 bits
modulus:
74550301454764894858436895359988151894690624301296360185771452280477781
39006227097627829418403707802184818353303040900226716949744297685434071
14010421320638577157215826721076491384610221868785174509514660662491662
61850590720747085539831035663356093826348439119819714826301278624142478
44029200116795663914330316020556259133796534127177915042071171068491356
81742154584117552829200504285439260372022597732694280107090146259016072
04757064263754788586662863659250353777981398741383692736813035233187376
32620546138901617101372104103521617321438518395842716766444276775835684
64175752738509024375642083789099934602535327668452735602199757783829503
05139720907320282040293102698831734949274666296641393283602834119244831
60294116148304689305890450291664813753369968689349015931415424674308622
57017134563417222706548377769543484439105105922405283338706016073360199
58463216200572008934881591994507927248897987250083167041408847219172411
21768776700515031676378192693067874449638243618188054778976245788221673
75961385557831602267390212785616275712203561701890180232010492667691455
92655962061277567019556313065142238688850848699228124566758595593957427
07648958243784711503527359823682376929652358055164794388297320694177715
84792804821875147837083137
public exponent: 65537

1fe9292061d23142b5ddfd5222beddOecff24787
0418301680141fe9292061d23142b5ddfd5222bedd0ecff24787

keyCertSign

cRLSign

CA=true; PathLen=2

€611d33d29857hbe83b5003704bb61c9883ed8ded
96508217c36f3bbc556e2e07d7ab50c40da8027¢388235813322e41b87a568be

Subject: CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificaciéon Nacional para el Estado Peruano, C=PE
Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13

Key: Sun RSA public key, 4096 bits
modulus:

74550301454764894858436895359988151894690624301296360185771452280477781390062270976278294184037078021848183533030409002267169497442976854340711401042132063857715721582672107
64913846102218687851745095146606624916626185059072074708553983103566335609382634843911981971482630127862414247844029200116795663914330316020556259133796534127177915042071171
06849135681742154584117552829200504285439260372022597732694280107090146259016072047570642637547885866628636592503537779813987413836927368130352331873763262054613890161710137
21041035216173214385183958427167664442767758356846417575273850902437564208378909993460253532766845273560219975778382950305139720907320282040293102698831734949274666296641393
28360283411924483160294116148304689305890450291664813753369968689349015931415424674308622570171345634172227065483777695434844391051059224052833387060160733601995846321620057
20089348815919945079272488979872500831670414088472191724112176877670051503167637819269306787444963824361818805477897624578822167375961385557831602267390212785616275712203561
7018901802320104926676914559265596206127756701955631306514 )8486992281245667! 3957427076489582437847115035273598236823769296523580551647943882973206941777158479

2804821875147837083137
public exponent: 65537

Validity: [From: Thu Aug 10 12:31:52 PET 2017,

To: Sun Aug 10 12:31:52 PET 2042]

Issuer: CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificacién Nacional para el Estado Peruano, C=PE

SerialNumber: [ 5e7ff235 835b2a4f]

Certificate Extensions: 6
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: http://www.reniec.gob.pe/crt/sha2/ecernep.crt

1
1

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [
Keyldentifier [

0000: 1F E9 292061 D231 42 B5DD FD 5222 BEDD OE ..)a.1B..R"...

0010: CF F2 47 87 .G.
1
1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2

]

[4]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [2.5.29.32.0]

0]

1
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[5]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[6]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 1F E9 29 20 61 D2 3142 B5 DD FD 52 22 BE DD OE ..) a.1B..R"...
0010: CF F2 47 87 .G,

1
]

1

Algorithm: [SHA512withRSA]
Signature:

0000: 44 OF F2B538 752218 F5942DB376 BAFEF1 D...8u"...-.v...
0010: 6F 6F 58 4D BC 44 E6 BF 18 71 FC 38 48 EC 69 16 00XM.D.
0020: 02 E8 97 00 D5 41 2F FC 758D E0 C9 9C A9 97 68 .....Al.u
0030: E4 E1 41 60 33 04 25 5B BB 2A C3 D4 BO 7E A6 DB ..A"3.%][.
0040: CE 18 1E 8B B6 2E 8C 1B 58 5E 1A F3 A6 14 C8 33
0050: A6 BA 87 F4 9E 00 17 CC 36 21 FC 9F 6E 0C C2 69 .
0060: 34 CEACB6A7CF254BD E7D8779AA38B99F7 4.j.T..w.....
0070: 2A DF 14 7E 30 50 0D EC 91 AF 58 F7 2C 6D A2 E3 *...0P....X.,m..
0080: F2 C1 6A 60 8D 6D D493 7F 8686 77 F9 7D 08 96 ..j".m. .
0090: BD D7 5B D4 10 32 67 45 1B 94 C8 CF FC AA 00 4F ..[..2¢E....... o
00AO0: 67 F503 3C C1 1B 28 07 9B AF 5C 11 AF 53 A0 88 g..<..(...\..S..
00B0: CF 22 23 CEA9 E7 3B 7D 3C 57 87 98 81 8D 56 2F ."#...;.<W....V/
00CO: 78 8A 39 5E DE 61 EB A6 29 0D 4B 9C D3 2C E4 DD x.9"a..).K..,..
00D0: BB CE20EC D6 83E405 E2E1BD31F2F0AAB4 . 1
00EO: EF AE 54 1C A1 D5302D D874 71F6 CE5F CBOF ..T. _—
00FO0: A6 6E 56 58 17 66 58 00 9B 1E 84 1B 36 F3 EO F9 .nVX.fX.....6...
0100: AA5F A8 83 7A 7D DA CC 8F 29 B3 90 A7 29 83 CF
0110: ABEBEA49808B 1934 D9A2C7DA38785B81 .
0120: B4 02 08 F357537C 47 9F FE63FA39EAS567B ...
0130: 68 51 75 49 2A 35 4A D3 F9 93 AE 7F 7E 2C E6 30 hQuI*5.
0140: A3F9 44 BE 93 71 3F 02 96 2B 92 85 A1 B0 2E 5D ..D..q?.
0150: AE 18 F3 AF F4 58 76 F8 8C D942 CD BF FFE159 ... Xv..B...Y
0160: 2B 67 EF F7 1E EE D7 D9 0B 61 02 FE 36 02 54 7A +g 6.7z
0170: DF 18 05 5F 2D D3 FC 65 5F 2F0F 15D11954FB ... -.e /..T.
0180: 57 AOE2 C34581 A145 1F5A923E87CDFF6F W..E.E.Z>...0
0190: 0D 84 FE A9 9B 46 B2 B4 89 7E DA OE 38 C4 9E 49 ....
01A0: DO 1B 0053 1B FA 2292 13 1ES8EB963ABOBF7 ..S.."
01B0: 54 11 34 5E 22 FADD F1 15 7B DD 6507 B2 03 91 T.4/
01C0: 8D C3519E 16 D7 16 31 0B 93 CE AAOE 61 23 7A ..Q..
01DO0: OE 2A 66 OC 33 BA 2E 7C BD 66 3F 9E 6B 1B 5F 8C .*.3
01EO: 68 DO 63 4F E4 3A 80 BA 3D A6 93 9F BA E4 1F 4F h.cO
01F0: E9 A4 6D 57 2A 26 22 E8 6C 5E 71 3F 4C 51 04 2C ..mW*

"2LQ.,

1
The certificate in PEM format:
éd
nmbFDtFFdrIr/4cGInYiYerwPw4Knu4bréuJ6KfKXE1P5r7eoli4n3JxBhUIONK/
mMc8CypJkZXC+LZ2bv7nNGgZpVkOv4yen/uX5VkulevMYPyNi2EengxwlJOSexZP
BMITH37RqiGQ2NDsN1EopFgXpddwyMIIMCIr4ZsVnQZhddOKLXZmPt1P/GPy8VM7
63LkKWnHueq842GQ2CWrUa0U8R8Y4iJRUn/qOlyJYdveDNfLufgF/5YML5UrcXjq
+j6r54je02nY6dgZ3018CPI9HaNRvsrFbRt9bnRIWVIXQr8/iFoyAyBnClhsOKpxG
AyOv4pBB60OtLOyTp7NeBY1FMY8tFAQNP5HKZ3v684j2kJ/T3wPWfCQUQULY 1bzth
p/bfxjZGkkrzngSLbOO/+tJUBeAeditx8H3d61RpA01QNpPXHLKIXJz6k5/bpY T4n j----- END CERTIFICATE-----

CN=ECEP-RENIEC, O=Registro Nacional de Identificacion y Estado Civil, C=PE
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Type
Status
Status starting time

CA/QC
undersupervision
2018-01-16T21:31:25.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject
Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

3
496878701977333053
SHA512withRSA

CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificacién Nacional para el Estado
Peruano, C=PE

Thu Aug 10 15:31:59 PET 2017
Wed Aug 10 15:31:59 PET 2033
CN=ECEP-RENIEC, O=Registro Nacional de Identificacion y Estado Civil, C=PE

Sun RSA public key, 4096 bits
modulus:
67154680094615224171494412742951981673461687731648096332530187632107159
66133097984412055213762024720208136674648471169650009236044003755416893
80727244060023530337987062449703399170879547186940392709114729226771716
00030752463722047005786705818866122850765741491414882621645926136871521
01081926164372296695928544740736195438089686493146546263063209755625511
34403130387719395733631148618357639367007751742033806558140267461699582
09116648596356165474140749059408048873147584933918054725324694536423269
25669602651519057354045373058073294978103243344361189548398525013760980
81576745125670097735852304114514054633890841149731562614295860272936686
77253433040148199482428357051308808978711112352180234727367673211131499
72362690745231779724425216903235649538364497433126119840045839325902569
89889770921038154778019804568184349991107662916773408902982480299668782
16916987278799300027026226215375526600428306096216611020840683054879871
42396913750124269740155477588697665097127916476575139473390145205940454
32161334758306697960409277270920998544074839503531748567722869174771557
36716448767307454744162795193428460627361044052090228179802705140744473
42026162101043948052811063809165839038508734324636812965137573268548595
50921665465184552319151877
public exponent: 65537

22aff35feeeld457d4cef7ee3dfd2527ccbce7b75

http://crl.reniec.gob.pe/arl/sha2/ecernep.crl

http://cri2.reniec.gob.pe/arl/sha2/ecernep.crl
0418301680141fe9292061d23142b5ddfd5222bedd0ecff24787

keyCertSign

cRLSign

CA=true; PathLen=1

2fe0a4ab97544334c122bb142e39€91f69607647
91520e1f381a46402b9490c06749b2d81ddad4b53e7f252a1dd79b55dfch340b

Subject: CN=ECEP-RENIEC, O=Registro Nacional de Identificacién y Estado Civil, C=PE
Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13

Key: Sun RSA public key, 4096 bits
modulus:

67154680094615224171494412742951981673461687731648096332530187632107159661330979844120552137620247202081366746484711696500092360440037554168938072724406002353033798706244970

33991708795471869403927091147292267717160003075246372204700578670581886612285076574149141488262164592613687152101081926164372296695928544740736195438(

3146546263063209

75562551134403130387719395733631148618357639367007751742033806558140267461699582091166485963561654741407490594080488731475849339180547253246945364232692566960265151905735404
53730580732949781032433443611895483985250137609808157674512567009773585230411451405463389084114973156261429586027293668677253433040148199482428357051308808978711112352180234
72736767321113149972362690745231779724425216903235649538364497433126119840045839325902569898897709210381547780198045681843499911076629167734089029824802996687821691698727879
93000270262262153755266004283060962166110208406830548798714239691375012426974015547758869766509712791647657513947339014520594045432161334758306697960409277270920998544074839
50353174856772286917477155736716448767307454744162795193428460627361044052090228179802705140744473420261621010439480528110638091658390385087343246368129651375732685485955092

1665465184552319151877
public exponent: 65537

Validity: [From: Thu Aug 10 15:31:59 PET 2017,

To: Wed Aug 10 15:31:59 PET 2033]

Issuer: CN=ECERNEP PERU CA ROOT 3, O=Entidad de Certificacién Nacional para el Estado Peruano, C=PE

SerialNumber: [ 06e5448b ffd0ed3d]

Certificate Extensions: 6
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[1]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 1F E9 29 20 61 D2 3142 B5DD FD 52 22 BE DD OE ..) a.1B..R"...
0010: CF F2 47 87 .G,

1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:1

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.reniec.gob.pe/arl/sha2/ecernep.crl]
, DistributionPoint:

[URIName: http://crl2.reniec.gob.pe/arl/sha2/ecernep.crl]
1

[4]: Objectld: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

clientAuth

emailProtection
1.3.6.1.4.1.311.20.2.2

OCSPSigning

serverAuth

1

[5]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[6]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 22 AF F35FEEE1457D 4CEF7EE3DFD2527C "._.E.L....R.
0010: CB CE 7B 75 .u

1
1

]

Algorithm: [SHA512withRSA]
Signature:

0000: 6A B2 11 98 84 B4 13 3F 66 E4 3F D9 40 71 5C 7B 2f.2.@q\.
0010: 62 70 F8 27 44 CAD6 D2 9D CA OF EE C9 6E 21 AB bp.'D........| nl.
0020: 49 32 AF 4543 9C CDEA A6 EOEC 11 3F88F6 FB 12.EC.
0030: 01 58 02 54 C6 D5 4B 41 CF 61 78 AD C6 35 9E FC .X
0040: 9C 0D 74 70 F9 OE C3 5D FE 8F A2 92 1B 9D C3 E2 ..tp.
0050: 60 0OC E2 66 EA BO DO 31 F4 OE 5E 5C AC 5C 6843 ".f...1,
0060: E0 19 85 62 61 FAF9 A2 D9 12 CA DA 92 4B 1D DE ...ba. K.
0070: E0 00 46 14 18 99 A2 01 65 CAE5137A6F DADB ..F....e...zo..
0080: E8 A0 3E 37 D6 CD BD E9 00 F5 01 8D 9B B2 A7 85 ..>7.
0090: 9A 39 16 EE 1735 BA 7B 15D9 50 13721507 16 .9... .|
00AO0: 47 DC 9E 9E 89 6B 4E 6A 5D 75 4A 96 40 3F B7 98 G....kNjlul.@7..
00BO: 06 30 ED 6B 2D A3 5169 5A D1 7A D313 AD 96 2A .0.k-.QiZ.z...*
00CO: 18 FA9F EC 81 8A8C OF 2C F48F FC45BEOE QO ........,..E...
00DO: 14 C3 47 CF 0D 6F 01 2A 85 D4 88 3B 10 55 4D 5E ..G..0.*...;.UM"
00EO: CODOB7 16 0C 1C 86 EO OC F9 AF 84 EF EE 8E A0 .
00F0: E2 E8 98 D4 35 A53A 93 F103 3B 5D 3AB5456D . .Em
0100: 5C FB 1IE5F C6 51 A7 12 7275E14002DA7CF5 \.._.Q..nu.@....
0110: 29 61 7A 7039 17 AD E8 7A 0B 98 E9 39 5F 59 55 )azp9. 9 YU
0120: OF 7F9C 8D 39B7 2016 BC4373D2529535AA ...9...Cs.R.5.
0130: DE 23 44 CF 6D 00 02 9B A3 46 61 AC B5 CO B0 9E .#D.m....Fa.....
0140: 64 85 EC CB B6 C1 96 5D 04 85 D4 61 2F C9 38 86
0150: B7 43 49 EA 27 4B CF A8 27 01 D5 54 64 43 46 51 .CI.')K.."..TdCFQ
0160: 8F 17 86 8C EB 51 C30B 17 62 E4 FA 27 FD 79 88
0170: 5A AO BAOC C5 7F 8F DE CB 56 A8 D539 77 8E 9A Z. B
0180: FA C6 3E 25 AA 05 9B B8 8D 59 96 92 D8 89 C3 5A ..>%.....Y....Z
0190: 1A 3C F4 CC D8 10 3E 8F F289 2C DF F196 6D CE .<..>...,..m.
01A0: D4 0A 44 56 BB 5B 1A 55 2A 1C 34 F17AEACE 04 .DV.[U*4.z...
01B0: 6B EA 64 E2 79 BA52 86 3C EC F2 335801 EF 55 k.d.y.R.<.3X..U
01C0: 36 A4 22 70 9F DD D6 FE 0C 55 C4 2C 69 22 1B 42 6."p.....U.,i".B
01D0: A15C FF 29 D3 D2 C7 3D A9 A4 8C 7F 6D 86 16 A3 .\,
01E0: ABBD 15DF 84 F1CE86 5171FCEFBFD544A5 ...
01FO0: 6B 9B 4A 5F DA 7B 56 9D 28 D1 8E 1E 7F EA 06 3E k.J_..V.(

]
The cetrtificate in PEM format:
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s5qcOgiORX07Zs8RmMhRdLmhi+LOZHxx6xXngd7bpk/ustCb3XHKHJIFjSALEDSEINA
Z+JhTZsI8qvMgESNVO0+cBNCpvvAazFp4R9J2vH4AW1Abr8xIXoxXhQXIXTjoJWDX0
RgANBbV10NqHf6xOWCtJgALc2bzUzNZd6QhsiVe18kDJIGjD34KvqTO80yk98gwKo
mzrkEavXA3LrP8aCxtxX9URugtSKdHIGRgu4zm8632A9X76MjkhdApvyQa7iA+s4
JZWhN5QbGYTTDBWeYjktcbEnGyfX/01zEOgnYsPqn8nS001b52pV60YwYuRKhwlb
D/fIk0Z28CQI20sIM1LBXHgXtALESNS9/m/yEIk7u71QZqGdCY 2e2wi6H+7L7VIC
7e0eJnf/SWD1oUa6F/yswj47LelpApeVXZg7PJ3IGugChBHt42j04Je+/+8E2DJ
omVJI60FIZzk38dIFO0QaWGp6dv4L1PFVDRG5XkIIdF7GmLcbO5iY01/sRbhBrue
jx+VmtA2zwGOUIpfowUCAWEAAaOCAROWggEZMBIGALUJEWEB/WQIMAYBAf8CAQEW
HwYDVROjBBgwFoAUH+kpIGHSMUK13f1SIr7dDs/yR4cwPQYDVROIBDYWNAY IKwYB
BQUHAWIGCCsGAQUFBWMEBgorBgEEAYI3FAICBggrBgEFBQCDCQYIKWYBBQUHAWEW
dAYDVRO0fBGOwazAzoDGgL4YtaHROcDovL2NybC5yZW5pZWMuZ29iLnBIL2FybC9z
aGEyL2VjZXJuZXAuY3JsMDSgMgAwhi5odHRwOI8vY3JsMiSyZW5pZWMuZ29iLnBI
L2FybC9zaGEyL2VjZXJuZXAuY3JsMBOGA1UdDgQWBBQIr/Nf7uFFfUzvfuPfolJ8
y857dTAOBgNVHQ8BABEBAMCAQYWDQYJKoZIhveNAQENBQADggIBAGQYEZIEtBM/
ZuQ/2UBxXHticPgnRMrWOp3KD+7JbiGrSTKVRUOczeqm4OwRP4j2+wFYAITG1UtB
z2F4rcY 1InvycDXRw+Q7DXf6PoplbncPiYAziZuqwODHODIScrFxoQ+AZhWJh+vmi
2RLK2pJLHA7gAEYUGJIMIAWXK5RN6bIrb6KA+NIbNvekA9QGNmM7KnhZo5Fu4XNbp7
FAIQE3IVBXZH3J6eiWtOal11SpZAP7eYBjDtay2jUWIa0XI TE62WKhj6n-+yBiowP
LPSP/EW+DgAUWOfPDW8BKoXUiDsQVU1lewNC3FgwchuAM+a+E7+6000LomNQ1pTqT
8QM7XTq1RW1c+x5fxIGNENJ14UAC2nz1KWF6cDkXreh6C5jpOVIZVQ9/nl05StyAW
VENZzOIKVNarel0TPbQACM6ENGYaylwLCeZIXsy7bBIIOEhdRhL8k4hrdDSeonS8+o
JWHVVGRDRIGPF4aM61HDCxdi5Pon/XmIWqC6DMV/{97LVajVOXeOmvrGPiWgBZu4
VmWktiJwloaPPTM2BA+j/KILN/XIm3O1ApEVtbGIUgHD TxeurOBGvqZOJ5ulKG
POzyM1gB71U2pCJIwn93W/gxVxCxplhtCoVz/KdPSxz2pplx/bYYWoBu9Fd+E8c6G
UXH877/VRKVrmOpf2ntWnSjRjh5/6gY+

CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority, O=Registro Nacional
de Identificacién y Estado Civil, C=PE

Type RA

Status ted

Status starting time 2013-07-11T18:04:59.000Z

Service digital identity (X509)

Version 3

Serial number 1

Signature algorithm SHA1withRSA

Issuer CN=RENIEC EREP Persona Natural DNIe, OU=RENIEC Registration Authority,
O=Registro Nacional de Identificacién y Estado Civil, C=PE

Valid from Tue Mar 19 06:55:00 PET 2013

Valid to Sun Mar 19 06:55:00 PET 2023

Subject CN=RENIEC EREP Persona Natural DNle, OU=RENIEC Registration Authority,
O=Registro Nacional de Identificacion y Estado Civil, C=PE

Public key Sun RSA public key, 2048 bits

modulus:

22049080826349849073929231571857745080792825156349745752321416196524981
85171693862985715366517176420702065677048330265354620100178926752219652
26169549224793071180489301140306460877036034148458921106339386643281824
46878612069446305708519913011036088299485134949224193666648550579483141
99236120320145925422527612210656452315462262012327824392630122866761230
31784518127783466179475164334081913117609774411270824992172657645285354
49271193543991418454538809735726697736528764121555324149222711071520223
76173824141393461417250552357005942073158878512849822365628643925942627
2115291325851607773789958873344237570509543769563

public exponent: 65537

Subject key identifier d44h9a04348187bf1f38ebcafad8alefa6d48c35

Basic constraints CA=false

SHA1 Thumbprint d6e40831185c8dbf8b103a2a83d01cebeef73774

SHA256 Thumbprint €ce6408bd05a240c9d9832edb1549e86a00d9d72f2b9ccb6ecblcc15921255f12b

The decoded cetrtificate:

[

[

Version: V3

Subject: CN=RENIEC EREP Persona Natural DNle, OU=RENIEC Registration Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits

modulus:
22049080826349849073929231571857745080792825156349745752321416196524981851716938629857153665171764207020656770483302653546201001789267522196522616954922479307118048930114030
64608770360341484589211063393866432818244687861206944630570851991301103608829948513494922419366664855057948314199236120320145925422527612210656452315462262012327824392630122
86676123031784518127783466179475164334081913117609774411270824992172657645285354492711935439914184545388097357266977365287641215553241492227110715202237617382414139346141725
05523570059420731588785128498223656286439259426272115291325851607773789958873344237570509543769563
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public exponent: 65537
Validity: [From: Tue Mar 19 06:55:00 PET 2013,
To: Sun Mar 19 06:55:00 PET 2023]
Issuer: CN=RENIEC EREP Persona Natural DNle, OU=RENIEC Registration Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
SerialNumber: [ 01]

Certificate Extensions: 1
[1]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: D4 4B 9A 04 348187 BF 1F38EB CAFADBALEF .K.4..8...
0010: A6 D4 8C 35 .5

1
]

1

Algorithm: [SHA1withRSA]

Signature:

0000: 73 F8 34 F1517D 35 A6 9D EO DF 78 49 D7 BE FE s.4.Q.5...xl...
0010: E1 80 D2 AB BE AA69 95 2D 1E A1l CA A8 EB 6E FF
0020: 67 90 E3 F3 E7 C9 9E OA 6C D0 0B 37 21 21 B6 DO g.
0030: 78 E6 A7 CO AF E9 02 D9 2B 42 5F BB 61 CO 7C 7E x.
0040: 1I09EE9 11 BAEOO5 AA 77 3239A39E135B7B ...
0050: 48 5D 94 40 52 16 68 7C F6 64 77 FD A3 64 AA B4 H].@R.h..dw..d..
0060: A0 A1 413D 96 A7 54 BA 93 B7 B102 C6 CF 55 1F .A=.T.
0070: 6B C2 56 3E 3F 66 37 73 3B DF CF 8E 70 C5 FC 44 k.V>?{7s;...p..
0080: 28 7F 31 58 2C FC 9B 5A 33 A7 D2 20 28 F2 D9 84 (.1X,..Z3.. (...
0090: 8E C8 C14C 48 A28E7C E2345AE700C11E9B ..Ll
00AO0: 62 FB CE B0 84 7C 9594 5D 8C 8250 2D 16 48 EF b.
00B0: EAC1 D9 D75E D116 00 OE 2A DE 839981 AE17 ..
00CO: 6A 1F 69 83 D6 8A A6 1C C6 CO ED 97 66 84 FE 5E |.i .
00DO0: 13 65 36 D1 B2 6A 54 F1 81 F151 84 E2 4A 2E 85 .€6.T...Q..J..
00EO: 7C EA 46 7E 34 AF 88 10 B4 80 66 6D 9E 29 78 EE ..F.4.....fm.)x.
00F0: 97 7D 75 7E OC 4B 41 A0 21 A9 75 44 97 BA 2D A0 ..u..KA.L.uD..-.

1
The certificate in PEM format:

MIID2jCCAsKgAWIBAgIBATANBgkqhkiGOWOBAQUFADCBNELMAKGATUEBhMCUEUX
PDA6BgNVBA0MM1JIZ2IzdHJIVIEShY 2lvbmFsIGRIIEIKZW50aWZpY 2FjacOzbiB5
|EVzdGFkbyBDaXZpbDEmMMCQGA1UECXxMdUkVOSUVDIFJIZ2lzdHIJhdGIvbiBBdXRo
b3JpdHkxKTANBgNVBAMTIFJIFTKIFQyBFUKVQIFBIcnNvbmEgTmFOdXJhbCBETKII
MB4XDTEzMDMxOTEXNTUWMFoXDTIzZMDMxOTEXNTUWMFowgZ4xCzAJBgNVBAYTAIBF
MTwwOgYDVQQKDDNSZWdpc3RybyBOYWNpb25hbCBkZSBIZGVudGImaWNhY2nDs24g
eSBFc3RhzZG8gQ2I12awwxJjAkBgNVBAsTHVIFTKIFQyBSZWdpc3RyYXRpb24gQXV0
aG9yaXR5MSkwJwYDVQQDEYBSRU5JRUMgRVJIFUCBQZXJzb25hIE5hdHVYYWwgRESJ
ZTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQ0CYYEBAKEPKLCGhLWIVPThGDQS
PZAYGVpax1wnk9AVAdQV3gv77RWwpgFXCFAE+2MxSz1P1G)VnOWg1EPpKRULSa0
pL3yZZec9jLVtVbZIZHAV/90pYsHKHPUrR/qs8+jZrodkY GwyiyalbBjYcCTGzHD
cfpIBME/N460JhUf83ceNnIp6w0iylu6k2zucZBAnUmfbkxADnajZcsNjXj7UHM7
JRcRpg203reMcLcl1qyQAAXt3virX5mC3tULs7261dp+ZCPBwdy97azKxNghINjr
6ufV8ibN54QTgm7alcMflgHbJgYVLOEMQQ1I0U237AVogNHUWIMIgE242C8allp3
BdsCAWEAAaMhMB8wHQYDVROOBBYEFNRLmMgQOgYe/HzjryvrYoe+m1lwlMAOGCSqG
SIb3DQEBBQUAA4IBAQBz+DTxUX01pp3g33hJ177+4YDSq76qaZzUtHqHKOt/2eQ
4/PnyZ4KbNALNyEttB45qgfAr+kC2StCX7thwHx+EJ7pEbTgBap3MjmjnhNbeOhd
IEBSFMh89mR3/aNkqrSgoUE9IqdUup03sQLGz1Ufa8IWPj9mMN3M738+OcMX8RCh/
MVgs/JtaM6fSICjy2Y SOyMFMSKKOfOIOWucAwWREbYwOsIR8IZRdjIIQLRZI7+rB
2ddeORYADireg5mBrhdgH2mD1ogmHMbA7ZdmhP5eE2U20bJqVPGB8VGE4kouhXzq
Rn40r4gQtIBmbZ4peO6XfXV+DEtBoCGpdUSXui2g

CN=RENIEC EREP Persona Natural DNle, OU=RENIEC Registration Authority, O=Registro Nacional
de Identificacion y Estado Civil, C=PE

Type RA

Status undersupervision

Status starting time 2013-07-11T16:31:30.000Z

Service digital identity (X509)

Version 3

Serial number 1

Signature algorithm SHA1withRSA

Issuer CN=RENIEC EREP Persona Natural DNle, OU=RENIEC Registration Authority,
O=Registro Nacional de Identificacion y Estado Civil, C=PE

Valid from Tue Mar 19 06:55:00 PET 2013

Valid to Sun Mar 19 06:55:00 PET 2023

Subject CN=RENIEC EREP Persona Natural DNle, OU=RENIEC Registration Authority,

O=Registro Nacional de Identificacion y Estado Civil, C=PE
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Public key Sun RSA public key, 2048 bits

modulus:
22049080826349849073929231571857745080792825156349745752321416196524981
85171693862985715366517176420702065677048330265354620100178926752219652
26169549224793071180489301140306460877036034148458921106339386643281824
46878612069446305708519913011036088299485134949224193666648550579483141
99236120320145925422527612210656452315462262012327824392630122866761230
31784518127783466179475164334081913117609774411270824992172657645285354
49271193543991418454538809735726697736528764121555324149222711071520223
76173824141393461417250552357005942073158878512849822365628643925942627
2115291325851607773789958873344237570509543769563

public exponent: 65537

Subject key identifier d44b9a04348187bf1f38ebcafad8alefa6d48c35

Basic constraints CA=false

SHA1 Thumbprint d6e40831185c8dbf8b103a2a83d01cebeef73774

SHA256 Thumbprint €e6408bd05a240c9d9832edb1549e86a00d9d72f2b9cch6cblcc15921255f12h

The decoded certificate:

[

[

Version: V3

Subject: CN=RENIEC EREP Persona Natural DNle, OU=RENIEC Registration Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits
modulus:
22049080826349849073929231571857745080792825156349745752321416196524981851716938629857153665171764207020656770483302653546201001789267522196522616954922479307118048930114030
64608770360341484589211063393866432818244687861206944630570851991301103608829948513494922419366664855057948314199236120320145925422527612210656452315462262012327824392630122
86676123031784518127783466179475164334081913117609774411270824992172657645285354492711935439914184545388097357266977365287641215553241492227110715202237617382414139346141725
05523570059420731588785128498223656286439259426272115291325851607773789958873344237570509543769563
public exponent: 65537
Validity: [From: Tue Mar 19 06:55:00 PET 2013,

To: Sun Mar 19 06:55:00 PET 2023]
Issuer: CN=RENIEC EREP Persona Natural DNle, OU=RENIEC Registration Authority, O=Registro Nacional de Identificacién y Estado Civil, C=PE
SerialNumber: [ 01]

Certificate Extensions: 1
[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: D4 4B 9A 04 34 81 87 BF 1F 38 EB CAFAD8ALEF K.4..8....
0010: A6 D4 8C 35 .5

1
1

]

Algorithm: [SHA1withRSA]

Signature:

0000: 73 F8 34 F151 7D 35 A6 9D EO DF 78 49 D7 BE FE 5.4.Q.5....xl...
0010: E1 80 D2 AB BEAA 6995 2D 1E A1 CAABEBGE FF ......| . N
0020: 67 90 E3 F3 E7 C99E OA 6C DO 0B 37 21 21 B6 DO g 170,
0030: 78 E6 A7 COAF E9 02 D9 2B 42 5F BB 61 CO 7C 7E X.......+B_.a...
0040: 109EE9 11 BAEOO5AA 77 3239A39E135B 7B ........ w29...[.
0050: 48 5D 94 40 52 16 68 7C  F6 64 77 FD A3 64 AA B4 H].@R.h..dw..d..
0060: AO A1413D 96 A754BA 93B7B102C6CF551F .A=.T...... uU.
0070: 6B C2 56 3E 3F 66 37 73 3B DF CF 8E 70 C5 FC 44 k.V>?f7s;...p..D
0080: 28 7F 31 58 2C FC 9B 5A 33 A7 D2 20 28 F2 D9 84 (.1X,..Z3.. (...
0090: 8E C8 C14C 48 A28E 7C E2345AE700C11E9B ...LH...4Z.....
00AO0: 62 FB CE B0 84 7C 9594 5D 8C 8250 2D 16 48 EF b....

00B0: EAC1D9D75ED11600 OE2ADE 8399 81 AE 17 ... .. *%.....
00CO: 6A 1F 69 83 D6 8A A6 1C C6 CO ED 97 66 84 FE 5E j.i...
00D0: 13 6536 D1 B2 6A54 F1 81 F151 84 E2 4A 2E 85 .e6.T..Q..J..
00EO: 7C EA 46 7E 34 AF 88 10 B4 80 66 6D 9E 29 78 EE ..F.4.....fm.)x.
00F0: 97 7D 75 7E OC 4B 41 A0 21 A9 7544 97 BA 2D A0 ..u..KA.L.uD..-.

]
The cetrtificate in PEM format:

MIID2jCCAsKgAWIBAGIBATANBgkghkiGOWOBAQUFADCBNELMAKGALUEBhMCUEUxX
PDA6BgNVBAOMM1JIZ2IzdHJIVIEShY 2lvbmFsIGRIIEIKZW50aWZpY 2FjacOzbiB5
IEVzdGFkbyBDaXZpbDEmMMCQGA1UECXxMdUkVOSUVDIFJIZ2IzdHIhdGIvbiBBdXRo
b3JpdHkxKTANBgNVBAMTIFJFTKIFQyBFUKVQIFBIcnNvbmEgTmFOdXJhbCBETKII
MB4XDTEzMDMxOTEXNTUWMFoXDTIzZMDMxOTEXNTUwMFowgZ4xCzAJBgNVBAYTAIBF
MTwwOgYDVQQKDDNSZWdpc3RybyBOYWNpb25hbCBkZSBJZGVudGImaWNhY2nDs24g
eSBFC3RhZG8gQ212aWwxJjAKBgNVBASTHVIFTKIFQyBSZWdpc3Ry Y XRpb24gQXV0
aG9yaXR5MSkwJwYDVQQDEYBSRU5JRUMgRVJIFUCBQZXJzb25hIEShdHVYYWwgRESJ
ZTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQ0CggEBAKGEPKLCGhLWIVPThGDQS
PZAyGVpax1wnk9AV4tdQV3gv77RWwpgFXCF4E+2MxSz1P1GjVnOWg1EPPKRULSa0
pL3yZZec9jLVtVbZIZHAV/90pYsHKHPUrR/qs8+jZr9dkYGwyiyalbBjYcCTGzHD
cfpIBME/N460JhUf83ceNnIp6wOiyluék2zucZBAnUmfbkxADnajZcsNjXj7UHM7
JRcRpg203reMcLcl1gyQAAxt3virX5mC3tULs7261dp+ZCPBwdy97azKxNghINjr
6ufV8ibN54QTgm7alcMflgHbJgYVLOEMQQLI0U237AVogNHUWIMIgE242C8allp3
BdsCAWEAAaMhMB8wWHQYDVROOBBYEFNRLmMgQOgYe/HzjryvrYoe+m1lwlMAOGCSqG
SIb3DQEBBQUAA4IBAQBZ+DTXUX01pp3g33hJ177+4YDSq76qaZUtHgHKqOW/2eQ
4/PnyZ4KbNALNyYEhttB45qfAr+kC2StCX7thwHx+EJ7pEbTgBap3MjmjnhNbeOhd
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IEBSFMh89mR3/aNkqrSgoUE9IqdUup03sQLGz1Ufa8IWPj9mMN3M738+OcMX8RCh/
MVgs/JtaM6fSICjy2Y SOyMFMSKKOfOIOWucAwWREbYwOsIR8IZRdjIIQLRZI7+rB
2ddeORYADireg5mBrhdgH2mD1ogmHMbA7ZdmhP5eE2U20bJqVPGB8VGE4kouhXzq
Rn40r4gQtIBmbZ4peO6XfXV+DEtBoCGpdUSXui2g

CN="Registro Nacional de Identificacién y Estado Civil, RENIEC", OU=Gerencia de Informatica,
O="Registro Nacional de Identificacién y Estado Civil, RENIEC", L=Lima, ST=Lima, C=PE
Type unspecified

Status undersupervision

Status starting time 2012-11-12T22:22:32.000Z

Service digital identity (X509)

Version 3

Serial number 6188659425723429735036633399849591730

Signature algorithm SHA1withRSA

Issuer 8Nagigi0ert Assured ID Code Signing CA-1, OU=www.digicert.com, O=DigiCert Inc,

Valid from Sun Oct 14 19:00:00 PET 2012

Valid to Wed Oct 23 07:00:00 PET 2013

Subject CN="Registro Nacional de Identificacion y Estado Civil, RENIEC", OU=Gerencia de
Informatica, O="Registro Nacional de Identificacion y Estado Civil, RENIEC", L=Lima,
ST=Lima, C=PE

Public key Sun RSA public key, 2048 bits

modulus:

17919184782495014516458115511710766250990319541591515170122817264841793
63022309679355056016428356484335617902108796173618803484564015972882564
67298805675225400383669828648565566371144915451122420710246198187631005
50486793202622047840555144926483753464365720616817514646914303869361760
03659923632989719140535106666179076634498143318507545903045182875218447
97269086008492164500389319997100012344837618919019831038131743755551941
61371322576853439721603499752472091693466966627541440239615134661874995
21814915222913904937346787839877295607468652788242200778407118283231878
8764713105191100934576134122922071034225272977773

public exponent: 65537

Subject key identifier 6fall25be39f3913c41lefla23734c8fcd13bOfcf

CRL distribution points http://cri3.digicert.com/assured-cs-2011a.crl

http://crl4.digicert.com/assured-cs-2011a.crl
Authority key identifier ~ 0418301680147b68ce29aac017be497aele53fd6a7f7458f3532

Key usage digitalSignature

Basic constraints CA=false
SHA1 Thumbprint f4c38f36352079fbf62b0810287d067047a3cch4
SHA256 Thumbprint 54aac9bfbae6d923c6afe7041echb59b82a02b250d0e2682a9a2¢c19bb7353ccd

The decoded certificate:
[

[

Version: V3

Subject: CN="Registro Nacional de Identificacion y Estado Civil, RENIEC", OU=Gerencia de Informética, O="Registro Nacional de Identificacién y Estado Civil, RENIEC",
L=Lima, ST=Lima, C=PE

Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits
modulus:
17919184782495014516458115511710766250990319541591515170122817264841793630223096793550560164283564843356179021087961736188034845640159728825646729880567522540038366982864856
55663711449154511224207102461981876310055048679320262204784055514492648375346436572061681751464691430386936176003659923632989719140535106666179076634498143318507545903045182
87521844797269086008492164500389319997100012344837618919019831038131743755551941613713225768534397216034997524720916934669666275414402396151346618749952181491522291390493734
67878398772956074686527882422007784071182832318788764713105191100934576134122922071034225272977773
public exponent: 65537
Validity: [From: Sun Oct 14 19:00:00 PET 2012,

To: Wed Oct 23 07:00:00 PET 2013]
Issuer: CN=DigiCert Assured ID Code Signing CA-1, OU=www.digicert.com, O=DigiCert Inc, C=US
SerialNumber: [ 04a7e477 a07bf99f 169d983b 562f23b2]

Certificate Extensions: 8

[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: ocsp

PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 41




Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

accessLocation: URIName: http://ocsp.digicert.com

accessMethod: calssuers

accessLocation: URIName: http://cacerts.digicert.com/DigiCertAssurediDCodeSigningCA-1.crt
]
]

[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 7B 68 CE 29 AA C0 17 BE 49 7AE1 E5 3F D6 A7 F7 .h.)...1z..7...
0010: 45 8F 35 32 E.52

1
]

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAfalse

PathLen: undefined

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl3.digicert.com/assured-cs-2011a.crl]
, DistributionPoint:

[URIName: http://crl4.digicert.com/assured-cs-2011a.crl]
1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.16.840.1.114412.3.1]

[PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 2E 68 74 74 70 3A 2F 2F 77 77 77 2E 64 69 67 ..http://www.dig
0010: 69 63 65 72 74 2E 63 6F 6D 2F 73 73 6C 2D 63 70 icert.com/ssl-cp

0020: 73 2D 72 65 70 6F 7369 74 6F 72 79 2E 68 74 6D s-repository.htm

1. PolicyQualifierinfo: [

qualifierlD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 82 01 56 1E 82 01 52 00 41 00 6E 00 79 00 20 0..V..R.A.ny.
0010: 00 75 00 73 00 65 00 20 00 6F 00 66 00 20 00 74 .u.s.e..o.f. .t

0020: 00 68 00 69 00 73 00 20 00 43 00 6500 7200 74 .h.i.s..C.er.t

0030: 00 69 00 66 00 69 00 63 00 61 00 74 00 65 00 20 .ifi.c.ate.

0040: 00 63 00 6F 00 6E 00 73 00 74 00 69 00 74 00 75 .c.0.n.s.ti.tu

0050: 00 74 00 65 00 7300 20 00 61 00 63 00 63 00 65 .te.s..a.c.c.e

0060: 00 70 00 74 00 61 00 6E 00 63 00 65 00 20 00 6F .p.t.a.n.c.e..o

0070: 00 66 00 20 00 74 00 68 00 65 00 20 00 44 00 69 .f. .th.e. .D.i

0080: 00 67 00 69 00 43 00 65 00 72 00 74 00 20 00 43 .g.i.C.er.t..C

0090: 00 50 00 2F 00 43 00 50 00 53 00 20 00 61 00 6E .P./.C.P.S. .a.n

00AO0: 00 64 00 20 00 74 00 68 00 65 00 20 00 52 00 65 .d. .t.h.e. .R.e

00B0: 00 6C 00 79 00 69 00 6E 00 67 00 20 00 50 00 61
00C0: 00 7200 74 00 79 00 20 00 4100 67 00 7200 65 .r.ty..A.g.r.e
00DO: 00 65 00 6D 00 65 00 6E 00 74 00 20 00 77 00 68 .e.m.e.n.t. .w.h
00EO: 00 69 00 63 00 68 00 20 00 6C 00 69 00 6D 00 69 .i.c.h. .Li.m.i
00F0: 00 74 00 20 00 6C 00 69 00 61 00 62 00 69 00 6C .t. .Li.a.b.i.l
0100: 00 69 00 74 00 79 00 20 00 61 00 6E 00 64 00 20 .i.ty. .a.n.d.
0110: 00 61 00 72 00 65 00 20 00 69 00 6E 00 63 00 6F .a.r.e..i.n.c.o
0120: 00 72 00 70 00 6F 00 72 00 61 00 74 00 65 00 64 .r.p.o.r.a.te.d
0130: 00 20 00 68 00 65 00 72 00 65 00 69 00 6E 00 20 . .h.e.r.e.i.n.
0140: 00 62 00 79 00 20 00 72 00 65 00 66 00 6500 72 .b.y. .refer
0150: 00 65 00 6E 00 63 00 65 00 2E .en.ce.

1
1

[6]: Objectld: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

codeSigning

]

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

1

[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 6F A1125B E39F 3913 C4 1IEF1A23734C8FC o.[
0010: D1 3B OF CF R

]

1

1

Algorithm: [SHA1withRSA]

Signature:

0000: 07 7C 67 B7 83 DF 8A 88 64 BF 48 B2 BF 30 51 8A ..g.....d.H..0Q.
0010: DO 00 C4 84 72 6D 25 DE EA 7D 88 6C EC D3 AE 96 ....rm%....
0020: 53 F7 F3 DC 94 C0 96 5F 56 BB A8 47 6B 0D 8E 57 S......_
0030: FE8089 C09B74A6 CD E199 C02100E68CA9 ...
0040: 16 B2 4542 E2 D4 31 45 6D 82 AD 28 AAOB 77 6A ..EB..1Em..(..
0050: 83 74 1D 20 62 32 E3 BD 52 FD 33 F2 3E 35 DE F3 .t. b2..R.3.>5..
0060: 37 5B FA 74 3C FB C8 BE CD 2C 2E D7 08 5F 91 68 7[.t<....,..._.h
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0070: 7055 63 2D 01 14 BA74 D3 7A 08 7A 2C CD 2D 36 pUc-..1.2.z,.-6
0080: 2F 62 BO FAFE 69 FB9C 31 E0 79 EF 1490 EA 7D /b...i..1y.....
0090: C5 F3 8574 F380227B 2AD32F 37 4E49 C7 91 ..t."*/7NI..
00AO: FFE7 13 DB 9B 9F D158 9A 47 11 EAA7 3B 2755 ....... X.G...;'U
00BO: AB E9 5E 8E 62 40 5SA F6 6E 29 4B 2C CE BF 72 5B .A.b@Z.n)K,..i[
00C0: 56 01 8D 1D BB 08 46 CA DA 6E BD BEEB9ABD 6C V....F.n....|
00D0: C6 8182D1B22EA40B 1FE278820AB11E52 ..
00E0: D4 CD 99 D2 7B 87 C1 62 62 D8 A539 ABEE C0 2D .
00F0: 23 FO C3 56 1B 19 1AAC 04 D9 BB 2A 46 C6 87 91 #..V.

]
The cetrtificate in PEM format:
 JKoZIhveNAQEBBQAD
ggEPADCCAQOCQQEBAIZygVZHAT+HBTVIX8tLRXIOH7GM1hotglwh8URMATSF2xpy
WICPeWtG7s3Ic81Na5sSLHEUB0QFTOqAQTighSiMgtNKZGyWLeOpBHYvzp8gaYk2
YdUU7MqYM9vt/KNCSI7gNoXOKDuwDgow5xrecmistbPMdX60B7i8 TAW6EAS9u+2x0
r807zrrMQafp208jjcRMyq11fMv5WBPjqIx4ICRNLt8SdOkFevv5nDoWZAtDfDbh
cYD+po0EqU3Q9dPuKdQ4n5B1Jt3y0hJInniJ93aV3xT8yXHSQEUY+gqNOTNJI6kIup4
Alx7a6X3899H5X2mgzeHuzCLYy0C8vWAQ/yCyeWOCAWEAAaOCAzkwggM1MB8GA1Ud
IwQYMBaAFHtozimgwBe+SXrh5T/Wp/dFjzUyMBOGA1UdDgQWBBRvVORJIb4585E8Qe
8al3NMj80TsPzzAOBgNVHQ8BAFBEBAMCB4AWEWY DVROIBAWWCGY IKwYBBQUHAWMW
cwYDVROfBGwwajAzoDGgL4YtaHROcDovL2NybDMuZGInaWNIcnQuY29tL2Fzc3Vy
ZWQtY3MtMjAXMWEUY3JsMDOgMaAvhilodHRwOI8vY3JsNC5kaWdpY2VydC5jb20v
YXNzdXJIZC1jcyOyMDEXY S5jcmwwggHEBgNVHSAEggG7MIIBtzCCAbMGCWCGSAGG
/WwWDATCCAaQwOgYIKwYBBQUHAGEWLmMhOdHA6LY93d3cuZGInaWNIcnQuY29tL3Nz
bC1jcHMtcmVwb3NpdG9yeS50dGOwggFkBggrBgEFBQCCAJCCAVYeggFSAEEAbgBS
ACAAdQBzAGUAIABVAGYAIABOAGgAaQBzACAAQWBIAHIAJABpAGYAaQBJAGEAdABI
ACAAYWBVAGA4ACWBOAGKAJAB1AHQAZQBZACAAYQBJAGMAZQBWAHQAYQBUAGMAZQAY
AGBAZgAgAHQAaABIACAARABPAGCAaQBDAGUACgBOACAAQWBQACBAQWBQAFMAIABh
AG4AZAAgAHQAAABIACAAUGBIAGWAeQBpAGAAZWAGAFAAY QBYAHQAeQAGAEEAZWBY
AGUAZQBtAGUAbgBOACAAdWBOAGKAYWBOACAAbABPAGOAaQBOACAABABPAGEAYgBp
AGWAaQBOAHKAIABhAG4AZAAGAGEACGBIACAAaQBUAGMAbWBYAHAADWBYAGEAJABI
AGQAIABOAGUACYBIAGKAbgAgAGIAeQAgAHIAZQBMAGUACGBIAGAAYWBIACAWGYIG
CCsGAQUFBWEBBHYwdDAKBggrBgEFBQCWAYYYaHR0OcDovL29jc3AuZGInaWNIchQu
Y29tMEwGCCsGAQUFBzAChkBodHRwOI8vY 2FjZXJ0cy5kaWdpY2VydC5jb20vRGIn
aUNIcnRBc3N1ecmVkSURDbD2RIU2InbmIuZONBLTEUY3JOMAWGA1UdEWEB/WQCMAAW
DQYJKoZIhveNAQEFBQADYgEBAAd8Z7eD34qIZL9Isr8BwUYrQAMSECcmOI3up9iGzs
066WU/fz3JTAIIIWuUBhHaw20V/6AicCbdKbN4ZnAIQDmjKkWskVC4tQxRW2CrSiq
C3dqg3QdIGly471S/TPyPjXe8zdb+nQ8+8i+zSwulwhfkWhwVWMIARS6dNNECHos
2S02L2Kw+v5p+5wx4HnvFIDgfcXzhXTzgCJ7KtMvNO5IX5H/5xPbm5/RWJIpHEeqn
OydVg+ejmIAWVZuKUsszr9yW1YBjR27CEbK2m69vuuavWzGgYLRsi6kCx/iellK
SR5S1M2Z0nuHWWJi2KU5q+7ALSPWw1YbGRqsBNm7KkbGh5E=

Certificate Service Provider Name (en): INDENOVA S.L.
Trade name (en) INDENOVA S.L.
Information URI (en) HTTP://WWW.INDENOVA.COM

Service provider street  C/DELS TRAGINERS 14-27B 46014 VALENCIA (ESPA?A)
address (es)

Service provider street  C/DELS TRAGINERS 14-2?7B 46014 VALENCIA (ESPA?A)
address (en)

Service provider postal 46014
code (es)

Service provider postal 46014
code (en)

Service provider locality VALENCIA
(es)

Service provider locality VALENCIA
(en)

Service provider state VALENCIA
(es)

Service provider state VALENCIA
(en)

Service provider ES
country (es)
Service provider ES

country (en)
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CN=INDENOVA DESARROLLOS, OU=DESARROLLOS, O=INDENOVA, L=VALENCIA, ST=VALENCIA,

=ES
Type
Status
Status starting time

unspecified
undersupervision
2013-03-01721:37:13.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier

Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

3
193
SHA1withRSA

CN=AC Camerfirma Codesign v2, O=AC Camerfirma SA,
OU=http://www.camerfirma.com, SERIALNUMBER=A82743287, L=Madrid (see current
address at www.camerfirma.com/address), EMAILADDRESS=info@camerfirma.com,
C=ES

Tue Nov 16 07:56:24 PET 2010
Fri Nov 15 07:56:24 PET 2013

CN=INDENOVA DESARROLLOS, OU=DESARROLLOQOS, O=INDENOVA, L=VALENCIA,
ST=VALENCIA, C=ES

Sun RSA public key, 1024 bits

modulus:
12275773751243453819770946154555407610013499176168145849177654625640125
03767239895572403812587628793047309698513831599335691444465356120807670
26887482900599667102367709729124760758849708042854475220596254813184297
41587207469873202054328867118621768107054031350871622211578461907848811
0509485917528478089788769

public exponent: 65537

fad024ee579e605394¢c29314764c30bbeb6d903c

http://crl.camerfirma.com/codesign_v2.crl
http://crl1l.camerfirma.com/codesign_v2.crl

0481a33081a08014691a9472a0d196ff3d562ad8fe2b4718159db0eeal8184a48181307f3
10b300906035504061302455531273025060355040a131e41432043616d65726669726d
61205341204349462041383237343332383731233021060355040b131a687474703a2f2f
T777772€6368616d6265727369676e€2e6f7267312230200603550403131943686160d626
5727320616620436f6d6d6572636520526f67482010¢

digitalSignature
nonRepudiation
CA=false

7981a7952f5a8446195a2eed54bb686d40160208
32757¢5025fdc67c4440c70fbf0925af320c5¢c8471 7fefc7fbl14fb9941f8dc22

Subject: CN=INDENOVA DESARROLLOS, OU=DESARROLLOS, O=INDENOVA, L=VALENCIA, ST=VALENCIA, C=ES
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 1024 bits
modulus:

12275773751243453819770946154555407610013499176168145849177654625640125037672398955724038125876287930473096985138315993356914444653561208076702688748290059966710236770972912
4760758849708042854475220596254813184297415872074698732020543288671186217681070540313508716222115784619078488110509485917528478089788769

public exponent: 65537

Validity: [From: Tue Nov 16 07:56:24 PET 2010,

To: Fri Nov 15 07:56:24 PET 2013]

Issuer: CN=AC Camerfirma Codesign v2, O=AC Camerfirma SA, OU=http://www.camerfirma.com, SERIALNUMBER=A82743287, L=Madrid (see current address at
www.camerfirma.com/address), EMAILADDRESS=info@camerfirma.com, C=ES

SerialNumber: [ c1]

Certificate Extensions: 8

[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false

AuthoritylnfoAccess [
[

accessMethod: calssuers

accessLocation: URIName: http://iwww.camerfirma.com/certs/CODESIGN_v2.crt

accessMethod: ocsp

accessLocation: URIName: http://ocsp.camerfirma.com

1
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[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 69 1A 94 72 A0 D1 96 FF 3D 56 2A D8 FE 2B 47 18 i..r....=V*.+G.

0010: 159D BO EE

1

[CN=Chambers of Commerce Root, OU=http://www.chambersign.org, O=AC Camerfirma SA CIF A82743287, C=EU]
SerialNumber: [ Oc]

1

[3]: Objectld: 2.5.29.19 Criticality=false
BasicConstraints:[

CAfalse

PathLen: undefined

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.camerfirma.com/codesign_v2.crl]
, DistributionPoint:

[URIName: http://crll.camerfirma.com/codesign_v2.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.17326.10.12.2]

[PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 1C 68 74 74 70 3A 2F 2F 70 6F 6C 69 63 79 2E ..http://policy.
0010: 63 61 6D 65 72 66 69 72 6D 61 2E 63 6F 6D camerfirma.com

1, PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 7C 1A 7A 4365 72 74 69 66 69 63 61 64 6F 20 0..zCertificado
0010: 64 65 20 46 69 72 6D 61 20 64 65 20 43 F3 64 69 de Firma de C.di

0020: 67 6F 20 43 61 6D 65 72 66 69 72 6D 61 20 43 6F go Camerfirma Co
0030: 64 65 73 69 67 6E 20 70 65 72 74 65 6E 65 63 69 design perteneci

0040: 65 6E 74 65 20 61 20 6C 61 20 6F 72 67 61 6E 69 ente a la organi

0050: 7A 61 63 69 F3 6E 20 63 6F 6E 20 69 64 65 6E 74 zaci.n con ident

0060: 69 66 69 63 61 63 69 F3 6E 20 66 69 73 63 61 6C (ificaci.n fiscal

0070: 20 43 49 46 3D 42 39 37 34 35 38 39 39 36 CIF=B97458996

11
1

[6]: Objectld: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

codeSigning

1.3.6.1.4.1.311.2.1.22

1

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Non_repudiation

1

[8]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: FA DO 24 EE 57 9E 60 53 94 C293 14 76 4C 30 BB ..$.W.’S....vLO.
0010: EB 6D 90 3C m.<

1
1

1

Algorithm: [SHA1withRSA]

Signature:

0000: B5 5B B6 5C 1E 0C AC DD 49 DA 3E 4D 44 6D B2 FE .[\.....>MDm..
0010: 92 ACA4137AB28422 5A63B912B4COFD 13 ....z."Zc......
0020: 06 2A B1 E9 80 21 80 5A 32 4E 53 50 46 AE FD 7E .*....Z2NSPF...
0030: 36 43 7C 55 5E 81 1IE83 A8857AFACBCF8BF5 6C.UN....z.....
0040: AE 61 DD 2D EO0 57 D6 88 5E 25 20 2A C2 08 D7 2E .a.-.W.."% *....
0050: 4E D9 D3 A0 8A DE C4 3E A6 FA 18 50 8229 9F 9E N.....>..P.)..
0060: 15 42 D7 DE 13 DF FC 40 A0 14 BB CF BB EC 91 3F .
0070: D587 3B37D1079015 96 E5ED EAE27056 07 ..;
0080: 3D 58 81 1D 51 F3 FF 50 96 BF 04 FF 5E D6 01 EF =
0090: 6C DO 16 8C 87 A2 A25A 5C EE 8B CD FBACS5577 |I....
00AO0: FB D9 BD B2 F4 E7 CD A2 AD 38894297 243428 ...
00B0: 54 A3 48 C5 D9 9F 3ACD 702036 BB 14 AB A253 T.H.
00CO0: 41 FB OB FC 70 21 40 BO 3ABA C32D D7 3941 F6 A..p!@.:..~.
00DO: 6F DE 87 BF 1C 3EEF 8B 48 ACF3178C6CA129 o..>.H....l.
00EO: 65 Al 2F 38 61 EF AE F2 24 0D 39 DE 9E 59 5E C3 e./8a.. )
00F0: 9F 5F 04908882 D9 C4 F1DOBD6FAEE9168D ._......... 0....

]
The certificate in PEM format:
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MIIGKTCCBRGgAWIBAgICAMEWDQYJKoZIhveNAQEFBQAWge0XxCzAIBgNVBAYTAKVT
MSIwIAYJKoZIhveNAQkBFhNpbmZvQGNhbWVyZmlybWEuUY29tMUMwQQYDVQQHEzpN
YWRyaWQgKHNIZSBjdXJyZW50IGFkZHJIc3MgY XQgd3d3LmNhbWVyZmlybWEuY29t
L2FkZHJIc3MpMRIWEAYDVQQFEwWIBODI3NDMyODcxIjAgBgNVBASTGWhOdHAGLY93
d3cuY2FtZXJImaXJtY S5jb20xG TAXBgNVBAOTEEFDIENhbWVyZmlybWEgUOEXIjAg
BgNVBAMTGUFDIENhbWVyZmlybWEgQ29kZXNpZ24gdjlwHhcNMTAXMTE2MTI1NjIO
WheNMTMXMTELIMTIINjIOWjB7MQswCQYDVQQGEWJFUZERMABGALUECBMIVKFMRUSD
SUEXETAPBgNVBACTCFZBTEVOQOIBMREWDWYDVQQKEWhJTKRFTKOWQTEUMBIGALUE
CxMLREVTQVJSTOXMT1MxHTAbBgNVBAMTFEIOREVOT1ZBIERFUOFSUKIMTESTMIGE
MAOGCSqGSIb3aDQEBAQUAA4GNADCBIQKBgQCuUOBUHBGWIMMwWBJIqlg2dHS46kwE44v
rLfrvqOpE92Rgsmae57AEGR5BeLQRDs0GD/0616wbZo0D+NJtYw5UMYgximKdRm
iIMZ9dt8/30HzIwKD+OfWO0+V1yT2KhmpfAJ/eP9IQAyVelX6GpIv6/MPLWi4bpCM
FGXbeLFUOMy9YQIDAQAB04ICX]CCASIWCQYDVROTBAIWADAOBGNVHQBBASEBAMC
BSAWHQYDVROOBBYEFPrQJO5XnmBTIMKTFHZMMLvrbZABMIGrBgNVHSMEgaMwgaCA
FGkalHKg0Zb/PVYq2P4rRxgVnbDuoYGEpIGBMH8xCzAIJBgNVBAYTAKVVMScwIQYD
VQQKExX5BQyBDYW1lcmZpcm1hlFNBIENJRIBBODI3NDMyODcxIzAhBgNVBASTGmhO
dHA6Ly93d3cuY2hhbWJlcnNpZ24ub3JInMSIwlAYDVQQDEXIDaGFtYmVycyBvZiBD
b21tZXJjZSBSb290ggEMMB8GA1UdIQQYMBYGCCsGAQUFBWMDBgorBgEEAYIBAgEW
MHMGCCsGAQUFBWEBBGcwZTA7BggrBgEFBQcwA0YvaHROcDovL3d3dy5)YW1lemZp
cm1hLmNvbS9jZXJ0cy9DTORFUOIHTI92MIi5jcnQwJlgYIKwYBBQUHMAGGGmMhOdHAG
Ly9vY3NwLmMNhbWVyZmlybWEuY29tMGWGA1UdHWRIMGMwWL6AtoCuGKWhOdHAGLY9j
cmwuY2FtZXJImaXJty S5jb20vY29kZXNpZ25fdjluY3JsMDCgLgAshipodHRwOI8v
Y3JIsMS5jYW1lcmZpem1hLmNvbS9jb2RIc2Inbl92MisjcmwwgdMGA1UdIASByzCB
yDCBXQYLKwYBBAGBhy4KDAIWghUWKAYIKwYBBQUHAGEWHGhOdHABLYOWh2xpY3ku
Y2FtZXJImaXJtY S5jb20wgYgGCCsGAQUFBwICMHwaekNIcnRpZmljYWRVIGRIIEZp
cm1hIGRIIEPzZGInbyBDYW1lcmZpcm1hlIENVZGVzaWdulHBlcnRIbmVjawVvudGUg
YSBsYSBvemdhbml6YWNp824gY29ulGlkZW50aWZpY 2FjafNulGZpc2NhbCBDSUY9
Qjk3NDU40Tk2MAOGCSqGSIb3DQEBBQUAAAIBAQC1W7ZcHgys3UnaPk1EbbL +kayk
E3gyhCJaY7kStMDIEwYqgsemAlYBaMk5TUEau/X42Q3xVXoEeg6iFevrLz4virmHd
LeBX10oheJSAqwgjXLk7Z06CK3sQ+pvoYUllpn54VQtfeE9/8QKAUUB+77IE/LYCT
N9EHKBWW5e3q4nBWBz1YgR1R8/9QIr8E/17WAe9s0BaMh6KiWIzui837rFV3+9m9
svTnzaKtOIIClyQOKFSjSMXZnzrNcCA2uxSoolNB+wv8cCFAsDq6wy3XOUH2b96H
vXw+74tIrPMXjGyhKWWhLzhh767yJA053p5ZXsOfXwSQilLZXPHQvW+u6RaN

Certificate Service Provider Name (en): ENTRUST
Trade name (en) ENTRUST
Information URI (en ) HTTP://WWW.ENTRUST.NET

Service provider street THREE LINCOLN CENTRE 5430 LDJ FREE WAY SUITE 1250
address (es)

Service provider street
address (en)

THREE LINCOLN CENTRE 5430 LDJ FREE WAY SUITE 1250

Service provider postal 75240
code (es)

Service provider postal 75240
code (en)

Service provider locality DALLAS
(es)

Service provider locality DALLAS
(en)

Service provider state TEXAS
(es)

Service provider state TEXAS
(en)

Service provider us
country (es)

Service provider us

country (en)

CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited,
OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US

Type CA/QC

Status undersupervision

Status starting time 2013-07-23T21:21:08.000Z

Service digital identity (X509)

Version 3
Serial number 927650371
Signature algorithm SHA1withRSA
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Issuer CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net
Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
Valid from Tue May 25 11:09:40 PET 1999
Valid to Sat May 25 11:39:40 PET 2019
Subject CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net
Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
Public key Sun RSA public key, 1024 bits
modulus:

14406702391305106140142766295100576213492235373448846805360353022345240
83223269173693476126789305007937084587470927629433827620180470240139384
14215872028527163969125655573945488614401571467677066488315957153441759
85857577648484861115785092156343809129655752484288533594447905385702519
3408242979060399539152451

public exponent: 3

Subject key identifier f0176213553db3ff0a006bfb508497f3ed62d01a

CRL distribution points http://www.entrust.net/ CRL/netl.crl

Authority key identifier ~ 041830168014f0176213553db3ff0a006bfb508497f3ed62d01a
Key usage

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 99a69be61afe886b4d2b82007ch854fc317e1539

SHA256 Thumbprint 62f240278c564c4dd8bf7d9d4f6f366ea894d22f5f34d989a983acec2fffed50
The decoded certificate:
[

[

Version: V3

Subject: CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
Signature Algorithm: SHA1IwithRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 1024 bits
modulus:
14406702391305106140142766295100576213492235373448846805360353022345240832232691736934761267893050079370845874709276294338276201804702401393841421587202852716396912565557394
5488614401571467677066488315957153441759858575776484848611157850921563438091296557524842885335944479053857025193408242979060399539152451
public exponent: 3
Validity: [From: Tue May 25 11:09:40 PET 1999,
To: Sat May 25 11:39:40 PET 2019]
Issuer: CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
SerialNumber: [ 374ad243]

Certificate Extensions: 8

[1]: Objectid: 1.2.840.113533.7.65.0 Criticality=false

Extension unknown: DER encoded OCTET string =

0000: 04 0C 30 0A 1B 04 56 34 2E 30 03 02 04 90 .0..V4.0....

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: FO 17 62 13 55 3D B3 FF  0A 00 6B FB 50 84 97 F3 ..b.U=...k.P...
0010: ED 62 DO 1A b..

1
1

[3]: Objectld: 2.5.29.19 Criticality=false
BasicConstraints:[

CAtrue

PathLen:2147483647

]

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[CN=CRL1, CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net,
c=Us]
, DistributionPoint:
[URIName: http://www.entrust.net/CRL/net1.crl]
1

[5]: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

Key_CertSign

Crl_Sign

1

[6]: Objectld: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL CA
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SIMIME CA
Object Signing CA]

[7]: Objectld: 2.5.29.16 Criticality=false
PrivateKeyUsage: [

From: Tue May 25 11:09:40 PET 1999, To: Sat May 25 11:09:40 PET 2019]

[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: FO 17 62 13 55 3D B3 FF 0A 00 6B FB 50 84 97 F3 ..b.U=...k.P...
0010: ED 62 DO 1A .b..

1
]

1

Algorithm: [SHA1withRSA]

Signature:

0000: 90 DC 30 02 FA 64 74 C2 A7 0AA57C 218D 3417 ..0.dt....!.4.
0010: A8 FB 47 OE FF 25 7C 8D 13 0OA FB E4 98 B5 EF 8C ..G..%..
0020: F8 C5 10 0D F7 92 BE F1 C3 D5 D5 95 6A 04 BB 2C
0030: CE 26 36 65 C8 31 C6 E7 EE 3F E357 7584 7A 11 .&6e.
0040: EF 46 4F 18 FA D398 BB A8 87 32 BA 72 F6 3C E2 .FO.
0050: 3D 9F D7 1D D9 C3 60 43 8C 58 OE 22 96 2F 62 A3 =...."C.X."./b.
0060: 2C 1IF BAAD 05 EF AB32 7887 A054 7319B55C ...... 2x..Ts..\
0070: 05 F9 52 3E 6D 2D 450B F7 0A93 EAED 06 F9B2 ..R>m-E.........

1
The certificate in PEM format:

MIIE2DCCBEGgAWIBAGIENOrSQzANBgkghkiGOWOBAQUFADCBwWzELMAKGALUEBhMC
VVMxFDASBgNVBA0OTCOVudHJI1c3QubmVOMTswOQYDVQQLEZzJ3d3cuZW50cnVzdC5u
ZXQvQ1BTIGIuY29ycC4gYnkgcmVmLiAobGltaXRzIGxpYWIUKTEIMCMGALUECXMc
KGMpIDE50TkgRW50cnVzdC5uZXQgTGltaXRIZDE6MDgGALUEAXMXRW50cnVzdC5u
ZXQgU2VjdXJIIFNIcnZIciBDZXJ0aWZpY2F0aW9ulEF1dGhvemlOe TAeFWO50TAL
MjUxNjASNDBaFwOxOTALMUxNjMSNDBaMIHDMQswCQYDVQQGEWIVUZEUMBIGALUE
ChMLRW50cnVzdC5uZXQx0zA5BgNVBAsTMnd3dy5IbnRydXNOLmS5IdCI9DUFMgaWs5j
b3JwLiBieSByZWYulChsaW1pdHMgbGIhYi4pMSUwIwYDVQQLExwoYykgMTk5OSBF
bnRydXNOLm5IdCBMaW1pdGVkMTowOAYDVQQDEzFFbnRydXNOLmS5IdCBTZWN1cmUg
U2VydmVylENIcnRpZmljYXRpb24gQXV0aG9yaXR5MIGIMAOGCSqGSIb3DQEBAQUA
A4GLADCBhwKBgQDNKIMOVBuUJ8w+VN5EX/68xYMmo6LIQa02f55M28Qpku0f1BBc/
10dNxScZgSYMVHINIC3ZH50Sn7yzcdOAGT9HZNUMNS]SuQrfINqc1IB5gXpa0zf3
WKrYKZImZNHKmGw6BAIr1INJti+O3jEP/9UEIY 3KDegjirgbEWGWG5VLbmQWIBA6OC
AdcwggHTMBEGCWCGSAGG+EIBAQQEAWIABzZCCARKGALUdHWSCARAwWggEMMIHeolHb
0IHYpIHVMIHSMQsWCQYDVQQGEWIVUZEUMBIGALUEChMLRW50cnVzdC5uZXQx0zA5
BgNVBAsTMnd3dy5IbnRydXNOLm5IdCI9DUFMgaW5jb3JwLiBieSByZWYulChsaW1p
dHMgbGIhYi4pMSUWIWYDVQQLExXwoYykgMTk50SBFbnRydXNOLmMSIdCBMaW1pdGVk
MTowOAYDVQQDEZFFbnRydXNOLm5IdCBTZWN1cmUgU2VydmVylENIcnRpZmliiYXRp
b24gQXV0aG9yaXR5MQOwCwYDVQQDEWRDUkwxMCmgJ6AlhiNodHRwOIi8vd3d3LmVu
dHJ1c3QubmVOLONSTCIuZXQXLmNybDArBgNVHRAEJDAIgA8XxOTk5MDUYNTE2MDKO
MFqBDzIWMTKwNTIIMTYWOTQWW]ALBgNVHQ8EBAMCAQYWHwWYDVROjBBgwFoAU8Bdi
E1U9s/8KAGV7UISX8+1i0BowHQYDVROOBBYEFPAXYhNVPbP/CgBr+1CEI/PtYtAa
MAWGA1UdEWQFMAMBABWGQY JKoZIhvZ9BOEABAWWChSEVjQUMAMCBJIAWDQYJKoZI
hveNAQEFBQADgGYEAKNwwWAVpkdMKNCqV8IYO0F6j7Rw7/IXyNEWr75Ji174z4xRAN
95K+8cPV1ZV(BLssziY2ZcgxxufuP+NXdYR6Ee9GTxj005i7qlcyunL2POI9n9cd
2cNgQ4xYDIKWL2K|LB+6rQXvqzJ4h6BUcxm1XAX5Uj5tLUULOwWqTEU0G+bI=

CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited,
OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US

Type CA/QC

Status ted

Status starting time 2013-06-19T17:56:23.000Z

Service digital identity (X509)

Version 3

Serial number 927650371

Signature algorithm SHA1withRSA

Issuer CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net
Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US

Valid from Tue May 25 11:09:40 PET 1999

Valid to Sat May 25 11:39:40 PET 2019

Subject CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net

Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
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Public key Sun RSA public key, 1024 bits

modulus:
14406702391305106140142766295100576213492235373448846805360353022345240
83223269173693476126789305007937084587470927629433827620180470240139384
14215872028527163969125655573945488614401571467677066488315957153441759
85857577648484861115785092156343809129655752484288533594447905385702519
3408242979060399539152451

public exponent: 3

Subject key identifier f0176213553db3ff0a006bfb508497f3ed62d01a

CRL distribution points http://www.entrust.net/CRL/netl.crl

Authority key identifier 041830168014f0176213553db3ff0a006bfb508497f3ed62d01a
Key usage

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 99a69be61afe886b4d2b82007ch854fc317e1539

SHA256 Thumbprint 62f240278c564c4dd8bf7d9d4f6f366ea894d22f5f34d989a983acec2fffed50

The decoded certificate:

[

[

Version: V3

Subject: CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
Signature Algorithm: SHA1IwithRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 1024 bits
modulus:
14406702391305106140142766295100576213492235373448846805360353022345240832232691736934761267893050079370845874709276294338276201804702401393841421587202852716396912565557394
5488614401571467677066488315957153441759858575776484848611157850921563438091296557524842885335944479053857025193408242979060399539152451
public exponent: 3
Validity: [From: Tue May 25 11:09:40 PET 1999,
To: Sat May 25 11:39:40 PET 2019]
Issuer: CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net, C=US
SerialNumber: [ 374ad243]

Certificate Extensions: 8

[1]: Objectld: 1.2.840.113533.7.65.0 Criticality=false

Extension unknown: DER encoded OCTET string =

0000: 04 OC 30 OA 1B 04 56 34 2E 30 03 02 04 90 ..0..V4.0....

[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: FO 17 62 13 55 3D B3 FF  0A 00 6B FB 50 84 97 F3 ..b.U=....k.P...
0010: ED 62 DO 1A b..

1
1

[3]: Objectld: 2.5.29.19 Criticality=false
BasicConstraints:[

CAtrue

PathLen:2147483647

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[CN=CRL1, CN=Entrust.net Secure Server Certification Authority, OU=(c) 1999 Entrust.net Limited, OU=www.entrust.net/CPS incorp. by ref. (limits liab.), O=Entrust.net,
c=us]
, DistributionPoint:
[URIName: http://www.entrust.net/CRL/net1.crl]
1

[5]: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

Key_CertSign

Crl_Sign

]

[6]: Objectld: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [

SSL CA

SIMIME CA

Object Signing CA]

[7]: Objectld: 2.5.29.16 Criticality=false
PrivateKeyUsage: [
From: Tue May 25 11:09:40 PET 1999, To: Sat May 25 11:09:40 PET 2019]

[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: FO 17 62 13 55 3D B3 FF  0A 00 6B FB 50 84 97 F3 ..b.U=...k.P...
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0010: ED 62 DO 1A b..
]
1

1

Algorithm: [SHA1withRSA]

Signature:

0000: 90 DC 30 02 FA 64 74 C2 A7 0AA57C 218D 3417 ..0..dt.....1.4.
0010: A8 FB 47 OE FF 25 7C 8D 13 OA FB E4 98 B5 EF 8C ..G..%.
0020: F8 C5 100D F7 92 BE F1 C3D5D5956A 04 BB 2C ......
0030: CE26 3665 C831C6 E7 EE3FE35775847A 11 .&6e
0040: EF 46 4F 18 F4 D3 98 BB A8 87 32 BA 72 F6 3C E2 .FO. <.
0050: 3D 9F D7 1D D9 C3 60 43 8C 58 OE 22 96 2F 62 A3 =...."C.X."./b.
0060: 2C 1F BAAD 05 EF AB32 7887 A054 7319B55C ...... 2x..Ts..\
0070: 05 F9 52 3E 6D 2D 450B F7 0A93 EAED 06 F9 B2 ..R>m-E.........

]
The certificate in PEM format:

MIIE2DCCBEGgAWIBAgGIENOrSQzANBgkghkiGOWOBAQUFADCBwWzELMAKGALUEBhMC
VVMxFDASBgNVBA0TCOVudHJI1c3QubmVOMTswOQYDVQQLEZzJ3d3cuZW50cnVzdC5u
ZXQVQ1BTIGIuY29ycC4gYnkgcmVmLiAobGltaXRzIGxpY WIUKTEIMCMGA1UECxMc JKoZIhvZ9BOEABAWWChSEV]QUMAMCBJIAWDQYJKoZI
hveNAQEFBQADgYEAKNwwAVpkdMKnCqV8IYO0F6j7RW7/IXyNEWr75Ji174z4xRAN
95K+8cPV1ZV(qBLssziY2ZcgxxufuP+NXdYR6Ee9GTxj005i7qlcyunL2POI9n9cd
2cNgQ4xYDIKWL2K|LB+6rQXvgzJ4h6BUcxm1XAX5Uj5tLUULOwWqTEU0G+bl=

Certificate Service Provider Name (en): DIGI SIGN
Trade name (en) DIGI SIGN
Information URI (en ) HTTP://WWW.DIGI-SIGN.COM

Service provider street  SIBTHORPE LANE, RANELAGH
address (es)

Service provider street  SIBTHORPE LANE, RANELAGH
address (en)

Service provider postal DUBLING
code (es)

Service provider postal DUBLING
code (en)

Service provider locality DUBLIN
(es)
Service provider locality DUBLIN
(en)
Service provider state DUBLIN
(es)
Service provider state DUBLIN
(en)

Service provider IR
country (es)
Service provider IR

country (en)

CN=Digi-Sign CA Digi-ID Xp, OU=Terms and Conditions of use: http://www.digi-sign.com/repository,
O=Digi-Sign Limited, L=Dublin, ST=Dublin, C=IE
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Type CA/QC

Status undersupervision

Status starting time 2014-04-16T15:46:37.000Z

Service digital identity (X509)

Version 3

Serial number 59580510237220695488987717461609009860

Signature algorithm SHA1withRSA

Issuer CN=UTN-USERFirst-Client Authentication and Email, OU=http://www.usertrust.com,
O=The USERTRUST Network, L=Salt Lake City, ST=UT, C=US

Valid from Wed Sep 14 19:00:00 PET 2005

Valid to Tue Jul 09 12:36:58 PET 2019

Subject CN=Digi-Sign CA Digi-ID Xp, OU=Terms and Conditions of use: http://www.digi-
sign.com/repository, O=Digi-Sign Limited, L=Dublin, ST=Dublin, C=IE

Public key Sun RSA public key, 2048 bits

modulus:

26926110584125833537545895214890737273777428404404833368187117345006353
82206638854907255639402631268858109027218760522716093024105309782301692
65481846584276983952678130101005855442277347425780801269842466729514406
88741166302606251599719471211392251867004715622651257111592580722121660
76612259199373641977697325865559113275998785588195551750877764477686073
72211213578864171253109087411666203612809460357649088867687580847748313
83168428605113815928621791735306799688796888810566743964231434014331403
99701330234317974533752792385384527070400262428637000565650050606326008
7212854535471571888024184939778283804918288633703

public exponent: 65537

Subject key identifier 91b38ae87e166ff9121c3f29a45010440bd97776

CRL distribution points http://crl.usertrust.com/UTN-USERFirst-ClientAuthenticationandEmail.crl

Authority key identifier ~ 0418301680148982677dc49d2670004bb450487cde3dae046e7d
Key usage

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=1
SHA1 Thumbprint 82d06f4188a91dbec05cfObla7014b6b84679caf

SHAZ256 Thumbprint 4709d81e77c0990c38ec8d4577701f9753bac0723a7ecd90706f8ff5568f5bh8

The decoded certificate:
[

[

Version: V3

Subject: CN=Digi-Sign CA Digi-ID Xp, OU=Terms and Conditions of use: http://www.digi-sign.com/repository, O=Digi-Sign Limited, L=Dublin, ST=Dublin, C=IE
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits
modulus:
26926110584125833537545895214890737273777428404404 68187117345006353822066388549072556394026312688581090272187605227160930241053097823016926548184658427698395267813010100
58554422773474257808012698424667295144068874116630260625159971947121139225186700471562265125711159258072212166076612259199373641977697325865559113275998785588195551750877764
47768607372211213578864171253109087411666203612809460357649088867687580847748313831684286051138159286217917353067996887968888105667439642314340143314039970133023431797453375
27923853845270704002624286370005656500506063260087212854535471571888024184939778283804918288633703
public exponent: 65537
Validity: [From: Wed Sep 14 19:00:00 PET 2005,
To: Tue Jul 09 12:36:58 PET 2019]
Issuer: CN=UTN-USERFirst-Client Authentication and Email, OU=http://www.usertrust.com, O=The USERTRUST Network, L=Salt Lake City, ST=UT, C=US
SerialNumber: [ 2cd2c9f3 d40626af a7c8d70f 74a7d2c4]

Certificate Extensions: 6
[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: 89 82 67 7D C4 9D 26 70 00 4B B4 50 48 7C DE 3D ..g...&p.K.PH..=
0010: AE 04 6E 7D ..

1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:1

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
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[URIName: http://crl.usertrust.com/UTN-USERFirst-ClientAuthenticationandEmail.crl]
1

[4]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.6449.1.2.3.1]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 75 73 65 .#http://lwww.use
0010: 72 74 72 75 73 74 2E 63 6F 6D 2F 72 65 70 6F 73 rtrust.com/repos

0020: 69 74 6F 72 79 itory

11

[CertificatePolicyld: [1.3.6.1.4.1.6449.1.2.2.9]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 64 69 67 .#http://www.dig
0010: 69 2D 73 69 67 6E 2E 63 6F 6D 2F 72 65 70 6F 73 i-sign.com/repos

0020: 69 74 6F 72 79 itory

11
]

[5]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[6]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 91 B3BAES7E 16 6FF9 12 1C3F29A4501044 .....0..?).P.D
0010: 0B D9 77 76 WY

1
1

]

Algorithm: [SHA1withRSA]

Signature:

0000: 6E CD 28 36 A9 OF 6C 40 61 76 D3 7C CF 6F 1B 23 n.(6..|@av...0.#
0010: 87 84 AB 5D C9 A9 92 3F 0C 4CEC906C 09055D ...J..2.L..I.
0020: DF 58 C8 56 3D D13C 3B C5818D C243A377 3D .X.V=<;
0030: E9 A9 96 5E 21 11 EE5B A3 E6 EC C9 8758 4D 09 ...
0040: A5 8F 01 28 OD 54 74 25 AF 8D 34 58 45 BO F2 96 ...(.Tt%..4XE...
0050: 1D 5B 8E DO D6 C8 F8 88 49 C9 E8 E4 B0 86 51 56 [.
0060: BC 3D 3F 69 ED 16 A9 2D 78 E8 E1 A2 3089 21 4A .
0070: EE 30 9D DB CF 87 36 BC 8E 9B 42 2E 3E CD 57 BE .0..
0080:
0090: 0B E5 17 EA 1D C3 AE9D B4 77 BF 6E 43 8E 4A 37 ...
00AO0: 69 21 D7 DF 4B 7A 0419 03 F9 7D 78 48 9C D3 46 il. Kz
00BO: 5F FD 7C 78 41 D169 11 F7 6A 9139 77 B4 97 78 _..XA.
00CO0: 29 25 79 2A CF 8C AE B8 98 68 19 02 23 20 1F 54 )%y*....h.# .T
00DO: 28 1F 01 26 D1 FB 47 5C CB 1E B6 39 3F 6C 87 67 (..&..G\...9?2l.g
00EO: BA 8058 AB 78 74 EB E4 D8 CF 17 FF B4 9D DD 9E ..X.xt.
00FO0: E9 C4 E1 30 36 AB 8B 46 6F EB 8A 7C 8C DA 48 45 ...06..Fo.....HE

]
The cetrtificate in PEM format:
|NIATYKZLCINZ/pAdGk3o/thfzYKQO+EHVX
752VAwIB2IRtSHOjvuGMoqtllyMINAa4ZNwuiznYMY3TduaUZY/J+0j/s9cCMz38
A0ah3Ct4sEIfy8KmQJjDWtBMLLXdEBE+Dp+i81MeFY1Yw124DhI5QRIlo+dgMbyF
ptF1f5YSIY7iT2cCAWEAAaOCAVQwggFQMBBGA1UdIWQYMBaAFIMCZ33EnSZWAEU0
UEh83j2uBG59MBOGA1UdDgQWBBSRs4rofhZv+RIcPymkUBBEC9I3djAOBgNVHQSB
AfBEBAMCAQYWEQYDVROTAQH/BAgwBYEB/WIBATBYBgNVHRSEUTBPME2gS6BJhkdo
dHRwWOI8VY3JsLnVzZXJ0cnVzdC5jb20vVVROLVVTRVJIGaxJzdC1DbGllbnRBdXRo
ZW50aWNhdGlvbmFuZEVtYWIsLmNybDCBjwYDVROgBIGHMIGEMEAGCysGAQQBS|EB
AgMBMDEwWLWY IKwYBBQUHAGEWI2h0dHA6LY93d3cudXNIcnRydXNOLmMNvbS9yZXBv
c2I0b3J5MEAGCysGAQQBs]EBAgIIMDEWLWY IKwYBBQUHAgEWI2hOdHAGLY93d3cu
ZGlnaS1zaWduLmNvbS9yZXBvc2|0b3J5MAOGCSqGSIh3DQEBBQUAA4IBAQBUZSg2
0Q9sQGF203zPbxsjh4SrXcmpkij8MTOYQbAKFXdOYyFY90Tw7xYGNwkOjdz3pgzZe
IRHUW6PM7MmMHWEO0JpY8BKA1UdCWy|TRYRbDyIh1bjtDWyPilScno5LCGUVas8PTIp
7RapLXjo4alwiSFK7jCd28+HNryOmOIuPs1XvkpLt06e0gpVFMXjvIJmVgTAL5Rfq
HcOunbR3v25Djko3aSHX30t6BBkD+X14SJzTRI/9fHhBOWKR9I2qROXe0I3gpJIXkg
z4yuuJhoGQIjIBOUKB8BJItH7R1zLHrY5P2yHZ7qAWKt4dOjk2M8X/7Sd3Z7pxOEW
NquLRm/rinyM2khF

----- END CERTIFICATE-----
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Certificate Service Provider Name (en): INTERCAMBIO ELECTRONICO DE DATOS Y

COMUNICACIONES
Trade name (en) EDICOM
Information URI (en) HTTP://ACEDICOM.EDICOMGROUP.COM

Service provider street  PARQUE TECN. PATERNA. VALENCIA ESPA?A
address (es)

Service provider street  PARQUE TECN. PATERNA. VALENCIA ESPA?A
address (en)

Service provider postal 46980

code (es)

Service provider postal 46980
code (en)

Service provider locality PATERNA
(es)

Service provider locality PATERNA
(en)

Service provider state VALENCIA
(es)

Service provider state VALENCIA
(en)

Service provider ES

country (es)

Service provider PE

country (en)

C=ES, L=Calle Charles Robert Darwin 8 - 46980 - Paterna, O=EDICOM, SERIALNUMBER=B96490867,
CN=CAEDICOMO01

Type CA/QC

Status undersupervision

Status starting time 2015-04-01T21:09:38.000Z

Service digital identity (X509)

Version 3

Serial number 2849013759586421594

Signature algorithm SHA256withRSA

Issuer C=ES, O=EDICOM, CN=CAEDICOM Root
Valid from Tue Jul 22 06:00:43 PET 2014

Valid to Wed May 22 05:20:00 PET 2024

Subject C=ES, L=Calle Charles Robert Darwin 8 - 46980 - Paterna, O=EDICOM,

SERIALNUMBER=B96490867, CN=CAEDICOMO01
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Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
56751191118072880989610088055580594823266667966228474915328207766893240
85248832370515078578240603680634239006146099934381739106442693153315879
53572170527005870884253249638403560253212180957381100239914929181940478
65555481954187868399678983340515098614799232418576470475513820603286663
80139562259906710770546776164153950713621513836181994892225447708736150
65960678602875142624352455958565138358378876521740536262840856403242177
76623813412783973465567582770427993563903927844594782973230660558115488
59403040776304910265004099101832448768767837957213719376018073389567978
04000519325395575506192845150033546286871993881447185133413278391350874
88546958501766989824459398957345992951274544225193423823446732889675865
41406758196773277833010356236351083320799333448393774867964179808103446
42856236592102445939981808719888072920423467157590529643119412812863263
53226378429581470468645986708474415721536880925244714283309289133888140
68274387213713513699173652092536878942572099372630678525638920908605308
69454340632775620803107102710952430991101339548454536537408649665863689
59005560890573695998862460480157602830175946875378868335115769954750054
94052243762972713941011453707494046940115619230652407243663782071647445
73461886511029985881788281
public exponent: 65537

6d6a88f82eea7f2fcdc0f4767793e64532ef8b05

http://acedicom.edicomgroup.com/caedicomroot.crl
04183016801414cd2a597863ab6119e8b83dale05ac075e7f9ch

digitalSignature

keyCertSign

cRLSign

CA=true; PathLen=0

317574de257dba53dae80676a675249d64d7c134
339d15b165ca8161e4d3792618c6fde84e4904d04669541cee6bd333bcd5b5f4

Subject: C=ES, L=Calle Charles Robert Darwin 8 - 46980 - Paterna, O=EDICOM, SERIALNUMBER=B96490867, CN=CAEDICOMO01
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

56751191118072880989610088055580594823266667966228474915328207766893240852488323705150785782406036806342390061460999343817391064426931533158795357217052700587088425324963840
35602532121809573811002399149291819404786555548195418786839967898334051509861479923241857647047551382060328666380139562259906710770546776164153950713621513836181994892225447
70873615065960678602875142624352455958565138358378876521740536262840856403242177766238134127839734655675827704279935639039278445947829732306605581154885940304077630491026500
409910183244876876783795721371937601807338956797804000519325395575506192845150033546286871993881447185133413278391350874885: 501766989824459398957345992951274544225193423
82344673288967586541406758196773277833010356236351083320799333448393774867964179808103446428562365921024459399818087198880729204234671575905296431194128128632635322637842958
14704686459867084744157215368809252447142833092891338881406827438721371351369917365209253687894257209937263067852563892090860530869454340632775620803107102710952430991101339

5484545365374086496658636895900556089057

1886511029985881788281

public exponent: 65537

Validity: [From: Tue Jul 22 06:00:43 PET 2014,
To: Wed May 22 05:20:00 PET 2024]

Issuer: C=ES, O=EDICOM, CN=CAEDICOM Root

SerialNumber: [ 2789baeb 6c594b5a]

Certificate Extensions: 8
[1]: Objectid: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: calssuers

460480157602830175946875378868335115769954750054940522437629727139410114537074940469401156192306524072436637820716474457346

accessLocation: URIName: http:/acedicom.edicomgroup.com/certs/caedicomroot.cer

accessMethod: ocsp

accessLocation: URIName: http://ocsp.acedicom.edicomgroup.com/caedicomroot

1
]

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [
Keyldentifier [

0000: 14 CD 2A 59 78 63 AB 61 19 E8 B8 3D A1 E0 5A CO ..*Yxc.a...=..Z.

0010: 75 E7 F9 CB u...
1
1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[
CA:true
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PathLen:0
]

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://acedicom.edicomgroup.com/caedicomroot.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.30051.2.3.1.1]

[PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 42 1E 40 00 43 00 65 00 72 00 74 00 69 00 66 0B.@.C.e.r.tif
0010: 00 69 00 63 00 61 00 74 00 69 00 6F 00 6E 00 20 .i.c.a.ti.o.n.

0020: 00 50 00 72 00 61 00 63 00 74 00 69 00 63 00 65 .P.ra.c.ti.c.e

0030: 00 20 00 53 00 74 00 61 00 74 00 65 00 6D 00 65 . .S.ta.te.m.e

0040: 00 6E 00 74 nt

], PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 1F 68 74 74 70 3A 2F 2F 61 63 65 64 69 63 6F ..http://acedico
0010: 6D 2E 65 64 69 63 6F 6D 67 72 6F 75 70 2E 63 6F m.edicomgroup.co
0020: 6D m

1
1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

1

[7]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [
RFC822Name: acedicom@edicomgroup.com

1

[8]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 6D 6A 88 F8 2E EA7F 2F CD CO F4 76 77 93 E6 45 mj.....[.vw..E
0010: 32 EF 8B 05 2.

1
1

]

Algorithm: [SHA256withRSA]

Signature:

0000: 3F AA3D 4B 11 B6 394D 7F 49 8F D7 8B F6 19 7F ?.=K.9M.I......
0010: 5B 02 11 9D 0D 5D 1A 70 6E CO 85 4E 56 14 8C 5A [....].pn..NV..Z
0020: DC 9A 37 D4 B5 96 7578 E4 27 AFDEF5D4ED 26 ..7...ux.".....
0030: 74 2F CC 60 88 81 5AF1 9295 AA15E81505BA t/."..Z.........
0040: 89 4E 73 E3 70 29 9AF9 89 A2 2D 99 53 71 66 A8 .Ns.p).
0050: E76ABCE3E12080FE 1CBCF545E0E116 7A .
0060: 1D AAFOCD 1701 0AAC 4F3FBEOD8C8BC149 ...
0070: 8B F92782DC C69185 OBEB3AFOB17652FA .
0080: 2F CA 26 B9 C9 F2B1 C7 D5 7D OE 42 38 1C 06 80 /.&.
0090: 50 A6 FO A9 4A 3C 67 86 D5 4C 2C 6F BB 37 36 A1 P...J<g..L,0.76.
00A0: 7943 7TEE159D3 76 35 EC B6 AB C5 D1 B649 B2 yC..Y.v5
00B0: BF FA AE 19 08 C7 EF 20 30 E7 9D 9A A0 78 0B 73
00CO: F2 B2 62 B1 01 A6 A0 4F B5 AAFAEO 1IFEFC978 .b...0,

00DO: BF 78 27 60 AB 58 51 BE 0A 46 CB D1 2E OF 65 1D .x".XQ..F....e.
00EOQ: 55 DA 3D B3 14 470D 3B 93 90 9F E6 5C D3 8D EO U.=. .
00FO0: 44 FO E6 F1 62 8F 70 D7 8A 30 26 1527 7F D332 D...b.p..0&."..2
0100: 60 70 E4 4D F1 754955 BC 49893767 CB 7F 16 'p.M.ulU.L.7g...
0110: 36 92 EO FO8E CO 1C 8D 67 4345 F7 BAF9 5F F7 6.......! gCE...
0120: 3B 87 8C B8 0D D4 FB 96 F9 40 46 OF 2100 18 42 ;.
0130: AB 5F 36 2E 6A 02 0546 58 0592 1B D9 E4 20 2B ._6.
0140: 9C B1 22 80 AE A1 C6 14 6F 82 DD 06 A1 7COCDE ..".....0.......
0150: AAED 6B 9E 88 C7 A3 74 DC F7 DB 9E 17 75 A5 84 . k.. .
0160: EB A2 A2 57 23 AB9C 27 C837 3C A7 ABF1A95E ..W#.."7<.."
0170:20 DC CB 82 6F E7 94 8A 7FE18FF54EF10EC7 ..o0....... N...
0180: 66 C2 AEFEC33B4EE5 CC99 135D C4F31499 f.
0190: 67 BD F7 8E 7C 9B B2 F4 009047 FB E28077 1D g
01A0: CE59023D257B949D 7699 1E403C 531901 .Y,
01BO0: 46 9E A4 BF BF 8C 3A51 8B 45B7 1F43BD 4C 98 F.
01C0:96 C211196B9302CB ED7E44946734F624 ..
01D0:
01EO0: AEE43242385B 11 C9 8233B3D687575706 ..2B8| . .
01F0: 61 32 70 A4 3E 97 DD 7F 4851 B8 57 1231 0B 24 a2p.>..HQ.W.1.$

]
The cetrtificate in PEM format:

MIIHQDCCBSIigAWIBAgI1J4m662xZS10wDQYJKoZIhveNAQELBQAWNJEWMBQGALUE
AwWwWNQOFFREIDT00gUm9vdDEPMAOGALUECgWGRURJQOINMQswCQYDVQQGEwWJFUzAe
FwOXNDA3M,jIxMTAWNDNaFw0OyNDA1MjIxMDIwMDBaMIGBMRMWEQYDVQQDDApDQUVE
SUNPTTAXMRIWEAYDVQQFEWICOTY0OTA4NjcxDzANBgNVBAOMBKVESUNPTTE4MDYG
ALUEBwWwWvQ2FshGUgQ2hhcmxicyBSb2JlcnQgRGFyd2lulDggLSAONjk4MCAtIFBh
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dGVybmEXCzAIJBgNVBAY TAKVTMIICIANBgkghkiGOWOBAQEFAAOCAGBAMIICCGKC
AgEAixuyfCbKiXqKaClv1C50+xy3/RkC8tJ6Ef/I8cr5SHk6N53eY GGrHcG/B6L43
jgbc8/CVp6py7VidalAalm56dLOWqHqq6Bvg2DFssYYKemzRT2gIHYE74/x92m1d
n6jo408MXi8mvfhywX4L7QlInwqtH1mAMPSB8X8bE9+6azf8zGTKiU8vh836uwWY2
3p3VIwpoFsMFxSTtqU4SnUk7aXrRtOWRfmVZQFI3/Rc47VHNUPtAgqGZ1zfIBGcO
35Qh9sk7yQXPmITf1+x0rsK251vgfinlupnDomFPaWfy9t7cnuCbnbZXiE3beKXW
19hy+J0dgHVIOMT]Ft89vmAYRZcvSHF7RmMSTKRNbuSA8BMpE++aU5jc6PUR8IHbhJ
aWKJIWSsZv2p9S38FP7CIk54dO+FixIOHIQZg5PG7z60EFZI+YFE3lcwvXrsUILYw
ohyjEwqyw2rEhTW39YKIQSX2NO2ciHLOM500JAN/JH/zHusUbtzPmGEhldccevic
UBN8WxBKR+9rF8UbLVIBEOWry+qgXr7VLTnzhQEbJB2xfoWcVgnlJDSQ62E8Ydu+
VesB42eLywQtceR+JIKtji2swDGQsOP6sVt5nsql98CkacjUalwroT77CIqCWIjSj4
RWk2A1SfmgiTDk8I3b8dI+Y5zczz/ba5KNtq8oaKOmFGj3kCAWEAAaOCAgQwgglA
MIGTBggrBgEFBQcBAQSBhjCBgzBCBggrBgEFBQcwA0Y2aHROcDovL2FZWRpY 29t
LmVkaWNvbWdyb3VwLmNvbS9jZXJ0cy9jY WVkaWNvbXJvb3QuY2VyMDOGCCsGAQUF
BzABhjFodHRwOIi8vb2NzcC5hY2VkaWNvhS5IZGlib21ncm91cC5jb20vY 2FIZGlj
b21yb290MBOGA1UdDgQWBBRtaoj4Lup/L83A9HZ3k+ZFMu+LBTASBgNVHRMBAfSE
CDAGAQH/AgEAMB8GA1UdIWQYMBaAFBTNKII4Y6thGei4dPaHgWsB15/nLMIGbBgNV
HSAEgZMwgZAwgY0GDCsGAQQBgepjAgMBATBIMEAGCCSGAQUFBWICMEIeQABDAGUA
cgBOAGKAZgBpAGMAYQBOAGKAbwBUACAAUABYAGEAYWBOAGKAYWBIACAAUWBOAGEA
dABIAGOAZQBUAHQWKWYIKwYBBQUHAGEWH2hOdHA6ELY9hY 2VkaWNVbS5I1ZGljb21n TroqJXI6icJ8g3PKer8aleINzLgm/nlip/4Y/1
TVEOxX2bCrv7D0O071zJKTXcTzFJInvfeOfJuy9ACQR/jigHcdzIkCPSV7IJ12mR5A
PFMZAUaepL+/jDpRiOW3H009TJiWwhEZa5MCy+1+RIRNNPYkIKeFWd8UPuaLANeP
kjo8467kMkI4WxHJgjOz1odXVwZhMnCkPpfdfohRuFcSMQsk

C=ES, O=EDICOM, CN=CAEDICOM Root

Type CA/QC
Status undersupervision
Status starting time 2015-04-01T15:44:52.000Z
Service digital identity (X509)
Version 3
Serial number 6412029366930714179
Signature algorithm SHA256withRSA
Issuer C=ES, O=EDICOM, CN=CAEDICOM Root
Valid from Mon May 19 07:08:20 PET 2014
Valid to Fri May 19 06:22:00 PET 2034
Subject C=ES, O=EDICOM, CN=CAEDICOM Root
Public key Sun RSA public key, 4096 bits
modulus:

89549450400115540560970202287952704516491243874493294738279582900604072
42515845312155373223736471147034862051786172475918613659751402556933395
82645752642058010180821862982971290216131179870084210000486188212550897
13808920375894294133082740063153237222900563678207129383207655698053029
21271536887318869979619942872243522713411666587306009714680046765302273
55386302027521790543889759312651222374115828267523307825409872128113486
78143299864291692504610513748161762302684572933202543680612811378288732
89941525086068754828825114462737346927631431614201326591581955329042168
15843679544391305831575648385248691373618253646955718566049720129724882
47327407827047221472233721838606944438004624815416072704203653341168999
72844994700851347359748941878345276262228522694143919394165432251630627
02928787967454588425466652790682946539520344846402953024104799389670982
14951614219181419820902977617011939709596294775467170793869134967674269
40147716745519033717744736525356004907395855809731001165063613408132585
41129894520430137200505994855946734104117608732109237174470625484217119
33231244189714158643370058724238642629311557994713609984863044 774499154
61063832669514206474394636080826032512898129520050668180056206471892181

20798676352677555510749107
public exponent: 65537

Subject key identifier 14cd2a597863ah6119e8b83dale05ac075e7f9cb
Authority key identifier ~ 04183016801414cd2a597863ab6119e8b83dale05ac075e7f9ch
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Key usage digitalSignature
keyCertSign
cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 0293c20278eaf87010d7e37¢c1759e24bf501f220

SHA256 Thumbprint b9b7c9e893h91ca3b49ch195a530f0bbc791425e123b3b8162eacdf8626f8a8d

The decoded certificate:

[

[

Version: V3

Subject: C=ES, O=EDICOM, CN=CAEDICOM Root

Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:
89549450400115540560970202287952704516491243874493294738279582900604072425158453121553732237364711470348620517861724759186136597514025569333958264575264205801018082186298297
12902161311798700842100004861882125508971380892037589429413308274006315323722290056367820712938320765569805302921271536887318869979619942872243522713411666587306009714680046
76530227355386302027521790543889759312651222374115828267523307825409872128113486781432998642916925046105137481617623026845729332025436806128113782887328994152508606875482882
51144627373469276314316142013265915819553290421681584367954439130583157564838524869137361825364695571856604972012972488247327407827047221472233721838606944438004624815416072
70420365334116899972844994700851347359748941878345276262228522694143919394165432251630627029287879674545884254666527906829465395203448464029530241047993896709821495161421918
14198209029776170119397095962947754671707938691349676742694014771674551903371774473652535600490739585580973100116506361340813258541129894520430137200505994855946734104117608
73210923717447062548421711933231244189714158643370058724238642629311557994713609984863044774499154610638326695142064743946360808260325128981295200506681800562064718921812079
8676352677555510749107
public exponent: 65537
Validity: [From: Mon May 19 07:08:20 PET 2014,

To: Fri May 19 06:22:00 PET 2034]
Issuer: C=ES, O=EDICOM, CN=CAEDICOM Root
SerialNumber: [ 58fclabc a1472e43]

Certificate Extensions: 4
[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: 14 CD 2A 59 78 63 AB 61 19 E8 B8 3D A1 EO 5A CO ..*Yxc.a.
0010: 75E7 F9 CB u...

1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2147483647

1

[3]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

]

[4]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 14 CD 2A 59 78 63 AB 61 19 E8 B8 3D A1 E0 5A CO ..*Yxc.a.
0010: 75 E7 F9 CB u...

1
]

1

Algorithm: [SHA256withRSA]

Signature:

0000: 49 51 6E 60 B9 6E A5 F9 E1 482383 D1 0F 19 14 1Qn’.n...H#.....
0010: F203C9F776 7F7221 F09749CD77BFF7FD ..v.rl.lLw...
0020: A2 9D 79 DE 2F 71 94 25 2E C8 0582 C1 D6 D5 1F ..y./q.%.
0030: CO FA 24 0D F7 BF DAC6 9C 7C 77 AF 68 62 4E C2 ..
0040: 35 7C 32B6 5551 1A 10 15FC 94 6F 16 C7 3C 02 5.2.UQ.....0..<.
0050: 28 5F 54 72 25 73 43 FC 08 D1 0B E4 00 3C EC 16 (_Tr%sC. .
0060: BO 97 E0 4A 03 AB 86 87 5439 D347 17 FA39C6 ..J...T9.G..9.
0070: 00 FA2E 427D 74 A8 72 3B C58A703482DB 9D ...B.tr;..p4...
0080: 8C BO9B 8E 74 CAB0 96 F5C4B7 3F F1549A20 .
0090: D1 B199 D3 DC B5 F6 E6 48 94 D522 F32299 41 . A
00A0: 3B C171C6 D4287869 9969 28 E13F 1F 78 95 ;.q..(xi.i(.?.x.
00BO: 39 FO 43 2B CA 39 48 FF 55 CB 62 82 OE 09 6A 37 9.C+.9H.U.b...j7
00CO0: 56 AB DB E6 BB DD E7 4A 94 CC 67 74 8A07 4D 00 V.....J..gt. M.
00DO: B8 84 46 9C 1E 2F 2B 88 56 EA93 F9 78 F8 A1 28 ..F../+.V..x..(
00EO: 0D 36 70 F6 B4 D343 05 33 E4 15 2E 95 A5 AABB .6p...C
00F0: CF 7C 73 E32C 6B 08 D6 F9 65 48 2E D7 D5 BC OE ..s.k...eH.....
0100: 29 63 C2 81 EE C2CF 98 75F9 3567 39 09 87 3A )c......u.5¢9..:
0110: 82 EF E1 23 OE 37 558C 2F B5 1E D6 F9 8E FD 55 ...#.7U./.....U
0120: C8 05 EF 2F AD A2 2574 6A 88 4A CA 94 FE D6 83 .../.%tj.J.....
0130: 41 AB FA3B4D EC 292B F93C C92B D006 15C1 A ;M.)+.<.+....
0140: 64 E5 32 A9 9D BAE3 3F 417BDC 6218 9D B3B8 d.2...7A.b....
0150: 3E 5B 80 CA 54 4B 6D AB CB 94 23 D5 10 97 7A BO >[.TKm...#...z.
0160: 59 CF 54 1B 2B 5F A4 DO 0D 51 33 6F E3 F597 00 Y.T.+
0170: COBE 7F 7E 11 E5F7 10 5C B4 6C 87 0D C8 BABY ...
0180: AA1F150C B9 17 AEFD 48 C6DC26 A0 77 E7 3C ......H..&w.<
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0190: 62 62 3F 32 4D 58 4F AA 72 F5 2F 53 ED 7B C5 44 bb?2MXO.r./S...D
01A0: F4 C5 66 EB 8C 64 D594 87 6345ED 1A439A 3B .f.d..cE.C.;
01B0: EB 3D 2F 87 CC 6C 0B 84 CA 3F 4E D6 11 0D 3F 30 .=/..I..2N...?
01C0: 37 AB 31 61 0E 80 67 C8 B2BAF628 73 D5FE 56 7.1a.9.
01D0: D8 AB EB DF 39 37 B5 D2 46 OE 3B 4C 48 ED 5F 1F ...97.
01E0: 14 F52B91 ECDB E19E 2E6AD3B5BFE41D 46 ..+....j...F
01F0: 12 6B 2A ED AE AD 6A 7A CC 95 97 BA 57 D8 A6 AE .k*...jz...W...

]
The certificate in PEM format:

MIIFUTCCAzmgAwIBAglIWPwavKFHLKMwDQYJKoZIhveNAQELBQAWNJEWMBQGALUE
AWWNQOFFREIDT00gUm9vdDEPMAOGA1UECgWGRURJIQOINMQsWCQYDVQQGEWJIFUzAe
FWOXNDA1MTkxMjA4MjBaFw0zNDAIMTkxMTlyMDBaMDYxFjAUBgNVBAMMDUNBRURJ
QO9NIFJIvb3QxDzANBgNVBAOMBKVESUNPTTELMAKGA1UEBhMCRVMwggliIMAOGCSqG
SIb3DQEBAQUAA4ICDWAWGGIKAOICAQDbgMroSXTHOZzgu8cUjYvw2jC8efikL6Qbo
VZulImCmU7YZHMoPzxZJ6BdcpAj4Wwyh/NWQpenm7oeleY RSN5SwDQ3KJUZYrfablx
R3840BZGp2kxETVMA4Sp//21PIT3jXUhNGVMIWmsh1RIwaZeQry3B9X9BX0k2j024
HhqVX90Pb1wVNCQRVF+FmM72t01Veu9/Ou69cmWDdH2kaSUgh+QkKz3Kn8PLe5XgZ
vhLdzYd5Qc4vRdcLKRARBB4SNfl4A18Waa6gCtrA+eugDRgPeV6RneQfFJIWOEXKC
RLpRw+55smAU06+8SC000GgBQ2TKDoaDYtCKGaYn8St7SykhW5srMaEIQyEtPDyOy
iHZEXG4XcMV3r5XAJaQiCtN8+dhyyNAtvafo0i2L TKFuCvy0QDO7mmv8pOrJ/uA0
IEPMxrw/ddKlqa/617k+t85U0E3AXS7BKNhjVHK4rFr1OvsgY QY69KArOKvMgwxJ
1G4+bQ8+cy825VNPSBAAOUVIWAZ205gdhH+ZCsPqCjzDOyRASGI1GzsOHQ5DsQR1
waA5dov22QKIHeGeWwe7NIdKIU35iWmObA/Xr6AVJIInn+NdTIOwSvESI1+3ujjV3
d9ymfyBUKtZj1nKeTSq2j3PzGaHESB/MNKMLADEXSSAhqqoEQTMAtVBRZDYV2x/
veplgOinswIDAQABo2MwY TAdBgNVHQ4EFgQUFMOGWXhjq2EZ6Lg9oeBawHXn+cswth/kHUY SayrtrqlgesyVI7pX2Kau

Certificate Service Provider Name (en): FIRMA PROFESIONAL S.A.
Trade name (en) FIRMA PROFESIONAL S.A.

Information URI (en ) HTTP://WWW.FIRMAPROFESIONAL.COM

Service provider street  PASEO BONANOVA 47

address (es)

Service provider street PASEO BONANOVA 47
address (en)

Service provider postal BARCELONA 08017
code (es)

Service provider postal BARCELONA 08017
code (en)

Service provider locality PASEO BONANOVA 47
(es)

Service provider locality PASEO BONANOVA 47
(en)

Service provider state BARCELONA

(es)

Service provider state BARCELONA

(en)

Service provider ES
country (es)
Service provider ES

country (en)

CN=AC Firmaprofesional - CUALIFICADOS, SERIALNUMBER=A62634068, OU=Certificados
Cualificados, O=Firmaprofesional S.A., C=ES

Type CA/QC

Status undersupervision

Status starting time 2015-11-26T21:42:27.000Z
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Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from

Valid to

Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

3

937705595546249684

SHA256withRSA

CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
Thu Sep 18 05:00:54 PET 2014

Mon Dec 30 23:02:55 PET 2030

CN=AC Firmaprofesional - CUALIFICADOS, SERIALNUMBER=A62634068,
OU=Certificados Cualificados, O=Firmaprofesional S.A., C=ES

Sun RSA public key, 2048 bits

modulus:
23535818509823618888152413102470237449998648353116926521981512524876912
34705778186813805391418977715864772242720358902404967061179901950050542
08350595712997028680194169300864961249173424863299940848046792995283151
15196168576242861787723948908337368748466385208674982179941072314695686
12373180653597168756143683955794759354362231520259463560780129902368912
46465546466140981670836180452983972915828108197068789576159544763755554
99733892834322901516577131588169593957711909991705304966435872307664480
19622402871629406612727153234791797323753819169179439501989910332306796
8953240621103040483218914574859232366566432512997

public exponent: 65537

8c71cc93076fd1d586687d823a41d94c02f8965d

http://crl.firmaprofesional.com/fproot.crl
04183016801465cdebab351e003e7ed574c01cb473470ela642f

keyCertSign

cRLSign

CA=true; PathLen=0

3486ed23622155459e9b25ff3f21ad7627987387
2b75cc4f36759cfc4c6637b1e0e54359457db57e74de4d2dc5d02cddff2960cf

Subject: CN=AC Firmaprofesional - CUALIFICADOS, SERIALNUMBER=A62634068, OU=Certificados Cualificados, O=Firmaprofesional S.A., C=ES
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:

23535818509823618888152413102470237449998648353116926521981512524876912347057781868138053914189777158647722427203589024049670611799019500505420835059571299702868019416930086
49612491734248632999408480467929952831511519616857624286178772394890833736874846638520867498217994107231469568612373180653597168756143683955794759354362231520259463560780129
90236891246465546466140981670836180452983972915828108197068789576159544763755554997338928343229015165771315881695939577119099917053049664358723076644801962240287162940661272
71532347917973237538191691794395019899103323067968953240621103040483218914574859232366566432512997

public exponent: 65537

Validity: [From: Thu Sep 18 05:00:54 PET 2014,

To: Mon Dec 30 23:02:55 PET 2030]

Issuer: CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES

SerialNumber: [ 0d036645 5e6e29d4]

Certificate Extensions: 7

[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false

AuthoritylnfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: http://crl.firmaprofesional.com/caroot.crt

accessMethod: ocsp

accessLocation: URIName: http://ocsp.firmaprofesional.com

1
]

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [
Keyldentifier [

0000: 65 CD EB AB 35 1E 00 3E 7E D574 CO 1C B4 7347 e..5.>..t...sG

0010: OE 1A 64 2F .d/

1
]

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:0

1
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[4]: Objectld: 2.5.29.31 Criticality=false

CRLDistributionPoints [

[DistributionPoint:
[URIName: http://crl.firmaprofesional.com/fproot.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

Certif

icatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[Polic

yQualifierinfo: [

qualifierlD: 1.3.6.1.5.5.7.2.2
qualifier: 0000: 30 81 E5 1E 81 E20043 006500 720074 0069 O.....C.e.r.ti

0010: 00 66 00 69 00 63 00 61 00 64 00 6F 00 20 00 64 f.i.c.a.d.o..d
0020: 00 65 00 20 00 41 00 75 00 74 00 6F 00 72 00 69 .e. .A.u.t.o.ri
0030: 00 64 00 61 00 64 00 20 00 64 00 65 00 20 00 43 .d.a.d. .d.e..C
0040: 00 65 00 72 00 74 00 69 00 66 00 69 00 63 00 61 .e.r.tific.a
0050: 00 63 00 69 00 F3 00 6E 00 2E 00 20 00 43 00 6F .c.i..n....C.0
0060: 00 6E 00 73 00 75 00 6C 00 74 00 65 00 20 00 6C .n.s.u.lte. .|
0070: 00 61 00 73 00 20 00 63 00 6F 00 6E 00 64 00 69 .a.s. .c.o.n.d.i
0080: 00 63 00 69 00 6F 00 6E 00 65 00 73 00 20 00 64 .c.i.0o.n.e.s. .d
0090: 00 65 00 20 00 75 00 73 00 6F 00 20 00 65 00 6E .e. .u.s.0..e.n
00AO: 00 20 00 68 00 74 00 74 00 70 00 3A 00 2F 00 2F . .h.t.t.

00BO: 00 77 00 77 00 77 00 2E 00 66 00 69 00 72 00 6D .w.w.!

00Co:

: 00 61 00 70 00 72 00 6F

00 66 00 6500 73 00 69 .a.p.r.o.fes.i

00DO: 00 6F 00 6E 00 61 00 6C
00EO: 00 2F 00 63 00 70 00 73

00 2E 00 63 00 6F 00 6D .0.n.a.l...c.o.m
Jcps

], PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 66 69 72 .#http://www.fir
0010: 6D 61 70 72 6F 66 65 73 69 6F 6E 61 6C 2E 63 6F maprofesional.co

0020: 6D 2F 63 70 73 m/cps

1
1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[7]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 8C 71 CC 93 07 6F D1 D5 86 68 7D 823A 41 D9 4C .g...0..h..AL
0010: 02 F8 96 5D |

]

]

1

Algorithm: [SHA256withRSA]
Signature:

0000: 0A52 EBCD FACAE7DC 9CE5F1366C716BCD .R..... 6lgk.

0010: 16 3B 78 8D 4C EF F1 88 5D 6C 40 7D C6 7D 48 4D .;x.L..]l@...HM
0020: 28 AF 71 ED 00 25 D8 C2 D3 33 41 6F 67 C6 59 DB (.q..%...3A0g.Y.
0030: 74 65 2E 40 A7 4A B6 02 54 8E 40 24 20 6F 02 81 te.@.J..T.@$ 0..

0040: 37 7F 1A 9D 57 B4 34 6B  8E 43 1F BF C3 37 2C D3 7..W.4k.C...7,.

0050: BCE127C94187B1D5 82CC248CFD741D8B ."A..$.t.

0060: 5F 9F AAE2 E7CBEOED EEAF5892ACC735CC _ X..5.
0070: CE 54 81 A0 F4 33 8FBD 71D7516B 1273 ED 3A .T..3..q.Qks.:
0080: 23 78 4C ED 8343 B0 90 F886 5B E8 EB C344 60 #xL..C...[...D"
0090: F5 65 A3 8F AE 37 89 3E DD E7 5F 100F 7244 21 e..7.

00AOQ: A8 OE 13 65 CE 1D 452D 0047 67 75 A2 B3 D395 ...

00BO: 1F EF 7197 AA188581 8D CC448660E21EC2 .

00Co0:
00DO:
00EO:
00FO0:
0100:
0110:
0120:
0130:
0140:
0150:
0160:
0170:
0180:
0190:
01A0:
01BO0:
01Co0:
01DO0:
01EO:
01FO0:

9C 4B 7E 56 C5E8 B7 72 0028 A9 9B CC B0 01 98 .K.V...r (
3E35181D 0D 4E 2D CB FF 9D 74 FF A8 06 E8 91 >5..N
9EECCB65923DCDFC A50B40D060495C0B .
AF 4B 29 OE 63 73 7D A8 00 DF E4 D2 6E 55 DF 95 .K).cs......
4A A9 D11CD8950B 9F 4C E54C 3C E7 A7 56 A7 J.
AF FB A5 4E EE AC 38 BO Al 6F B2 CE 84 66 63 23 ...N.
50 5A C2 430099 94 7E D9 DAF585D5 51 34 9F PZ.C......... Q4.
E19C 18 659A CASBFE 8EF023DAF3A01625 ..e.[.#.%
329A 862311 C1CE 95 5526 18 4E E6 0D 58 5E 2..#...U&N.. X"
AA B7 5F 5D A8 48 BD BB C5 8E 8B 4B 5F FC 7TEAC .._J.H...K_...
1F 60 BA 2F 54 EC DE 7A 0A F6 4A 00 4D OE 4E CC ."./T..z..J.M.N.
A0 88D3249C6808D1 B7F5DFA1B634C755 ..$.h
E784CEODF3F8E73C 1E553419FF7CF8E9 .
DF 8C EF 53 CC 60 33 D4 F8 A3 A9 76 BB EE 6D C8
BB DF 36 82 C6 89 1F CA 8AE43CB1185C8C37 ..
90 9A 36 AD B7 A7 FE 60 FC 04 F3 16 B4 CE 7F EF .6,
A3 A7 CE7E 30169078 34FFCC 2D 2B AB 8E 1E ....0.
C157 364D CC4237A1 9B 89 E7 A9 30 39 3A EE .W6M.B7..
74B51D 22826491 3F 7B 6F612AE189A779 t."d.?.0a*.y
1D D4 F3B558 7942 DB D5 CE 68 A4639B20C2 ...XyB..h.c..

1
The certificate in PEM format:

MIIGyDCCBLCgAWIBAgIIDQNMRV5uKdQwWDQYJKoZIhveNAQELBQAWUTELMAKGALUE
BhMCRVMxQjBABgNVBAMTOUF1dG9yaWRhZCBkZSBDZXJ0aWZpY 2FjaW9ulEZpcmlh
cHIvZmVzaW9uYWwgQOIGIEE2MjYzZNDA20ODAeFWOXNDASMTgxMDAWNTRaFw0zMDEy
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MzEWNDAYNTVaMIGSMQswCQYDVQQGEwJFUzEeMBWGALUEChMVRmlybWFwem9mZXNp
b25hbCBTLKEUMSIWIAYDVQQLEXIDZXJ0aWZpY2Fkb3MgQ3VhbGImaWNhZG9zMRIw
EAYDVQQFEWIBN;jI2MzQwNjgxKzApBgNVBAMTIKFDIEZpcm1hcHIvZmVzaw9uYWwg
LSBDVUFMSUZJQOFET1IMwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWYYEKAOCIBAQCE
clluCaCel2gMnFsVFePe9Z52zvebP/J30UrhNHOH4vny6VS70VOd+aMQvvqWw9JmT
rY1A1i72jp8 TnNWNHgORNIQMzjd+uQkeVSIOrohSHMejahOyx+yUusoWDSXOdhKV+
CCjN+nvcCDUxJW+miN/UVZkHzQRK3MOcbhQRGRNADeKPsrUrB00280hBgyPOXM6S
X3BIxXz8r2mXXtIFkkgtVYOtU8zy T4AOM+c6mPEmMnWL+uHpuL4MIzvZ/1RrO+ynyu
a54hGkhdiijtla3PecgdY7269FfhisIWMSnXvKOeY6u6+F+CkkxwqiRO4xvCEVXY
10bIHPgXON3VYWIzLxvIAgMBAAGjggJgMIICXDB0OBggrBgEFBQCBAQROMGYWNgY! IKWYBBQUHAGEWI2hOdHAG6LY93ésOLChb7LOhGZjl1BawkMAmMZR+2dr1hdVRNJ/hnBhl
mspb/o7wI9rzoBYIMpgGIxHBzpVVJIhhO5g1YXqq3X120SL27xY6LS1/8fqwfYLov
VOzeegr2SgBNDk7MoljTJIx0CNG39d+htjTHVeeEzp3z+0Oc8HIU0GfI8+OnfjO9T
zGAz1PijgXa77m3Iu982gsaJH8qK5DyXxGFyMN5CaNq23p/5g/ATzFrTOf++jp85+
MBaQeDT/zCOrq44ewVc2TcxCN6GbieepMDk67nS1HSKCZJE/e29hKuGJp3kd1PO1
WHIC29X0aKRjmyDC

Certificate Service Provider Name (en): CERTISIGN

Trade name (en) CERTISIGN

Information URI (en ) HTTPS://WWW.CERTISIGN.COM.BR/

Service provider street RUA BELA CINTRA 904 16. ANDAR S?0 PAULO
address (es)

Service provider street RUA BELA CINTRA 904 16. ANDAR S?0 PAULO
address (en)

Service provider postal  01415-000
code (es)

Service provider postal  01415-000
code (en)

Service provider locality SAO PAULO
(es)

Service provider locality SAO PAULO
(en)

Service provider state SP

(es)

Service provider state SP

(en)

Service provider BR
country (es)
Service provider BR

country (en)

CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR

Type CA/QC

Status undersupervision

Status starting time 2016-01-22T20:51:59.000Z

Service digital identity (X509)

Version 3

Serial number 21999836477145942709391465284060324680

Signature algorithm SHA1withRSA

Issuer CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR
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Valid from Thu Aug 18 19:00:00 PET 2011
Valid to Wed Aug 18 18:59:59 PET 2021
Subject CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR
Public key Sun RSA public key, 2048 bits
modulus:

25680538283525265187038795187562153405958393862848369453954941920316686
92436938206011933129460467819888918092971440029465094832010749582858267
74552350136130482118577293092420477168742419732995918665755868027706433
20765096475507704077237106448552595838300006493215725388449932197861928
57662688880449366933826184204351631401110102748608483448320449092867978
53298969527055553330202398286589695489642858577694803416337698521274058
47281216174248082539208956559946309055859152012169401579755172994056663
67033770108581155110153750951972985948202976879283731693914356206985814
9212562650217464256942062124500010692075541559821

public exponent: 65537

Subject key identifier 333090627298587376566d3e5ba25408bfd2c797

CRL distribution points http://onsitecrl.certisign.com.br/repositorio/lcr/ACCertisignParceria/LatestCRL.crl

Key usage

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint 5f92058c6e3699401a492988b24c7fc978fff8a7

SHA256 Thumbprint 4eeba686fce5308b9c1c9d14edb9c0592a6d31efl6fb0ab65a19a2d0b8a6fcl2b

The decoded certificate:
[

[

Version: V3

Subject: CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits
modulus:
25680538283525265187038795187562153405958393862848369453954941920316686924369382060119331294604678198889180929714400294650948320107495828582677455235013613048211857729309242
04771687424197329959186657558680277064332076509647550770407723710644855259583830000649321572538844993219786192857662688880449366933826184204351631401110102748608483448320449
092867978532989695: 70555! 0202398 489642858577694803416337698521274058472812161742480825392089565599463090558591520121694015797551729940566636703377010858115511015
37509519729859482029768792837316939143562069858149212562650217464256942062124500010692075541559821
public exponent: 65537
Validity: [From: Thu Aug 18 19:00:00 PET 2011,

To: Wed Aug 18 18:59:59 PET 2021]
Issuer: CN=AC Certisign Parceria, O=Certisign Certificadora Digital S.A., C=BR
SerialNumber: [ 108d03ae b07005f8 2ele76a5 50042348]

Certificate Extensions: 6

[1]: Objectld: 2.5.29.19 Criticality=false
BasicConstraints:[

CAtrue

PathLen:0

]

[2]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://onsitecrl.certisign.com.br/repositorio/lcr/ACCertisignParceria/LatestCRL.crl]

1

[3]: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

Key_CertSign

Crl_Sign

1

[4]: Objectld: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [

SSL CA

SIMIME CA
1

[5]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [
CN=CertisignPriv1-60

1

[6]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 333090 62 7298 58 73 76 56 6D 3E 5B A2 54 08 30.br.XsvWm>[.T.
0010: BF D2 C7 97

1

1
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]

Algorithm: [SHA1withRSA]

Signature:

0000: 53 D318 FE 71 77 41 D5 8B 33 5F 95 7E5C 95 7E S...qwA..3_..\..
0010: 65 AD E1 4D E9 98 BE 4B OF CB A7 59 7E 05 E1 9F e..M...|
0020: E22A D8 08 AF 5538 E1 F7 09 E9 9057 74 FO 27 .*...U
0030: 6E E8 D7 3F 12 9574 97 7D 8B 62 27 9E OF CD BF n..?
0040: 39 13 07 DO 5F 8532 23 A7 95 D9 D4 1F 40 6E BA 9.
0050: ED D5 68 26 D7 7F C4 B8 6A 5A 10 7E 71 4B 04 B2 ..h&....
0060: D5 7D 6E E2 AC 19 D7 7A CC 220D 3EE4 834292 ..n. ..B.
0070: 6A DC 58 F8 32 5B 9A 9B CO0 71 B9 4C 5C 46 39 B1 j.X.2[...q.L\F9.
0080: 76 2A 72 FE F3 A6 89 86 E2 2A 3E CF 4D 7A 17 D2 V*r.....*>.Mz..
0090: 66 34 27 40 EE BB 59 DC E5 EA B8 D322 384D C8 f4'@..Y....."8M.
00AO: 7A 6D 36 1F OB E1 F7 94 EG6 6E 5D 4D B3 60 B7 93 zmé...... njM."..
00BO: EB E7 97 42 6AOF F7 F9 9E 54 98 TAAF OF DD 81 ...Bj...T.z....
00CO: F3 B9 3E B545B4 1266 D1 5A 4F 5F AC 6B 3F C4 ..>.E..f.ZO_k?.
00D0: ECEFB2DC C9707B61 E30317C2B6AAGF99 ... p.a......0.
00EO: FA 6F 94 BC 06 DA CA 32 F95AF9 84 2A88 FEDE .0....2.Z.*%...
00F0: FC 53 71 2B FF 3C 4C C8 DB 7A8A 11B6 F6 67 CC .Sq+.<L..z....0.

]
The cetrtificate in PEM format:
 CKOVOOH3CemQV3TwJ2701z8S
IXSXfYtiJ54Pzb85EWfQX4Uyl6eV2dQfQG667dVoJtd/xLhqWhB+cUSEstV9buKs
Gdd6zCINPuSDQpJg3Fj4MIiuam8BxuUxcRjmxdipy/vOmiYbiKj7PTXoX0mY0JODu
ulnc5eq40yl4TchebTYfC+H3IOZuXU2zYLeT60eXQmoP9/meVJIh6rw/dgfO5PrVE
tBIMOVpPX6xrP8Ts77LcyXB7YeMDF8K2gm+Z+m+UvAbayjL5WvmEKoj+3vxTcSv/
PEzI23qKEbb2Z8w=

Certificate Service Provider Name (en): GSE
Trade name (en) GSE

Information URI (en ) WWW.GSE.COM.CO
Service provider street  CALLE 64G NRO 90
address (es)

Service provider street  CALLE 64G NRO 90
address (en)

Service provider postal 111071

code (es)

Service provider postal 111071

code (en)

Service provider locality BOGOTA

(es)

Service provider locality BOGOTA

(en)

Service provider state BOGOTA

(es)

Service provider state BOGOTA

(en)

Service provider CO
country (es)
Service provider CO

country (en)

0OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificacién Digital Abierta Autorizada por la
Superintendencia de Industria y Comercio de Colombia. https.//www.gse.com.co/ResolucionSIC.pdf,
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=CO, L="BOGOTA, D.C.", STREET=Carrera 21 A No 124 - 55 Oficina 303.
https.//www.gse.com.co/direccion, OU=http.//www.gse.com.co, SERIALNUMBER=NIT 9002042728,
O=GESTION DE SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A.,
EMAILADDRESS=ca@gse.com.co

Type CA/QC

Status undersupervision

Status starting time 2016-01-22T22:27:15.000Z

Service digital identity (X509)

Version 3

Serial number 0

Signature algorithm SHA1withRSA

Issuer 0OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificacion Digital Abierta Autorizada por

la Superintendencia de Industria y Comercio de Colombia. i
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTA, D.C.",
STREET=Carrera 21 A No 124 - 55 Oficina 303. https://www.gse.com.co/direccion,
OU=http://www.gse.com.co, SERIALNUMBER=NIT 9002042728, O=GESTION DE
SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A,,
EMAILADDRESS=ca@gse.com.co

Valid from Mon May 11 10:00:27 PET 2009
Valid to Wed May 04 10:00:27 PET 2039
Subject 0OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificacién Digital Abierta Autorizada por

la Superintendencia de Industria y Comercio de Colombia. i
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTA, D.C.",
STREET=Carrera 21 A No 124 - 55 Oficina 303. https://www.gse.com.co/direccion,
OU=http://www.gse.com.co, SERIALNUMBER=NIT 9002042728, O=GESTION DE
SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A,,
EMAILADDRESS=ca@gse.com.co

Public key Sun RSA public key, 4096 bits
modulus:

85936788191977224731224669339476190588854700556553471417862426631680093
78042969152520094571163439124043639064878132332792014219533375605822770
39405242058279688403482414263122393459329943195479838975657997256471569
94985998569115094619465557838823013011864123974339990015366662513529963
88808101223834619173928987908065514568370463191661651261413211885773998
97035475635318605039478697680647580174163868800818010134953620128890883
94657127060803515435892109519665764783440365969540224157797827981745197
69973255018716853815567486466236984654438261349792239459354636770195541
45948886450136031437768713209612381697796901537264656432881523955998027
36758217268540729712089732124351179090402366820810364728579656620626963
01578187739927461459952029848279482891209927370984923591686382525628277
81109814140471531152421335674321960403435555897081669508536892130381187
26588733739254049468195377058644882660885436272526911132868132726312681
57930979285999757970173788666109725795898024430367706148688594095264278
97597470129053655805013269642393747473841703813248860850792258295369159
50639515542252668928123125268230699807947318672947888882837562251298253
62606738357947332245292470444669949400960410829390493478495177934782200

02732249184328423338222681
public exponent: 65537

Subject key identifier 7892332b0c1924a0b72faaf64b6783894f8e3b41

CRL distribution points http://crl.gse.com.co/root/crl_ac_gse.crl

http://crl1l.gse.com.co/root/crl_ac_gse.crl
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Authority key identifier

Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:

[
[

Version: V3

048201f2308201ee80147892332b0c1924a0b72faaf64b678389418e3b41a18201d1a4820
1cd308201¢9311¢301a06092a864886f70d010901160d6361406773652e636f6d2e636f31
19301706035504030c10524f4f542041432047534520532e412e312e302c060355040a0c
254745535449414e2044452053454755524944414420454c454354524f449434120532¢e
412e311730150603550405130e4e49542039303032303432373238311e301c060355040
b0c15687474703a2f2f7777772e6773652e636f6d2e636f314f304d06035504090c464361
72726572612032312041204e6f20313234202d203535204f666963696e61203330332e20
68747470733a2f2f7777772e6773652e63616d2e636f2{646972656363696163116301406
035504070c0d424f474f54¢c3812c20442e432e310b300906035504061302434f3181ae308
1ab060c2b0601040181f32001010a020c819a456e7469646164206465204365727469666
963616369c3b36€204469676974616c2041626965727461204175746f72697a616461207
06f72206c61205375706572696e74656e64656€63696120646520496€64 7573747269612
0792043616d657263696f2064652043616c6f6d6269612e2068747470733a2f2f7777772e6
773652e636f602e636f2f5265736f6¢75636961665349432e706466820100

keyCertSign
cRLSign
CA=true; PathLen=3

ba6c243d6f71cc03becf240734aec784d2206¢cea
c6b2d6b64ec0dd41a5aabf68e604313c9528e99d9ffdf9990a04967f0eeeed89

Subject: OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificacion Digital Abierta Autorizada por la Superintendencia de Industria y Comercio de Colombia.
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTA, D.C.", STREET=Carrera 21 A No 124 - 55 Oficina 303. https://www.gse.com.co/direccion, OU=http://www.gse.com.co,
SERIALNUMBER=NIT 9002042728, O=GESTION DE SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A., EMAILADDRESS=ca@gse.com.co

Signature Algorithm: SHA1IwithRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 4096 bits
modulus:

85936788191977224731224669339476190588854700556553471417862426631680093780429691525200945711634391240436390648781323327920142195333756058227703940524205827968840348241426312
23934593299431954798389756579972564715699498599856911509461946555783882301301186412397433999001536666251352996388808101223834619173928987908065514568370463191661651261413211
88577399897035475635318605039478697680647580174163868800818010134953620128890883946571270608035154358921095196657647834403659695402241577978279817451976997325501871685381556
74864662369846544382613497922394593546367701955414594888645013603143776871320961238169779690153726465643288152395599802736758217268540729712089732124351179090402366820810364
72857965662062696301578187739927461459952029848279482891209927370984923591686382525628277811098141404715311524213356743219604034355558970816695085368921303811872658873373925
40494681953770586448826608854362725269111328681327263126815793097928599975797017378866610972579589802443036770614868859409526427897597470129053655805013269642393747473841703

8132488608507922582953691595063951554225266892812312526823069980794731867294788; 837562251298253626067383579473322452924704446699494009604108293904934784951779347822000273

2249184328423338222681
public exponent: 65537

Validity: [From: Mon May 11 10:00:27 PET 2009,

To: Wed May 04 10:00:27 PET 2039]

Issuer: OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificacién Digital Abierta Autorizada por la Superintendencia de Industria y Comercio de Colombia.
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTA, D.C.", STREET=Carrera 21 A No 124 - 55 Oficina 303. https:/mww.gse.com.co/direccion, OU=http://www.gse.com.co,
SERIALNUMBER=NIT 9002042728, O=GESTION DE SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A., EMAILADDRESS=ca@gse.com.co

SerialNumber: [ 00]

Certificate Extensions: 9

[1]: Objectid: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: http://certs.gse.com.co/root/crt_ac_gse.crt

1
1

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [
Keyldentifier [

0000: 78 92 33 2B 0C 19 24 A0 B7 2F AA F6 4B 67 83 89 x.3+..$../..Kg..

0010: 4F 8E 3B 41 O.A
]

[OID.1.3.6.1.4.1.31136.1.1.10.2=Entidad de Certificacion Digital Abierta Autorizada por la Superintendencia de Industria y Comercio de Colombia.
https://www.gse.com.co/ResolucionSIC.pdf, C=CO, L="BOGOTA, D.C.", STREET=Carrera 21 A No 124 - 55 Oficina 303. https:/mww.gse.com.co/direccion, OU=http://www.gse.com.co,
SERIALNUMBER=NIT 9002042728, O=GESTION DE SEGURIDAD ELECTRONICA S.A., CN=ROOT AC GSE S.A., EMAILADDRESS=ca@gse.com.co]

SerialNumber: [ 00]
1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:3

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.gse.com.co/root/crl_ac_gse.crl]

, DistributionPoint:

[URIName: http://crl1.gse.com.co/root/cr_ac_gse.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
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[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 2A 68 74 74 70 73 3A 2F 2F 64 70 63 2E 67 73 .*https://dpc.gs
0010: 65 2E 63 6F 6D 2E 63 6F 2F 72 6F 6F 74 2F 64 70 e.com.co/root/dp

0020: 63 5F 61 63 5F 67 73 65 2E 70 64 66 c_ac_gse.pdf

1, PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 81 94 1A 81 9153 75 6A 65 74 6F 20 61 20 44 O0.....Sujeto a D
0010: 50 43 20 41 43 20 47 53 452053 2E 41 2E 2045 PCACGSES.A.E
0020: 6E 74 69 64 61 64 20 64 65 20 43 65 72 74 69 66 ntidad de Certif
0030: 69 63 61 63 69 F3 6E 20 44 69 67 69 74 61 6C 20 icaci.n Digital
0040: 41 62 69 65 7274 61 20 2D 20 61 75 74 6F 72 69 Abierta - autori
0050: 7A 61 64 61 20 70 6F 72 20 6C 61 20 53 75 70 65 zada por la Supe
0060: 72 69 6E 74 65 6E 64 65 6E 63 69 61 20 64 65 20 rintendencia de
0070: 49 6E 64 7573747269 612079 20 43 6F 6D 65 Industriay Come
0080: 72 63 69 6F 20 28 53 49 43 29 20 64 65 20 43 6F rcio (SIC) de Co
0090: 6C 6F 6D 62 69 61 2E lombia.

11
]

[6]: Objectld: 2.5.29.18 Criticality=false
IssuerAlternativeName [
URIName: http://www.gse.com.co

1

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[8]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [
RFC822Name: info@gse.com.co

]

[9]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 78 92 33 2B 0C 19 24 A0 B7 2F AA F6 4B 67 83 89 x.3+..$../..Kg..
0010: 4F 8E 3B 41 O.A

1
]

1

Algorithm: [SHA1withRSA]

Signature:

0000: 6B E3 C39C 95 FE BE B1 34 AB 7F 6A 25 09 12 A3 k..
0010: 5F 89 D5 8C 80 OE CE D3 F9 74 C3 CE DF 99 A0 5E _.
0020: OF 3A8A F9 57 E6 EC 20 8207 8D 0347 A252 FC .:
0030: B3 0F C5 C7 8062 4E 15 80 4D CF 01 54 06 96 3A .....
0040:97B82CD9C1BBF1CF 0C7785D294A3B9B8 ..,...w.
0050: EB 2B 2E FD D2 2F 6D D1 43 B2 8E 29 F5 755D D1 .+.. /m C. ) ul.
0060: A4 1D FC 2E F1 A0 4132 9D D1 2E 6E B2 F947 97 .
0070: 39 CE D7 6C 7C B2 D3 27 36 4E 92 64 D3 F8 80 73
0080: 37 FB 22 6F 19 11 EE5F F6 06 EE D2 4E 5B 20 98 7."0..._.... N[ .
0090: CO OF 1F 7E 98 5F D546 D1 75 AC 7F 2E D6 60 98 . .
00AO0: 69 CD 3D 4D 7A 4C 8B DA 82 OF 19 6A 2C 92 A4 9C i. —MZL
00BO: E5 75 04 18 AE 04 2A 68 94 8B 97 3A C504 B8 DF .u...*h........
00CO: E6 8E 42 5E D320 76 9D BA 16 CF 89 4B EE BF 6A ..B™. V.
00DO0: B6 CF5E 77 C0 1570 19 88 FO 9B 17 01 1E AB 8C .."w..p.
00EO: 36 93 A3 F8 BC 4D 2038 5B 35F237 3A048C 4D 6...M 8[5.7:..M
00F0: 72 76 E5 41 FB 759B 56 7B F1 AC C9 F4 4051 0C rv.A.u.
0100: 76 5B 86 28 68 69 E2 E0 F1 EB 23 EC 34 C1 EB 48 V[.(hi
0110:
0120: 14 2D 3F 2A4C 93 7F 47 83C782747591C7 76 .
0130: E6 F8 03 98 74 CC B9 AF F4 D2 4F 5F C3 AF 69 AE ...
0140: 0D 1A 96 9C 06 05 B4 DD B4 9E C6 17 60 27 44 46 .
0150: 74 16 0C C6 01 6F AA 88 64 1C 4A DC D8 D3 86 F5 Jn
0160: 03 2B 44 78 C6 87 64 3B AC 96 A1 8D EAED AC 29 .+Dx..d........ )
0170: 78 ED 60 FB DE 50 DF F9 C1 10 1E 65 52 C3 6E 1F x."
0180: 7TE 48 E5740C B7 CC B0 9551 AC 5C 5E 06 80 DB .H ML
0190: 71 CO 5D AB EA 3B BA4E 6249 17 D9 95 54 33 B2 q.]..;.Nbl...T3.
01A0: 0595 17 B3 4F 26 44 C8 8A00F7 254A15CD AB ...
01B0: F9 BC 74 4C FB OC 7C CC 41 FA 9580 E6 DE 81 44 ..iL.
01CO0: 0C DD 62 99 F4 D3 A5 8D 1D A5 FE B2 23 0C A4 DC ..b.
01D0: B2 34 D5 CO 6C 49 C1 8A 5E 09 68 69 8E 98 5C 64 ..
01E0:3C 17 A148E7 AB D119 35FD 9F 49B299 0F C1 <.H
01F0: 66 F8 1C 52 53 AC FO 2E CE FF 459C D9 36 E6 3E f.RS....E..6.>

1
The certificate in PEM format:

MIIMRDCCCiygAwIBAgIBADANBgkghkiGIWOBAQUFADCCAckxHDAaBgkghkiGIWOB
CQEWDWNhQGdzZS5]h20uY28xGTAXBgNVBAMMEFJPT1QgQUMGRINFIFMUQS4XLiAS
BgNVBAOMJIUdFU1RITO4gREUGUOVHVVJIIREFEIEVMRUNUUK9OSUNBIFMUQS4XFZAV
BgNVBAUTDK5JVCASMDAYMDQyNzI4MRAWHAYDVQQLDBVodHRWOI8vd3d3LmdzZS5;
b20uY28xTzBNBgNVBAKMRKNhcnJlcmEgMEgQSBObyAXMQQLSAINSBPZMIjaWsh
IDMwMy4gaHROCHM6Ly93d3cuZ3NILMNVbS5jby9kaXJlY 2Npb24xFJAUBGNVBACM
DUJPROSUWAESIEQUQy4xCzAJBGNVBAYTAKNPMYGUMIGIBgwBgEEAYHZIAEBCGIM
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gZpFbnRpZGFKIGRIENICNRpZmIjYWNpw7NulERPZ2I0YWwgQWJIpZXJOYSBBAXRY
cml6YWRhIHBvciBsYSBTdXBlcmludGVuzGVuY2lhIGRIIEIuZHVZzdHJIpY SB5IENV
bWVyY2IVIGRIEENVbGOtYmIhLiBodHRwczovL.3d3dy5nc2UuY29tLmNvL1JIc29s
dWNpb25TSUMucGRmMB4XDTASMDUXMTE1IMDAYN10XDTM5MDUWNDE1MDAyN1owggHJ
MRwwGgYJKoZIhveNAQKkBFg1jYUBnc2UuY29tLmNvMRkwFwYDVQQDDBBSTOSUIEFD
IEdTRSBTLKEUMS4wWLAYDVQQKDCVHRVNUSU9OIERFIFNFR1VSSURBRCBFTEVDVFIP
TKIDQSBTLKEUMRcwWFQYDVQQFEW50SVQgOTAWMjAOMjcyODEeMBWGALUECWwWVaHRO
cDovL3d3dy5nc2UuY29tLmNvMUBWTQYDVQQJIDEZDYXJyZXJhIDIXIEEgTm8gMTIO
ICOgNTUgGT2ZpY2luY SAZMDMulGh0dHBz0i8vd3d3LmdzZS5jb20uY28vZGlyZWNj
aW9UMRYWFAYDVQQHDA1CTOdPVYMOBLCBELKMUMQswCQYDVQQGEWJIDTzGBiCBqwYM
KwYBBAGB8YABAQ0CDIGaRW50aWRhZCBkZSBDZXJ0aWZpY 2FjacOzbiBEaWdpdGFs
IEFiaWVydGEgQXV0b3JpemFkYSBwb3IghGEgU3VwZXJpbnRIbmRIbmNpYSBkZSBJ
bmR1c3RyaWEgeSBDb21lcmNpbyBkZSBDb2xvbWJpYS4gaHROCHM6LY93d3cuZ3NI
LmNvbS5jby9SZXNvbHVjaw9uUO0IDLnBkZjCCAilwDQYJKoZIhveNAQEBBQADggIP
ADCCAgoCggIBANKI0464KOXxsLgAKsSMD09ib1F5usGP+vsnPZtITySFbI/NntX46
Mxy5E+XfAJqIYFzp9IhXN+M2L+DvLWRo/oxiYJK+XBs17arKfbR5/16IPSqTZt3Y
KkxHQ/3i1halFRA/Y1f5NGZAtUADP6BCAbSViAeQVDQIZiZKZ3wlibFqlY SKWgfm
pWB7SH5cnNXdxB/a9wDNgZNtSLhupOHvSNCHWgDB3oxWWZLaHXnQisOsLrFiM1Ff
WBGH+2UNkcodidyBLZ/LIcZbpW+0x0V7QfQWGJIh7Uob37EtLXWSufM0ig5BKBC/D
pIWfUNNEJIRLpVtOKOVII01yPDGV6CcH5tZkY njnekJZsoak6DIFHx1s1rddSqlYt
mJIxVIh9ApVIUMUZ5ti2s2mZVFQIGqGldCO8SggL44h0SPuZM6cq9+saCPzPwomwB
3GO/jVWDEx98y8epbJIitS/TfVd6Xd6hmuUS0YUSZpxgXPhmggGj5MbMjr8APbfz
W15VOx36gqS9h9cavWCAHCcgAfx/YKVjbFRBbOh2aRftvr4+Xfizsq7EAXkZvoHaQ
18AnYOS0eBvL30ilfOVYUTXFynA7SFKCp8drny1EGyIj11ISZDW4QaeB15qVhpg6éu
gc++ovVaeRzzaoBmOBnumMZ30mR5SfjycEq3bGucV07zY5+gRZ/22SRZAgMBAAG]
ggQXMIIELTASBgNVHRMBAFSBECDAGAQH/AGEDMBOGA1UdDgQWBBR4KjMrDBkkoLcv
qvZLZ40JT447QTCCAfsGA1UdIwSCAflwggHugBR4kjMrDBkkoLcvqvZLZ40JT447
QaGCAdGkggHNMIIBYTECMBoGCSqGSIb3DQEJARYNY2FAZ3NILMNvbS5jbzEZMBCG
ALUEAWWQUKIPVCBBQyBHUOUgUY5BLJEUMCWGA1UECGWIROVTVEIPTIBERSBTRUdV
UKIEQUQgRUXFQ1RST05JQOEgUy5BLIEXMBUGA1UEBRMOTKIUIDkwMDIWNDI3Mjgx
HjAcBgNVBAsSMFWhOdHABLY93d3cuZ3NILmNvbS5jbzFPMEOGALUECQXGQ2FycmVy
YSAYMSBBIE5VIDEyNCAtIDU1IE9maWNpbmEgMzAzLiBodHRwczovL3d3dy5nc2Uu
Y29tLmNvL2RpcmVjY 2lvbjEWMBQGALUEBWWNQKOHT1TDgSWgRC5DLIELMAKGALUE
BhMCQO08xgad4wgasGDCsGAQQBgfMgAQEKAgyBmkVudGIkYWQgZGUgQ2VydGimaWNh
Y2nDs24gRGInaXRhbCBBYmllcnRhIEF1dG9yaXphZGEgcG9yIGxhIFN1cGVyaWw5s0
ZW5kZW5jaWEgZGUgSW5kdXNOcmIhIHkgQ29tZXJjaWsgZGUgQ29sb21iaWEuUIGhO
dHBzOi8vd3d3LmdzZS5jb20uY28vUmVzb2x1Y 2lvbINIQy5wZGaCAQAwDgYDVROP
AQH/BAQDAJEGMECcGCCsGAQUFBWEBBDswOTA3BggrBgEFBQcwAoYraHROcDovL2NI
cnRzLmdzZS5jb20uY28vem9vdC9jcnRfYWNfZ3NILmNydDAgBgNVHRIEGTAXhhVo
dHRwOI8vd3d3LmdzZS5jb20uY28wGgYDVRORBBMWEYEPaW5mb0OBnc2UuY 29tLmNv
MIHzBgNVHSAEgeswgegwgeUGBFUdIAAwgdwwNgY IKwYBBQUHAgEWKmMhOdHBzOi8v
ZHBjLmMdzZS5jb20uY28vem9vdCIkcGNFYWNFZ3NILNBKZjCBoQYIKwYBBQUHAgIw
9ZQagZFTdWpldG8gYSBEUEMgQUMgRINFIFMUQS4gRW50aWRhZCBKZSBDZXJ0aWZp
Y2FjafNUlERPZ2I0YWwgQWJpZXJOY SAtIGF1dG9yaXphZGEgcGyIGxhIFN1CGVyY
aW50ZW5kZW5jaWEgZGUgSW5kdXNOcmIhiHkgQ29tZXJjaWsgKFNJQykgZGUgQ29s
b21liaWEUMGWGA1UdHWRIMGMwWLEAtoCuGKWhOdHAGLY9jcmwuZ3NILmNvbS5jby9y
b290L2NybF9hY19nc2UuY3JsMDCgLgAshipodHRwOI8VY3JsMS5nc2UuY29tLmNv
L3Jvb3QVY3JsX2FjX2dzZS5jcmwwDQYJKoZIhveNAQEFBQADgYYIBAGVjwSYV/réx
NKt/ailUJEqNfidWMgA700/I0w87fmaBeDzqK+Vfm7CCCB40DR6JS/LMPxceAYk4V
gE3PAVQGIjgXuCzZwbvxzwx3hdKUo7m46ysu/dlvbdFDso4p9XVd0aQd/C7xoEEy
ndEubrL5R5¢5ztdsfLLTIzZOkmTT+IBzN/sibxkR71/2Bu7STIsgmMAPH36YX9VG
0XWsfy7WY JhpzT1NekyL20lPGWoskqSc5XUEGK4EKmIUi5c6xQS43+a0QI7TIHad
uhbPiUvuv202z153wBVwGYjwmxcBHquMNpOj+LxNIDhbNfI3OgSMTXJ25UH7dZtW
e/GsyfRAUQx2W4YoaGni4PHrl+wOwetlojNjhxvGhCZ7BTo9lgO8UBQtPypMk39H
98eCdHWRx3bm+AQYdMy5r/TST1/Dr2muDRgWnAYFtN20nsYXYCAERNQWDMYBb6éq!
ZBXxK3NjThvUDKOR4x0dkO6yWoY 3q7awpe01g+95Q3/nBEB5IUSNUH35I5XQMt8yw
IVGsXF4GgNtxwF2r6ju6 TmJJFIMVVDOYBZUXs08mRMiKAPcIShXNg/m8dEz7DHzM
QfqVgObegUQM3WKZINOIjR2/r[jDKTcsjTVWGxIwYpeCWhpjphcZDwXoUjng9EZ
Nf2fSbKZD8Fm+BxSU6zwLs7/RZzZNuY+

Certificate Service Provider Name (en): CERTICAMARA
Trade name (en) CERTICAMARA
Information URI (en ) HTTPS://WWW.CERTICAMARA.COM

Service provider street  CALLE 7 26-20
address (es)

Service provider street  CALLE 7 26-20
address (en)

Service provider postal 110311
code (es)

Service provider postal 110311
code (en)

Service provider locality BOGOTA

(es)

Service provider locality BOGOTA

(en)

Service provider state CUNDINAMARCA
(es)

Service provider state CUNDINAMARCA
(en)
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Service provider Cco
country (es)
Service provider Cco

country (en)

CN=AC Ralz Certicdmara S.A., O=Sociedad Cameral de Certificacién Digital - Certicdmara S.A., C=CO

Type CA/QC

Status undersupervision

Status starting time 2016-04-05T21:32:43.000Z

Service digital identity (X509)

Version 3

Serial number 38908203973182606954752843738508300

Signature algorithm SHA1withRSA

Issuer CN=AC Raiz Certicamara S.A., O=Sociedad Cameral de Certificacion Digital -
Certicamara S.A., C=CO

Valid from Mon Nov 27 15:46:29 PET 2006

Valid to Tue Apr 02 16:42:02 PET 2030

Subject CN=AC Raiz CerticAmara S.A., O=Sociedad Cameral de Certificacién Digital -
CerticAmara S.A., C=CO

Public key Sun RSA public key, 4096 bits

modulus:

69933286738728365358290221753567885492298399483988454801141936841153446
52131543490132823217421557630091876442049973361504956901948079105765089
92020568075150541515432818884960717734109703474444075161302740294266154
02189152756354453993031235107487462278780242623449331595999239471355252
43522625804507107954460753625063505723355127005334845331319260448889892
00002928446875035742142976009424103697783993717366253243707662105662819
89238034074806556511061841938125595345430452236968077052462159228418265
00322979943259136642203749765319401980252205999627182730113666529497150
49164486891256851847249509639816693929718169639430315235005749289426454
23451253760779218261473801616555991577221858127365218097999053962763760
45254524120084606459927783442518293842140228404247916784902307351106343
52001430606675892308251329803225011800233869941351103862533149083875767
56889268542497109905880632914239331654256138879871005778316385374518704
08305662484227385160185829042200288177880254380417675591827568366730814
29132022541779976649392245749554370138554192760633227167902586210216565
88265862115955298959831344837714018879342047270924767449261700455419168
08396202214080778186145668363329751132152548359699086759801128778831099

15276289123444737363175923
public exponent: 65537

Subject key identifier d109d0e9d7ce797454f93a30b3f46d2c03031b68

Key usage keyCertSign
cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint cbalc5f8b0e35eh8b94512d3f934a2€90610d336

SHA256 Thumbprint a6c51e0da5ca0a9309d2e4c0e40c2af9107aae8203857fe198e3e769e343085¢
The decoded certificate:
[

[

Version: V3

Subject: CN=AC Raiz Certicamara S.A., O=Sociedad Cameral de Certificacion Digital - Certicamara S.A., C=CO
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 4096 bits
modulus:

69933286738728365358290221753567885492298399483988454801141936841153446521315434901328232174215576300918764420499733615049569019480791057650899202056807515054151543281888496
07177341097034744440751613027402942661540218915275635445399303123510748746227878024262344933159599923947135525243522625804507107954460753625063505723355127005334845331319260
44888989200002928446875035742142976009424103697783993717366253243707662105662819892380340748065565110618419381255953454304522369680770524621592284182650032297994325913664220
37497653194019802522059996271827301136665294971504916448689125685184724950963981669392971816963943031523500574928942645423451253760779218261473801616555991577221858127365218

0979990539627637604525452412008460645992778344251829384214022840424791678490230735110634352001430606675892308251329803225011800: 699413511038625331490838757675688926854249
71099058806329142393316542561388798710057783163853745187040830566248422738516018582904220028817788025438041767559182756836673081429132022541779976649392245749554370138554192
76063322716790258621021656588265862115955298959831344837714018879342047270924767449261700455419168083962022140807781861456683633297511321525483596990867598011287788310991527

6289123444737363175923
public exponent: 65537
Validity: [From: Mon Nov 27 15:46:29 PET 2006,
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To: Tue Apr 02 16:42:02 PET 2030]
Issuer: CN=AC Raiz CerticaAmara S.A., O=Sociedad Cameral de Certificacion Digital - Certicamara S.A., C=CO
SerialNumber: [ 077e5293 7be015e3 57f0698c cbecOc]

Certificate Extensions: 4

[1]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2147483647

]

[2]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 1F 68 74 74 70 3A 2F 2F 77 77 77 2E 63 65 72 ..http://www.cer
0010: 74 69 63 61 6D 61 7261 2E 63 6F 6D 2F 64 70 63 ticamara.com/dpc

0020: 2F /

], PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 4E 1A 4C 4C 69 6D 69 74 61 63 69 6F 6E 65 73 ON.LLimitaciones
0010: 20 64 65 20 67 61 72 61 6E 74 ED 61 73 20 64 65 de garant.as de

0020: 20 65 73 74 65 20 63 65 72 74 69 66 69 63 61 64 este certificad

0030: 6F 20 73 65 20 70 75 65 64 65 6E 20 65 6E 63 6F 0 se pueden enco

0040: 6E 74 72 61 72 20 65 6E 20 6C 61 20 44 50 43 2E ntrar en la DPC.

11
]

[3]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[4]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: D1 09 DOE9 D7 CE79 74 54 F93A30B3F46D 2C ...... ytT.:0.m,
0010: 03 03 1B 68 ..h

1
1

]

Algorithm: [SHA1withRSA]

Signature:

0000: 5C 94 B5 B8 4591 4D 8E 61 1F 03 28 OF 53 7C E6 \...E.M.a..(.S..
0010: A4 59 A9 B3BA7AC5B0 FF087C2CA3711C21 .Y..z...,q.!
0020: 13 67 A1 95 12 40 3583 83 8F 74 DB 33 5C F0 49 .g...@5...t.3\.
0030: 76 0A 81 52 DD 49 D4 9A 32 33 EF 9B A7 CB 75 E5 Vv..R.1..23.
0040: 7ACB 97 1290 5C BA7B C5 9B DF BB 39 23 C8 FF z.
0050: 98 CE 0A 4D 22 01 48 07 7E 8A CO D5204294 44 ..M"H....B.D
0060: EF BF 77 A2 89 67 48 1B 40 03 05 A1 89 EC CF 62 .w..gH.@......
0070: E3 3D 25 76 66 BF 26 B7 BB 22 BE 6F FF 39 57 74 .=%Vf.&..".0.9Wt
0080: BA7AC90195C19551 E8AB2CF8B18620E9 .z.
0090: 3F CB 355B D2 17 E9 2A FE 83 13 17 40 EE 88 62 2.5 .
00AO0: 65 5B D5 3B 60 E9 7B 3C B8 C9 D5 7F 36 02 25 AA e[.;"..<....6.%.
00BO: 68 C2 31 15B7 3065 EB 7F 1D 48 79 B1 CF 39 E2 h.1..0e...Hy..9.
00CO0: 42 80 16 D3 F593 23 FC 4C 97 C95A376C 7C 22 B....#.L..Z7l."
00D0: D8 4A CD D2 8E 368339 919010 C8F1C9357E .J..6.9......5.
00EO: 3F B8 D381 C6 20 64 1A B6 50 C221 A478 DC DO ?....d..P.L.x..
00FO0: 2F 3B 64 93 74 F0 96 90 F1 EF FB 09 5A 34 40 96 /;d.t
0100: F0 36 12 C1 A3748C 93 7E41DE 77 8BEC 86 D9 .
0110: D2 OF 3F 2D D1 CC 40 A2 89 66 48 1E 20 B3 9C 23 .
0120: 59 73 A9 44 73 BC 24 79 9056 37 B3 C6 29 7E A3 Ys.Ds.$y.V7..)..
0130: OF F1 29 39 EF 7TE5C 28 3270 35AC DAB8 C875 ..)9..\(2p5....u
0140: 66 FC 9B 4C 39 47 8E 1B 6F 9B 4D 02 54 22 33 EF f..L9G..0.M.T"3.
0150: 61 BA 9E 29 84 EF 4E 4B 33 47 76 97 6A CB 7E 5F a..)..NK3Gv.j.._
0160: FD 15 A6 9E 42 43 5B 66 5A 8A 88 0D F7 16 B9 3F ...BC[fZ......?
0170: 51 65 2B 66 6A 8B D1 38 52 A2 D6 46 11 FA FC 9A Qe+fj..8R..F....
0180: 1C 74 9E 8F 97 0B 02 4F 64 C6 F568 D3 4B 2D FF .t.....0d..h.K-.
0190: A4 37 1E 8B 3F BF 44 BE 61 46 A1 84 3D 08 27 4C .7..?.D.aF..=.'L
01A0: 81 20 77 89 08 EA 67 40 5E 6C 08 51 5F 34 5A 8C . w...g@".Q_4Z.
01B0: 96 68 CD D7 F7 89 C21C D3 3200 AF52CB D360 .h.....2.R..
01CO0: 5B 2A3A 47 7E 6B 30 33 Al 6229 7F 4A B9 E1 2D [*:G.k03.b).J..-
01D0: E7 14 23 0E OE 18 47 E1 79 FC 1555 D0 B1 FC 25 .#..G.y..U..%
01EO: 71 63 75 33 1C 23 2B AF  5C D9 ED 47 77 60 OE 3B qcu3.#+.\.Gw".;
01F0: OF 1E D2 CO DC 64 0589 FC 78 D6 5C 2C 26 43 A9 .....d...x.\,&C.

]
The cetrtificate in PEM format:

--BEGIN CERTIFICATE-----
MIIGZjCCBE6gAWIBAgIPB35Sk3vgFeNX8GmMy+wMMAOGCSqGSIb3DQEBBQUAMHSsX
CzAJBgNVBAYTAKNPMUCWRQYDVQQKDD5Th2NpZWRhZCBDYW1lcmFsIGRIIENIcnRp
ZmljYWNpw7NulERpZ2I0YWwglLSBDZXJ0aWPDoW1hcmEgUy5BLIEJMCEGALUEAWWa
QUMgUmHDrXogQ2VydGljwBFtYXJhIFMuQS4wHhcNMDYxMTI3MjAONjISWhcNMzAW
NDAYMJEOMjAYWjB7MQswCQYDVQQGEwWJIDTzZFHMEUGA1UECgw+U29jaWVkYWQgQ2Ft
ZXJhbCBkZSBDZXJ0aWZpY 2FjacOzbiBEaWdpdGFsICOgQ2VydGljweFtYXJhIFMu
QS4x1zZAhBgNVBAMMGKFDIFJhw616|ENIcnRpY80hbWFyYSBTLKEUMIICIJANBgkq
hkiGO9WOBAQEFAAOCAQ8AMIICCgKCAgEAQ2uJo1PMSCMI+8PPUZYILrglem08kBeG
gentLhMOR7LQcNzIJPNCNyu5LF6vQhbCnIwTLgKL85XXbQMpiiY9QngE9JIsYhBzL
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 DExdA70ohiZVvWO2Dp
ezy4ydV/NgligmjCMRW3MGXrfx1lebHPOeJCgBbTIZMj/EyXyVo3bHwi2ErNOo42
9zmRkBDI8ck1fj+404HGIGQatIDClaR43NAVO2STdPCWKPHv+wlaNECW8DY SwaNO
JIN+QA53i+yG2dIPPY3RzECIiiWZIHICznCNZc6lEc7wkeZBWN7PGKX6jD/EpOe9+
XCgycDWs2rjldWb8mOw5R44bb5tNAIQiIM+9hup4phO90SzNHdpdqy35f/RWmnkJD
W2ZaiogN9xa5P1FIK2Zqi9E4UqLWRhH6/JocdJ6PIwsCT2TGIW]TSy3/pDceiz+/
RL5hRqGEPQgNTIEgd4kiEmdAXmwIUV80WoyWaM3X94nCHNMyAK9SyINgWyo6R35¢
MDONhYil/SrnhLecUIw40GEfhefwVVdCx/CVxY3UzHCMrr1zZ7Ud3YA47Dx7SwWNxk
BYn8eNZcLCZDqQ==

Certificate Service Provider Name (en): GLOBALSIGN
Trade name (en) GLOBALSIGN
Information URI (en ) WWW.GLOBALSIGN.COM

Service provider street 2 INT DRIVE SUITE 105
address (es)

Service provider street 2 INT DRIVE SUITE 105
address (en)

Service provider postal NH 03801
code (es)

Service provider postal NH 03801

code (en)

Service provider locality PORTSMOUNTH
(es)

Service provider locality PORTSMOUNTH
(en)

Service provider state NEW HAMPSHIRE
(es)

Service provider state NEW HAMPSHIRE
(en)

Service provider us
country (es)
Service provider us

country (en)

CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE

Type CA/QC

Status undersupervision

Status starting time 2016-04-06T14:35:09.000Z

Service digital identity (X509)

Version 3

Serial number 4835703278459707669005204

Signature algorithm SHA1withRSA

Issuer CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE
Valid from Tue Sep 01 07:00:00 PET 1998

Valid to Fri Jan 28 07:00:00 PET 2028

Subject CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE

PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 70




Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

Public key

Subject key identifier

Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

Sun RSA public key, 2048 bits

modulus:
27527298331346624659307815003393871405544020859223571253338520804765223
43098245824609877232115194167296164062767518627620505152624264337810015
88855132177420580564661683926500550131001048491763122941672420411403104
35772026717601763184706480259485212806902223894888566729634266984619221
16886242183819220349515189376221677774833012990958821020329977858189817
53208829083719309844518090545096453792773097910849097057583724773208933
36152882629891014286744815684371510751674825920204180490258122986862539
58520193415522094573293783030883438710804665700536345207177639670718128
3143463213972159925612976006433949563180335468751

public exponent: 65537

607b661a450d97ca89502f7d04cd34a8fffcfd4b

keyCertSign

cRLSign

CA=true; PathLen=unlimited
b1bc968bd4f49d622aa89a81f2150152a41d829c¢
ebd41040e4bb3ec742c9e381d31ef2a41a48b6685c96e7cef3cldf6cd4331c99

The decoded certificate:
[

[

Version: V3

Subject: CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits
modulus:

27527298331346624659307815003393871405544020859223571253338520804765223430982458246098772321151941672961640627675186276205051526242643378100158885513217742058056466168392650
05501310010484917631229416724204114031043577202671760176318470648025948521280690222389488856672963426698461922116886242183819220349515189376221677774833012990958821020329977
85818981753208829083719309844518090545096453792773097910849097057583724773208933361528826298910142867448156843715107516748259202041804902581229868625395852019341552209457329
37830308834387108046657005363452071776396707181283143463213972159925612976006433949563180335468751

public exponent: 65537

Validity: [From: Tue Sep 01 07:00:00 PET 1998,

To: Fri Jan 28 07:00:00 PET 2028]

Issuer: CN=GlobalSign Root CA, OU=Root CA, O=GlobalSign nv-sa, C=BE
SerialNumber: [ 04000000 0001154b 5ac394]

Certificate Extensions: 3

[1]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[2]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[3]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [
Keyldentifier [

0000: 60 7B 66 1A 45 0D 97 CA 89 50 2F 7D 04 CD 34 A8 "fE...P/.4.

0010: FF FC FD 4B
1
1

1
Algorithm: [SHA1withRSA]
Signature:

K

0000: D6 73 E7 7C 4F 76 DO 8D BF EC BA A2 BE 34 C5 28 .s..0v......4.(
0010: 32 B5 7C FC 6C 9C 2C 2B BD 09 9E 53 BF 6B 5E AA 2...l,+..S.k".
0020: 11 48 B6 E5 08 A3 B3 CA 3D 61 4D D3 46 09 B3 3E .H.....=aM.F..>
0030: C3 A0 E3 6355 1B F2BA EF AD 39 E143 B9 38 A3 ...cU....9.C.8.
0040: E6 2F 8A 26 3B EF A0 50 56 F9 C6 0A FD 38 CD C4 ./.&;..PV...8..
0050: 0B 70 51 94 97 98 04 DF C3 5F 94 D5 15C9 1441 .pQ......_....A
0060: 9C C4 5D 75 64 15 0D FF 55 30 EC 86 8F FF OD EF ..Jud...U0......
0070: 2C B9 63 46 F6 AA FC DF BC 69 FD 2E 12 48 64 9A ,.cF.....i...Hd.
0080: E0 95 FO A6 EF 29 8F 01 B115B50C 1D ASFE69 ..... ovveendd
0090: 2C 69 24 78 1E B3 A7 1C 7162 EE CAC8 97 AC 17 ,i$x....qb......
00AO0: 5D 8A C2 F8 47 86 6E 2A C4 56 31 95 D0 67 89 85 ]...G. 1.9..
00BO: 2B F9 6C A6 5D 46 9D 0C AA 82 E4 99 51 DD 70 B7 +.L]F.....Q.p.
00CO0: DB 56 3D 61 E4 6A E1 5C D6 F6 FE 3D DE 41 CC 07 .V=aj\..=.A..
00DO: AE 63 52 BF 5353 F42B E9 C7 FD B6 F7 82 5F 85 .CR.SS.+......_.
00E0: D241 18DB 81 B304 1C C51FA4806F 1520C9 .A......... o..
00F0: DE OC 88 0A 1D D6 66 55 E2 FC 48 C9 29 26 69 EO ......fU..H.)&i.

]
The certificate in PEM format:

PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 71




Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

MIIDdTCCAI2gAWIBAGILBAAAAAABFUtaw5QwDQYJKoZIhveNAQEFBQAWVZELMAKG
ALUEBhMCQKUXGTAXBgNVBAOTEEdsh2JhbFNpZ24gbnYtc2EXEDAOBgNVBASTB1Jv
b3QgQOEXGzAZBgNVBAMTEkdsbh2JhbFNpZ24gUm9vdCBDQTAeFW050DA5SMDEXMjAW
MDBaFw0yODAxMjgxMjAwMDBaMFcxCzAJBgNVBAY TAKJFMRkwFwYDVQQKEXBHbG9i
YWxTaWdulG52LXNhMRAWDgYDVQQLEwdSb290IENBMRsWGQYDVQQDEXJHbGOIYWXT
aWdulFJvb3QgQOEwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWgYEKACIBAQDaDuaZ
jc6j40+Kfvvxi4Mla+pIH/EqsLmVEQS98GPR4mdmzxzdzxtIK+6NiY6arymAZavp
xy0Sy6scTHAHOoTOKMMOVjU/43dSMUBUC71DuxC73/0IS8pF94G3VNTCOXkNz8kHp
1Wrjsok6Vjk4bwY8iGIbKk3Fp1S4bInMm/k8yuX9ifUSPJJ4ltbcdG6 TRGHRjcdG
snUOhugZitVtbNV4FpWi6cgKOOvyJBNPc1STE4U6G7weNLWLBYy5d4ux2x8gkasd
U26Qzns3dLIWRSEIUWMWeabxrkEmCMgZKIFGakjWZCrXgzT/LCrBbBIDSgeF59N8
9iF07+ryUp9/k5DPAgMBAAG|QBAMA4GA1UdDWEB/WQEAWIBBJAPBgNVHRMBAFSE
BTADAQH/MBOGA1UdDgQWBBRge2YaRQ2XyolQL30EzTSo0//z9SzANBgkghkiGOw0B
AQUFAAOCAQEA1NPNfE92012/7LqivjiTFKDK1fPxsnCwrvQmeU79rXqoRSLbICKOz
Yj1hTdNGCbM+w6DjY 1Ub8rrvrTnhQ7k40+YViiY776BQVVNGCv04zcQLCFGUISgE
38NfINUVYRRBNMRddWQVD9VMOyYGj/8N7yy5Y0b2quzivGnaLhJIZJrglfiCm7ymP
AbEVtQwdpf5pLGkkeB6zpxxxYu7KyJesF12KwvhHhm4gxFYxIdBniYUr+WymXUad
DKqC5JIR3XC321Y9YeRq4VzW9Iv493kHMB6E5jUr9TU/Qrécfotve CX4XSQRjbgbME
HMUfpIBvFSDJ3gylCh3WZIXI/EJJKSZpaA==

Certificate Service Provider Name (en): CAMERFIRMA PERU S.A.C.
Trade name (en) CAMERFIRMA PERU S.A.C.
Information URI (en) WWW.CAMERFIRMA.COM

Service provider street  AV. REPUBLICA DE PANAMA 3591, OFICINA 301, SAN ISIDRO, LIMA
address (es)

Service provider street AV. REPUBLICA DE PANAMA 3591, OFICINA 301, SAN ISIDRO, LIMA
address (en)

Service provider postal  LIMA27

code (es)

Service provider postal  LIMA27
code (en)

Service provider locality SAN ISIDRO
(es)

Service provider locality SAN ISIDRO
(en)

Service provider state LIMA

(es)

Service provider state LIMA

(en)

Service provider PE

country (es)

Service provider PE

country (en)

CN=Camerfirma TSA Il - 2014, L=Madrid (see current address at
https.//www.camerfirma.com/address), SERIALNUMBER=A82743287, O=AC Camerfirma S.A., OU=AC
CAMERFIRMA, C=ES

Type CA/QC

Status undersupervision

Status starting time 2019-07-01T16:32:01.000Z

Service digital identity (X509)

Version 3

Serial number 2712386042892456504

Signature algorithm SHA256withRSA

Issuer CN=Chambers of Commerce Root - 2008, O=AC Camerfirma S.A.,

SERIALNUMBER=A82743287, L=Madrid (see current address at
www.camerfirma.com/address), C=EU

Valid from Tue Dec 16 11:45:33 PET 2014
Valid to Tue Dec 15 11:45:33 PET 2037
Subject CN=Camerfirma TSA Il - 2014, L=Madrid (see current address at

https://www.camerfirma.com/address), SERIALNUMBER=A82743287, O=AC
Camerfirma S.A., OU=AC CAMERFIRMA, C=ES
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Public key

Subject key identifier
CRL distribution points

Authority key identifier

Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
83697281466026761562459534434608778928054606000106135136132218814701191
08028231633912848145051632006657600462433571819058226519111830392042770
81178032780638806372623129012197695602409221000120537762482289796312029
54832643065589580433527734651305075534527479724154644267292730026847685
36248489734493300208051418973241860573028925896600385617368845077281721
01917392613203722592539378288301648183470776698649356378677514766563895
58502271331732311287899474235072563645345909679091228303369098443417992
71159740232112325738336190701013927610863852475901197621808230141784592
98931658819425958754232188149956501533330630882345565263087492371812160
22351640964819047807277468578122272185961638462834684754538726852784031
78704357414853467758484256406788161018384329647492388975552461773617431
93749667589845861108259634862065893872872959182008790314093816581237153
89046905874711207587672112646388807725832061006454537740345314037017059
27866416871393729288913345391859313693602815275639342500095306073040769
78320297807153341846193558738815009490350875078658410248353945041995112
20797845363757404036339615793852592416957673266728244539743349771502744
89217604290247243559506006974454979216399866730044589955450133180523249
24041796024938700370815959
public exponent: 65537

17¢c540bc2af845b8ab33bff86f496¢cf617cab7d4

http://crl.camerfirma.com/chambersroot-2008.crl
http://crl1.camerfirma.com/chambersroot-2008.crl

0481db3081d88014f924ac0fb2b5f879c0fa60881bc4d94d029e1719a181b4a481b13081a
€310b3009060355040613024555314330410603550407133a4d61647269642028736565
2063757272656e742061646472657373206174207777772€63616d65726669726d612€6
36f6d2f61646472657373293112301006035504051309413832373433323837311b30190
60355040a131241432043616d65726669726d6120532e412e3129302706035504031320
4368616d62657273206f6620436f6d6d6572636520526f6f74202d2032303038820900a3d
a427eadblaeda

keyCertSign
cRLSign
CA=true; PathLen=2

19ebdcededebc9251f3a098ff4c951ae555248b1
65695d500117fd7270f1027ed121f05942670075461d337eeec7f6abb757a47a

Subject: CN=Camerfirma TSA Il - 2014, L=Madrid (see current address at https://www.camerfirma.com/address), SERIALNUMBER=A82743287, O=AC Camerfirma S.A., OU=AC CAMERFIRMA,

C=ES

Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

83697281466026761562459534434608778928054606000106135136132218814701191080282316339128481450516320066576004624335718190582265191118303920427708117803278063880637262312901219
76956024092210001205377624822897963120295483264306558958043352773465130507553452747972415464426729273002684768536248489734493300208051418973241860573028925896600385617368845
07728172101917392613203722592539378288301648183470776698649356378677514766563895585022713317323112878994742350725636453459096790912283033690984434179927115974023211232573833
61907010139276108638524759011976218082301417845929893165881942595875423218814995650153333063088234556526308749237181216022351640964819047807277468578122272185961638462834684
75453872685278403178704357414853467758484256406788161018384329647492388975552461773617431937496675898458611082596348620658938728729591820087903140938165812371538904690587471
12075876721126463888077258320610064545377403453140370170592786641687139372928891334539185931369360281527563934250009530607304076978320297807153341846193558738815009490350875
07865841024835394504199511220797845363757404036339615793852592416957673266728244539743349771502744892176042902472435595060069744549792163998667300445899554501331805232492404

1796024938700370815959

public exponent: 65537

Validity: [From: Tue Dec 16 11:45:33 PET 2014,
To: Tue Dec 15 11:45:33 PET 2037]

Issuer: CN=Chambers of Commerce Root - 2008, O=AC Camerfirma S.A., SERIALNUMBER=A82743287, L=Madrid (see current address at www.camerfirma.com/address), C=EU

SerialNumber: [ 25a454bc 34551238]

Certificate Extensions: 8
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: http://www.camerfirma.com/certs/root_chambers-2008.crt

accessMethod: ocsp

accessLocation: URIName: http:/ocsp.camerfirma.com

1
1

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [
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Keyldentifier [

0000: F9 24 ACOFB2B5F879 COFA60831BC4D94D $....y.."...M

0010: 02 9E 17 19

1

[CN=Chambers of Commerce Root - 2008, O=AC Camerfirma S.A., SERIALNUMBER=A82743287, L=Madrid (see current address at www.camerfirma.com/address), C=EU]
SerialNumber: [ a3da427e ad4blaeda]

1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.camerfirma.com/chambersroot-2008.crl]
, DistributionPoint:

[URIName: http://crl1.camerfirma.com/chambersroot-2008.crl]
1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 1D 68 74 74 70 73 3A 2F 2F 70 6F 6C 69 63 79 ..https://policy
0010: 2E 63 61 6D 65 72 66 69 72 6D 61 2E 63 6F 6D  .camerfirma.com

1
1

[6]: Objectld: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
timeStamping

1

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 17 C5 40 BC 2A F8 45 B8 AB 33 BF F8 6F 49 6C F6 ..@.*.E..3..0ll.
0010: 17 CA B7 D4

]

1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 79 F5 51 F4 8941 6089 5D A0 7F 05 EAAC C5A3 y.Q.A"].......
0010: 9B A9 06 C5 B4 DD 43 CA 3B AA 07 7B 5C 87 62 22 C....\b"
0020: 21 AF 87 BE 91 6A 67 78 9D 42 E5 ED 6F 50 2B BE !
0030: C5C1287231E13872 1609 1AE1E7 04 41 AE ..(r1.8r.....A.
0040: 98 A0 0C D6 70 8A 86 OA 33 3C OE A1 5C 8502 A6 ....p...3<..\
0050: 20 74 6B DA 87 4D BF 53 B4 7TE2A 08 9E E6 5B E6 tk..M.S..
0060: 8B 10 1F 4D 40 01 5A 65 53 8D 97 DC AF FF 83 BA ..M@.ZeS.......
0070: 18 435A 7758 93 3A 73 DB 3494 D1 DF 19 7TAFA .CZwX.:s.4
0080: 6B 2E 5A DO 71 B4 03 3E 8D FE 1C EC 90 1B 2E 4E k.Z.q.>
0090: FD 1525 C594 FC 93 CE BBA1EA 96 79 A8 75 FC ..%....
00AO0: 24 B1 4F BF F9 74 41 5B 20 7D 9C C6 7B A6 AB 48 $.0..tA
00B0: BB 03 DB 83 68 08 6D 33 E6 E2 20 77 29 06 48 1F ...h.m3.. w).H.
00C0: 2ED5DC 2A 1B347FF5 64 D634 138D5B 3B CD ..
00DO0: EO D4 OE 1506 884305 77 BEF2D8 E2E6 1EC4 .
00EO: 2E EB 7D 12 ED 9B B7 1D 4F E9 69 C8 FC 43 F5 3F .|
00FO0: 25 3F FE D1 28 9F D3 A9 23 25 EB 59 8A 77 DB BA %?7..(...
0100: B4 6E EC C1 7TA8C B4 EF 07 34 F84C0C A4B555 .n.z...4.L...
0110: 86 39 FB 1E 2F IF EA 65 3642 7C D0 8B 85D55D .9../..€6B....]]
0120: 8B 7C 5D 52 1F FC C6 FB A6 99 88 C1 A4 7CBC 54 .|R T
0130: 14 13 D346 AAFDF59A FAC6F8 A6463B 16 1D ... .
0140: 3A58 7288 12E47C 8B B9 98 C6 DC 74 D9 C8 3E :Xr.........t..>
0150: 1IE4AE0 4A 37 127470 A14840FB2C BF 84C8 .J.J7.tp.H@.,...
0160: 7E 02 82 DE 0A 9E 9E 07 C1BD 77 DE 27 DAC4 91 .. !
0170: 55 F5 05 DC 8B FC 28 AB 8F 2D 21 25 D6 AB 46 FE U
0180: 1IE9C 9C 4F 19 FD 07 02 95 159E 4A 47 FAO5F4 ..
0190: 05 CB B4 AE 7D 12 11 3F 87 2B DA 78 0C 0A D8 2C X
01A0: B3 AB AA3C 08 3F 28 FC 3F DC F50E 20 CC 34 CD ...<.?(.2... .4.
01B0:36 FCE7 75 7F B3 9F C9 AA51 D4 C7C47773D6 6..u
01CO0: 2F 7A 86 07 CO DC 5E B4 F2 DB 94 DA 25 F5 99 8F /z.
01D0: 33 A0 4D BD 2D 20 D5 A4 4C 4B D3 17 6B 85 61 9E 3.M.- ..LK.k.a.
01EO0: DO CC 45 E7 9E E0O 67 FC 5A D3 16 CE 57 2C DADO ..E...g.Z..W,..
01F0: 61 E302 D6 CCABACC3 707CA104856228E6 a....... p....b(.

Wl

]
The certificate in PEM format:
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MiIllcjCCBIgqgAwIBAgIlJaRUVDRVEjgwDQY JKoZIhveNAQELBQAwga4xCzAJBgNV
BAYTAKVVMUMWQQYDVQQHEzpNYWRyaWQgKHNIZSBjdXJyZW50IGFkZHJIc3MgY XQg
d3d3LmNhbWVyZmlybWEuY 29tL 2FkZHJIc3MpMRIWEAYDVQQFEWIBODI3NDMyODcx
GzAZBgNVBAOTEKFDIENhbWVyZmlybWEgUy5BLiEpMCcGALUEAXMgQ2hhbWJicnMg
b2YgQ29tbWVyY2UgUm9vdCAtIDIwMDgwHhcNMTQXME2MTYONTMzWhcNMzexMJEL
MTYONTMzWjCBxELMAKGA1UEBhMCRVMXxFjAUBgNVBAsSMDUFDIENBTUVSRKISTUEX
GzAZBgNVBAOMEKFDIENhbWVyZmlybWEgUy5BLIESMBAGAIUEBRMJIQTgyNzQzMjg3
MUswSQYDVQQHDEJINYWRyaWQgKHNIZSBjdXJyZW50IGFkZHJIc3MgYXQgaHROCHME
Ly93d3cuY2FtZXJImaXJtY S5jb20vYWRkemVzcykxITABgNVBAMMGENhbWVyZmlyémzyJ1RI7
7WfiWn4STP65WwdS1KxHOgbBsy7MP2MObfkc+iQYxz4NzzMGN3gk9bfIT1BKtmhi
HJIXYDVT6HWIilcpXbFSE7INu/rTV70/REBTeioBnAE/OuqdTG/CZUBUQ1Ze/DhwlL.
pO+YCpaRbEH5G0pNCc5tg6xrxAJv3glapvdBujAKHUyvXAgMBAAGjggJ4MIICADAS
BgNVHRMBAfSBECDAGAQH/AgECMBOGA1UdDgQWBBQXXUC8KvhFuKszv/hvSWz2F8q3
1DCB4wYDVROjBIHbMIHYgBT5JKwPsrX4ecD6YIghxNINAp4XGaGBtKSBSTCBIEL
MAKGA1UEBhMCRVUxQzBBBgNVBAcTOk1hZHJIpZCAoc2VIIGN1cnJlbnQgYWRkemVz
cyBhdCB3d3cuY2FtZXJmaXJtY S5jb20vYWRkemVzcykxEJAQBgNVBAUTCUE4MjcO
Mz14NzEbMBKGALUEChMSQUMgQ2FtZXJmaXJtY SBTLKEuMSkwJwYDVQQDEyBDaGFt
YmVycyBvZiBDb21tZXJjZSBSb290ICOgMjAWOIIJAKPaQn6ksa7aMHoGCCsGAQUF
BwWEBBG4wbDBCBggrBgEFBQcwAoY2aHROcDovL3d3dy5jYW1lcmZpecmlhLmNvbS9j
ZXJ0cy9yb290X2NoYW1iZzXJzLTIwMDguY3JOMCYGCCsGAQUFBzABhhpodHRwOI8v
b2NzcC5jYW1lcmZpcm1hLmNvbTAOBgNVHQ8BABEBAMCAQYWEWYDVROIBAWWCGYI
KwYBBQUHAwgwPgYDVROgBDcWNTAzZBgRVHSAAMCsWKQYIKWYBBQUHAgEWHWhOdHBZ
0i8veG9saWN5LmNhbWVyZmlybWEuY29tMHgGA1UdHWRXxMG8wNaAzoDGGL2h0dHAG
Ly9jcmwuY2FtZXJImaXJtY S5jb20vY2hhbWJlcnNyb290L TiwMDguY3JsMDagNKAy
hjBodHRwOI8vY3JsMS5jYW1lcmZpecmlhLmNvbS9jaGFtYmVyc3Jvb3QtMjAWOCS) WzKusw3B8
0QSFYijm

CN=AC CAMERFIRMA PERU - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287,
SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERU - 2016, OU=see current address at
https.//www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES

Type CA/QC

Status undersupervision

Status starting time 2018-06-07T21:02:25.000Z

Service digital identity (X509)

Version 3

Serial number 2807055470371932274

Signature algorithm SHA256withRSA

Issuer CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A,,

OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL
CHAMBERSIGN ROOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES

Valid from Tue Oct 11 03:37:59 PET 2016
Valid to Sat Mar 10 03:37:59 PET 2040
Subject CN=AC CAMERFIRMA PERU - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-

A82743287, SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERU - 2016,
OUs=see current address at https://www.camerfirma.com/address, L=MADRID,
ST=MADRID, C=ES
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Public key

Subject key identifier
CRL distribution points

Authority key identifier

Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[
Version: V3

Sun RSA public key, 4096 bits
modulus:
66595160664750516665888947079812222542893744041883076853089856464540621
67443458645344777333381078920760083006502850927451782294842162284078777
86946264208789275682888851610002187727135260301491027747250520919461113
51123197795636638844433578815639196795675168495042117310595809896551280
86129951251326234384614503573230652719453708601258964043446685224213986
59528540421178534719175649512308344686598631256869196614575598925005623
04973886078190255908615720132017623851058153662485845782027976850791345
17369427970620243935399882403865979817090561523207098974938446022626118
43097903992992098918191590141440065600923170529386617709606174446518729
74229187661331136494843269518647141346909839934798624443843636192177387
61772508828734391571673577011536590261589625585065879942714125471501042
35200703510299179358504950419526984783589267124226363639483440989631868
41301145057022707141794804317696063105059971910121408353233237271746565
92916612356504683280801081667643672076169301720710830129608447199397198
28601161706646323762114419168587889417102312393586631553886045566728887
10881234013387082544024604615853147788810179000186399245523425836653883
80842031742442925088440791410583474516811132953276777843023094972373257
20423832773651010149331371
public exponent: 65537

b76a026d2cd9b036b32b6c05aa345e06edb2b99b

http://crl.camerfirma.com/globalchambersignroot-2016.crl
http://crl1.camerfirma.com/globalchambersignroot-2016.crl

04820138308201348014e89bcd7e86629b7a4d8c00973985¢cf1c7890703aal1820110a482
010c30820108310b3009060355040613024553310f300d06035504080c064d414452494
4310f300d06035504070c064d4144524944313a3038060355040b0c31736565206375727
2656e742061646472657373206174207777772€63616d65726669726d612e636f6d2{616
4647265737331273025060355040b0c1e474c4f42414c204348414d4245525349474e205
24f4f54202d2032303136311230100603550405130941383237343332383731183016060
35504610c0f56415445532d413832373433323837311b3019060355040a0c12414320434
14d45524649524d4120532e412e3127302506035504030c1e474c4f42414c204348414d4
245525349474e20524f4f54202d203230313682082dd22e5030a65e13

keyCertSign
cRLSign
CA=true; PathLen=2

45a256443a1631c851a1156310f5f385736bd2c5
71a0214d43e5b3596ddb36af8459e9e579ae929b800d94a9e3f671e9f431c4f3

Subject: CN=AC CAMERFIRMA PERU - 2016, 0=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERU - 2016, OU=see current address at
https://www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

66595160664750516665888947079812222542893744041883076853089856464540621674434586453447773333810789207600830065028509274517822948421622840787778694626420878927568288885161000
21877271352603014910277472505209194611135112319779563663884443357881563919679567516849504211731059580989655128086129951251326234384614503573230652719453708601258964043446685
22421398659528540421178534719175649512308344686598631256869196614575598925005623049738860781902559086157201320176238510581536624858457820279768507913451736942797062024393539
98824038659798170905615232070989749384460226261184309790399299209891819159014144006560092317052938661770960617444651872974229187661331136494843269518647141346909839934798624
44384363619217738761772508828734391571673577011536590261589625585065879942714125471501042352007035102991793585049504195269847835892671242263636394834409896318684130114505702
27071417948043176960631050599719101214083532332372717465659291661235650468328080108166764367207616930172071083012960844719939719828601161706646323762114419168587889417102312
39358663155388604556672888710881234013387082544024604615853147788810179000186399245523425836653883808420317424429250884407914105834745168111329532767778430230949723732572042

3832773651010149331371

public exponent: 65537

Validity: [From: Tue Oct 11 03:37:59 PET 2016,
To: Sat Mar 10 03:37:59 PET 2040]

Issuer: CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current
address at www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES

SerialNumber: [ 26f4aal3 f0560872]

Certificate Extensions: 7

[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: http://www.camerfirma.com/certs/globalchambersignroot-2016.crt

accessMethod: ocsp

accessLocation: URIName: http://ocsp.camerfirma.com

1
1
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[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: E8 9B CD 7E 86 62 9B 7A 4D 8C 0097 3985 CF 1C ..... b.zM...9...
0010: 78 90 70 3A X.p:

1

[CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES]

SerialNumber: [ 2dd22e50 30a65e13]

1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://crl.camerfirma.com/globalchambersignroot-2016.crl]
, DistributionPoint:
[URIName: http://crl1l.camerfirma.com/globalchambersignroot-2016.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 1D 68 74 74 70 73 3A 2F 2F 70 6F 6C 69 63 79 ..https:/policy
0010: 2E 63 61 6D 65 72 66 69 72 6D 61 2E 63 6F 6D  .camerfirma.com

1
1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[7]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: B7 6A 02 6D 2C D9 B0 36 B3 2B 6C 05 AA 34 5E 06 .j.m,..6.+|..4".
0010: ED B2 B9 9B

]

]

1
Algorithm: [SHA256withRSA]

Signature:
0000: C1 26 DF 8F 7B B8 07 26 6A OE 64 60 27 B3 5C F3 .&.....&j.d™"\.
0010: FF OF B8 BO 9F BE 49 E4 F9 5E 3D EE 54 9A 50 CC .....I.A=T.P.

0020: 1IEB7 FA106B C5 CEF3 09 23 DE 8B 56 DF 3B BB ...k...#4.V.;.
0030: 77 1F 24 4397 BE 11 D1 E313B5C79D 7B 33 12 w.$C. 3.
0040: 5D C4 AB 33 C4B55E CC 3C D7 193AC85D C449 ].3.1<...]1
0050: 63 FE F2 2329 24 01 D3 EC 8A 44 45 DE 43 E6 53 c..#)$....DE.C.S
0060: BF 0A OD 5A 4E DE CEB9 6A 37 DC 07 5E 9B 92 B9 ..ZN..j7.. ...
0070: DO 2B B1 1B 27 4AFO 5C 64 2D E2 69 FD CF DA 92 .+./J.\d-.i....
0080: B8 DC 77 94 AF 1C 9F BO 4B 2D AAC33F D4 DA 3D .w....K-..?..=
0090: D1 F4 C137819F 77 F9 337CD042740D F02C ...7.w.3..Bt..,
00A0: 84 A5 0D 9D 01 1B B8 76 20 20 AE 83 B8 BF EE 09
00BO: B6 F5 6D 0D 6B 0A 6A 54 3501 5B OE 70 2F 4E 13 .m.kjT5.[.p/N.
00CO0: 2C 9D 67 4D B9 24 C1 34 78 DA A5 24 8B OF 2D 70 ,.gM.$.4x..$..-p
00DO: EE 54 4C CE AA5B BA 78 2163 34 32 COB6 A0 A7 .TL..[x!c42....
00EOQ: A4 DC 1D 84 41 BAC223 D723 D76D 94 EAA8BO ..
00F0: 52 1F 9E C4 BA28 05E7 7D F2 F8 7TE109C 80 D2 R.
0100: E9 82 96 BB AF 915D 4D AE 57 A6 A4 36 9E F4 97 ...... JM.W..6...
0110: 9E 03 65 A8 28 79 68 74 73 2D 16 76 E7 16 90 4F ..e.(yhts-v...0
0120: F4 63 02 FE 03 FE 53 2F 8F 30 33 8E 06 A9 4593 .c....S/.03...E.
0130: 47 11 B8 F5 A23ADA41 2F3EFBFF1C3AEA96 G....A/>....
0140: 01 91 E4 53 045D 2D 24 DF 28 DB E8 98 A24D 08 ...S.]-$.(...M.
0150: 7E 65 E4 96 TA 9F 76 54 OE 41 8F 87 81 2A 88 4B .e..zVvT.A..* K
0160: 49 B2 CC 0324 AAB812 EC43EBOB7EC9F067 I.$...C....g
0170: F7 A3CB DB A5B8 00 E1 2F 2B D7 3F 61 7ED506 ......./+.7a...
0180: 5C 6F E3 0A C2 B6 EA 68 3A F6 D9 96 BF 53 A1 1E \o.....h:....S..
0190: 68 A3 17 53 40 6C 52 6F 3C 6A E6 14 38 5A 03 88 h..S@IR0<]..8Z.
01A0: 9C 1IAABO3 CEF81F 25 E6F14C4F717223D8 ... %..LOqr#.
01B0: 7E17 E1 89 FDOF 0701 CA 8D 16 218D B950B3 ... L.P.
01CO0: 67 4E D9 DO F6 3E 10 14 78 4C OA C7 EB9A 1D 66 ¢
01D0: 42 17 F4 96 A2 8E 20 F1 24 DB 44 D5 8A 13 ED CE B..... .$.
01EO: F8 8D B3 FB 93 A0 5AE4 36 1AB727549704C2 ...... Z.6.'T...
01F0: E2 C2 E6 AF 6E 4561 08 7515 C6 5E 24 87 BE59 ...nEa.u.."$..Y

1
The certificate in PEM format:

MIlJeDCCB2CgAWIBAGIIIVSGE/BWCHIWDQYJKoZIhveNAQELBQAWGGEIMQSWCQYD
VQQGEWJFUZEPMAOGA1UECAWGTUFEUKIEMQ8WDQYDVQQHDAZNQURSSUQXOjA4BGNV
BASMMXNIZSBjdXJyZW50IGFkZHJIc3MgYXQgd3d3LmNhbW\yZmlybWEuUY 29t 2Fk
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ZHJIc3MxJzAIBgNVBAsMHkdMTOJBTCBDSEFNQKVSUOIHTIBSTO9UICOgMjAXNJES
MBAGA1UEBRMJQTgyNzQzMjg3MRgwFgYDVQRhDASWQVRFUy1BODI3NDMyODCcXxGZAZ
BgNVBAOMEKFDIENBTUVSRKISTUEgUY5BLIENMCUGALUEAwWwWeROXPQKFMIENIQU1C
RVJTSUdOIFIPT1QgLSAYMDE2MB4XDTE2MTAXMTA4Mzc10VoXDTQWMDMXMDA4Mzcl
OVowggEIMQswCQYDVQQGEWIFUZEPMAOGALUECAWG TUFEUKIEMQ8WDQYDVQQHDAZN
QURSSUQxQBABgNVBASMOXNIZSBjdXJyZW50IGFkZHJIc3MgY XQgaHROCHM6LY93
d3cuY2FtZXImaXJtyYS5jb20vYWRkemVzczE[MCEGALIUECWwWaQUMgQOFNRVIGSVJIN
QSBQRVLDmIAtIDIWMTYXEjAQBgNVBAUTCUE4MjcOMzI4NZEYMBYGA1UEYQwWPVKFU
RVMLQTgyNzQzMjg3MRswGQYDVQQKDBJIBQyBDQU1FUKZIUK1BIFMUQS4xIzAhBgNV
BAMMGKFDIENBTUVSRKISTUEgUEVSw50gLSAyMDE2MIICI/ANBgkghkiGOWOBAQEF
AAOCAg8AMIICCgKCAgEA0zZYLMgB+MNXIch805d00/Mto++ligqyAPBOWFgT6SCY
ZGoQp3t+m5fRATsSgx4QYNn28RGCedBgEBYt77DI4W100DbmkaPJIrAIASWw/IF19
yB8WIzfaa0aqwKKH9wzfFro5cHh6vkWUpBLWY SxGSN9dvMXnye9KgsmrHLZIQKAL
UsUNOKEWX;Y pS4ASO3IChih3WU3Awy5xtws0dZvWISZNLIheZPpKREKPOGFFTXKI
gwOf2WFuv+P0o6G5xZk9LPt+U+501gB3hRPLPjzmS805/6 WnhrGujPyLWXEmNg8fD
NuqzkOLOhwy9F3jGC7pMZIGKKV+3tpcV/QaVmBEQZE2L4xkq+vWs+x/PWoaVugg9
Kkp/k9JXCAs7SQOAISLUN1brSeQndFgktF3FkUx7XoBWAGPCL3ux9j/41SDjgyNE
T+vCm80+vHA497UL41bswredV4gXDgmuVVBLOqI2bKfUG7WKEMISN1gQbtOJr6Ul
VeycZasfltZ866fVaphaFBCH7EtOXAD/M1ge3fUI5hG+7X15qu51IPZUoWH/z6IR
WhI1MOHIfs5Wk+Px70i04R|NT2E6j+ZqOcfRty3ylodyhAyaPIOrA2099kJq6JH4
5gYjO7hy50XaGk1luizpwUzPJfdDCm/CKp2009woNjUTtm7jV66gInI8MkB9ysasC
AWEAAaOCAUAWggLCMBIGALUJEWEB/WQIMAYBABCAQIWHQYDVROOBBYEFLdgAMOs
2bA2sytsBao0XghtsrmbMIIBQQYDVROjBIIBODCCATSAFOibzX6GYpt6 TYWAlzmF 2FtZXJImaXJtY S5jb20wDgYDVROP
AQH/BAQDAgGEGMDA4GA1UdIAQ3MDUWMwWYEVROgADArMCKkGCCsGAQUFBwIBFhlodHRw
czovL3BvbGljeS5jYW1lcmZpcm1hLmNvbTCBjAYDVROfBIGEMIGBMD6gPKAGBhjho
dHRwWOI8VY3JsLmNhbWVyZmlybWEuY29tL 2dsb2JhbGNoYW1iZXJzaWducm9vdCOy
MDE2LmNybDA/0D2g0O4Y5aHR0cDovL2NybDEuUY 2FtZXJmaXJtY S5jb20vZ2xvYmFsCN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-
A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see
current address at www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES

Type CA/QC

Status undersupervision

Status starting time 2018-06-07T20:27:38.000Z

Service digital identity (X509)

Version 3

Serial number 3301752398764465683

Signature algorithm SHA256withRSA

Issuer CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A,,

OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL
CHAMBERSIGN ROOQOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES

Valid from Thu Apr 14 02:50:06 PET 2016
Valid to Sun Apr 08 02:50:06 PET 2040
Subject CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A.,

OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL
CHAMBERSIGN ROOQOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
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Public key

Subject key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
85028554818131771606984751484542866367797642544418673337005802720184322
92710791087926751618092569662327268032524279173400622376579666700276179
15568186854741401641272923666868388642211652421444905893521949303671676
15470109757643277175659581685712407264904976535479252324932718022612854
45850996001795706961663620912635572903286788233280697024972884304301443
34143355708400142358893408751830929680745420134947534487455039588528630
80961669688668764194047469284207541938356396473562367037083323363384965
27055109780991433741766982084286120115881754424031959717332618271322729
22823819168664881389748729780914665609345010942922994673889085021510899
27554617946763497012040472250327820209087408722859455597828052712653104
54237546716905573176296543324781659300489720426846078453130186703806233
33328053177284259521681244359971578199574005017229270661863107440254138
68877823259879804352244623294391749225231809528665716690917769518228565
53317225976072376538699004286389725812479294937009231104767127839161597
84170217068137018713683530750998162017677792002785055030917250157976662
38580761996381866275173134496438244444919098029651399335750270101567328
08661732276378744574973579661657536262685474601898821313464435123681310
24760940330634777134117781
public exponent: 65537

e89bcd7e86629b7a4d8c00973985cf1c7890703a

keyCertSign

cRLSign

CA=true; PathLen=unlimited
1139a49e8484aaf2d90d985ec4741a65dd5d94e2
€1d80ce474a51128b77e794a98aa2d62a0225da3f419e5¢7ed73dfbf660e7109

Subject: CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current
address at www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

85028554818131771606984751484542866367797642544418673337005802720184322927107910879267516180925696623272680325242791734006223765796667002761791556818685474140164127292366686
83886422116524214449058935219493036716761547010975764327717565958168571240726490497653547925232493271802261285445850996001795706961663620912635572903286788233280697024972884
304301443341433557084001423588934087518309296807454201349475344874550395885286308096 1 7641940474692842075419383563964735623670370833233633849652705510978099143374176
69820842861201158817544240319597173326182713227292282381916866488138974872978091466560934501094292299467388908502151089927554617946763497012040472250327820209087408722859455
59782805271265310454237546716905573176296543324781659300489720426846078453130186703806233333280531772842595216812443599715781995740050172292706618631074402541386887782325987
98043522446232943917492252318095286657166909177695182285655331722597607237653869900428638972581247929493700923110476712783916159784170217068137018713683530750998162017677792
00278505503091725015797666238580761996381866275173134496438244444919098029651399335750270101567328086617322763787445749735796616575362626854746018988213134644351236813102476

0940330634777134117781

public exponent: 65537

Validity: [From: Thu Apr 14 02:50:06 PET 2016,
To: Sun Apr 08 02:50:06 PET 2040]

Issuer: CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A,, OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current
address at www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES

SerialNumber: [ 2dd22e50 30a65e13]

Certificate Extensions: 3

[1]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2147483647

1

[2]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[3]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [
Keyldentifier [

0000: E8 9B CD 7E 86 62 9B 7A 4D 8C 0097 3985 CF 1C ....b.zM..9...

0010: 78 90 70 3A x.p:
1
1

1
Algorithm: [SHA256withRSA]
Signature:

0000: 7B FD 2A C3CB 1B 2902 1009 AD EB2EB3 2B 6D ..*..)....... +m
0010: D9 4B A0 DB 35 98 F5 8F 02 A7 D342 0B 43 AB 83 K.5.....B.C..
0020: B5 77 47 88 46 85 DD D1 B6 1E 7D 98 1B 8C 71 BE .WG.F.........q.
0030: AAC8 FOEF C6 6A2D 56 9852 E8 9689 FBDSEA ....J-V.R......
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0040: 00 DF FE E6 22 CAA7B9 3E654475C38ABF 8B ..."..
0050: 77 89 C3 6A 57 FABC C8 E1 10 DE F1 DA 8527 F1 w..jW....
0060: ED 07 FF D5 C2 42 D4 A2 61 2F DF 88 71 E3 34 E6 ..... B..a/l.q.4.
0070: 67 64 9B C6 7TA 19 EB 39 EF F3 EA 04 A8 74 69 4C gd.
0080: 80 BS FC AD BD 0D 08 F4 C8 EF 28 2782 CADDES .
0090: F3 BA57 67 A2EA29C1 99 E176 66 F9 F6 78 5D ..Wg.
00AO0: 9C 3E FO F6 CF A1 1934 D3F13C33A1CC8232 .>.
00BO: B6 48 E3 83 3EOF BF 67 95C1A299784243F7 H.>.g...
00C0: 034D 1357 6F DD 71 DD 16 F3FB 79 38 1B 62 9A .M.Wo.q....y8.b.
00DO0: A4 CD 5E 50 DE 1120 90 8A 22 98 AB DA 46 7TA 4C ."P.. FzL
00EQ: 34 D1 48 DD D9 66 65 62 54 05 D9 74 99 67 74 57 4.H..febT..t.gtw
00F0: B1 3A 2E 18 BOAE AC 9F 3F 2EEB 1FB29C CD 8E .......7,

0100: F8 DB 78 8E D4 06 CF A3 93 31 6B 7F ED 52 72 B7 ..x......1k.Rr.
0110: 8B CF 28 6F C9 F9 54 4F 01 D4 3A 86 E8 2E FAEL ..(0..TO........
0120: DO 2584 E3 16 FC 8C 8D 24 E3 64 CC 2A8C B260 .%.....$.d.*.."
0130: 53 9F 59 92 4509 94 5B A8 108532 CB 77 F2 8E S.Y.
0140: 95 8A 44 72 CF 6E 17 DE 44 BD OA AEFD 26 B6 3D ..Dr.n..D...&.=
0150: 79 66 3D 4D BC 7E 32 43 5D DB EO 65 B5 28 69 BA yf=M..2C]..e.(i.
0160: 7C 9E 32 4A 8F EA7ABO 3D 16 5D FD 3EFA 1B 04 ..2J..z.=].>...
0170: F8 10 35 78 CCED C1 D9 2D BF 6B D2 EF E9 9F CO ..5x.
0180: 5B 8F EABE 7AD1 31 E7 06 3D AD 84 ABEC3BF1 [..z.1
0190: 12 C7 7FF1F8 46 2F 09 7897 C0273DB13F71 ... Fl.
01A0: 23 8B 1A A7 5C E6 16 25 OE 26 4D B9 OE 56 A7 52 #..\..%.&M..V.R
01BO0: A4 38 09 AF 49 05 FE 7F CE3F C2FCE6E44A 94 .8 J.
01C0: 27 E5 53 C4 88 34 EB02 57 BC CESE2BAD 7753 ' W...+wS
01D0: 72 40 BB 85 16 55 19 2F 83 76 95 A3 76 39 A8 B2 r@...U./.v..V9..
01EO: F4 7D A4 DB 00 42 7A A0 7B 8E 19 06 E4 97 CD 5B .....Bz.
01F0: 3D 3A B4 5C C0 69 1F 32 66 BF 08 9F 84 9B 22 65 =:.\.i.2f....

]
The cetrtificate in PEM format:

MIIG2DCCBMCgAwIBAgIILdluUDCmXhMwDQY JKoZIhveNAQELBQAwggEIMQswCQYD
VQQGEWJFUZEPMAOGALUECAWGTUFEUKIEMQ8WDQYDVQQHDAZNQURSSUQxXOjA4BgNV
BASMMXNIZSBjdXJyZW50IGFkZHJIc3MgYXQgd3d3LmNhbWVyZmlybWEuUY29tL2Fk
ZHJIc3MxJzAIBgNVBAsMHkdMTOJBTCBDSEFNQKVSUOIHTIBSTO9UICOgMjAXNJES
MBAGA1UEBRMJQTgyNzQzMjg3MRgwFgYDVQRhDASWQVRFUy1BODI3NDMyODCcXxGZAZ
BgNVBAOMEKFDIENBTUVSRKISTUEgUY5BLIENMCUGALUEAWwWeROXPQKFMIENIQU1C
RVJITSUdOIFIPT1QgLSAYMDE2MB4XDTE2MDQXNDA3NTAWNIoXDTQWMDQWODA3NTAW
NlowggEIMQswCQYDVQQGEWJFUZEPMAOGA1UECAWG TUFEUKIEMQ8WDQYDVQQHDAZN
QURSSUQxXOjA4BgNVBASMMXNIZSBjdXJyZW50IGFkZHJIc3MgYXQgd3d3LmNhbWVy
ZmlybWEuY 29tL2FkZHJIc3MxJzAIBgNVBASMHkdMTOIJBTCBDSEFNQKVSUOIHTIBS
TO9UICOgMjAXNJESMBAGALUEBRMIQTgyNzQzMjg3MRgWFgY DVQRhDASWQVRFUY1B 1liVeoM5UC
AWEAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQU6JVNfoZim3pNjACX
OYXPHHiIQcDowDgYDVROPAQH/BAQDAgEGMAOGCSqGSIb3DQEBCWUAA4ICAQBT7/SID
yxspAhAJresusytt2Uug2zWY9Y8CpINCCO00rg7V3R4hGhd3Rth59mBuMch6qyPDv
xmotVphS6JaJ+9XqAN/+5iLKp7k+ZUR1w4q/i3eJw2pX+rzI4ARDe8dqFJ/HtB/IV
wkLUomEv34hx4zTmZ2SbxnoZ6znv8+oEqHRpTIC1/K29DQj0yO80J4LK3ejzuldn
ouopwZnhdmb59nhdnD7w9s+hGTTT8TwzocyCMrZI44M+D79nlcGimXhCQ/cDTRNX
b91x3Rbz+3k4G2KapM1eUN4RIJCKIpir2kZ6 TDTRSN3ZZmViVAXZdJIindFexOidY
sK6snz8ubx+ynM20+Nt4jtQGz60TMW/7VIytdvPKG/J+VRPAdQ6Ehugu+uHQJYT]j
FvyMjSTjZMwgjLIgU59ZkkUJIFUoEIUyy3fyjpWKRHLPbhfeRLOKrvOmtj15Zj1N
VH4yQ13b4GW1KGm6fJ4ySo/qerA9FI39PvobBPgQNXjM7cHZLbIr0u/pn8Bbj+q+

etEX5wY9rY Sr7DvxEsd/8fhGLWI4IBANPbE/cSOLGqdc5hYIDIZNuQ5Wp1KkOAmMv
SQX+f84/wvzm5EqUJ+VTxIg06wIXvME0OK613U3JAU4UWVRkvg3aVo3Y5qLLOfaTh
AEJ60HUOGQbkI81bPTqOXMBpHzImvwifhJsizQ==

--END CERTIFICATE-

CN=AC CAMERFIRMA PERU CERTIFICADOS - 2016, O=CAMERFIRMA PERU S.A.C.,
OID.2.5.4.97=NTRPE-20566302447, SERIALNUMBER=20566302447, OU=AC CAMERFIRMA PERU
CERTIFICADOS - 2016, OU=see current address at www.camerfirma.com.pe/address, L=LIMA,
ST=LIMA, C=PE

Type CA/QC

Status undersupervision

Status starting time 2017-08-16T15:24:37.000Z
Service digital identity (X509)

Version 3

Serial number 10117976432277337926
Signature algorithm SHA256withRSA
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Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier

Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[
Version: V3

CN=AC CAMERFIRMA PERU - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-
A82743287, SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERU - 20186,
OUs=see current address at https://www.camerfirma.com/address, L=MADRID,
ST=MADRID, C=ES

Tue Oct 11 03:57:05 PET 2016
Thu Feb 09 03:57:05 PET 2040

CN=AC CAMERFIRMA PERU CERTIFICADOS - 2016, O=CAMERFIRMA PERU S.A.C.,
OID.2.5.4.97=NTRPE-20566302447, SERIALNUMBER=20566302447, OU=AC
CAMERFIRMA PERU CERTIFICADOS - 2016, OU=see current address at
www.camerfirma.com.pe/address, L=LIMA, ST=LIMA, C=PE

Sun RSA public key, 4096 bits
modulus:
66233813355793209508805012111802303500444221251315963860144226472236482
38515862776832273621181213258343271393126504662516958467793728566159000
44134647016604824853754408671056099205270425954594898365088019396681928
07250330135988270509141015177838083452095853799410959759953975720976976
86019020160558925391152517947537597189685751139829656831664883753424177
43984736398122768058765393633470875869480169449650697759505389606455491
55410644200938097288915793112866047967822857596336726703358834798286132
35776043278901617806302682206547270628311240953864656032032037659654913
91582936745966492664474737082892979481732445448303967475390384717533457
96298803219387129100029382166731999926670418074391353923672781309379052
84681666886073572895181044611699674821454753350908041356299439597861571
48942949404879416722036983889317932583772584309907503636866438949090572
75633989303815501761888823424907298086548148333615739348258214788123827
53455999145611981828537876391242755502440812339210301606382514791125567
24428493037981100192885424939797457659686090864488811619957009850923816
17339831467580557702065444338286647595714795449342657670242547018976013
37195835625748319870706793560253041145444514645171234325627029591709535
48868653099760080469697611
public exponent: 65537

3a6e6518e756d2e4f32ddda57c726dff30e18627

http://crl.camerfirma.com/ac_camerfirma_peru-2016.crl
http://crl1.camerfirma.com/ac_camerfirma_peru-2016.crl

04820138308201348014b762026d2cd9b036b32b6c05aa345e06edb2b99bal1820110a48
2010c30820108310b3009060355040613024553310f300d06035504080c064d41445249
44310f300d06035504070c064d4144524944313a3038060355040b0c3173656520637572
72656e742061646472657373206174207777772e63616065726669726d612e636f6d2f61
6464726573733127302506035504000c1e474c4f42414c20434841404245525349474e20
524f4154202d203230313631123010060355040513094138323734333238373118301606
035504610c0f564154455320d413832373433323837311h3019060355040a0¢c1241432043
4140455246495240d4120532e412e3127302506035504030c1e474c4f42414c204348414d
4245525349474e2052414f54202d2032303136820826f4aa13f0560872

keyCertSign
cRLSign
CA=true; PathLen=0

421239733f9ceabf7a524ad41f9b7c704fb9695¢c
5b4bfc749a8158dfd4ebf3df20782b0c284928bc40e89728cfaebfca7f85033d

Subject: CN=AC CAMERFIRMA PERU CERTIFICADOS - 2016, O=CAMERFIRMA PERU S.A.C., OID.2.5.4.97=NTRPE-20566302447, SERIALNUMBER=20566302447, OU=AC CAMERFIRMA PERU CERTIFICADOS -
2016, OU=see current address at www.camerfirma.com.pe/address, L=LIMA, ST=LIMA, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

66233813355793209508805012111802303500444221251315963860144226472236482385158627768322736211812132583432713931265046625169584677937285661590004413464701660482485375440867105
60992052704259545948983650880193966819280725033013598827050914101517783808345209585379941095975995397572097697686019020160558925391152517947537597189685751139829656831664883
75342417743984736398122768058765393633470875869480169449650697759505389606455491554106442009380972889157931128660479678228575963367267033588347982861323577604327890161780630
26822065472706283112409538646560320320376596549139158293674596649266447473708289297948173244544830396747539038471753345796298803219387129100029382166731999926670418074391353
92367278130937905284681666886073572895181044611699674821454753350908041356299439597861571489429494048794167220369838893179325837725843099075036368664389490905727563398930381
55017618888234249072980865481483336157393482582147881238275345599914561198182853787639124275550244081233921030160638251479112556724428493037981100192885424939797457659686090
86448881161995700985092381617339831467580557702065444338286647595714795449342657670242547018976013371958356257483198707067935602530411454445146451712343256270295917095354886

8653099760080469697611
public exponent: 65537
Validity: [From: Tue Oct 11 03:57:05 PET 2016,
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To: Thu Feb 09 03:57:05 PET 2040]
Issuer: CN=AC CAMERFIRMA PERU - 2016, 0=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=AC CAMERFIRMA PERU - 2016, OU=see current address at
https://www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES
SerialNumber: [ 8c6a45f5 33aa3746]

Certificate Extensions: 8
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityinfoAccess [
[
accessMethod: calssuers
accessLocation: URIName: http://www.camerfirma.com/certs/ac_camerfirma_peru-2016.crt

accessMethod: ocsp

accessLocation: URIName: http://ocsp.camerfirma.com
1
1

[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: B7 6A 02 6D 2C D9 B0 36 B3 2B 6C 05 AA 34 5E 06 .j.m,..6.+..4".

0010: ED B2 B9 9B

1

[CN=GLOBAL CHAMBERSIGN ROOT - 2016, O=AC CAMERFIRMA S.A., OID.2.5.4.97=VATES-A82743287, SERIALNUMBER=A82743287, OU=GLOBAL CHAMBERSIGN ROOT - 2016, OU=see current address at
www.camerfirma.com/address, L=MADRID, ST=MADRID, C=ES]

SerialNumber: [ 26f4aal3 f0560872]

1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:0

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://crl.camerfirma.com/ac_camerfirma_peru-2016.crl]
, DistributionPoint:
[URIName: http://crl1l.camerfirma.com/ac_camerfirma_peru-2016.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 1D 68 74 74 70 73 3A 2F 2F 70 6F 6C 69 63 79 ..https:/policy
0010: 2E 63 61 6D 65 72 66 69 72 6D 61 2E 63 6F 6D  .camerfirma.com

1
1

[6]: Objectld: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
emailProtection

clientAuth

]

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[8]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 3A 6E 65 18 E7 56 D2 E4 F3 2D DD A5 7C 72 6D FF :ne..V.
0010: 30 E1 86 27 0.

1
1

]

Algorithm: [SHA256withRSA]

Signature:

0000: 76 3C 67 F7 3E 4B 15 3C 6D 94 7A 63 89 7E A8 06 v<g.>K.<m.zcC....
0010: 9F DA F2 63 66 80 4A 8F E7 4A 84 DA5C B294 16 ...cf.J.J.\...
0020: 92 9E 47 A4 92 DF 30 32 02 EF BB 82 2B BE 1IF D3 ..G...02..
0030: 39 75 38 25 F4 4A 58 82 B4 71 31 02 22 D2 EE FD 9u8%.JX..q1.’
0040: 25 E8 1D 90 93 AB A8 34 8517 FD 53 58 69 FD 62 %. ..SXi.b
0050: DD 4E BE F2 DB 4588 81 B2 AD 233B 78 A1D7 F8 N..E
0060: 36 FA4E 7831 B3 71 1IE FE DC 72 30 40 CC 57 A4 6.Nx1.
0070: D6 82 E8 D5 0B B307 C3 CE6A1040768D 6D 74 ....
0080: B1 88 AFOA73F8 F4C8 6BADE4FOF07268D3 ...
0090: 8F 62 EB FF EF 9F C9 7D 91 5E EE 5C 91 B3 6F CO .b. ..0.
00AO0: ACBA3F4EC41CCADF 8B3FD6FB3BFB81CE ..2N...2..;...
00BO: F5 EF 10 DA A6 55 DA 91 E3 4A 04 E8 BO 6E B6 4F .....U...J..n.0
00CO: 6F B8 41 1C 44 4EF2 E6 07 FA77 53 2E 41 0A 76 0.A.DN...wS.A.v
00DO0: 8F 03 F3093C 3C 822D 46 BA33BC 78 B05A 11 ...<<.-F.3.x.Z.
00EOQ: 43 94 DF E4 C4 4F 2590 7957 AA08B2FBEC6D C...0%.yW....m
00F0: 9F A4 1BB1 A4 DEB3F1 098167 AD25BD C15B .........0.%..[
0100: EE7TAFEC9ACF7964B E17EC4D1D1168A7D .z...K.....
0110: 6F C1 24 70 46 2C D7 44 41 AE C8 91 41 56 CD 36 0.$pF,.DA...AV.6
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0120: 1F OA D7 BO F6 AD A8 FF 46 FAOD F589 81 E1 9C
0130: 120COF C1 B39E 1B 52 17 7TAA3ABO06182B 71 .
0140: BA 10 F6 AE 86 FO BA 06 A3 18 C2 57 72 DE 04 DB R
0150: F4 OF 7C A5 7D FAF0 4D 7B 02 B5 C1 9F 40 18 C7 M....@..
0160: A0 79 31 A1 01 7466 52 64 3C 2B AD 4B E1 OF 46 .yl..tfRd<+K..F
0170: 84 91 AAFF 87 4B 19 A8 OF 3E AB 133D 2F 45BD ... K..>.=[E.
0180: 68 33 2E D4 A5 EO A9 BA 10 78 F7 6F 8B 6C 1A 89 h3. x.0.l..
0190: 31 2B 1IEC9B7 C8 C7E3 2D 158B 283071 A5CC 1+ (O0g..
01A0: 20 C4 E4 C6 36 51 6D E3 4A DC EC DD 6C 6B 5A 3F ...6Qm.J...IkZ?

01B0: DC 47 80 5C EC E6 63 FE AE B3 16 66 8F C1 BD 36 .G.\..c...f...6
01C0: 2EEE49DEB3 0894 9E 1178 E2E1E81CDB89 ..I....X......
01D0: BC FADC 6C D7 9C 03 B5 5F DB BB 0353 C32D A9 ...| S.-.

01E0: C4 19 6F EAAC DO BD B4 1F 51 65 2F C3 68 CF 56 .. .Qelh.v
01F0: E1 B9 41 AB 42 56 8E 97 74 58 36 21 46 72 B5 B7 ..A.BV..tX6!Fr..

1
The certificate in PEM format:

MIlJpjCCB46gAWIBAGIIAIXGRIUZG[dGMAOGCSqGSIb3DQEBCWUAMIIBCDELMAKG]YZMDIONDCXGJAYBgNV SqaGF6xYAopMRw77u+fitHFzqZiGK
NQOtwAlafdzb/xBHyNA2udOzr2HhSqmgFOyX48SfIDXqpk/rR6lcmPzFEN7qISBK
a2CZKgMXpQKBYO0li/05HoCxLR7¢c26Qyw/IgimYJSRQ7cggzn8DtA9k7ey+CIKj7+
KPBJ2d6EhRSk/1zuksrLLW6v1zOaGqChHOwzF3p8puwV9a/kn07tdpB7A0ARTNPO
kOCTbZj9nSmjPAB39LwW6pbt0S+pwuVu9JESCAWEAAaOCAVMwggLVMBIGALIUJEWEB
IWQIMAYBASCAQAWHQYDVROOBBYEFDpUZRInVtLk8y3dpXxybf8waYYnMIIBQQYD
VROjBIIBODCCATSAFLdgAmMOs2bA2sytsBao0XgbtsrmboYIBEKSCAQwwggEIMQsw
CQYDVQQGEWJIFUZEPMAOGA1UECAWG TUFEUKIEMQ8WDQYDVQQHDAZNQURSSUQXOjA4
BgNVBASMMXNIZSBjdXJyZW50IGFkZHJIc3MgYXQgd3d3LmNhbWVyZmlybWEuUY29t
L2FkZHJIc3MxJzAIBgNVBAsMHkdMT0JBTCBDSEFNQKVSUOIHTIBSTO9UICOgMjAX
NJESMBAGA1UEBRMJQTgyNzQzMjg3MRgwFgYDVQRhDASWQVRFUy1BODI3NDMyODcx
GzAZBgNVBAOMEKFDIENBTUVSRKISTUEgUyY5BLIENMCUGALUEAWWeROXPQKFMIENI
QUICRVJTSUdOIFIPT1QgLSAYMDE2gggmoKoT8FYIcjB/BggrBgEFBQCBAQRZMHEW
RwYIKwYBBQUHMAKGO2h0dHABLY93d3cuY2FtZXJImaXxJtY S5jb20vY2VydHMvYWNf
Y2FtZXImaXJtYVOwZXJ1LTIwMTYuY3JOMCYGCCsGAQUFBzABhhpodHRwOI8vb2Nz
cC5jYW1lcmZpcm1hLmNvbTAOBgNVHQ8BASBEBAMCAQYWHQYDVROIBBYWFAYIKwWYB
BQUHAWQGCCsGAQUFBWMCMD4GA1UdIAQ3MDUWMwWYEVROgADArMCKGCCsGAQUFBwIB
FhlodHRwczovL3BvbGlieS5jYW1lemZpecm1hLmNvbTCBhAYDVROfBHOwWezA70Dmg
N4Y1aHROcDovL2NybC5jYW1lcmZpcm1hLmNvbS9hY19jYW1llcmZpcm1hX3BlcnUt
MjAxNisjcmwwPKA60DIGNmMhOdHAGLY9jcmwxLmNhbWVyZmlybWEUY29tL2FjX2Nh
bWVyZmlybWFfcGVydS0yMDE2LmNybDANBgkghkiGOWOBAQsFAAOCAGEAdjxn9z5L
FTxtIHpjiX60Bp/a8mNmgEqP50qE2lyylBaSnkekkiBwMgLvuIrvh/ TOXU4JRK
WIKOCTECItLU/SXoHZCTq6g0hRfOU1hp/WLdTr7y20WIgbKtlzt4odf4ANvpOeDGz
CcR7+3HIWQMxXpNaC6NULswfDzmoQQHaNbXSxiK8Kc/j0yGutsPDwemjTj2Lr/++f
YX2RXu5ckbNvwKyKPO7EHMIrfiz/W+2zv7gc717xDaplXakeNKBOiwbrZPb7hBHERO
8uYH+ndTLKEKdo8D8wk8PIItRrozvHiwWhFDIN/KxE8IkHIXqgiy++xtn6QbsaTe
s/IEJgWetIb3BW+56/sms95ZL4X7EO0dEWin1vwSRWRizZXREGuyJFBVs02HwrXsPat
qP9G+g31iYHhnBIMD8GznhtSF3qjqwY YK3G6EPauhvC6BgMYwldy3gTh9A98pX36
8E17ArXBn0AYx6B5MaEBAGZSZDwrrUvhDOaEkar/h0sZqA8+qxMILOW9aDMulKXg
gboQePdvi2waiTErHsm3yMfilLRWLKDBxpcwgxOTGNIFt40rc7N1salo/3EeAXOzm
Y/6usxZmj8GINi7uSd6zCJISeEXjidegc24m8+txs15wDtV/buwNTwy2pxBIveqzQ
VbQfUWUVW2jPVuG5QatCVo6XdFg2lUZytbc=

CN=RACER, O=AC Camerfirma SA, SERIALNUMBER=A82743287, L=Madrid (see current address at
www.camerfirma.com/address), EMAILADDRESS=caracer@camerfirma.com, C=ES
Type CA/QC

Status undersupervision

Status starting time 2016-08-19T17:01:59.000Z
Service digital identity (X509)

Version 3

Serial number 1

Signature algorithm SHA1withRSA
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Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier

Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

CN=AC Camerfirma, O=AC Camerfirma SA, L=Madrid (see current address at
www.camerfirma.com/address), SERIALNUMBER=A82743287,
EMAILADDRESS=ac_camerfirma@camerfirma.com, C=ES

Thu Dec 04 12:26:41 PET 2003
Mon Dec 04 12:26:41 PET 2023

CN=RACER, O=AC Camerfirma SA, SERIALNUMBER=A82743287, L=Madrid (see
current address at www.camerfirma.com/address),
EMAILADDRESS=caracer@camerfirma.com, C=ES

Sun RSA public key, 2047 bits

modulus:
15565749306815017290572910947913251485658394816871391150519718224752092
68062858659048834366990073975612048779674255897336661658525739042980763
96962976353445306837806698655728708292472338989005934885983563402612261
83154176055624147148998129032292188368010388116242523363115157164130163
43176123522599137408629429484799643338581635645863414670014191985157325
86393279366017314962554998063803944333549469215466510981194042445206770
51782788353164428264902673736604837858615396404885079624196345816148593
32812610429024079594383730463692359849025706062513980948184969165681176
2786684599386086620094356515750413986592521031619

public exponent: 3

bebc08d42eba004c80dc2667b4a5d8ddc34alaf9

http://crl.camerfirma.com/racer.crl

0481a030819d801470c195fab5da516be62e8a47de3d4645fc4e13e9dal8181a47f307d310
b300906035504061302455531273025060355040a131e41432043616d65726669726d61
2053412043494620413832373433323837312330210603550400131a687474703a2f2f77
77772e6368616d6265727369676e2e6f72673120301e06035504031317476c6f62616c20

436861606265727369676e20526f6f74820102

digitalSignature
keyCertSign

cRLSign

CA=true; PathLen=10

f82701f8e04770f3448c19070f9b2158b16621a0
f1712177935dba40bdbd99c5f753319¢f6293549b7284741e43916ad3bfbdd75

Subject: CN=RACER, O=AC Camerfirma SA, SERIALNUMBER=A82743287, L=Madrid (see current address at www.camerfirma.com/address), EMAILADDRESS=caracer@camerfirma.com, C=ES
Signature Algorithm: SHA1withRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2047 bits
modulus:

15565749306815017290572910947913251485658394816871391150519718224752092680628586590488343669900739756120487796742558973366616585257390429807639696297635344530683780669865572
87082924723389890059348859835634026122618315417605562414714899812903229218836801038811624252336311515716413016343176123522599137408629429484799643338581635645863414670014191
98515732586393279366017314962554998063803944333549469215466510981194042445206770517827883531644282649026737366048378586153964048850796241963458161485933281261042902407959438
37304636923598490257060625139809481849691656811762786684599386086620094356515750413986592521031619
public exponent: 3
Validity: [From: Thu Dec 04 12:26:41 PET 2003,

To: Mon Dec 04 12:26:41 PET 2023]
Issuer: CN=AC Camerfirma, O=AC Camerfirma SA, L=Madrid (see current address at www.camerfirma.com/address), SERIALNUMBER=A82743287,
EMAILADDRESS=ac_camerfirma@camerfirma.com, C=ES
SerialNumber: [ 01]

Certificate Extensions: 9
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [
[
accessMethod: calssuers
accessLocation: URIName: http://www.camerfirma.com/certs/ac_camerfirma.crt
]
]

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: 70 C1 95 FA5D A5 16 BE 62 E8 A4 7D E3 D4 64 5F p..]...b....d_
0010: C4 E1 3E 9D >

1

[CN=Global Chambersign Root, OU=http://www.chambersign.org, O=AC Camerfirma SA CIF A82743287, C=EU]
SerialNumber: [ 02]

1

[3]: Objectld: 2.5.29.19 Criticality=true
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BasicConstraints:[
CA:true
PathLen:10

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.camerfirma.com/racer.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.17326.10.8.1]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 28 68 74 74 70 3A 2F 2F 63 70 73 2E 63 61 6D .(http://cps.cam
0010: 65 72 66 69 72 6D 61 2E 63 6F 6D 2F 63 70 73 2F erfirma.com/cps/

0020: 72 61 63 65 72 2E 68 74 6D 6C racer.html

11
]

[6]: Objectld: 2.5.29.18 Criticality=false
IssuerAlternativeName [
RFC822Name: ac_camerfirma@camerfirma.com

1

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

]

[8]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [
RFCB822Name: caracer@camerfirma.com

1

[9]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: BE BC 08 D4 2E BA 00 4C 80 DC 26 67 B4 A5D8 DD ....... L.&g....
0010: C34A 1A F9 J.

1
1

1

Algorithm: [SHA1withRSA]

Signature:

0000: 54 FABE 00 BOF19761 7CAEOBBAECE72AA2 T.
0010: 63 17 47 76 8F 23 21 44 E2 61 5E 28 EC D5 A5 01 c.Gv.#!D.a"
0020: 6C 45 1C E4 96 CDDC D5 90 D3 19895587 D5E7 IE
0030: 2F 80 08 04 9F D4 D6 E9 11 90 6B 88 64 72 18 51 /...
0040: 68 8D 00 35 9D DO 72 26 3D BE 47 CE 08 A9 D1 1F h.5..r&=.G.....
0050: 5D 35 73 F6 4A B4 A8 E1 DD A2 07 B8 2A 47 CE 97 ]5s.J
0060: D6 DD DB 8D D7 F5 E7 63 EE OA 6F ED 13 AB 2599 . %.
0070: 1D 77 56 A2 A6 8D 27 75 B18C 533402 9E 3EED .wV...'u..S4..>.
0080: C8 60 36 60 18 B9 CD 15 DD EA 37 64 1B 3D 6ABA .'6". j
0090: F5 9F F5 AASF BB 2F B6 B5E535DC 04 D4 17B1 ...._./.5....
00AO: F4 04 38 B1 B1 E6 2F 59 78 DO D5 9A 94 87 27 AB ..8.../Yx.....".
00BO: 30 1C ED C6 AA 5D A7 FE A3 6E 34 78 1B C3 BF 90 0....]...n4x....
00CO: 65 F6 47 6A BC B6 02 B8 0C 09 4D 92 9A 90 A6 A7 e.
00DO: 26 E4 B6 BB 8A C0 66 DE 95 01 D8 0B 6A 09 6A F4 &. 5
00EO0: C7AOB7 7919 E1 C8 E0O 68 AF3C 813D 731873 . .<.=S.S
00F0: 7F C5 E3 6571 02 28 BE 78 6B FE 28 F4 84 81 70 ...eq.(.xk.(...p

]
The certificate in PEM format:

MIIGDzCCBPegAwIBAgIBATANBgkghkiGOWOBAQUFADCBXELMAKGA1UEBhMCRVMx
KzApBgkghkiGOWOBCQEWHGFjX2NhbWVyZmlybWFAY 2FtZXJmaXJtY S5jb20xEjAQ
BgNVBAUTCUE4MjcOMzI4NzFDMEEGALUEBXxM6TWFkemlkiChzZWUgY3VycmVudCBh
ZGRyZXNzIGFO0IHd3dy5jYW1lcmZpecm1hLmNvbS9hZGRyZXNzKTEZMBCGALUEChMQ
QUMgQ2FtZXJmaxJtY SBTQTEWMBQGALUEAXMNQUMgQ2FtZXImaXJtY TAeFWOWMzEy
MDQxNzI2NDFaFw0yMzEyMDQxNzI2NDFaMIG4MQswCQYDVQQGEwWJFUzEIMCMGCSqG
SIb3DQEJARYWY2FyYWNIckBjYW1lcmZpcm1hLmNvbTFDMEEGALUEBXM6TWFkemlk
IChzZWUgY 3VycmVudCBhZGRyZXNzIGFOIHd3dy5)YW1lemZpcm1hLmNvbS9hZGRy YjaHROCDovL2NybC5jYW1lcmZpem1hLmNvbS9y
YWNIci5jcmwwHQYDVROOBBYEFL68CNQuugBMgNwmZ7SI2N3DShrsMIGoBgNVHSME
gaAwgZ2AFHDBIfpdpRa+YuikfePUZF/E4T6doY GBpHBWfTELMAKGA1IUEBhMCRVUX
JzAIBgNVBAOTHKFDIENhbWVyZmlybWEgUOEgQOIGIEE4MjcOMzI4NZEJMCEGALUE
CxMaaHROcDovL3d3dy5jaGFtYmVyc2InbiSvemexIDAeBgNVBAMTFOdsb2JhbCBD
aGFtYmVyc2InbiBSh290ggECMEOGCCsGAQUFBWEBBEEWPzA9BggrBgEFBQCcwAOYxX
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aHROcDovL3d3dy5jYW1llcmZpecm1hLmNvbS9jZXJ0cy9hY19jYW1llcmZpcmlhLmNy
dDAOBgNVHQBBABEBAMCAY YWIQYDVRORBBOWGIEWY 2FyYWNIckBjYW1lcmZpcmihCertificate Service Provider Name (en): ANF AC ENTIDAD DE CERTIFICACION PERU

S.AC
Trade name (en) ANF AC ENTIDAD DE CERTIFICACION PERU S.A.C
Information URI (en ) HTTP://WWW.ANF.PE

Service provider street  AV. AREQUIPA 2618 OF. 402 — SAN ISIDRO
address (es)

Service provider street  AV. AREQUIPA 2618 OF. 402 — SAN ISIDRO
address (en)

Service provider postal  LIMA 27

code (es)

Service provider postal  LIMA 27
code (en)

Service provider locality LIMA
(es)

Service provider locality LIMA
(en)

Service provider state LIMA
(es)

Service provider state LIMA
(en)

Service provider PE
country (es)

Service provider PE

country (en)

O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root CA,
SERIALNUMBER=G63287510

Type CA/QC

Status undersupervision

Status starting time 2017-05-18T14:37:49.000Z

Service digital identity (X509)

Version 3

Serial number 100369942780184400

Signature algorithm SHA256withRSA

Issuer O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root
CA, SERIALNUMBER=G63287510

Valid from Fri May 20 09:08:40 PET 2016

Valid to Thu May 15 09:08:40 PET 2036

Subject O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root

CA, SERIALNUMBER=G63287510
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Public key Sun RSA public key, 4096 bits
modulus:
81284016177492937202320232025436159637081994026606318711127070241253905
04084461364349133993237238036152518962612715445428815793613146380840620
84365494748422357768833502551514246563892881865862767293219279536553187
59960476792490398293700392904112577326137518314833351094324711025952389
31706006101858776661989243595995350818771109060091268835611938653864311
13344968966492944286772952245359708016130344884052808736697184175916484
68431928332660103085811501195086662786618900268175126553015636724393939
71547161474745940211878830704155163500155642854228499704923621912620547
91493328331683798249293385428900382717825303703888456351014803341347480
08788865762832624148466063682815814716638875023681782789523842034367645
21525268419774793878311750837832894984701323565463743911977123083857951
66156770905780176436573036685538170554554245844954411691170876494787381
71993921649802111234232925139137446675796841256636185949238148711372254
01634432613901431934131968198214062046647827712560273526591040983745668
01900391190760312860735946806991841638115636577630509406264370541940480
56726969236881596001442492154885059881329841653295334867946607008713427
58322613311675455507630211003007965277044950083254285712026467455760716
34116071969511066445575011
public exponent: 65537

Subject key identifier 87fa9edf527675ec494a206f5b70968f9defbbl7
Authority key identifier ~ 04183016801487fa9edf527675ec494a206f5b70968f9defbbl7
Key usage

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint fc9843cc9922615001a17374ceB8a3d79580fea51

SHA256 Thumbprint eOafbd2c0ee95a68cd9a3c590b2d3fe07c0a6d0be796ae5291e424d47792178e

The decoded certificate:

[

[

Version: V3

Subject: O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root CA, SERIALNUMBER=G63287510
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:
81284016177492937202320232025436159637081994026606318711127070241253905040844613643491339932372380361525189626127154454288157936131463808406208436549474842235776883350255151
42465638928818658627672932192795365531875996047679249039829370039290411257732613751831483335109432471102595238931706006101858776661989243595995350818771109060091268835611938
65386431113344968966492944286772952245359708016130344884052808736697184175916484684319283326601030858115011950866627866189002681751265530156367243939397154716147474594021187
88307041551635001556428542284997049236219126205479149332833168379824929338542890038271782530370388845635101480334134748008788865762832624148466063682815814716638875023681782
78952384203436764521525268419774793878311750837832894984701323565463743911977123083857951661567709057801764365730366855381705545542458449544116911708764947873817199392164980
21112342329251391374466757968412566361859492381487113722540163443261390143193413196819821406204664782771256027352659104098374566801900391190760312860735946806991841638115636
57763050940626437054194048056726969236881596001442492154885059881329841653295334867946607008713427583226133116754555076302110030079652770449500832542857120264674557607163411
6071969511066445575011
public exponent: 65537
Validity: [From: Fri May 20 09:08:40 PET 2016,

To: Thu May 15 09:08:40 PET 2036]
Issuer: O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root CA, SERIALNUMBER=G63287510
SerialNumber: [  016495ee 618a0750]

Certificate Extensions: 4

[1]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 87 FA 9E DF 52 76 75 EC 49 4A 20 6F 5B 70 96 8F ....Rvu.lJ o[p..
0010: 9D EF BB 17

1

1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2147483647

]

[3]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[4]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 87 FA 9E DF 52 76 75 EC 49 4A 20 6F 5B 70 96 8F ....Rvu.lJ o[p..
0010: 9D EF BB 17

1

1
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]

Algorithm: [SHA256withRSA]

Signature:

0000: 85 68 C0 318270 F2 FA 39 DE 1F OE 86 51 6A 72 .h.1.p..9....Qjr
0010: 95 E8 D7 6E CF A3 C6 BA 55 C7 EF A9 0C 54 5596 ... U..TU.
0020: 4F D9 E6 13 44 57 D7 5A 50 9C 03 6B 5C B1 A6 73 O...DW.ZP..k\..s
0030: 3F 9B 1F 6D C4 FD 81 57 3C 89 4F 5D DC D6 2E 80 ?..m..W<.0]....
0040: 5F 3329 B1 24 06 2D DB 62 0C 3C 5B E7 4E 38 E8 _3).$.-.b.<[.N8.
0050: 3F EO B7 BD 40 B7 1F FF 3C 96 BLA5 6C ACFAE8 2..@...<..l...

0060: 30 9E 49 C4 66 F1 BB CD 8501 86 4B D7 A8 87 33 0.I.f.....K...3
0070: A5 F8 01 68 EB 19 E5 CD B2 AE C547 13 A5 0A5E ..h G.»
0080: 5E FB D0 85 AF 98 BO 01 7B 2E 91 DA 9E D0 66 57 ..

0090: 44 7F 51 0D E8 05 8B AD 41 11 AD B2 5E C0 69 DA D.Q....A.. .
00AO: 40 59 1A 25 5C 47 A6 B9 F7 92 D153 56 1B 1468 @Y.%\G.....SV..h
00BO: 7B 5A 60 3F 7C 9C B5 8F E180DD 4A9BB4B521 .Z™2...

00C0: C3 65 D8 31 DB 91 94 FE
00DO0: 14 BY F6 D2 75 DO AA 0A
00EO: 7F 48 51 9E AB 36 02 BA 52 F6 1E 9D 0D 80 98 FB .HQ..6.
O0FO: EB 5E C3 9B 2E 51 5F A1 37 81 AE 0A OF E9 5F A8 ...Q_.
0100: B8 AF DC 5B AC 6B F8 9E 3D 39 03 C9 15 A3 E3 8E
0110: 1111 E6 2A95F1 AA76 28 73E7 31 D7 A7TE7E7
0120:

1F16 6AB192F1D524 e.l...j...
7BF170C522023B6C ...u....p.

013
0141
015¢
016

0: 83 8A 6A 5F E8 DB 63 1C
0: C592 5C 44 07 18 AA 0D
0: 53 D6 06 B8 FA 7F E6 40
0: 66 50 93 FF 90 15 D6 7A

07 69 38 26 65 AB 0A 74 .|
30 OE 5E F8 07 34 E6 1F ..
C6 03 60 BE DE00O F3D9 S.
229B8C7471C10A 74 fP..

0170:23 CC 0945 62 8B E2 33 18 4A 7E F518 3284 E4 #.Eb..3.J..2..
0180: 5B CD 30 EA 22 82 F9 B4 E7 FA D2 7F F6 65 60 FC [.0. )
0190: 77 EA OF 3F D1 4D B6 37 FD 02 4C 20 2C 73 8B 0A w..?.M.7,
01A0: FO 68 EA 17 8B 8C 88 69 68 FD E1 20 AC AE 1A 29 .h....ih.. ..)
01B0: 0D 81 B8 4B 83 13 DE F7

01CO0: 4C 26 60 6B 6E A3 C3 66

01D0:
01EO:
01F0:

97 5A F4 97 9F 69 98 48 C4 A7 9D FC OC 5E AB AC .Z...i
B9 CFA3F80A 819173 65D4B1D67EF2A149 .
1CE915EC 87 2AB199 B5 FE D0 94 F2 CB 4D D2

]
The cetrtificate in PEM format:

MIIF5zCCA8+gAWIBAgIIAWSV7mGKB1AWDQYJKoZIhveNAQELBQAWGYAXEJAQBgNYV
BAUTCUc2MzI4NzUxMDEbMBKGALUEAWWSQUS5GIEdsb2JhbCBSh290IENBMQswCQYD
VQQGEWJFUZEXMBUGA1UECWWOQUS5GIENsYXNIIDEgQOExJzAIBgNVBAOMHKFORIBB
dXRvemlkYWQgZGUgQ2VydGImaWNhY 2lvbjAeFwOxNjA1MjAXNDA4NDBaFwOzNjAL
MTUxNDA4NDBaMIGAMRIWEAYDVQQFEWIHNjMyODc1MTAxGzAZBgNVBAMMEKFORIBH
bG9iYWwgUm9vdCBDQTELMAKGALIUEBhMCRVMxFzAVBgNVBASMDKFORIBDbGFzZSAX
IENBMScwJQYDVQQKDBS5BTKYgQXVO0b3JpZGFKIGRIIENICcnRpZmIjYWNpb24wggli
MAOGCSqGSIb3DQEBAQUAAA4ICDWAWggIKACICAQDHPi9xy4wynbcUbWjorVUgQKeU
AVh937J7P37XmsfHZLOBZKIIIhhCtRwnDIg7x+BUvtJOTKIbEGMujDygUQ2s3HDY
r5141hTyM2PI0cq2EuSGEbPIHb3dEX8NAguFexMOjgNjrreN3hM2/+TOkAXSADJIP
2aMurlySC5zwl47KZLHtcVrkZnkDa0o5iN24hJT4vBDT4t2q9khQ+qb1D8KgCObO
2r1PxWXu3vfdéHa2mkdB97iGuEh5g02n4yOmFS5goFIVA2UdPbbhJsb8oKVKDd+Y
dCKGQDCKQyGA4AIMCYiNm3UPG/qtft THSCWri6 7DILtm6fyUFOMMOBNShORR745p
L8GyWJUanyq/Q4bFHQB21E+WtTsCagjGaoFcrBunMypmCd+jUZXI27TYENRFbrwN
dAh7m2Uztclyb+SgVJIFyfvWsBQNvnp7GPIimVxXZNc4VpxEXObRUPWQN10ZN/90Pc
ZVqTia/SHzEyTryLckhiLG3)ZiaFZ7pTZ519wti9Pn+4kOHVE3Y/4nEnUo4mTxPX
9pOlinF+VCiybtV2ulKSlc+YalM7VmuyndDZCIRXm3vO/qTE7t5ASfArZI9lvibi
gMbWB8fpD+c1GpGHE08NRY0lkaM+DkigQoazilsz3IKJrfdKag9bQMSlifameKBZ
8fNYTBZrHIKZAIhzYWIDAQAB0o2MwY TAdBgNVHQ4EFgQUh/qe31J2dexJSiBVW3CW
j53vuxcwHwYDVROjBBgwFoAUh/qe31J2dexJSiBvVW3CWj53vuxcwDwYDVROTAQH/
BAUWAWEB/zZAOBgNVHQ8BASEBAMCAQYWDQYJKoZIhveNAQELBQADggIBAIVowDGC
cPL60d4fDoZRanKV6Nduz6PGuIXH76kMVFWWTINMEORX11pQnANrXLGmcz+bH23E
IYFXPIIPXdzWLoBfMymxJAYt22IMPFvnTjjoP+C3vUC3H/88IrGIbKz66DCeScRm
8bvNhQGGS9eohzOl+AFo6xnizbKuxUcTpQpeXvvQha+YsAF7LpHantBmVOR/UQ30
BYutQRGts|7AadpAWRoIXEemufeSOVNWGxRoelpgP3yctY/hgN1Km7S1IcNI2DHb
kZT+HxZgsZLx1SQUufbSddCqCnvxcMUIAjtsfOhRngs2ArpS9h6dDYCY ++tew5su
UV+hN4GuCg/pX6i4r9xbrGv4nj05A8kVo+OOERHMKpXxgnYoc+cx16fn54hWB5Fq
L/X05x0+W9L8upuDimpf6NtjHAdpOCZIlqwpOxZJcRACYqgOwDI74BzTmH1PWBrj6
f+ZAxgNgvt4A89ImUJIP/kBXWeiKbjHRxwQpOI8wIRWKL4jMY Sn71GDKESFVNMOoi
gvmoO5/rSf/ZIYPx36g8/0U22N/0CTCAsc4sK8GjgF4uMiGlo/eEgrk4aKQ2BUEUD
E973CkA/qtgOkH1IMImBrbgPDZm4cBMfLTGVWI1r0I59pmEjEp538DF6rrLnPo/gK
gZFzZdSx1n7yoUkc6RXshygxmbX+0JTyy03S

O=ANF AC Entidad de Certificacion Peru SAC, OU=ANF Autoridad Raiz Peru, C=PE, CN=ANF Peru
CAl, SERIALNUMBER=20601216281

Type CA/IQC

Status undersupervision

Status starting time 2017-01-16T21:06:30.000Z

Service digital identity (X509)

Version 3
Serial number 218575887221501568
Signature algorithm SHA256withRSA
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Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[
[

Version: V3

O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root
CA, SERIALNUMBER=G63287510

Thu Jul 21 09:30:27 PET 2016
Fri Dec 24 09:30:27 PET 2032

O=ANF AC Entidad de Certificacion Peru SAC, OU=ANF Autoridad Raiz Peru, C=PE,
CN=ANF Peru CA1, SERIALNUMBER=20601216281

Sun RSA public key, 4096 bits
modulus:
75310184052750510706735433484210147071584424475948754552995700299529711
64845105416519833197852497654307285787624233888137661295438003597451032
86110634819233766872289298164900372687825828827831445369456816283569648
62110510927676547615729161669630919649851175675297256727463692957850331
96331126500335066974745814142902682643269078172703759499850282526536529
00791893701928790453666290708708059265615029231671707180844958746989897
80380522580646135798080363964154007038320861975644561772145390072945255
94276473411597127730766583528397260701138212410008577206486054276905689
24794945635975937418316324384761717599145720943399406972457988391349815
88852214389561441386062826168397170545774163844674737396559899034390572
03142313941164187484030100814671690299901449807290851434155358348909127
46247044673032664609824760155577046414296044054203106506369884626119908
79222687410533332824408275071208256965610956986697528820582378690629174
48445512570781555796127663306927036915923996652297574480233632754031075
16708657410037603202806326407243044087845992430610769753162537771252303
45569800213351675331931942625338094502666433041389310512783116972573879
59029778405190293627705120973943047777160963418144588529734365781729066
82383307958725792986473563
public exponent: 65537

0226d098071ab7bf9d69398cfdb4e17527a400d2

https://www.anf.es/crl/ANF_Global_Root_CA_arl.crl
https://crl.anf.es/crl/ANF_Global_Root_CA arl.crl
04183016801487fa9edf527675ec494a206f5b70968f9defbbl17

keyCertSign

cRLSign

CA=true; PathLen=unlimited

fc7444b9d2f22813d7a9dd298ef2afc08b1c5fee
464bbeebc557b5eaee5ddb01dd1c816cec471256553da73f604be09c476067e8

Subject: O=ANF AC Entidad de Certificacion Peru SAC, OU=ANF Autoridad Raiz Peru, C=PE, CN=ANF Peru CAl, SERIALNUMBER=20601216281
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

75310184052750510706735433484210147071584424475948754552995700299529711648451054165198331978524976543072857876242338881376612954380035974510328611063481923376687228929816490
03726878258288278314453694568162835696486211051092767654761572916166963091964985117567529725672746369295785033196331126500335066974745814142902682643269078172703759499850282
52653652900791893701928790453666290708708059265615029231671707180844958746989897803805225806461357980803639641540070383208619756445617721453900729452559427647341159712773076
65835283972607011382124100085772064860542769056892479494563597593741831632438476171759914572094339940697245798839134981588852214389561441386062826168397170545774163844674737
39655989903439057203142313941164187484030100814671690299901449807290851434155358348909127462470446730326646098247601555770464142960440542031065063698846261199087922268741053
33328244082750712082569656109569866975288205823786906291744844551257078155579612766330692703691592399665229757448023363275403107516708657410037603202806326407243044087845992
43061076975316253777125230345569800213351675331931942625338094502666433041389310512783116972573879590297784051902936277051209739430477771609634181445885297343657817290668238

3307958725792986473563

public exponent: 65537

Validity: [From: Thu Jul 21 09:30:27 PET 2016,
To: Fri Dec 24 09:30:27 PET 2032]

Issuer: O=ANF Autoridad de Certificacion, OU=ANF Clase 1 CA, C=ES, CN=ANF Global Root CA, SERIALNUMBER=G63287510

SerialNumber: [ 0308899c 824dae80]

Certificate Extensions: 7

[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: ocsp

accessLocation: URIName: http:/ocsp.anf.es/spain/AV

accessMethod: calssuers

accessLocation: URIName: https://www.anf.es/es/certificates_download/ANF_Global_Root_CA_SHA256_2036.cer

1
1

[2]: Objectld: 2.5.29.35 Criticality=false
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AuthorityKeyldentifier [

Keyldentifier [

0000: 87 FA 9E DF 52 76 75 EC 49 4A 20 6F 5B 70 96 8F ....Rvu.lJ o[p..
0010: 9D EF BB 17

1

]

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: https://www.anf.es/crl/ANF_Global_Root_CA_arl.crl]
, DistributionPoint:
[URIName: https://crl.anf.es/crl/ANF_Global_Root_CA_arl.crl]
1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 81 CC 1A 81 C9 41 4E 46 20 41 43 20 65 6D 69 0.....ANF AC emi
0010: 73 6F 72 20 64 65 20 63 65 72 74 69 66 69 63 61 sor de certifica
0020: 64 6F 73 20 72 65 63 6F 6E 6F 63 69 64 6F 73 20 dos reconocidos
0030: 63 6F 6E 66 6F 72 6D 65 20 6C 61 20 6C 65 67 69 conforme la legi
0040: 73 6C 61 63 69 6F 6E 20 64 65 20 50 65 72 75 2E slacion de Peru.
0050: 20437561 6C 717569 6572207573 6F 20 64 Cualquier uso d
0060: 65 20 65 73 74 65 20 63 65 72 74 69 66 69 63 61 e este certifica
0070: 64 6F 20 69 6D 70 6C 69 63 61 20 6C 61 20 61 63 do implica la ac
0080: 65 70 74 61 63 69 6F 6E 20 64 65 20 6C 61 20 43 eptacion de la C
0090: 50 53 20 79 20 64 65 20 6C 61 73 20 6C 69 6D 69 PSy de las limi
00AO0: 74 61 63 69 6F 6E 65 73 20 64 65 20 72 65 73 70 taciones de resp
00BO: 6F 6E 73 61 62 69 6C 69 64 61 64 20 65 6E 20 65 onsabilidad en e
00CO0: 6C 20 65 73 74 61 62 6C 65 63 69 64 61 73 2E | establecidas.

], PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 20 68 74 74 70 73 3A 2F 2F 77 77 77 2E 61 6E . https://www.an
0010: 66 2E 65 73 2F 70 65 2F 64 6F 63 75 6D 65 6E 74 f.es/pe/document

0020: 6F 73 os

1
1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[7]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 02 26 D0 98 07 1AB7BF 9D 69398CFDB4E175 .&....... i9...u
0010: 27 A4 00 D2

]

]

1

Algorithm: [SHA256withRSA]
Signature:

0000: BO EF 7E A7 9B 67 59 CA 90 58 43 AD OD 5C A6 48 ..... gY..XC.\H
0010: 06 91 A3 4C EA 8B 26 23 B0 C513420B F3 0340 ..L..&#.
0020: 63 84 C1 BD A5 7D E9 6F FE 92 D1 F537 92 60 7A
0030: 1C 2C 60 29 DD BF 9D A9 E7 A1 CE 37 2C 2C OF 2C .
0040: 6D 1IABA7C 27 A1933C C120ECD989332715 m..."
0050: 48 21 18 C2 1508 OE 32 F1 D8 AE B4 DE B4 18 D5 H!..... .
0060: D3 5D 4D A1 CO 9D 2E 15 5F CO AE 04 2A 37 56 D6 .IM....._...*7V.
0070: 62 B3 74 CF 0C 54 5E AB 63 DB AF 66 BABA 1E 79 b.t. T .c.f.y
0080: 0B 06 CA 9142 25 1BFB E7 D5 B4 9A OE 3A 3F B6 ....B%.... 8
0090: 9C 1C 2F 76 E6 4D 5F FB 7F 48 78 C1 62 9C 3D 17 ../v.M_..Hx.b.=.
00AO: 7E 4F 03 C6 53 F8 4457 F553 7A9B 07 CB 2C 65 .0..S.DW.Sz....e
00B0: CD8AF46124ED990D C1093B3EEE32DEF1 ..a$....;>.2..
00CO: 13 4E 17 8A 6E 56 6D OF 48 B6 41 8E B7 22 8AB9 .N.nVm.H.A.."..
00DO: DE 07 82 CO CE 23 A3 E2 F6 1D EB 94 53 4B 93 01
00EO: 3A0E 13A397 77BD 23 5CE464920B22591D :
00F0: 1CFC A47E 811D 75 AA 6C51 F6 2BAA 14 FE 61 ...
0100: 58 18 A8 79 1E 5A CE BE 9B 3574 31 90 0A 00 FA X..y.
0110: 21 34 C1 61 2D 93 23 BE 1550 B6 90 40 A5 76 C3 !4.a-#..P..@.V.
0120: 08 67 A9 05 2D A7 21 AF 12 E2 E034 18 F1 D4 60 .g.
0130: 9A 64 5C 2D F6 52 51 AC 2C FO CE 1A CF D2 08 49 .d\-.RQ.,......|
0140: DE ALF5 AAF8 DC 3500 46 A23C 77 1A400E A5 ....5.F.<w.@..
0150: 4C 1F A9 4E 00 1D 21 C9 9F 0D 2C 5E 1D DO 8E 1F L..N..!
0160: 08 B8 83 A0 08 74 83 C1 A9 D149 D6 54 FD 7D 91
0170: FO 35 D2 58 B6 25 E4 77 4F BC 9A 2A 27 A6 C2 34 .5.X.%.wO..*..4
0180: 24 89 EF 7C 9E OC A2 87 9F 66 E6 E6 FA 2474 2C $.. .
0190: 61 EA 3D 4E 71 8C 78 03 46 6B 94 AA FA 2E OF A2 a.=Ng.x.Fk......
01A0: B7 61 8E DD C0 41 7TAF6 BOG6E E7 EE23 DA 1B 06 .a..Az.n..#...
01B0: 48 0B B2 B0 22 B7 D8 68 553599 BB 3C CF54 F3 H
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01C0: 8D C1 F107 D325 6E 89 3F958ADE 3D C96349 ... %n.?...=.cl
01D0: D9 DO 93 6C 35 20 75 45 46 AD 9E DE B9 0A C9 DB ...I5 uEF.
01E0: 8C3E9B 1703 2F827C F91D131DOBDCD575 .>.../ ...
01F0: B5 CE 67 0D 98 BABA 80 F3AE 1D 6079 37 BD 90 ..g........"y7..

]
The cetrtificate in PEM format:

-----BEGIN CERTIFICATE-----

MIIIODCCBICgAwIBAgIIAWiInIINroAWDQY JKoZIhveNAQELBQAwgYAXEJAQBgNV
BAUTCUCc2MzI4NzUxMDEbMBKGALUEAWWSQUS5GIEdsb2JhbCBSh290IENBMQswCQYD
VQQGEWJFUZEXMBUGA1UECWWOQUS5GIENsYXNIIDEgQOExJzAIBgNVBAOMHKFORIBB
dXRvemlkYWQgZGUgQ2VydGImaWNhY 2lvbjAe FwOxNjA3MEXNDMwMjdaFw0zM|Ey
MjQXNDMwMjdaMIGPMRQWEQGYDVQQFEwsyMDYWMTIxNjl4MTEVMBMGA1UEAWWMQUSG
IFBIcnUgQOEXMQswCQYDVQQGEWIQRTEgMB4GALUECWWXQUSGIEF1dG9yaWRhZCBS
YWI6IFBIcnUXMTAVBgNVBAOMKEFORiBBQyBFbnRpZGFKIGRIIENIcnRpZmljYWNp
b24gUGVydSBTQUMwggliIMAOGCSqGSIb3DQEBAQUAAAICDWAWGGIKACICAQCAMZIM
Y96W4rRVhQca75aBGW9IXrCT6WZwceTUdTIpghFVXtItWsHGaMAkzIB7LCUY/BEN
R77fBISAENWDOgwciwmwkNrxqDesryPbXMFFOLC+GZ5/hzCSfyqdpnskc01WBCyj
PYm+22fywlYpdUq67SRy76bYBYhVo9+fWaltcW4qKSA+snZvOkAz2t7HT/VCahbR
RmPoNAvP6jxonHvOhyQn9LRBr/MdCagY SqMckpEkmj8p8h2607NBIpwtM9gV+vES|
cy9jcmwvQU5GX0dsh2JhbF9Sh290X0NBX2FybC5jcmwwgZUGCCsGAQUFBWEBBIGI
MIGFMCcGCCsGAQUFBzABhhtodHRwOIi8vb2NzcC5hbmYuzZXMve3BhaW4vQVYwwgY!
KwYBBQUHMAKGTmhOdHBZzOi8vd3d3LmFuZi5lcy9lcy9jZXJ0aWZpY2F0ZXNfZG93
bmxvYWQVQUSGX0dsb2JhbF9Sh290XONBX1NIQTIINISyMDM2LmNIC/ANBgkghkiG
9WOBAQsFAAOCAGEAsO9+p5tnWeqQWEOtDVymSAaRo0zgiyYjsMUTQgvzAOBjhMG9
pX3pb/6S0fu3kmB6HCxgKd2/nannoc43LCwPLG0aunwnoZM8wSDs2YkzJIxVIIR|C
FQgOMVHYrTetBjV011NocCdLhViwK4EKjdW1mKzdM8MVF6rY9uvZrqg6HnkLBsqR
QiUb++fVtJoOOj+2nBwvduZNX/t/SHjBYpw9F35PA8ZT+ERXIVNEmMwWILLGXNiVRh
JO2ZDcEJOZz7uMt7XE04Xim5WbQ9ItkGOtyKKud4HgsDOI6Pi9h3rIFNLKkwE6GDhO]
13e911zkZJILIIkdHPykfoEddapsUfYrghT+YVgYqHkeWs6+mzVOMZAKAPohNMFh
LZMjvhVQtpBApXbDCGepBS2nlag8S4uA0GPHUYJpkXC32UIGsLPDOGs/SCEneofWq
+Nw1AEaiPHcaQAGITB+pTgAdicmfDSxeHdCOHwi4g6AIdIPBqdFJ1ITIfZHWNAIY
tiXkd0+8mionpsl0Jinvfl4MooefZubm+iROLGHgPU5xjHgDRmuUqvouD6K3YY7d
WEF69rBu5+4j2hsGSAuysCK32GhVNZm7PM9U843B8QfTIWEIP5WK3j3JYONZ0JINs
NSB1RUatnt65CsnbjD6bFwMvgnz5HRMdC9zVdbXOZw2YurqA864dYHk3vZA=

Certificate Service Provider Name (en): BMTECH PERU S.A.C.

Trade name (en) BMTECH PERU S.A.C.

Information URI (en ) WWW.BMCERT.PE

Service provider street  AV.JOSE LARCO, 1116, 3ER PISO, MIRAFLORES, LIMA
address (es)

Service provider street  AV. JOSE LARCO, 1116, 3ER PISO, MIRAFLORES, LIMA
address (en)

Service provider postal LIMA18
code (es)

Service provider postal LIMA18

code (en)

Service provider locality MIRAFLORES
(es)

Service provider locality MIRAFLORES
(en)

Service provider state LIMA

(es)

Service provider state LIMA

(en)

Service provider PE
country (es)
Service provider PE

country (en)
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CN=BMCERT Issuing CA, OU=Certification Authorities, O=BMCERT, C=PE

Type CA/QC
Status undersupervision
Status starting time 2017-11-03T21:26:54.000Z
Service digital identity (X509)
Version 3
Serial number 1464276687
Signature algorithm SHA256withRSA
Issuer CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
Valid from Thu May 26 13:24:42 PET 2016
Valid to Sun Dec 26 13:54:42 PET 2027
Subject CN=BMCERT Issuing CA, OU=Certification Authorities, O=BMCERT, C=PE
Public key Sun RSA public key, 2048 bits
modulus:

26168245373349582101216451831842430467040508106906591062594362181961089
86654404735660738650398417015127111184956101927316584959878173013721870
90850573375524684228591719440674477111579339554775426087033556267333369
15296108898809482847415009377264263073427754297701195616926482303667272
73384555166046201536162261294646114414424552984781652869757584553968454
88581301363532004406998187793220022540657369120212192431274090846096892
26107752395420822540229142648859124127565465928971077309350815086558414
81608223178632183450998548366579852833690634391349935526407901354437987
3706691568906294360163347575652841328374320165467

public exponent: 65537

Subject key identifier 5dafffd3fc42110d88e8ad71e94f63fc218ff848

CRL distribution points http://bmcertcrl. managed.entrust.com/CRLs/BMCertRootCA.crl

Authority key identifier ~ 041830168014129ad9aa85e941edbed66df089ee897ch43c6f95
Key usage

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=0
SHA1 Thumbprint aclb125b818e8a9fae88lefc5ccOc6dbe816a751

SHA256 Thumbprint 7ed67e18634114054906135de2f257ee88ba40de5d0cd744e82e252f6922abee
The decoded certificate:
[

[

Version: V3

Subject: CN=BMCERT Issuing CA, OU=Certification Authorities, O=BMCERT, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:
26168245373349582101216451831842430467040508106906591062594362181961089866544047356607386503984170151271111849561019273165849598781730137218709085057337552468422859171944067
44771115793395547754260870335562673333691529610889880948284741500937726426307342775429770119561692648230366727273384555166046201536162261294646114414424552984781652869757584
5539684548858 1301363532004406998187793220022540657369120212192431274090846096892261077523954208225402291426488591241275654659289710773093508150865584148160822317863218345099
85483665798528336906343913499355264079013544379873706691568906294360163347575652841328374320165467
public exponent: 65537
Validity: [From: Thu May 26 13:24:42 PET 2016,

To: Sun Dec 26 13:54:42 PET 2027]
Issuer: CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
SerialNumber: [ 574716cf]

Certificate Extensions: 7
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityinfoAccess [
[
accessMethod: calssuers
accessLocation: URIName: http://bmcertcrl. nanaged.entrust.com/AlA/CertsissuedtoBMCertRootCA.p7¢c

accessMethod: ocsp

accessLocation: URIName: http://bmcertocsp.managed.entrust.com
1
1

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: 129A D9 AAB5E941ED BED66DFO89EE897C ... A..m....
0010: B4 3C 6F 95 <o.

1
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[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:0

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://bmcertcrl. managed.entrust.com/CRLs/BMCertRootCA.crl]
, DistributionPoint:
[CN=CRL1, CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE]
1

[5]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [

[CertificatePolicyld: [2.16.840.1.114027.200.3.10.39.1]
01l

[CertificatePolicyld: [2.16.840.1.114027.200.3.10.39.2]
01

[CertificatePolicyld: [2.16.840.1.114027.200.3.10.39.3]
01l

1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[7]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 5D AF FF D3 FC 4211 0D 88 E8 AD 71 E9 4F 63 FC ]....B.....q.0c.
0010: 21 8F F8 48 IL.H

1
1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 06 86 EF 81 6F CB 73 A9 2D 30 E6 16 F3BA 9935 ...0.5.-0....5
0010: C25CBD 29 E1FD 5519 5349 F8 A193CB 1A 40 \).USI..@
0020: FC 3D EE 43 ACAFE800 FC 7A7CB9CD 5827 B0 .=.C.
0030: C0 3290 3224 DD A5 D4 14 3D 755C F5 37 77 28 .2.2$
0040: 93 56 35 42 DD F2 FF B1 78 90 OA B7 4F BC 9B 42 .V5B.
0050: AE B8 CA FD A4 0A F4 05 B3 B5 2C 51 F0 02 96 15 .
0060: 1F 4C ED 23 F6 4C 39 54 329224 A7 OE F6 8B 3E .L.#.L9T2.%...>
0070: 16 C79220 AB 14 AE19 94352096 7338 1CDB ..
0080: 66 B7 B8 32 9F CB 6A 4E 6D C1 7D 17 96 F4 56 C2 f
0090: BF 9C 29 E7 16 89 36 DF A1 7166 4C BB FA2C5D ..)...6..qfL..,]
00AO: AD 5E AD5F B27C 37 70 A03D9A336215387B .~ _..7p.=.3b.8.
00B0: 5331 2D 78 33 EB 2B 65 B5 8F 87 AF 67 C3 69 18 S1-x3.+e....q.i.
00CO0: 44 CO 64 CA 64 1B A491 80 0B 605B BO D9 1E 46 D.d.d...."[...F
00DO: 8A 28 4B 48 5B 87 BC 51 FO0 60 7B 5D B4 5A 14 5E .(KH[..Q.".].Z.»
00EO: BB 95 E2 83 9D B2 D7 AC 3A 6E 7D C3 64 C9 6002 .. n.d..
00FO0: 6F DO 80 1F DD 56 09 26 3B E9 1A 23137377 BO 0...V.&;. #.sw.

]
The certificate in PEM format:

MIIFPTCCBCWgAWIBAGIEVOCWzzANBgkqhkiGOWOBAQSFADBOMQsWCQYDVQQGEWJIQ
RTEPMAOGALUEChMGQk1DRVJUMSIWIAYDVQQLEXIDZXJ0aWZpY2F0aW9ulEF1dGhv
cml0aWwVzMRcwFQYDVQQDEW5CTUNFUIQgUmM9vdCBDQTAeFWOXNjALM]jYxODIONDJa
FwOyNzEyMjYxODUONDJaMF4xCzAJBgNVBAYTAIBFMQ8WDQYDVQQKEWZCTUNFUIQXx
1jAgBgNVBASTGUNIcnRpZmljY XRpb24gQXV0aG9yaXRpZXMxGjAYBgNVBAMTEUJIN IKwYBBQUHAQEEgYow Tm3BfReW9FbCv5wp5xaJNt+hcWZMu/os
XalerV+yfDdwoD2aM2IVOHtTMS14M+srZbWPh69nw2kY RMBkymQbpJGAC2BbsNke
R000S0hbh7xR8GB7XbRaFF67leKDnbLXrDpufcNkyWACb9CAHI1WCSY76R0JE3N3

sA==
————— END CERTIFICATE-----
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CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE

Type CA/QC
Status undersupervision
Status starting time 2017-11-03T20:33:44.000Z
Service digital identity (X509)
Version 3
Serial number 1464276628
Signature algorithm SHA256withRSA
Issuer CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
Valid from Thu May 26 10:00:29 PET 2016
Valid to Thu Dec 26 10:30:29 PET 2030
Subject CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
Public key Sun RSA public key, 2048 bits
modulus:

21105001002344140151492484529797311906803757209758675972155282949428193
36355451532940039620915166880336436776159292268773815147607887332237598
92824198641988125089876477464352427138023801919535992755520049471917687
90864426763104327169866340589548100642961517356034338217101856040741175
86156900193815543403614633936936418870324078879114211460380528292701715
84865941361493643068714926052483798630610890125620381595735614126913515
87657576294885726645246923339127966146100692540903564766867631377322816
63851032436696316760187362226413682193136020285351474642315641748815247
3138876463282355155511394404171976609915145925937

public exponent: 65537

Subject key identifier 129ad9aa85e941edbed66df089ee897cb43c6f95

Key usage keyCertSign
cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint b669d104228df706e877d8d532223cddf21e77cl

SHA256 Thumbprint 754c0c860a38400115e356f1ade976156283f01f29a54f53d7721b2b003053f2
The decoded certificate:
[

[

Version: V3

Subject: CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:
21105001002344140151492484529797311906803757209758675972155282949428193363554515329400396209151668803364367761592922687738151476078873322375989282419864198812508987647746435
24271380238019195359927555200494719176879086442676310432716986634058954810064296151735603433821710185604074117586156900193815543403614633936936418870324078879114211460380528
29270171584865941361493643068714926052483798630610890125620381595735614126913515876575762948857266452469233391279661461006925409035647668676313773228166385103243669631676018
73622264136821931360202853514746423156417488152473138876463282355155511394404171976609915145925937
public exponent: 65537
Validity: [From: Thu May 26 10:00:29 PET 2016,

To: Thu Dec 26 10:30:29 PET 2030]
Issuer: CN=BMCERT Root CA, OU=Certification Authorities, O=BMCERT, C=PE
SerialNumber: [ 57471694]

Certificate Extensions: 3

[1]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[2]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[3]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 129A D9 AA8B5 E9 41 ED BED6 6D FO89EE897C ...... A.m...
0010: B4 3C 6F 95 <o.

1

1
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1

Algorithm: [SHA256withRSA]

Signature:

0000: 81 43 0C 8584 8AB5 C2 27 928D 056E 396028 .C......"..n9°(
0010: 82 00 34 1IE41 9E 753D 3A 5B A0 3B BE 1E D9 08 ..4.A.u=:[;....
0020: A9 41 54 E7 DA 9F A1 E3 79 A9 68 39 2D 9D FE 24 .AT....y.h9-.$
0030: 60 B8 F4 1A 1357 0B 1B 12 FA2C F16157 F15F "..W....,.aW._
0040: 4D 87 6C B9 D6 FF DB F5 OE 9A 29 AD 25 76 86 08 M.I....... ).%V..
0050: 45 EA 14 2F 64 72 6B 37 DB A8 9D 99 08 0B CB 94 E../drk7........
0060: 2C EE 2E BO 71 B9 63 96 BF OE B4 E068 732198 ,...q.c....hsl.
0070: 7A A9 BABC 94 8F CC4E 4D 0C 4B 2E0B CBBF E5 z.....NM.K.....

0090: 7D F2 EO CE 142CCB 63 C6D6 C5E6A609111B ...
00A0Q: 1IF 7C 8C B588B6 09 F7 8984 6152D8 DD 35F0 .......

00C0: 0C 7D CA116CDE21F5 02AB9BS5CFDA01BD1 ...
00DO0: 7F 88 56 DD 1B 9B 7304 D4 D1 BEAF4E80DD 79 ..V..s.
00EQ: BF 2D 4E 07 BB 62 13 1A 84 81 B8 D9 92 91 A8 53 .-N..b.........
00F0: DD A0 36 C1 63 51 4A 14 FC 14 91 2A AE DC AF EF ..6.cQJ....*....

]
The certificate in PEM format:

MIIDdjCCAI6gAWIBAGIEVOCWIDANBgkqhkiGOWOBAQSFADBbMQsWCQYDVQQGEWIQ
RTEPMAOGALUEChMGQk1DRVJUMSIWIAYDVQQLEXIDZXJ0aWZpY2F0aW9ulEF1dGhv
cml0aWwVzMRcwFQYDVQQDEW5CTUNFUIQgUmM9vdCBDQTAeFWOXNJALMjYXNTAwMila
Fw0zMDEyMjYXNTMwMjlaMFsxCzAJBgNVBAY TAIBFMQ8wDQYDVQQKEWZCTUNFUIQx
1jAgBgNVBASTGUNIcnRpZmljY XRpb24gQXV0aG9yaXRpZXMxFzAVBgNVBAMTDKIN
QOVSVCBSb290IENBMIIBIJANBgkghkiGOWOBAQEFAAOCAQB8AMIIBCgKCAQEAPY8O
SAFzZMGYPVWUIiS+ybv7LOnBgXAbQ+SKDbuGj2040rW+VysGhdgXjwhZcVkweeQjb1l
HYBd1vEGqCgKOWYfKPfb6nyt6IX4J+edqgtcFHNN6zsQUuUmMuzwb9ZwC7QF+NxQNQ
caQO7w3titnoHcZffTnICByJQf68kOuNztimIQHU+tmTc8HF/DkVbOuThCTqgghez
PZFTuA3d1EcdE+9eN6KKtgumtj74i45+k3/FE6padP9yhrksUpGBKljxg/Wj77BT
GMPEZbBQ7MtnJOTJu6e1hRxhAR+yz6L8JZH2mdV2/vgIDLPelUgPhe77bcok14bU
jPzq91nMAgfuérG1IMQIDAQAB0OIWQDAOBgNVHQBBAFSBEBAMCAQYWDWYDVROTAQH/
BAUWAWEB/zAdBgNVHQ4EFgQUEprZqoXpQe2+1m3wie6JfLQ8b5UwDQYJIKoZlhveN
AQELBQADggEBAIFDDIWEirXCJ5KNBW45YCICADQeQZ51PTpboDu-+HtkigUFU59gf
0eN5qWg5LZ3+IGC49BoTVwsbEVvos8WFX8VINh2y51v/b9Q6aKalldoYIReoUL2Ry
azfbqJ2ZCAVLICzuLrBxuWOWvwWE04GhzIZh6gbg8II/MTKOMSy4Ly7/lecVIYXhx
P0dOIdNnL8yrNXX3y4M4ULMtjxtbF5qYJERsffly1liLYJ94mEYVLY3TXwKqFD/que
J2yqeMOow8zKqQx9yhFs3iH1AqubXP2gG9F/iFbdG5tzBNTRvq9OgN15vy10B7ti
ExqEgbjZkpGoU92gNsFjUUoU/BSRKq7cr+8=

Certificate Service Provider Name (en): INDENOVA SUCURSAL DEL PERU
Trade name (en) INDENOVA PERU
Information URI (en ) WWW.INDENOVA.COM

Service provider street  JR. JUNIN NO. 198, INTERIOR 802. MAGDALENA DEL MAR
address (es)

Service provider street  JR. JUNIN NO. 198, INTERIOR 802. MAGDALENA DEL MAR
address (en)

Service provider postal 17
code (es)

Service provider postal 17

code (en)

Service provider locality JR. JUNIN NO. 198, INTERIOR 802. MAGDALENA DEL MAR
(es)

Service provider locality JR. JUNIN NO. 198, INTERIOR 802. MAGDALENA DEL MAR
(en)

Service provider state LIMA

(es)

Service provider state LIMA

(en)

Service provider PE
country (es)
Service provider PE

country (en)

C=PE, L=LIMA, STREET=http://wmww.indenova.com, OU=Internet Certification Authority
http://www.indenova.com, T=Subordinate Certificate Pert, O=inDenova Sucursal del Perd,
EMAILADDRESS=sub_ca_pe@indenova.com, SERIALNUMBER=20549615709, CN=inDenova
SUB001_PE, OID.2.5.4.13=inDenova Subordinate Certificate 001 Perid HW-KUSU
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Type
Status
Status starting time

CA/QC
undersupervision
2017-12-11T20:56:27.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

3
6
SHA256withRSA

C=CO, L="BOGOTA, D.C.", STREET=http://www.gse.co/address, OU=Internet
Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION
DE SEGURIDAD ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root
GSE, EMAILADDRESS=ca@gse.co

Tue Jan 19 02:00:00 PET 2016
Wed Jan 10 02:00:00 PET 2046

C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification
Authority http://www.indenova.com, T=Subordinate Certificate Per, O=inDenova
Sucursal del Pert, EMAILADDRESS=sub_ca_pe@indenova.com,
SERIALNUMBER=20549615709, CN=inDenova SUB001_PE, OID.2.5.4.13=inDenova
Subordinate Certificate 001 Perii HW-KUSU

Sun RSA public key, 4096 bits
modulus:
86081472563693180999345410541014761661204443670584317242235052258266857
35073551167114886917925116463171611686531507489943653191609174672790241
12706760658395806619009237844324461480547667749686040406283452557728069
13432834752114339164271109016826017684659756921721726362377046522422706
71759644360683976163427178303165123271240082568266485125667779962194741
53589483926945247509023767760903711417784607185612852621547032158194375
36977213714149792817680799103705141971225372128994418667723502361955579
24088497716488428342062960538346191883206439116051570557295577047337699
44524841701464491318369058789003250622646476591932046735627151011868823
47778757715819801749502454178790971736602711498610005656410926214484719
73511792788370385209433224502973180716389135788172190168224983672333241
76940502743363633717889882925059543705323321433347106457068575173377347
19114195423899301716637043755184283453528982900471282769980361055140997
81523224066442394255190326055169014882557689635910597022183345590147365
98736575647190539453251818098442666771922147430702188785077776568472410
70492365505284103379231569119800053875456755957848629240689999599295604
17398564953557583967174394733549408849031713875728327558580389421577423
82445878547444263756509591
public exponent: 65537

82dleee25fb7eb3066b0919d75900d0da02d8367

http://crl.gse.co/root/crl_root_gse_sha2.crl

http://crll.gse.co/root/crl_root_gse_ sha2.crl
04183016801447a00c09878f6a3841d3beaf7fa2e6143a81bfa0

keyCertSign

cRLSign

CA=true; PathLen=0

b728d04a0ddd7e71f4209e1e98128h46643eaf93
dc05b2736e7bal719c062b5f3c48cdabd518e153a26afb966e36cac109f9lcde

Subject: C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification Authority http://www.indenova.com, T=Subordinate Certificate Perd, O=inDenova Sucursal del
Perti, EMAILADDRESS=sub_ca_pe@indenova.com, SERIALNUMBER=20549615709, CN=inDenova SUB001_PE, OID.2.5.4.13=inDenova Subordinate Certificate 001 Per( HW-KUSU
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

86081472563693180999345410541014761661204443670584317242235052258266857350735511671148869179251164631716116865315074899436531916091746727902411270676065839580661900923784432
44614805476677496860404062834525577280691343283475211433916427110901682601768465975692172172636237704652242270671759644360683976163427178303165123271240082568266485125667779
96219474153589483926945247509023767760903711417784607185612852621547032158194375369772137141497928176807991037051419712253721289944186677235023619555792408849771648842834206
29605383461918832064391160515705572955770473376994452484170146449131836905878900325062264647659193204673562715101186882347778757715819801749502454178790971736602711498610005

6564109262144847197351179278837038520943322450297318071638913578817219016822498367233324176940502743363633717889882925059543705:

14333471064570685751733773471911419542389

93017166370437551842834535289829004712827699803610551409978152322406644239425519032605516901488255768963591059702218334559014736598736575647190539453251818098442666771922147
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4307021887850777765684724107049236550528410337923156911980005387545675595784862924( 95604173985649535575839671743947335494088490317138757283275585803894215774238244
5878547444263756509591
public exponent: 65537
Validity: [From: Tue Jan 19 02:00:00 PET 2016,
To: Wed Jan 10 02:00:00 PET 2046]
Issuer: C=CO, L="BOGOTA, D.C.", STREET=http://www.gse.co/address, OU=Internet Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION DE SEGURIDAD
ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root GSE, EMAILADDRESS=ca@gse.co
SerialNumber: [ 06]

Certificate Extensions: 9
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [
[
accessMethod: calssuers
accessLocation: URIName: http://certs.gse.co/root/crt_root_gse_sha2.crt
1
1

[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 47 A0 OC 09 87 8F 6A 38 41 D3 BE AF 7TF A2 E6 14 G.....J8A.......
0010: 3A 81 BF AO :

1

]

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:0

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.gse.co/root/crl_root_gse_sha2.crl]
, DistributionPoint:

[URIName: http://crl1.gse.co/root/crl_root_gse_sha2.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierInfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 2C 68 74 74 70 3A 2F 2F 63 70 73 2E 65 73 69 .,http://cps.esi
0010: 67 6E 61 2E 65 73 2F 73 75 62 2F 63 70 73 5F 73 gna.es/sub/cps_s
0020: 75 62 30 30 31 70 65 5F 63 61 2E 70 64 66 ub001pe_ca.pdf

1, PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 42 1A 40 54 65 72 6D 73 20 6F 66 20 75 73 65 0B.@Terms of use
0010: 20 61 74 20 4350 53 20 68 74 74 70 3A 2F 2F 63 at CPS http://ic

0020: 70 73 2E 65 73 69 67 6E 61 2E 65 73 2F 73 75 62 ps.esigna.es/sub

0030: 2F 63 70 73 5F 73 75 62 30 30 31 70 65 5F 63 61 /cps_sub001pe_ca

0040: 2E 70 64 66 .pdf

11
1

[6]: Objectld: 2.5.29.18 Criticality=false
IssuerAlternativeName [
RFC822Name: info@gse.co

1

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[8]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [
RFC822Name: info@indenova.com

1

[9]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 82 D1 EE E2 5F B7 EB 30 66 B0 91 9D 7590 0D 0D .
0010: A0 2D 83 67 g

]

1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 3B DB 32BD F9 7E3D F2 1087 6B 42359C 88 EC ;.2...=...
0010: 6B 5C E4 0988 87 F1 7B 9C A6 56 59 30 B9 58 46 K\...
0020: A8 20 1596 7F 9B 5B D8 347154 D179 0A4E7C . ...[4qT.y.N.
0030: 49 57 A7 50 26 6B 09 A1 FC F1 86 5D 2D C6 43 A0 IW.P&k.....]-.C.
0040: CD 33 F7 2A E8 OE C6 B5 OF 65 E7 2E 9C E2 5E A5 .3.*.
0050: 36 06 A3 3F EF 10 80 52 44 21 AB E7 E0 4F 40 F2 6..7..RD!...0@.
0060: FF 78 99 93 E7 B9 27 7B 77 89 E0 5B 9A 53 39 46 .x...."W..[.SOF
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0070: 68 OD 55 A5 9B 88 9E 8A 63 7A C7 36 5D F7 6D 91 h.U.....cz.6].m.
0080: B6 2C 9F C4 40 7F 59 EC 98 BE E3 62 A6 61 BF D6 .,..@.Y...b.a..
0090: 4B F9 22 F5 EE C31C 7A B8 24 EB 1E 16 B2 6F 06 K."....z.$....0.
00A0: 7224 C1EE 1107 EB 61 0C 84 4B 8C 63 FE 8B 18 r$....a.K.c...
00BO: 96 5B D3 67 7F D2 9D 20 4A 94 2E E6 1F B4 3949 .[g...J....
00CO0: 8A 38 A5 1F E9 86 8C AD D7 80 CB 87 5B 8D 9557 .8
00D0: 43 C7 DB D1 1E5B387A B51C 955213 E4 AB56 C....[8 v
00EO: F5 0A 1D A2 11 82 BF 8A 51025647 04 36 259B ........Q.VG.6%.
00FO0: 90 77 49 AABA FE FF AC 68 B8 0D 1E CADE 1146 .wil....h
0100: DF AAFF A1 E4316E31 3F4A74F81D907221 ..... 1n1?J
0110: 96 46 8E 3D 2553 06 BD 72 32 D6 84 5E 40 20 C9 .F.=%S..r2."@ .
0120: 27 E9 3F D4 F9 F4 6D OB 3E 4B 80 EF 07 7F D3 91 ".?..m.>K
0130: 1IF AF 87 B14393E297 CE88B058B504F081 ..
0140: 50 67 0D ED EE 68 1D D8 3E 6F 9B 9C 9A A3 E19C Pg...h..>0......
0150: E2 98 D4 7F 76 6E F7 9C 3E 7124 A9 61 11 C7 12 ...vn.>g$.a...
0160: EF FD A6 11 74 OF 71 A9 65 10 7A BO 6B F5 B9 AE ...t.g.e.zk..
0170: BBED 52 E6 6A 95 FE 76 88 FC9EDA 31 F3CCOC .Rj.v...1...
0180: 02 4AEA 29 67 AOEC 91 3120DB4CFE2B50CD .J.)g..1 L.+P.
0190: 78 A1 02 C6 91 E3 94 32 DE FC 5C 50 FAF3 2F A8 x.. P../.
01A0: 7TECA 16 B330103B D8 16D44308B5D13D51 ...0.;..C..=Q
01B0: CE OF 79 EF B8 44 EF E4 A2 5A 80 A0 25 BB DD DE ..y..D...Z.%...
01CO0: A8 69 79 3E 83 66 AC A3 D8 8A A6 2B 2D F2 DC FD .iy>f....+-...
01D0: 73 BB 34 92 32 41 44 E7 4E 25 34 85 B7 B6 67 27 5.4.2AD.N%4...g'
01E0: 2C 450D 00 A6 75 A3 96 CO E5 16 A7 06 C4 0142 E. B
01F0: 64 AC 42 0B BA C7 54 28 65 7C 76 55 72 8E 5A 4A d.B...T(e.vUr.ZJ

]
The cetrtificate in PEM format:

MIIJBJCCBUBgAWIBAGIBBJANBgkqhkiGOWOBAQSFADCCAROXGDAWBgKGhkiGOWOB
CQEWCWNhQGdzZS5jbzEWMC4GALIUEAWWNR2xvYmFsIENIcnRpZmljY XRpb24gQXV0
aG9yaXR5IFJvb3QgRINFMTQwWMgYDVQQKDCtHRVNUSU9OIERFIFNFR1VSSURBRCBF
TEVDVFJIPTKIDQSBTLKEUICOgRINFMRMWEQYDVQQFEW05MDAYMDQyNZzI4MTswOQYD
VQQLDDJJbnRIcm5ldCBDZXJ0aWZpY 2F0aW9ulEF1dGhvemlOeSBodHRwOI8vd3d3
LmdzZS5jbzEIMCAGALIUECQwZaHR0OcDovL3d3dy5nc2UuY28vYWRkemVzczEWMBQG
ALUEBWWNQKIHT1TDgSWgRC5DLJELMAKGA1UEBhMCQO8WHhcNMTYWMTESMDcwMDAW
WhcNNDYWMTEWMDcwMDAWW]CCAWYxOzA5BgNVBAOMMMIURGVub3ZhIFN1Ym9yZGlu
YXRIIENIcnRpZmljY XRIDAWMSBQZXLDuiBIVYy1LVVNVMRswGQYDVQQDDBJpbkRI
bm92YSBTVUIWMDFfUEUXFDASBgNVBAUTCzIWNTQ5N]EINZASMSUwIWYJKoZIhveN O+Wg2GUJzGpeZtl7MOFIMAjSBCKAL7G2
EbXQ+9BHJItdpAPMygA4TMNZnzEeu7n0OESBW7LCFM/Tspur+310chQHeE/Qv+I5D
kJh3AbzdMilcs407RF/NGB8LFkvNUr9LI2r2aVsPB71kJp5KhznwsH1DphKod1JE
9Rt1/HHcAeD+WKbCsu8rOynQoJ79Q10cgXRMbtuOOUDLgEZvhtGubHCTIA1ZGrMb
YHD6DG/qUEBGMZCCAWEAAaOCAGIwggH+MBOGALUIDgQWBBSCOe7iX7fiMGawkz11
kAONoC2DZzAfBgNVHSMEGDAWgBRH0oAWIh49qOEHTvq9/0uYUO0G/0oDAOBgNVHQ8B
AfSBEBAMCAQYwgaEGA1UdIASBmTCBI]CBkwYEVROgADCBIjA4BggrBgEFBQCCARYs
aHROcDovL2Nwcey5lc2inbmEuZXMve3ViL2Nwce19zdWIwMDFwWZV9)Y S5wZGYwTgY| TP3KugO
xrUPZecunOJepTYGoz/VEIBSRCG05+BPQPL/eJmT57kne3eJ4FuaUziGaAlVpZul
nopjesc2XfdtkbYsn8RAf1nsmL7jYqZhv9ZL+SL17sMcergk6x4Wsm8GciTB7hEH
62EMhEUMY/6LGJZb02d/0p0gSpQuSh+00UmMKOKUf6YaMrdeAy4dbjZVXQ8fbOR5h
OHg1HIVSE+SrVWUKHalRgr+KUQIWRWQ2JZuQdOmquv7/rGi4DR7K3hFG36r/oeQx
bjE/SNT4HZBYIZZGjj0lUwadcjL WhF5AIMKn6 T/U+RtCz5LgO8HI9ORHE+HSUOT
4pfOILBYtQTwgVBnDe3uaB3YPm+bnJgj4ZzimNR/dm73nD5xJKIhEccS7/2mEXQP
callEHqwa/W5rrvtUuZglf52iPye2jHzzAwCSuopZ6DskTEg20z+K1DNeKECxpH;j
IDLe/FxQ+vMvgH7KFrMwEDVYFtRDCLXRPVHOD3nVUETV5KJagKAIu93eqGI5PoNm
rKPYiqYrLfLc/XO7NJlyQUTnTiUOhbe2ZycsRQOApnWijlsDIFqcGXAFCZKxCC7rH
VChlfHZVco5aSg==

C=CO, L="BOGOTA, D.C.", STREET=http://www.gse.co/address, OU=Internet Certification Authority
http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION DE SEGURIDAD ELECTRONICA S.A. -
GSE, CN=Global Certification Authority Root GSE, EMAILADDRESS=ca@gse.co

Type CA/IQC
Status undersupervision
Status starting time 2017-11-27T15:58:05.000Z
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Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
Authority key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

3
0
SHA256withRSA

C=CO, L="BOGOTA, D.C.", STREET=http://www.gse.co/address, OU=Internet
Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION
DE SEGURIDAD ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root
GSE, EMAILADDRESS=ca@gse.co

Tue Jan 19 02:00:00 PET 2016
Thu Jan 11 02:00:00 PET 2046

C=CO, L="BOGOTA, D.C.", STREET=http://www.gse.co/address, OU=Internet
Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION
DE SEGURIDAD ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root
GSE, EMAILADDRESS=ca@gse.co

Sun RSA public key, 4096 bits
modulus:
72572835994780775492875925070862987372443670527309335903398815080640529
45093174229469030805165919963210053041599575887558564417398167403470712
95364060059338230007413307444899555779043009623245457108586157810404281
01763430720961554757123482853895232115260525752375226339264331945357831
38518586399944466486933082405912652602925304500166841338409659319544194
98756829065806392203680239126800266036716767407595758072636041149554000
43585370944239372375176031556720780026403545722015958097030196272629830
00984987521852866145775995027056218417716935072531816088487131767100078
40085834952732026913944033654455393336495638593484783802878033555166272
39116725091216859313381312649014620377814849966952622095531896896378881
65150363561047646158370062584548327817642544825103635595013018381733213
55995858220772726986402643870672357224521547275346693568994862500361238
45185687878427149793037100626845261346139311889941822155561731233224191
87771596628060680933960137978429148479051798111583390387420466412989750
12237417859428757763660121112346320189786847928865698716888911224327426
18385669610593719787852161630416434678660563056465444917465415934123432
64740800360384655629367620438795262853960906156927825428733656562959223
98077824716955641695122189
public exponent: 65537

47a00c09878f6a3841d3beaf7fa2e6143a81bfa0
04183016801447a00c09878f6a3841d3beaf7fa2e6143a81bfal

keyCertSign

cRLSign

CA=true; PathLen=3

ecb1fc5784ee972751cl5a7ab2eeal5285273162
1d9f50320b6€20391be9741518466943d8a41a960d29872abe9713324h87a7¢c9

Subject: C=CO, L="BOGOTA, D.C.", STREET=http://www.gse.co/address, OU=Internet Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION DE SEGURIDAD
ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root GSE, EMAILADDRESS=ca@gse.co
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

72572835994780775492875925070862987372443670527309335903398815080640529450931742294690308051659199632100530415995758875585644173981674034707129536406005933823000741330744489
9555779043009623245457108586157810404281017634307209615547571234828538952321152605257523752263392643319453578313851 6. 444 082405912652602925304500166841338409659
31954419498756829065806392203680239126800266036716767407595758072636041149554000435853709442393723751760315567207800264035457220159580970301962726298300098498752185286614577
59950270562184177169350725318160884871317671000784008583495273202691394403365445539333649563859348478380287803355516627239116725091216859313381312649014620377814849966952622
09553189689637888165150363561047646158370062584548327817642544825103635595013018381733213559958582207727269864026438706723572245215472753466935689948625003612384518568787842
71497930371006268452613461393118899418221555617312332241918777159662806068093396013797842914847905179811158339038742046641298975012237417859428757763660121112346320189786847
92886569871688891122432742618385669610593719787852161630416434678660563056465444917465415934123432647408003603846556! 936762043879526. 9609061569278254287336565629592239807
7824716955641695122189
public exponent: 65537
Validity: [From: Tue Jan 19 02:00:00 PET 2016,

To: Thu Jan 11 02:00:00 PET 2046]
Issuer: C=CO, L="BOGOTA, D.C.", STREET=http://www.gse.co/address, OU=Internet Certification Authority http://www.gse.co, SERIALNUMBER=9002042728, O=GESTION DE SEGURIDAD
ELECTRONICA S.A. - GSE, CN=Global Certification Authority Root GSE, EMAILADDRESS=ca@gse.co
SerialNumber: [ 00]

Certificate Extensions: 8
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [
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[

accessMethod: calssuers

accessLocation: URIName: http://certs.gse.co/root/crt_root_gse_sha2.crt
1
1

[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 47 A0 OC 09 87 8F 6A 38 41 D3 BE AF 7TF A2 E6 14 G.....J8A.......
0010: 3A 81 BF AO :

1

]

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:3

1

[4]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierInfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 25 68 74 74 70 3A 2F 2F 63 70 73 2E 67 73 65 .%http://cps.gse
0010: 2E 63 6F 2F 72 6F 6F 74 2F 63 70 73 5F 63 61 5F .co/root/cps_ca_

0020: 67 73 65 2E 70 64 66 gse.pdf

1, PolicyQualifierInfo: [

qualifieriD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 42 1A 40 54 65 72 6D 73 20 6F 66 20 75 73 65 0B.@Terms of use
0010: 20 61 74 20 4350 53 20 43412047 53452068 at CPSCAGSEh

0020: 74 74 70 3A 2F 2F 63 70 73 2E 67 73 65 2E 63 6F ttp://cps.gse.co

0030: 2F 72 6F 6F 74 2F 63 70 73 5F 63 61 5F 67 73 65 /root/cps_ca_gse

0040: 2E 70 64 66 .pdf

11
1

[5]: Objectld: 2.5.29.18 Criticality=false
IssuerAlternativeName [
URIName: http://www.gse.co

1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[7]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [
RFC822Name: info@gse.co

1

[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 47 A0 OC 09 87 8F 6A 38 41 D3 BE AF 7TF A2E6 14 G.....j8A.......
0010: 3A 81 BF A0

]

1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 5F 88 79 0B A4 47 BOC5 5D 9334 958C 99 19 8A _y..G..].4
0010: 10 OD CC 5E 1537 BF 8C 8D 8F 18 CA 7E DF 97 2C 7.
0020: 94 54 DF A8 27 2A 4E OF 6E C6 E2 5E 5586 C5 FF .T..*N.n.."
0030: 3F 21 DC FF OD CF 9D 00 2E 86 45 AB 81 D4 E4 81 ?! E
0040: A5C1DE1E9DA1C31D D4B402D68F1CCOC4 . -
0050: A0 27 DE C8 68 BE 9579 50 91 00 92 6E 36 07 EA ."..h..yP...n6..
0060: 23 CB 58 A0 94 26 FD 75 01 9A BC 57 5B EF 38 DF #.X..&.u...W[.8.
0070: 4B 8A DE A0 BF EF FC 4F 493D 9F D5B1 12 CD FA K..
0080: 93 77 A7 EF 29 CF 1C BA E6E093 D558 C5 77 20 .W..)......X.W
0090: CE 8E D32F 5069 850D F3 B9 0148 AC2AC9C7 ../Pi...H*.
00A0: BC B4 F4 6D E6 2341 C2 76 43 68 2B 1A 5A 1E OF ..m.#A.vCh+.Z..
00B0: CB 9317 72 78 7B 3F 2C 7B 50 C8 5B 71 42 DD DO ...rx.?,.P.[gB..
00C0: 09 C7 C9 AE 63 1B 21 0B EA 8D 54 1B 56 7088 39 .
00DO: 28 D8 BO B3 DA 1387 25 24 CO0 25 37 6E DE FA 77
00EO0: B3C53585C5BC9C7C BAOC17D1B0O7CBEO08 .5...
00F0: FC 3C 61 20 73 31 5E 9F 6F 48 1B F9 A8 20 9A 76 .<a s1™.0H.
0100: 9B 4E FB 4B 66 46 OE 57 EO 5F 55 89 F8 A9 E5 CE .N.KfF.W._| .
0110: 28 21 06 8F 77 FE 4F D5 E4 6E 8F 4F C062 A501 (!..w.0..n.O.b..
0120: 47 07 738A 02 75B519 B4 D2 DC 76 80 25 A1 0B G.s..u.....v.%..
0130: 5C A5 42 53 EA C9 71 B4 71 E5 E5 06 B4 00 86 B6 \.BS..q.q.......
0140: BD 06 95 43 66 45 35 74 21 D6 57 87 BA 25 B5 0A ...CfE5tL.W..%..
0150: C8 B6 2A F8 73 69 BB 9E C7 DB 9592 0D D1 07 5C ..*si...
0160: 98 E3 B1 FD FE CB OE BA E7 E7 D9 7TA55CC 0AB1 ...........
0170: 3599 B6 46 91 14 9A 07 09 83 AE 8F 87 0AF2 16 5..F.
0180: D5 EA 3B 9F 6C 52 2B 4E  AA EA 5B 15 E9 84 28 3D o
0190: DE 62 C2 06 76 DF 03 D5 D3 C7 8C A2F948349D .b..v.......H4.
01A0: 3D 5E AB 05 F1 D1 DB 3F 79 08 2E F15286 A3 77 ="....%y..R.w
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01B0: 5A 914D 124C C172 CF 5A 5D 9026 58 1583 12 ZM.L.r.Z].&X...
01C0: 51 F584 57 BA5D E358 78 8B 154A 5C 16 FC 6F Q..W.].Xx..J\..0
01D0: 50 B1 51 30 DC 76 FAD2 9F 01 9D A0 0B 52 59 1A P.QO.v.......RY.
01EO: 36 5521 02 AD 73 68 05 20 DO 1A 59 9F 55 33 50 6U!..sh...Y.U3P
01F0: CD 6D A6 C7 09 E5 CAS51 0176 E28E59BEFB21 .m....Q.v..Y..!

]
The cetrtificate in PEM format:

MIIIQJCCBiqgAWIBAgIBADANBgkqhkiGOWOBAQSFADCCAROXGDAWBgKghkiGOWOB
CQEWCWNhQGdzZS5jbzEWMC4GALIUEAWWNR2xvYmFsIENIcnRpZmljY XRpb24gQXV0
aG9yaXR5IFJvb3QgRINFMTQwWMgYDVQQKDCtHRVNUSU9OIERFIFNFR1VSSURBRCBF
TEVDVFJIPTKIDQSBTLKEUICOgRINFMRMWEQYDVQQFEW05MDAYMDQyNZzI4MTswOQYD
VQQLDDJJbnRIcm5ldCBDZXJ0aWZpY 2F0aW9ulEF1dGhvemlOeSBodHRwOI8vd3d3
LmdzZS5jbzEIMCAGALIUECQwZaHR0OcDovL3d3dy5nc2UuY28vYWRkemVzczEWMBQG
ALUEBWWNQKIHT1TDgSWgRC5DLJELMAKGA1UEBhMCQO8WHhcNMTYWMTESMDcwMDAW
WhcNNDYWMTEXMDcwMDAWW]CCAROXGDAWBgkghkiGOWOBCQEWCWNhQGdzZS5jbzEw
MC4GA1UEAwwNR2xvYmFsIENIcnRpZmljY XRpb24gQXV0aG9yaXR5IFIVb3QgR1NF
MTQwWMgYDVQQKDCtHRVNUSU9OIERFIFNFR1VSSURBRCBFTEVDVFIPTKIDQSBTLKEU
ICOgRINFMRMWEQY DVQQFEW05MDAYMDQyNzI4MTswOQYDVQQLDDJIJIbnRIcmSIdCBD
ZXJ0aWZpY2F0aW9ulEF1dGhvemlOeSBodHRwOI8vd3d3LmdzZS5jbzEIMCAGAIUE
CQwZaHR0cDovL3d3dy5nc2UuY 28vYWRkemVzczEWMBQGA1UEBWWNQKIHT1TDgSwg
RC5DLJELMAKGA1UEBhMCQO08wggliIMAOGCSqGSIb3DQEBAQUAA4ICDWAWggIKA0IC
AQCx496yIK3xKEbuCNT/97crz6cn18FppxsdHsDYZv39S4jNwf0Yq2KkygROW9INo
1iDT/P8mF7d8evIsrBDSDXS8ir6w300aer5fAvINd7ZOLpWzTIn6TsldUuzfJ+Rt
Eh9vexjk83kIAQnJA5CfIM3wOnFu5pVQHFYKQCuU++86KQdFjg37vOK/6 TsHQ/0S5
Y34rL.70D3FG4dytSV2Uoku+fO3HEs7WxIm7dZ/SNDkRAKQVV1Gi/2fuO4FIYo3Hg
AVPOTVWqlzkryvNe/07WaOLt5kgBdtunnd3B626XdKkS+ciiO/8UBQpRPwWgkpEYF
ytFjk9wzXnqf3S+30V1dqjBYil16epPIW3JIfDYFFLpgG5kDg8ZVGXa3WOuTGlus
q/9gbY9Byzg1bKCKRM3Ey4rgS1d39Y50qp9KSNeWfyRE26g8TOVIX+3yqcNwu883
VIxXj34cXzZv23Xth7CvTEUPAK/2CAF3+ZzLXIQNX3VjgHENVMABWPWU]ju1SXjQk
LViy+PDOOWKkiHgZIYYkd0/OmtLgpGhrBpTBxxonMFUcUmJhH4ZCVGxGg1h2IDOKE

iMDLMiugoY POvgzJHIr8KcPx3EZVXzo1HjvkDdeX8M/sTsWYnplBQC7FXSh05z9D
BmGMeJFIsehiiCc4QydokMyluxm8THD5MUyAI53N5PMzDQIDAQAB04IBhzCCAYMw
HQYDVROOBBYEFEegDAMHj204Qd0+r3+i5hQ6gb+gMB8GA1UdIwWQYMBaAFEegDAMH
j204QdO+r3+i5hQBgh+gMA4GALUdDWEB/WQEAWIBB|CBmMgYDVROGBIGSMIGPMIGM
BgRVHSAAMIGDMDEGCCsGAQUFBwIBFiVodHRwOI8vY3BzLmdzZS5jby9yb290L2Nw
¢19jYV9nc2UucGRMME4GCCsGAQUFBwWICMEIaQFRIcm1zIGImIHVzZSBhdCBDUFMg
QOEgR1NFIGhOdHA6LY9jcHMuZ3NILmNvL3Jvb3QvY3BzX2NhX2dzZS5wZGYwFgYD
VRORBA8BWDYELaW5mb0Bnc2UuY28wHAYDVROSBBUWE4YRaHROcDovL3d3dy5nc2Uu
Y28wSgYIKwYBBQUHAQEEP]A8MD0GCCsGAQUFBzACHi50dHRwOI8VY2VydHMuZ3NI
LmNvL3Jvb3QvY3J0X3Jvh3RfZ3NIX3NoYTIuY3JOMBIGA1UdEWEB/WQIMAYBAf8C
AQMWDQYJKoZIhveNAQELBQADggIBAF+leQukR7DFXZMOIYyZGYoQDcxeFTe/jI2P
GMp+35c¢sIFTfqCcqTg9uxuleVYbF/z8h3P8Nz50AL0ZFg4HUSIGIwd4enaHDHASO
AtaPHMDE0CfeyGi+IXIQkQCShjYH6IPLWKCUJIV11AZq8V1vwON9Lit6gv+/8T0Ok9
n9WxEs36k3en7ynPHLrm4JPVWMV3IM600y9QaYUN87kBSKwaqyce8tPRt5INBwnZD
aCsaWh4Py5MXcnh7Pyx7UMhbcULdOANHya5]GyEL601UG1ZwiDko2L.Cz2hOHJISTA
JTdu3vp3s8UlhcW8nHy6DBfRsHy+CPw8YSBzMV6fb0gb+aggmnabTviLZKYOV+Bf
VYn4geXOKCEG;3f+T9Xkbo9PwGKIAUcHc40CdbUZtNLcdoAloQtcpUJT6EsIxtHHI
5Qa0Ala2vQaVQ2ZFNXQhlleHuiW1Csi2Kvhzabuex9uVkg3RB1yY47H9/ssOuufn
2XpVzAgxNZm2RpEUmgcJg66PhwryFtXqO59sUitOqupbFemEKD3eYsIGdt8D1dPH
JKL5SDSdPV6rBfHR2z95CC7xU0ajd 1gRTRIMWXLPWI2QJIgVgxJRIYRXIl3jWHIL
FUpcFvxvULFRMNx2+tKfAZ2gC1JZGjZVIQKtc2gFINAaWZ9VM1DNbabHCeXKUQF2
405Zvvsh

Certificate Service Provider Name (en): ACEPTA PERU S.A.C.
Trade name (en) ACEPTA PERU S.A.C.
Information URI (en ) WWW.ACEPTA.PE

Service provider street  CALLE AMADOR MERINO REYNA N° 465, OFICINA 602
address (es)

Service provider street  CALLE AMADOR MERINO REYNA N° 465, OFICINA 602
address (en)

Service provider postal 15046
code (es)

Service provider postal 15046

code (en)

Service provider locality SAN ISIDRO
(es)

Service provider locality SAN ISIDRO
(en)

Service provider state LIMA

(es)

Service provider state LIMA

(en)

Service provider PE

country (es)
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Service provider
country (en)

PE

SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad de
Sellado de Tiempo - V1, O=ACEPTA PERU S.A.C., C=PE

Type
Status
Status starting time

CA/QC
undersupervision
2019-08-22T21:40:03.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:

[
[

Version: V3

3
200
SHA256withRSA

SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru
Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE

Wed Apr 18 10:54:31 PET 2018
Sun Apr 18 10:54:31 PET 2038

SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru
Autoridad de Sellado de Tiempo - V1, O=ACEPTA PERU S.A.C., C=PE

Sun RSA public key, 2048 bits

modulus:
20185023918502727146656160722234152252985649714450488583656236183519041
35605629691644861055736056290046484168393194044134565817056936517273193
04656886388198493731496707336280343369074720764788027528019026813104147
17866113581175126735653942176660479373973635057192340527162156177611623
84607210610445259685240266366357004392139421732052095049843385180961858
65719578994316904899092766327474000789413292185427827736716560242634128
53826488861871917395250883403578489889476959795471171265817686977281943
69800614461711095996682029442947281290455872487439151074017305638011740
0793710786137900859765511650478249509239628646743

public exponent: 65537

02c3efebb2425014d1574548b7c74bd7be3a033c

https://acpevl.acepta.pe/pevl/crl/PeruRaiz-V1.crl
0418301680147da80d687b38269de59b82489¢c6¢73cd30e81d0c

keyCertSign

cRLSign

CA=true; PathLen=unlimited
e€5139f64e09d6f773f4970cdce62443cdb636bc3
aa83fc9e5h2e360fa62fef0677b904aadfe46d6fee66d82a46237127519¢c33ab

Subject: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad de Sellado de Tiempo - V1, O=ACEPTA PERU S.A.C., C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:

20185023918502727146656160722234152252985649714450488583656236183519041356056296916448610557360562900464841683931940441345658170569365172731930465688638819849373149670733628
03433690747207647880275280190268131041471786611358117512673565394217666047937397363505719234052716215617761162384607210610445259685240266366357004392139421732052095049843385
18096185865719578994316904899092766327474000789413292185427827736716560242634128538264888618719173952508834035784898894769597954711712658176869772819436980061446171109599668
20294429472812904558724874391510740173056380117400793710786137900859765511650478249509239628646743

public exponent: 65537

Validity: [From: Wed Apr 18 10:54:31 PET 2018,

To: Sun Apr 18 10:54:31 PET 2038]

Issuer: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C,, C=PE

SerialNumber: [ ¢8]

Certificate Extensions: 8

[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [

0000: 7D A8 0D 68 7B 38 26 9D E5 9B 8248 9C 6C 73 CD ...h.8&...H.Is.

0010: 30 E8 1D OC 0...

1
1

PDF document generated on Mon Jan 08 14:24:41 PET 2024, page 102




Peru (Peru): Digital Certificate Services Providers Official Register (ROPS)

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: https://acpevl.acepta.pe/pevl/crl/PeruRaiz-V1.crl]
1

[4]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.6891.1]

[PolicyQualifierInfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 2B 68 74 74 70 73 3A 2F 2F 61 63 70 65 76 31 .+https://acpevl
0010: 2E 61 63 65 70 74 61 2E 70 65 2F 43 50 53 2D 50 .acepta.pe/CPS-P

0020: 45 2D 56 31 2D 41 63 65 70 74 61 70 65 E-V1-Aceptape

1, PolicyQualifierInfo: [

qualifieriD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 81 D9 30 19 16 12 41 43 45 50 54 41 20 50 45 0..0...ACEPTA PE
0010: 52 55 20 53 2E 41 2E 43 2E 3003020101 1A 81 RUS.A.C.0......
0020: BB 4C 61 20 7574 69 6C 69 7A 61 63 69 6F 6E 20 .La utilizacion
0030: 64 65 20 65 73 74 65 20 63 65 72 74 69 66 69 63 de este certific
0040: 61 64 6F 20 65 7374 61 20 73 75 6A 65 74 61 20 ado esta sujeta
0050: 61 20 6C 61 73 20 70 6F 6C 69 74 69 63 61 73 20 a las politicas
0060: 64 65 20 63 65 72 74 69 66 69 63 61 64 6F 20 28 de certificado (
0070:4350292079207072 61637469 63617320 CP)y practicas
0080: 64 65 20 63 65 72 74 69 66 69 63 61 63 69 6F 6E de certificacion
0090: 20 28 4350 53 29 20 65 73 74 61 62 6C 65 63 69 (CPS) estableci
00AOQ: 64 61 7320 70 6F 7220 4163 65 70 74 61 2C 20 das por Acepta,
00BO: 79 20 64 69 73 70 6F 6E 69 62 6C 65 73 20 70 75 y disponibles pu
00CO0: 62 6C 69 63 61 6D 65 6E 74 65 20 65 6E 20 77 77 blicamente en ww
00DO: 77 2E 61 63 65 70 74 61 2E 70 65 2E w.acepta.pe.

1
1

[5]: Objectld: 2.5.29.18 Criticality=false

IssuerAlternativeName [

Other-Name: Unrecognized Objectldentifier: 1.3.6.1.4.1.8321.2
Other-Name: Unrecognized Objectldentifier: 1.3.6.1.5.5.7.8.3
RFC822Name: info@acepta.com

1

[6]: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

Key_CertSign

Crl_Sign

1

[7]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [

Other-Name: Unrecognized Objectldentifier: 1.3.6.1.4.1.8321.1
Other-Name: Unrecognized Objectldentifier: 1.3.6.1.5.5.7.8.3
RFC822Name: info@acepta.com

1

[8]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 02 C3 EF EB B2 4250 14 D157 4548 B7 C7 4B D7 .....BP..WEH..K.
0010: BE 3A 03 3C a<

1
1

]

Algorithm: [SHA256withRSA]

Signature:

0000: 7AFEAOE9 CAF4B381 86F0894C8DBB79ES8 z.......... L.y.
0010: BA29 833E8C 56 8EBB 1B 1B605AB5SEDE6CD .)>.V....'Z....
0020: FCF9 02 78 DABE 23 2E 920F 0179 A2 E9 1F 9C ..xX.>#....
0030: 88 35 8B CO0OC 99 10 CF CE CO0C 07 FABEE348 5......
0040: 7A BO 2A 2F 3F F6 38 48 99 5B 2C 3D 3D B4 A3 70 z.*/?.8H.],
0050: B5BC 11 C4 7B 2F 49 6E EO2ECEFC81EO0AD 71 ..../In...
0060: 71 95 3F 01 90 C7 03 A0 1B 91 9E 0C 17 66 82 BB (.
0070: A4 0D 0B A3 C8 B2 96 39 C283300B C5FB9C 83 A
0080: 57 78 6C F1 05 B1 66 C2 AA C4 AA 29 C5 0D B8 5A Wxl.
0090:
00AO:
00BO:
00CO:
00D0: 3F D1 6166 13149621 B7B19B CD CCCED13A 2.af..l....
00EO0: C5DB 85 A0 AQEAD296 C7943EEFC87011C3 ... >.p..
00F0: A5 61 B1 A4 7TE 74 04 49 911152 BA6F 8489 C7 .a..tl.R.0...

]
The cetrtificate in PEM format:
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MIIGWTCCBUGgGAWIBAgICAMgwDQYJKoZIhveNAQELBQAWgZgxCzAJBgNVBAY TAIBF
MRswGQYDVQQKEXJBQOVQVEEgUEVSVSBTLKEUQy4xNjAOBgNVBAMTLUFZXBOYSBQ
ZXJ1IEF1dG9yaWRhZCBDZXJ0aWZpY 2Fkb3JhIFJhaXogL SBWMTEeMBWGCSqGSIb3 1awEwggEiMDcGCCSGAQUF
BwIBFitodHRwczovL2FjcGV2MS5hY2VwdGEUcGUVQ1BTLVBFLVYXLUFZXBOYXBI
MIHMBggrBgEFBQCCAJCB2TAZFhIBQOVQVEEgUEVSVSBTLKEUQy4wAWIBARgBUOXh
IHVOaWxpemFjaW9ulGRIIGVzdGUgY2VydGImaWNhZG8gZXNOYSBzdWpldGEgYSBs
YXMgcG9saXRpY2FzIGRIIGNIcnRpZmljYWRvIChDUCkgeSBwcmFjdGliYXMgZGUg
Y2VydGImaWNhY2lvbiAoQ1BTKSBIc3RhYmxIY2IkY XMgcG9yIEFZXBOY SwgeSBk
aXNwb25pYmxicyBwdWJsaWNhbWVudGUgZW4gd3d3LmFjZXB0OYS5wZS4wXAYDVROS
BFUWUGAZBggrBgEEACEBAGANFgsyMDU2Mjk50TcxMaAlBggrBgEFBQCIAGAZMBCM
CzIwNTYyOTk5NzExBggrBgEEACEBAOEPaW5mbOBhY2VwdGEuUY29tMFWGA1UJEQRV
MFOgGQYIKwYBBAHBAQGYDRYLM]AINjI50Tk3MTGgJQYIKwYBBQUHCAOgGTAXDASY
MDU2Mjk50TcxMQYIKwYBBAHBAQKBD2IuZm9AYWNICHRhLmMNvbTBCBgNVHRBEOzAS
MDegNaAzhjFodHRwczovL2FjcGV2MS5hY2VwdGEucGUveGV2MS9jcmwvUGVydVJh
axotVjEuY3JsMAOGCSqGSIb3aDQEBCWUAA4IBAQB6/qDpyvSzgYbwiUyNu3nouimD
PoxWjrsbG2Bate3mzfz5AnjaPiMukg8Beal pH5yINYVADJIkQz87ADAf6VUNIerAq
Lz/20EiZWyw9PbSjcLW8ECR7L0Iu4C70/IHgrXFxIT8BkMcDoBuURNgwXZoK7pAOL
08iylinCgzALxfucgld4bPEFsWbCqsSqKcUNuFoPoHcLnx6GDE95vyj8WBcHvpJx
YZ6wT916gYKTfXzxb2CEFylvF7I3pNflDz++Xw/yiaHCzCFAdQIpANStFWE+P9Fh
ZhMUIiG3sZvNzM7ROsXbhaCp6tKWx5Q+78hwEcOIYbGkinQESZERUrpvhinH

SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad
Certificadora Digital - V1, O=ACEPTA PERU S.A.C., C=PE

Type
Status
Status starting time

CA/QC
undersupervision
2018-08-01T17:27:16.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints

3
3
SHA256withRSA

SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru
Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE

Wed Apr 18 10:54:31 PET 2018
Sun Apr 18 10:54:31 PET 2038

SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru
Autoridad Certificadora Digital - V1, O=ACEPTA PERU S.A.C., C=PE

Sun RSA public key, 2048 bits

modulus:
27060710516406163684509599022390553214999726795320603730344522040861084
19865119532756953401695749776674307836671376751646091086823245066604205
77580234855404301466315237663560050623656225320650421665373706928828854
98406869142817508701385306863713330787351431311086884219662492646670810
86700049532334142035386889250019819328411796620488837500676783884062428
14887423125302695375590254501351784470800476986597899246865858276570452
92967523951599313634040064058175250320816664775846892320689092179394977
41015758688917068352176937969407040886364313699883617931951041650479403
0051222900099358123009452817055477530094255864171

public exponent: 65537

ebeab17d8f5e00f4de965ee4aae0325408b49d6f

https://acpevl.acepta.pe/pevl/crl/PeruRaiz-V1.crl
0418301680147da80d687b38269de59b82489¢c6¢73cd30e81d0c

keyCertSign
cRLSign
CA=true; PathLen=unlimited
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SHA1 Thumbprint 119539eecd5b177b57794fb63cead30cccebb656a
SHA256 Thumbprint d6abdlec32b2c6bef475e960af527c952128hb3e7ch29b6dfbh65c1a14203df38f

The decoded certificate:
[

[

Version: V3

Subject: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Digital - V1, O=ACEPTA PERU S.A.C., C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:
27060710516406163684509599022390553214999726795320603730344522040861084198651195327569534016957497766743078366713767516460910868232450666042057758023485540430146631523766356
00506236562253206504216653737069288288549840686914281750870138530686371333078735143131108688421966249264667081086700049532334142035386889250019819328411796620488837500676783
88406242814887423125302695375590254501351784470800476986597899246865858276570452929675239515993136340400640581752503208166647758468923206890921793949774101575868891706835217
69379694070408863643136998836179319510416504794030051222900099358123009452817055477530094255864171
public exponent: 65537
Validity: [From: Wed Apr 18 10:54:31 PET 2018,

To: Sun Apr 18 10:54:31 PET 2038]
Issuer: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
SerialNumber: [ 03]

Certificate Extensions: 8
[1]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 7D A8 0D 68 7B 38 26 9D E5 9B 8248 9C 6C 73 CD ...h.8&...H.Is.
0010: 30 E8 1D 0C 0...

1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: https://acpevl.acepta.pe/pevl/crl/PeruRaiz-V1.crl]
1

[4]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.6891.1]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 2B 68 74 74 70 73 3A 2F 2F 61 63 70 65 76 31 .+https://acpevl
0010: 2E 61 63 65 70 74 61 2E 70 65 2F 43 50 53 2D 50 .acepta.pe/CPS-P

0020: 45 2D 56 31 2D 41 63 65 70 74 61 70 65 E-V1-Aceptape

], PolicyQualifierinfo: [

qualifierlD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 81 D9 30 19 16 12 41 43 45 50 54 41 20 50 45 0..0...ACEPTA PE
0010: 52 55 20 53 2E 41 2E 43 2E 3003020101 1A 81 RUS.A.C.0......
0020: BB 4C 61 20 7574 69 6C 69 7A 61 63 69 6F 6E 20 .La utilizacion
0030: 64 65 20 65 73 74 65 20 63 65 72 74 69 66 69 63 de este certific
0040: 61 64 6F 20 65 73 74 61 20 73 75 6A 65 74 61 20 ado esta sujeta
0050: 61 20 6C 61 73 20 70 6F 6C 69 74 69 63 61 73 20 a las politicas
0060: 64 65 20 63 65 72 74 69 66 69 63 61 64 6F 20 28 de certificado (
0070:4350292079207072 61637469 63617320 CP)y practicas
0080: 64 65 20 63 65 72 74 69 66 69 63 61 63 69 6F 6E de certificacion
0090: 20 28 4350 5329 20 65 73 74 61 62 6C 65 63 69 (CPS) estableci
00AOQ: 64 61 7320 70 6F 7220 4163 65 70 74 61 2C 20 das por Acepta,
00BO: 79 20 64 69 73 70 6F 6E 69 62 6C 65 73 20 70 75 y disponibles pu
00CO0: 62 6C 69 63 61 6D 65 6E 74 65 20 65 6E 20 77 77 blicamente en ww
00DO: 77 2E 61 63 65 70 74 61 2E 70 65 2E w.acepta.pe.

1
1

[5]: Objectld: 2.5.29.18 Criticality=false

IssuerAlternativeName [

Other-Name: Unrecognized Objectldentifier: 1.3.6.1.4.1.8321.2
Other-Name: Unrecognized Objectldentifier: 1.3.6.1.5.5.7.8.3
RFC822Name: info@acepta.com

1

[6]: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

Key_CertSign

Crl_Sign

1

[7]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [

Other-Name: Unrecognized Objectldentifier: 1.3.6.1.4.1.8321.1
Other-Name: Unrecognized Objectldentifier: 1.3.6.1.5.5.7.8.3
RFC822Name: info@acepta.com

1
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[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: E5 EA 51 7D 8F 5E 00 F4 DE 96 5E E4 AAE0 3254 ..Q.N..M.2T
0010: 08 B4 9D 6F .0

1
1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 39 44 0D B3 B4 ACDA 11 CABAE154D89AD562 9D.......T..b
0010: 80 F8 07 24 9D 0D 2B 36 E582 D1 0A CO 1B 76 AF ...$..+6
0020: 4A E6 9E 07 78 1B 05 DF 87 C6 A7 78 C31045E0 J
0030: B2 44 87 OE 17 5F FC 10 5E CAEB E8 2F 7252 6F .D.
0040: 1E 04 D8 17 AA29 A5BC 76 FO B9 FC 2564 F7 23 .
0050: 99 7C 61 F5 50 FO 94 35 B7 2B 90 8E 3B 2B 89 EC ..
0060: CF AB 94 C7 25 1A5A 09 5D 47 33 FF9ABAFAEB ...%.Z.]G3.....
0070: 94 CB 53 17 21 78 5E 58 5C 16 F4 7C 04 BC 6B BC ..S.IX"X\....k.
0080: 63 BE 05 09 B3 38 6C 15 0D B4 25 EB 5E DE 52 31 c....8l...%.".R1
0090: 28 87 DE 62 18 69 BC 73 69 36 A5 C0 49 5A 4A 26 (..b.i.si6..1Z)&
00AO: 4E FB 70 42 A0 17 AA 16 58 AC 23 A6 53 80 1D B1 N.pB...X#.S...
00B0: 9D D2 B5 09 55 C2 9E 34 DC C9 4E 56 2E 97 4B 95 ...U..4.NV..K.
00C0: 58 C2B168 68 3A01B1 7A7B70733B 96 C161 X.hh:.z.ps;.a
00DO0: AE 5C FF E1 4A AC 44 A5 1E 87 39 5C 6A 56 A7 7D .\..J.D...9\\V..
00EO: A7 0D 9E C3F4BD 8A3F F1C7E1ADB99250F4 .. P
00FO0: 6B 9B 06 0B DE 01 95 C2 85 0D 53 BD 95 A0 80 5C Kk......... S...\

]
The certificate in PEM format:

MIIGWTCCBUGgAwIBAgIBAZANBgkghkiGO9WOBAQsFADCBMDELMAKGA1IUEBhMCUEUX
GzAZBgNVBAOTEKFDRVBUQSBQRVJIVIFMUQS5DLE2MDQGA1UEAXMIQWNICHRNIFBI
cnUgQXV0b3JpZGFkIENIcnRpZmljYWRvemEgUmFpeiAtIFYxMR4WHAYJKoZIhveN
AQKBFg9pbmZvQGFjZXBO0Y S5jb20xFDASBgNVBAUTCzIWNTYYOTk5NZEXMB4AXDTE4
MDQXODE1INTQzMVoXDTM4MDQxODE1INTQzMVowgZsxCzAJBgNVBAYTAIBFMRswGQYD
VQQKExXJBQOVQVEEgUEVSVSBTLKEUQy4xOTA3BgNVBAMTMEFjZXBOYSBQZXJ1IEF1
dG9yaWRhZCBDZXJ0aWZpY 2Fkb3JhIERpZ2I0YWwgLSBWMTEeMBWGCSqGSIb3DQEJ
ARYPaw5mb0BhY2VwdGEuUY29tMRQWEQYDVQQFEwsyMDU2MjK50TcxMTCCASIWDQYJ
KozIhveNAQEBBQADggEPADCCAQOCIgEBANZCSIAEL7/DIICxi8GkHylyPEEOLIG
FbtvIMb765GfNrwC2+bnNCxp2w0eGFyOmNZ6S5mOI7Nu9ZxcQ9vphGCLXVEWBeg4
JBIPUOMx2xH+npzNGyJOUpDMF/0W7f5bss6b8aoW62LzVLITX001hpHzh9JI00Z5
S7ZJIDOFrkMDJTXNEO0162J9Q2+ZZusrwD+bWWEBAXyC4RpRoORGtpmNzF8magniwi
IcTy3HB9INNYf340Y 73+rfiAj+fIXGXTOATWrgSH]7qcIROegQIMGOBGALF8qYIG
Hrl6W9X/fnS314U7noCCZHdrFwHy4voSQWPOJUEDeF8JCR+GMNTJ+WsCAWEAAaOC
AgcwggKjMABGALUJEWEB/WQFMAMBAf8wHwWY DVROjBBgwFoAUfagNaHs4Jp3im4Ji
nGxzzTDoHQWWHQYDVROOBBYEFOXqUX2PXgD03pZe5KrgMIQItJ1vMASGA1UdDWQE
AwIBBjCCAUEGA1UdIASCATgwggEOMIIBMAYIKwYBBAGlawEwggEIMDcGCCsGAQUF
BwIBFitodHRwczovL 2FjcGV2MS5hY2VwdGEUcGUVQ1BTLVBFLVYXLUFZXBOYXBI
MIHmMBggrBgEFBQCCAJCB2TAZFhIJBQOVQVEEgQUEVSVSBTLKEUQy4wAwIBARqBUOXh
IHVOaWxpemFjaW9uIGRIIGVzdGUgY2VydGImaWNhZG8gZXNOY SBzdWpldGEgYSBs
YXMgcG9saXRpY2FzIGRIIGNIcnRpZmljYWRVIChDUCkgeSBwcmFidGljYXMgZGUg
Y2VydGImaWNhY 2lvbiAoQ1BTKSBIc3RhYmxIY2lkYXMgcG9yIEFjZXBOY SwgeSBk
aXNwb25pYmxicyBwdWJsaWNhbWVudGUgZW4gd3d3LmFjZXB0OY S5wZS4wXAYDVROS
BFUWUGAZBggrBgEEACEBAGANFgsyMDU2Mjk50TcxMaAlBggrBgEFBQCIAGAZMBCM
CzIwNTYyOTk5NzEXBggrBgEEACEBAOEPaW5mbOBhY2VwdGEuUY29tMFWGALUJEQRV
MFOgGGQYIKwYBBAHBAQGQDRYLMALNjI50Tk3MTGgJIQYIKwYBBQUHCAOGGTAXDASY
MDU2MjK50TcxMQY IKwYBBAHBAQKBD2IuZm9AYWNICHRhLMNvbTBCBgNVHR8EOzAS
MDegNaAzhjFodHRwczovL2FjcGV2MS5hY2VwdGEucGUveGV2MS9jcmwvUGVydVJh
aXotVjEuY3JsMAOGCSqGSIb3DQEBCWUAA4IBAQASRA2ztKzaEcq64VTYmtVigPgH
JJONKzblgtEKwBt2rormngd4GwXfh8aneMMQReCyRIcOF1/8EF7K6+gvclIvHgTY
F60ppbx28Ln8IWT3I5I8YfVQ8JQ1tyuQjjsriezPg5THIRpaCV1HM/+aivrriMtT
FyF4XIhcFVR8BLXrvGO+BQmzOGWVDbQI617eUjEoh95iGGm8c2k2pcBIWkomTviw
QgAXghZYrCOmU4AdsZ3StQIVwp403MIOVi6XS5VYwrFoaDoBsXp7cHM7IsFhrlz/
4UqgsRKUehzlcalanfacNnsPOvYo/8cfhrbomSUPRrmwYL3gGVwoUNU72VolBc

SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad
Certificadora Electronica - V1, O=ACEPTA PERU S.A.C., C=PE
Type CA/QC

Status undersupervision

Status starting time 2018-08-01T16:47:28.000Z

Service digital identity (X509)

Version 3

Serial number 9

Signature algorithm SHA256withRSA

Issuer SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru
Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE

Valid from Wed Apr 18 10:54:31 PET 2018

Valid to Sun Apr 18 10:54:31 PET 2038
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Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:

[
[

Version: V3

SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru
Autoridad Certificadora Electronica - V1, O=ACEPTA PERU S.A.C., C=PE

Sun RSA public key, 2048 bits

modulus:
18493053405112159223141683140649822647045430781071541207896464502129405
69240030912358349289780774165889458791259256710248413694603276935961540
25880057040616486553243899896428705193964091980283102784920695537713345
66053078041459022618488488117268381313061480603645251319413752589918038
57770569463482986669187776761868814317422652328599838092690023365388446
19466521660010956817127220618635897907739999095450623481684699324439605
86077218537800875969623803758744737471326684611908703590961198493012348
50075817728314106523422674841407469754271796423212420041475739039947490
8845099554448971134206225281639605017973989997787

public exponent: 65537

812552bdb3aa8dalfcaf59463ac9e3ac36ce6ef3

https://acpevl.acepta.pe/pevl/crli/PeruRaiz-V1.crl
0418301680147da80d687b38269de59h82489c6c73cd30e81d0c

keyCertSign

cRLSign

CA=true; PathLen=unlimited
30e63acc60a3f622ed7323145384f905¢5¢c6837
b53381a208e6eafb9f0207d4b75e352dfc1851c13dc72435fh93f0a2b0c5¢008

Subject: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Electronica - V1, O=ACEPTA PERU S.A.C., C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:

18493053405112159223141683140649822647045430781071541207896464502129405692400309123583492897807741658894587912592567102484136946032769359615402588005704061648655324389989642
87051939640919802831027849206955377133456605307804145902261848848811726838131306148060364525131941375258991803857770569463482986669187776761868814317422652328599838092690023
36538844619466521660010956817127220618635897907739999095450623481684699324439605860772185378008759696238037587447374713266846119087035909611984930123485007581772831410652342
26748414074697542717964232124200414757390399474908845099554448971134206225281639605017973989997787
public exponent: 65537
Validity: [From: Wed Apr 18 10:54:31 PET 2018,

To: Sun Apr 18 10:54:31 PET 2038]
Issuer: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
SerialNumber: [ 09]

Certificate Extensions: 8
[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: 7D A8 0D 68 7B 38 26 9D E5 9B 8248 9C 6C 73 CD ...h.8&....H.Is.
0010: 30 E8 1D OC 0...

1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: https://acpevl.acepta.pe/pevl/crli/PeruRaiz-V1.crl]
1

[4]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.6891.1]

[PolicyQualifierinfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 2B 68 74 74 70 73 3A 2F 2F 61 63 70 65 76 31 .+https://acpevl
0010: 2E 61 63 65 70 74 61 2E 70 65 2F 43 50 53 2D 50 .acepta.pe/CPS-P

0020: 45 2D 56 31 2D 41 63 65 70 74 61 70 65 E-V1-Aceptape

1, PolicyQualifierinfo: [

qualifierlD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 81 D9 30 19 16 12 41 43 45 50 54 41 20 50 45 0..0...ACEPTA PE
0010: 52 55 20 53 2E 41 2E 43 2E 3003020101 1A 81 RUS.A.C.0......

0020: BB 4C 61 20 75 74 69 6C 69 7A 61 63 69 6F 6E 20 .La utilizacion

0030: 64 65 20 65 73 74 6520 63 65 72 74 69 66 69 63 de este certific

0040: 61 64 6F 20 65 73 74 61 20 73 75 6A 65 74 61 20 ado esta sujeta

0050: 61 20 6C 61 73 20 70 6F 6C 69 74 69 63 61 73 20 a las politicas
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0060: 64 65 20 63 65 72 74 69 66 69 63 61 64 6F 20 28 de certificado (
0070:4350292079207072 6163746963617320 CP)y practicas
0080: 64 65 20 63 65 72 74 69 66 69 63 61 63 69 6F 6E de certificacion
0090: 20 28 4350 53 29 20 65 73 74 61 62 6C 65 63 69 (CPS) estableci
00A0: 64 61 73 20 70 6F 7220 41 63 65 70 74 61 2C 20 das por Acepta,
00BO: 79 20 64 69 73 70 6F 6E 69 62 6C 65 73 20 70 75 'y disponibles pu
00CO0: 62 6C 69 63 61 6D 65 6E 74 65 20 65 6E 20 77 77 blicamente en ww
00DO0: 77 2E 61 63 65 70 74 61 2E 70 65 2E w.acepta.pe.

11
1

[5]: Objectld: 2.5.29.18 Criticality=false

IssuerAlternativeName [

Other-Name: Unrecognized Objectldentifier: 1.3.6.1.4.1.8321.2
Other-Name: Unrecognized Objectldentifier: 1.3.6.1.5.5.7.8.3
RFC822Name: info@acepta.com

]

[6]: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

Key_CertSign

Crl_Sign

1

[7]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [

Other-Name: Unrecognized Objectldentifier: 1.3.6.1.4.1.8321.1
Other-Name: Unrecognized Objectldentifier: 1.3.6.1.5.5.7.8.3
RFC822Name: info@acepta.com

1

[8]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 81 2552 BD B3 AA8D A1l FC AF 59 46 3A C9 E3BAC .%R......YF....
0010: 36 CE 6E F3 6.n.

1
1

1
Algorithm: [SHA256withRSA]

Signature:

0000: A7 3A 2E 82 46 DO A4 BO OF OE 09 DE ED DB 3228 ...F........2(
0010: 94 FACA 67 2D 03 ED BD 4C B6 259C 4870 94 F4 ...g-...L.%.Hp..
0020: 3F F4 125D 8290 18 6C EB E9 4B BB 6E 97 00 8A ?.]..I.K.n...
0030: 7F 1D D7 14 B8 16 1C 3D DD B4 83 A6 A5 9D DC 31
0040: D7 32 D6 D3 91 EB 44 8C E7 AD 7B OF D6 62 45 1E .2....D
0050: 8137 C5 C52C 4E 8182 B1D6DF4B1C686991 .7.
0060: 4D AC 2C F6 6B 71 BF A8 155D 9E 47 29 8E 66 43 M., kq...].G).fC
0070: FE 91 D9 5B 75 64 51 DB 73 4B 17 F9 3B C9 E2 4A ...[udQ.sK..;
0080: 43 92 39 F6 3C IE4A A0 14 DC 5308 E9 9122 A6 C.9.<.J
0090: 47 B6 AC D3 2352 0B 49 BF FB 89 E4 5E 41 A6 4B G..#R
00A0: IA5C C5C7027CAA66 DC75E1ACCE913478 .\
00BO:
00CO:
00DO:
00EO:
00FO0:

1

MIIGXTCCBUWgAwIBAgGIBCTANBgkghkiGOWOBAQsFADCBmMDELMAKGALUEBhMCUEUX
GzAZBgNVBAOTEKFDRVBUQSBQRVJIVIFMUQS5DLE2MDQGA1UEAXMIQWNICHRNIFBI
cnUgQXV0b3JpZGFkIENIcnRpZmljYWRvemEgUmFpeiAtIFYxMR4WHAYJKoZIhveN
AQKBFg9pbmZvQGFjZXBO0Y S5jb20xFDASBgNVBAUTCzIWNTYYOTk5NZEXMBAXDTE4
MDQXODE1INTQzMVoXDTM4MDQxODEINTQzMVowgZ8xCzAIJBgNVBAYTAIBFMRswGQYD
VQQKExXJBQOVQVEEQUEVSVSBTLKEUQy4xPTA7BgNVBAMTNEFZXBOYSBQZXJ1IEFL
dG9yaWRhZCBDZXJ0aWZpY2Fkb3JhIEVSZWNOcm9uaWNhICOgVJExH|ACBgkghkiG
9WOBCQEWD2IuZm9AYWNICHRhLMNvbTEUMBIGALUEBRMLMjAINjI50Tk3MTEWQQE
MAOGCSqGSIb3DQEBAQUAAA4IBDWAWIGEKAOIBAQCSfkJum7sbyuOBOvnwritpzIO
SjxY0xoCY pjwsq6KBagBbUYQYZFbrtWTQXMFHPASREC+IHu2mdNcAgTFQbl4oMmX
OlwaT65H8Vu/70iwHiVh9IcOUEXz/fAjP1mto+J8Sfmt6igCnpUSrd TWTHIIOMQ
apTTd2P9t4d0v7/M/30fBiaL XR1DM+JJ1iYbOhEqIMKHBQh6VZZHBWWRSFIAMIZI
ElrbIXgtuuoEFigICUBPy TyMtOgZeVclLGD7ULNXNK1EJ9A7Kren1ZdUy7/0PPn
zBJ50/0d6hbgNBPJUbTDedMP7t07RVcWNHLwcUbTtnFddftadyPcO60vonzbAgMB
AAGjggKnMIICozAPBgNVHRMBAFBEBTADAQH/MB8GA1UdIwQYMBaAFH20DWh70Cad
5ZuCSJxsc80w6BOMMBOGA1UdDgQWBBSBJIVK9s6qNofyvWUY6yeOsNs5u8zALBgNV
HQB8EBAMCAQYwggFBBgNVHSAEGGE4MIIBNDCCATAGCCSGAQQBWsBMIIBIA3Bggr
BgEFBQCCARYraHROCHM6Ly9hY3BIdjEuYWNICHRhLNBILONQUY1QRS1WMS1BY2Vw
dGFwWZTCB5gYIKwYBBQUHAgIwgdkwGRYSQUNFUFRBIFBFUIUgUy5BLKMUMAMCAQEa
gbtMYSB1dGlIsaXphY 2IvhiBkZSBIc3RIIGNIchRpZmljYWRVIGVzdGEgc3VgZXRh
IGEgbGFzIHBvbGI0aWNhcyBkZSBjZXJ0aWZpY 2FkbyAoQ1ApIHkgcHIY3RpY2Fz
IGRIIGNIcnRpZmljYWNpb24gKENQUYkgZXNOYWJsZWNpZGFzIHBvciBBY2VwdGEs
IHkgZGlzcG9uaWJsZXMgcHVibGljYW1IbnRIIGVulHd3dy5hY2VwdGEucGUUMFWG
A1UdJEgRVMFOgGQYIKwYBBAHBAQKgDRYLMjAINjI50Tk3MTGgJQYIKwWYBBQUHCAOg
GTAXDAsyMDU2Mjk50TcxMQYIKwYBBAHBAQKBD2IuZm9AYWNICHRhLMNvbTBcBgNV
HREEVTBToBkGCCsGAQQBWQEB0OAOWCZzIWNTYyOTk5NzZExoCUGCCsGAQUFBwgDoBkw
FWWLMJALINjI50Tk3MTEGCCsGAQQBWQECgQ9IpbmZvQGFZXBOY S5jb20wQgYDVROf
BDswOTA30DWgM4YxaHROcHM6LYy9hY3BIdjEuYWNICHRhLNBIL3BId]EVY3JsL1BI
CcnVSYWISLVYXLmNybDANBgkghkiGIWOBAQsSFAAOCAQEApzougkbQpLAPDgne7dsy
KJIT6ymctA+29TLYInEhwIPQ/9BJdgpAYbOVpS7tulwCKfx3XFLgWHD3dtIOmpZ3c
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Mdcy1tOR60SM5617D9ZiIRR6BN8XFLE6BgrHW30scaGmRTaws9mixv6gVXZ5HKYS5m
Q/6R2Vt1ZFHbc0sX+TvJ4kpDkjn2PB5KoBTcUwjpkSKmR7as0yNSCOm/+4nkXkGm
SxpexccCfKpm3HXhrM6RNHiZag6fAGC/gnbKiwBbzfVS5riC2cAw4TL10j00DKKU
KISzj7wWX0qqoufnUr56UXIjJ6enNokbtnacd0diwe7J4N64wOvkzdIOPLynQwq0

Bw==

SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad
Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE

Type CA/QC

Status undersupervision

Status starting time 2018-06-15T21:39:40.000Z

Service digital identity (X509)

Version 3

Serial number 1

Signature algorithm SHA256withRSA

Issuer SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru
Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE

Valid from Wed Apr 18 10:54:31 PET 2018

Valid to Sun Apr 18 10:54:31 PET 2038

Subject SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru
Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE

Public key Sun RSA public key, 2048 bits

modulus:

22674885644285035646123794701449581437349587151647546292805853283769739
89603929078139656941655943685546504100191871056771315700633655062383515
21952553965340384022962892617759619168139615691148076411456637182955818
91966566590457575801055172032094936158643730545987980309028354924965466
86829488396613673860258851060659874596616196533443095049866952406522722
08950536850689996872109470728742158470554872003821260660313637995635989
32190593739290424007829443831476217936281550083471593961314784218803680
92103296517608334363056430700499945584747630349396292777671359365240512

7164301349411917046033352619473827084150911688933
public exponent: 65537

Subject key identifier 7da80d687b38269de590n82489c6¢73cd30e81d0c
Authority key identifier ~ 0418301680147da80d687b38269de59b82489c6c73cd30e81d0c
Key usage

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 48dbd2eb7e631652dac4e01c2cfd85d5ad3dc10a

SHA256 Thumbprint 1565ec78a6fac8eb25be95b1d9887711cfh861206e3b52f781a5708d47656e7e

The decoded certificate:

[

[

Version: V3

Subject: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:
22674885644285035646123794701449581437349587151647546292805853283769739896039290781396569416559436855465041001918710567713157006336550623835152195255396534038402296289261775
96191681396156911480764114566371829558189196656659045757580105517203209493615864373054598798030902835492496546686829488396613673860258851060659874596616196533443095049866952
40652272208950536850689996872109470728742158470554872003821260660313637995635989321905937392904240078294438314762179362815500834715939613147842188036809210329651760833436305
64307004999455847476303493962927776713593652405127164301349411917046033352619473827084150911688933
public exponent: 65537
Validity: [From: Wed Apr 18 10:54:31 PET 2018,

To: Sun Apr 18 10:54:31 PET 2038]
Issuer: SERIALNUMBER=20562999711, EMAILADDRESS=info@acepta.com, CN=Acepta Peru Autoridad Certificadora Raiz - V1, O=ACEPTA PERU S.A.C., C=PE
SerialNumber: [ 01]

Certificate Extensions: 7
[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: 7D A8 0D 68 7B 38 26 9D E5 9B 8248 9C 6C 73 CD ...h.8&....H.Is.
0010: 30 E8 1D 0C 0...

1
1
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[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.6891.1]

[PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 2B 68 74 74 70 73 3A 2F 2F 61 63 70 65 76 31 .+https://acpevl
0010: 2E 61 63 65 70 74 61 2E 70 65 2F 43 50 53 2D 50 .acepta.pe/CPS-P

0020: 45 2D 56 31 2D 41 63 65 70 74 61 70 65 E-V1-Aceptape

1, PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 81 D9 30 19 16 12 41 43 45 50 54 41 20 50 45 0..0...ACEPTA PE
0010: 52 55 20 53 2E 41 2E 43 2E 3003020101 1A 81 RUS.A.C.0......
0020: BB 4C 61 20 75 74 69 6C 69 7A 61 63 69 6F 6E 20 .La utilizacion
0030: 64 65 20 65 73 74 6520 63 65 72 74 69 66 69 63 de este certific
0040: 61 64 6F 20 65 73 74 61 20 73 75 6A 65 74 61 20 ado esta sujeta
0050: 61 20 6C 61 73 20 70 6F 6C 69 74 69 63 61 73 20 a las politicas
0060: 64 65 20 63 65 72 74 69 66 69 63 61 64 6F 20 28 de certificado (
0070:4350292079207072 6163746963617320 CP)y practicas
0080: 64 65 20 63 65 72 74 69 66 69 63 61 63 69 6F 6E de certificacion
0090: 20 28 4350 53 29 20 65 73 74 61 62 6C 65 63 69 (CPS) estableci
00AO: 64 61 73 20 70 6F 7220 41 63 65 70 74 61 2C 20 das por Acepta,
00BO: 79 20 64 69 73 70 6F 6E 69 62 6C 65 73 20 70 75 y disponibles pu
00CO: 62 6C 69 63 61 6D 65 6E 74 65 20 65 6E 20 77 77 blicamente en ww
00DO0: 77 2E 61 63 65 70 74 61 2E 70 65 2E w.acepta.pe.

11
]

[4]: Objectld: 2.5.29.18 Criticality=false

IssuerAlternativeName [

Other-Name: Unrecognized Objectldentifier: 1.3.6.1.4.1.8321.2
Other-Name: Unrecognized Objectldentifier: 1.3.6.1.5.5.7.8.3
RFC822Name: info@acepta.com

1

[5]: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

Key_CertSign

Crl_Sign

1

[6]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [

Other-Name: Unrecognized Objectldentifier: 1.3.6.1.4.1.8321.1
Other-Name: Unrecognized Objectldentifier: 1.3.6.1.5.5.7.8.3
RFC822Name: info@acepta.com

]

[7]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 7D A8 OD 68 7B 38 26 9D E5 9B 82 48 9C 6C 73 CD ...h.8&....H.Is.
0010: 30 E8 1D 0C 0...

1
]

1

Algorithm: [SHA256withRSA]

Signature:

0000: 8F B4 D3 D9 69 A7 C50F 7B 354A49717A 0399 ....i
0010: 78 7F 60 4F FF E9 3BA5A 07 2E9A 1195D4 C9 74 x.'O...
0020: 05 76 A6 0B D7 3A 16 16 B4 90 E6 CD 27 C1 6F 59 .
0030: D5 A5 46 11 23 9C B2 4F CO0 2B D6 50 A0 C1 EF 9B ..F.#.0.+.P....
0040: C51372 7F8DB5 E9 C7 3C 8A9C 4B 6B 48 F1 A0 ..r.....<..KkH..
0050: EB 6D CD OE 64 CA EA 1B 44 39 FC F6 7E DF 98 03 .m..d...D9......
0060: F2 93 OF 6D 6C A6 1B B4 B7 84 F7 B9 1B 733390 ..ml........ s3.
0070:
0080: E0 96 22 C6 9401 C28B D7 ACB488B70A 1452 .
0090: DD 3D 22 DB 49 E5 F6 21 2C 9E 39 16 CC 01 8F CA
00A0: B5 C242 A1 0AF2 DF 06 A20C 89 86 C9 FA4F 42 ..B.
00B0: 21 A3 D201 3FE21E3E 8C057FC6397EC698 !
00C0: 2A F2 56 AC 6D D7 06 03 6D F9 D4 D9 08 E0 29 71 *.V.m. .
00DO: 8F 06 30 A5 E339 36 17 F056 81 C5C6 90 A534 ..0..96..V.....4
00EQ: 2E FC C6 33 26 14 24 52 73 C8 6E 46 12 22 DB 3C ...3&.$Rs.nF.".<
00F0: DD 04 CD DD 47 53 8A 77 07 9147 1B B53A 21 5C ...GS.w..G...\

1
The certificate in PEM format:

MIIGEjCCBPqgAWIBAgIBATANBgkqhkiGOWOBAQSFADCBMDELMAKGALUEBhMCUEUX
GzAZBgNVBAOTEKFDRVBUQSBQRVJIVIFMuQS5DL]E2MDQGA1UEAXMtQWNICHRhIFBI
cnUgQXV0b3JpZGFkIENIcnRpZmljYWRvecmEgUmFpeiAtIFYXxMR4wHAY JKoZlhveN
AQKBFg9pbmZvQGFjZXB0Y S5jb20xFDASBgNVBAUTCzIWNTYYOTk5NZEXMB4XDTE4
MDQXODEINTQzMVoXDTM4MDQxODE1INTQzMVowgZgxCzAJBgNVBAYTAIBFMRsWGQYD
VQQKExXJBQOVQVEEGUEVSVSBTLKEUQy4xNjAOBgNVBAMTLUF|ZXBOYSBQZXJ1IEF1
dG9yaWRhZCBDZXJ0aWZpY 2Fkb3JhIFJhaXogLSBWMTEeMBWGCSqGSIb3DQEJARYP
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aW5mbOBhY2VwdGEuY29tMRQWEgYDVQQFEwsyMDU2Mjk50TcxMTCCASIWDQYJKoZI
hveNAQEBBQADggEPADCCAQoCggEBALOepDt69KarSOvKIKpv08eMmuhedC8P9cr0
/1fcZWwWTw7ODNRIOEMZc6JIgeVAwLeXdtelwvQyls6NkcOjeNX5IK2dQXM///rs+D
5X2iqHkrn2QupUr5ljnJdmog8FSliKgeQkccvFimg7Wmv/AwBzM8vIXRrgXz9nEL
gfUCErHPZN+pkxt510XB1R3cn52KICO0vkw4l6Rjz9n//RsYQVUvVjmIXmc9z3svF
r300FC67TG21/HTUEEWQd66uU1+A+H+hbFCv5H+XPun9u9a8TtP8QKnpcD/Igy7M
PNU9SMnSnBda46yiFGJAc6rSUqoHF1/43hKXi07keWESUZMWY OUCAWEAAaOCAMMwW
99JfMABGA1UdEWEB/WQFMAMBAf8wHwWYDVROjBBgwFoAUfagNaHs4Jp3Im4JInGxz
ZTDoHQWWHQYDVROOBBYEFH20DWh70Cad5ZuCSJxsc80w6BOMMASGALUdDWQEAwWIB
BjCCAUEGA1UdIASCATgwggEOMIIBMAYIKwYBBAG1awEwggEiMDcGCCSGAQUFBWIB
FitodHRwczovL2FjcGV2MS5hY2VwdGEuUcGUVQ1BTLVBFLVYXLUFjZXBOYXBIMIHM
BggrBgEFBQCCAJCB2TAZFhIBQOVQVEEQUEVSVSBTLKEUQy4wAWIBARGBUOXhIHVO
aWxpemFjaW9uIGRIIGVzdGUgY2VydGImaWNhZG8gZXNOYSBzdWpldGEgYSBsYXMg
cG9saXRpY2FzIGRIIGNIcnRpZmljYWRvIChDUCkgeSBwcmFjdGliYXMgZGUgY2Vy
dGImaWNhY2IlvbiAoQ1BTKSBIc3RhYmxIY 2IkYXMgcG9yIEFZXBOY SwgeSBkaXNw
b25pYmxicyBwdWJIsaWNhbWVudGUgZW4gd3d3LmFjZXBOY S5wZS4wXAYDVROSBFUw
UBAZBggrBgEEACEBAQANFgsyMDU2Mjk50TcxMaAIBggrBgEFBQCIA6AZMBcMCzIw
NTYyOTk5NzExBggrBgEEACEBAOEPaW5mb0OBhY2VwdGEuUY29tMFWGA1UdEQRVMFOg
GQYIKwYBBAHBAQGEDRYLMjALNjI50Tk3MTGgJQYIKWYBBQUHCAOgGTAXDASyMDU2
Mjk50TcxMQY IKwYBBAHBAQKBD2IuZm9AYWNIcHRhLmNvbTANBgkghkiGOWOBAQsF
AAOCAQEA[7TT2WmnxQ97NUpJcXoDmXh/YE//6 TpaBy6aEZXUyXQFdqYL1zoWFrSQ
5s0nWW9Z1aVGESOcsk/AK9ZQoMHvm8UTcn+NtenHPIgcS2t18aDrbc00ZMrqGOQS5
/PZ+35gD8pMPbWymG7S3hPe5G3MzkKKXWISIaK/5P0Yff5KLVjPgliLGIAHCi9es
tli3ChRS3T0i20nI9iEsnjkWzAGPyrXCQEK8t8GogyJhsn6TOIho9IBP+lePowF
f8Y5fsaYKvIWrG3XBgNt+dTZCOApcY8GMKXjOTYX8FaBxcaQpTQu/MYzJhQkUnPI
bkYSIts83QTN3UdTincHkUcbtTohXA==

Certificate Service Provider Name (en): CORE ANDINA GROUP S.A.C.
Trade name (en) CORE ANDINA GROUP S.A.C.
Information URI (en) ~ HTTPS://COREDOPERU.CERTISIGN.COM.PE

Service provider street  JR. NARCISO DE LA COLINA NRO. 421 INT. 1201
address (es)

Service provider street  JR. NARCISO DE LA COLINA NRO. 421 INT. 1201
address (en)

Service provider postal 15074
code (es)

Service provider postal 15074

code (en)

Service provider locality MIRAFLORES
(es)

Service provider locality MIRAFLORES
(en)

Service provider state LIMA

(es)

Service provider state LIMA

(en)

Service provider PE
country (es)
Service provider PE

country (en)

CN=Certisign Application CA, O=Certisign Certificadora Digital S.A., C=BR

Type CA/QC

Status undersupervision

Status starting time 2018-06-27T14:56:46.000Z

Service digital identity (X509)

Version 3

Serial number 6216629776151424254

Signature algorithm SHA512withRSA

Issuer CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
Valid from Tue Apr 14 22:00:00 PET 2015

Valid to Sat Apr 13 22:00:00 PET 2030

Subject CN=Certisign Application CA, O=Certisign Certificadora Digital S.A., C=BR
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Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
78907298955084947665559750637111680047273484546847393864407044576147541
29793985306683520615200129355415533942015383729879414179231608916721009
78038981909646003110266184009658834161110638245801201459492227952584309
37009853285741511273469227395387233933402847285629727064028364554469568
83008261540988949746833318362081052093444983003966169284433806288318792
57504127643615153100970822933326008708787194361239880858656215399898070
62078802648474747825067566488308084257720740392069003447672893592752622
80509693560287676105347529235327648968241798484964872839245208358739755
68823221491470991312408174513062517974776641017321598995911773754508949
93372942429411494169176969753513012420204607051793450183585866423371441
80351140176042082602038636616847259246196677126977063610319290610892121
33484490466482072836205990675614512222518500489222911293319477422878048
22491646653959637404570329715733972792330109970178519938112364977577414
44133400587551206869215235579969135048500220981966973784153005292370555
80018220752255057626969340991473403823393268152095789870285904811786045
12334901089347926492651024529873183399634371294321778738696297667981363
73298649872527598164072452139943630883717248982984307573473756101542613
11259830338582637382311901
public exponent: 65537

b8751e3144670322e68b689518ab822956fd8be7

http://certisign-ca.certisign.com.br/repositorio/lcr/CertisignRootCA/LatestCRL.crl
0418301680148ba6cea547d11b8c8b9d1959725cab3bbh534141f

keyCertSign

cRLSign

CA=true; PathLen=unlimited
8bebal6e51889b029f14ccfa03ch33c1f70e4477
55f1b5af8b10b135394f3372fc8e81d862484fa6d481e6b0ac77c16d420e8759

Subject: CN=Certisign Application CA, O=Certisign Certificadora Digital S.A., C=BR
Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13

Key: Sun RSA public key, 4096 bits
modulus:

78907298955084947665559750637111680047273484546847393864407044576147541297939853066835206152001293554155339420153837298794141792316089167210097803898190964600311026618400965
88341611106382458012014594922279525843093700985328574151127346922739538723393340284728562972706402836455446956883008261540988949746833318362081052093444983003966169284433806
28831879257504127643615153100970822933326008708787194361239880858656215399898070620788026484747478250675664883080842577207403920690034476728935927526228050969356028767610534
75292353276489682417984849648728392452083587397556882322149147099131240817451306251797477664101732159899591177375450894993372942429411494169176969753513012420204607051793450
18358586642337144180351140176042082602038636616847259246196677126977063610319290610892121334844904664820728362059906756145122225185004892229112933194774228780482249164665395
96374045703297157339727923301099701785199381123649775774144413340058755120686921523557996913504850022098196697378415300529237055580018220752255057626969340991473403823393268
15209578987028590481178604512334901089347926492651024529873183399634371294321778738696297667981363732986498725275981640724521399436308837172489829843075734737561015426131125

9830338582637382311901

public exponent: 65537

Validity: [From: Tue Apr 14 22:00:00 PET 2015,
To: Sat Apr 13 22:00:00 PET 2030]

Issuer: CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR

SerialNumber: [ 5645e7d8 239f2cfe]

Certificate Extensions: 7

[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [

0000: 8B A6 CE A547D11B8C 8B 9D 1959725C AB3B ...G.....Y1\;

0010: B5 34 14 1F 4.
1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2147483647

1

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://certisign-ca.certisign.com.br/repositorio/lcr/CertisignRootCA/LatestCRL.crl]

1

[4]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.30253.7]
[PolicyQualifierinfo: [
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qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 34 68 74 74 70 3A 2F 2F 63 65 72 74 69 73 69 .4http://certisi
0010: 67 6E 2D 63 61 2E 63 65 72 74 69 73 69 67 6E 2E gn-ca.certisign.

0020: 63 6F 6D 2E 62 72 2F 72 65 70 6F 73 69 74 6F 72 com.br/repositor
0030: 69 6F 2F 63 70 73 io/cps

1
1

[5]: Objectld: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

OCSPSigning

clientAuth

codeSigning

timeStamping

1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[7]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: B8 75 1E 31 44 67 03 22 E6 8B 68 95 18 AB 82 29 .u.1Dg."..h....)
0010: 56 FD 8B E7 V...

1
]

1

Algorithm: [SHA512withRSA]
Signature:

0000: B78C4C AF115ACB05 A975E51A0F384C25 .L.Z..u..8L%
0010: C6 4A 09 2E 053D FD D2 86 1CCAC9C1EB8124 .J .$
0020: 8E 29 6E CE 44 CC 0C 58 5F 43 A6 CD C73D 8D D1 .)n.D.X_C...=..
0030: A5 20 733D 6D CD 41 74 A4 11 1E 6F 1E FO C5 E8 . s=m.At. -
0040: B2 08 2538 9E 21 CC 30 C382BE 4E9C 48 A2 77 ..%8.!.0...N.H.w
0050: C2 5546 80 8F E47B 56 7B ACF14D 44 F9 11 E1 .UF...V..MD...
0060: FB 13 F739 A9 715D F2 1F 4A CC F28552 A6 2F ...9.q R/
0070: D4 C5 F6 0210 19 EC 47 1A 6A D8 DADE 8819 4C ....... Gj....L
0080: C7 71 9C E2 BD EE 6E D9 52 63 EF DC 5A 02 76 2F .q....n.Rc..Z.v/
0090: 69 43 AE 79 4E F7 CC 10 62 05 68 2E F9 88 65 60 iC.yN...b.h...e’
00A0: E1 0323 F7 C084 46 DB 79 CO EB OB OF 08 7A 41 ..#..F.y....ZA
00BO0: 84 B9 D4 0D 83 DB BA9E C7 8F EE DF 98 3AF7 D6 . :
00CO0: 8B A4 FF FD 30 A6 5C 72 A8 92 35 D585 DD 90 3B ....0.\r.
00D0: FA2EEBE5AC97E9C9 BEOE81E402BEC7 14 .
00EO: 82 6A 90 1AEF DC FF 56 C7 A6 E13849 DB 8377
00F0: C2C4799B 87 87 E22C 6B 81 69 9C B4 0854 0B .
0100: IAE5 1A 29 4EBB EF 57 87 AOE7 B7218556 32 ...
0110: C6 29 0C 22 8D 58 EF EE 65 DF 82 23 0E B529 33 .).".
0120: 92 03 61 6E D2 E4 48 5E F4 1A FO 88 5C BE 8C D5 ..
0130: 0B EA 65 29 8A A8 67 2E 76 00 BF EA 88 6E A6 A4 ..e)..g.v..
0140: 2A 16 0A4E 0754 E57C 2C22EE78 7BBBCCF3 *.N.T..,"X....
0150: 4C AD 50 9E 40 D1 3E 80 4F 6A 4F DF BA 3F 61 49 L.P.@.>.0jO..7al
0160: AD 3A 1A 6E 00518996 37 F9 C14B EA3437D3 ..n.Q..7..K.47.
0170: 9B 58 DE 1A 11 C1 59 E7 9A 63 76 09 1D 55 6B 39 .X....Y..cv..Uk9
0180: FF 46 46 10 E0O 1C C6 3F 4A 21 F558 94 C8 E4 42 FF...?J!.X..B
0190: DC 8D B5 2F 3E 6C EF 70 A7 2A 59 F2 A6 5C 65 C8 .../>L.p.*Y..\e.
01A0: 2C C22CFEA4E7 D817 4CA913A273E6A9CS .
01B0: 84 7ECD 06 39 ED 4B 76 16 BF D1 3B 02 90 9E 5A ...9.Kv...;..Z
01C0: 32 85 8E 5A5C 41 BAC6 96 7B 8237 1051 C4 07 2..2\A..
01D0: 25 7A 03 64 31 47 27 61 1C F9 60 4C 41 06 B5 17 %z.d1G
01EO0: DF 6C 3F C3CEE30BE5 15CD C2E582B3 1429 .17
01F0: F21001 BB 8839 C729 15F0BBBBBCOA83EY ....9.

1
The certificate in PEM format:

--BEGIN CERTIFICATE-----
MIIGIDCCBHygAwIBAgIIVkXn2COfLP4wDQYJKoZIhveNAQENBQAWWDELMAKGALUE
BhMCQIIXLTArBgNVBAO0TJENIcnRpc2InbiBDZXJ0aWZpY2Fkb3JhIERpZ2I0YWwg
Uy5BLjEaMBgGA1UEAXMRQ2VydGlzawdulFIvb3QgQOEwHhcNMTUWNDE1MDMwMDAwW
WhecNMzAWNDEOMDMwWMDAWWBfMQswCQYDVQQGEWJCUJEtMCsGA1IUEChMkQ2VydGlz
aWdulENIcnRpZmljYWRvemEgRGInaXRhbCBTLKEUMSEWHWYDVQQDExXhDZXJ0aXNp
Z24gQXBwbGliYXRpb24gQOEwggliIMAOGCSGGSIb3DQEBAQUAA4ICDWAWGGIKAOIC
AQDBasgbndTYOZ05QhPh8swHOU01gHQwWuUQvM7HNKhEwmAWA0QApVYEfiSRNb1/z0
iuU9QPhmJhuLy9+C2ubf4Zw5P9UFvewN42Y x+g/vKoZHIt5Z+cfTvg5NrOrPobCz ps6IRIED]jludGVIyXKs7tTQU
HzAdBgNVHQ4EFgQUuUHUeMURNAyLmIi2iVGKuCKVb9i+cwWgYDVROgBFMwUTBPBgkr
BgEEAYHsLQcwQjBABggrBgEFBQCCARY0aHROcDovL2NIcnRpc2InbiljYS5jZXJ0
aXNpZ24uY29tLmJyL3JlcG9zaXRvemlvL2NwczBjBgNVHRBEXDBaMFigVgBUhlJo
dHRwOI8vY2VydGlzaWduLWNhLmNIcnRpc2Inbi5jb20uYnlvemVwb3NpdG9yaWwsv
bGNyLONIcnRpc2Inbldvb3RDQSIMY XRIc3RDUkwuY3JsMA4GA1UdDWEB/WQEAwWIB
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BjAXxBgNVHSUEKjA0BggrBgEFBQCDCQYIKWYBBQUHAWIGCCSGAQUFBWMDBggrBgEF
BQcDCDANBgkqghkiGOWOBAQOFAAOCAgEAt4xMrxFaywWpdeUaDzhMJcZKCS4FPf3S
hhzKycHrgSSOKW70ORMwWMWFIDps3HPY3RpSBzPW3NQXSKERS5VHVDF6LIIJTieleww
WA4K+TpxlonfCVUaAj+R7Vnus8U1E+RHh+xP30alxXflfSszyhVKmLITF9gIQGexH
GmrY2t6IGUzHcZzive5u2VJj79xaAnYvaUOueU73zBBiBWgu+YhlYOEDI/fAhEbb
ecDrCw8lekGEudQNg9u6bnseP7t+YOviWi6 T//TCmXHKokjXVhd2QO/ou6+Wsl+nJ
VgBB5AK +xxSCapAa79z/Vsem4ThJ24N3wsR5m4eH4ixrgWmctAhUCxrIGIlOuO9X
h6DntyGFVLGKQWijVjv7mXfgiMOtSkzkgNhbtLkSF70GVCIXL6M1QvqZSmKqGeu
dgC/60hupqQqFgpOB1TIfCwi7nh7u8zzTK1QnkDRPoBPak/fuj9hSa06Gm4AUYmW
N/nBS+00N9ObWN4aEcFZ55pjdgkdVWs5/0ZGEOACxj9KIfVYIMjkQtyNtS8+bO9w
pypZ8qZcZcgswiz+pOfYFOypE6Jz5qnFhH7NBjntS3YWVIE7ApCeWjKFjlpcQbrG
InuCNxBRxAclegNkMUcnYRz5Y ExBBruX32w/w87jC+UVzcLIgrMUKfIQAbulOccp

FfC7u7wKg+k=

CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR

Type
Status
Status starting time

CA/QC
undersupervision
2018-06-26T20:54:33.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from

Valid to

Subject

Public key

Subject key identifier
CRL distribution points

Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[
Version: V3

3

8496730048626051985

SHA512withRSA

CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
Tue Apr 14 22:00:00 PET 2015

Sun Apr 14 22:00:00 PET 2030

CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR

Sun RSA public key, 4096 bits
modulus:
83858149572724153879147929355523980989734321475859749889025077213438201
26524884170606414003946838975282973441339166366659694254724878287690336
74619340229210019038411557207353988428020514146059990415173356285194019
89725543029735481350320568293464404813637961003164728581113825115067941
54464000874254636383538705084332170036018937879011595690828366546883794
42238984855385231401082187574319605112793969098253082696258163595003930
44506195065406973866979834465357600186317299531120059889564954778450547
13790607993935317903225931115551294561508366832096481385530018748868233
75897094509231461436751145038654845132484221730531887066468315315900133
71317687849508774246606858215998371652684451081569193729603948966737003
66173116574869034752075000481857055603133004720515118185340830287591489
11121731446254498831643125678570838959058891513879770747968424374849154
18607294937946714802635710614763655891576465836079843249598538145297512
08292381505296966521391501862180756102181476419030034916745728837653159
97662348670149550479538217376609894907505134206162584771350820191765432
14272958600958156996693944950870237561708193162157227429018640096262273
85064716761931499369682236963577413562254878918077283227381578037288564
35994837185278097707227421
public exponent: 65537

8babcea547d11b8c8b9d1959725cab3bb534141f
http://certisign-ca.certisign.com.br/repositorio/lcr/CertisignRootCA/LatestCRL.crl

keyCertSign

cRLSign

CA=true; PathLen=unlimited
fea8693e1f236ealfe915b7dal13211db4d48454c¢
c5056b845d6cbdcb02deffladd921533d956f253954c76fa5fe6f0fbe516e72

Subject: CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13

Key: Sun RSA public key, 4096 bits
modulus:

83858149572724153879147929355523980989734321475859749889025077213438201265248841706064140039468389752829734413391663666596942547248782876903367461934022921001903841155720735
39884280205141460599904151733562851940198972554302973548135032056829346440481363796100316472858111382511506794154464000874254636383538705084332170036018937879011595690828366
54688379442238984855385231401082187574319605112793969098253082696258163595003930445061950654069738669798344653576001863172995311200598895649547784505471379060799393531790322
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59311155512945615083668320964813855300187488682337589709450923146143675114503865484513248422173053188706646831531590013371317687849508774246606858215998371652684451081569193
72960394896673700366173116574869034752075000481857055603133004720515118185340830287591489111217314462544988316431256785708389590588915138797707479684243748491541860729493794
67148026357106147636558915764658360798432495985381452975120829238150529696652139150186218075610218147641903003491674572883765315997662348670149550479538217376609894907505134
20616258477135082019176543214272958600958156996693944950870237561708193162157227429018640096262273850647167619314993696822369635774135622548789180772832273815780372885643599
4837185278097707227421
public exponent: 65537
Validity: [From: Tue Apr 14 22:00:00 PET 2015,

To: Sun Apr 14 22:00:00 PET 2030]
Issuer: CN=Certisign Root CA, O=Certisign Certificadora Digital S.A., C=BR
SerialNumber: [ 75ea72f6 2cbe4b91]

Certificate Extensions: 5

[1]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[2]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://certisign-ca.certisign.com.br/repositorio/lcr/CertisignRootCA/LatestCRL.crl]
1

[3]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.30253.4]

[PolicyQualifierInfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 34 68 74 74 70 3A 2F 2F 63 65 72 74 69 73 69 .4http://certisi
0010: 67 6E 2D 63 61 2E 63 65 72 74 69 73 69 67 6E 2E gn-ca.certisign.

0020: 63 6F 6D 2E 62 72 2F 72 65 70 6F 73 69 74 6F 72 com.br/repositor
0030: 69 6F 2F 63 70 73 io/cps

1
1

[4]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[5]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 8B A6 CE A5 47 D11B8C 8B 9D 1959 725C AB 3B ...G....Y1\;
0010: B5 34 14 1F 4.

1
]

1

Algorithm: [SHA512withRSA]
Signature:

0000: 7C B3 5C 98 80 D8 B2 6F 13 78 5A 8548 9D D2 D1 ..\....0.xZ.H...
0010: 0C 41 39 A9 05 23 35 3A 53 8C C8 8D EB CA90 A2 .A9.#5:S.......
0020: 61 2F 6F 73 25 59 9A DC 44 D8 30 E4 35 1B 4D FB a/0os%Y..D.0.5.M.
0030: 1IE41 BE2ED3F19221 06 0B ABD9186A 8559 A....
0040: B7 E3 64 5D 51 D9 02 5A 2F 3A 9E 5E 8B D4 A3 69 ..d]Q..Z/:. .0
0050: C5 C4 20 A9 9547 B4 63 6257 70 F2 CAE3 18 1F .. ..G.cbWp.....
0060: 6F 18 50 13 3F 5C 3930 5D 38 E2 67 BA C9 E4 84 0.P.?\90]8.g....
0070: A1 ED AE 7F E3 F1 CO0B F7 5849 4F 19 30 2C EF .........XI0.0,.
0080: 27 94 7A 82 7B 7TA05C4 F840922C B9 EFE9 DA 'z.z.@.,....
0090: 46 6B 5C D5 DD B6 91 25 55 ED 79 A1 01 C2 F8 5A FK
00AO0: 83 A3 85 B9 20 63 BF 2E 9B E9 19 C3 A8 B6 9C AC ...
00B0: 37 18 DA 69 42 A6 8569 2E 3D F2D4 E576 12 7E 7..iB.
00CO: BB DF 89 1A 2B 17 5A C2 3964 28 E1 51 5C BF 01 ....
00DO: B9 A0 08 97 AE 32 9E A3 96 F8 9F E0 3C E2 36 2F ....
00EO: 15 CC FBOF 67 4A 6972 80 B3 71 BC B9 D6 FE E7
00FO0: 7B DE 37 46 16 5C 2C C3 A1 83 3D BE BE FB D5 88 ..7F.\
0100: C55A 59 4F 8BE50 C2 12 EE COBE 72B047 1D A5 .ZYO.P.
0110: 75 35 0D 9D DC FE 1B A4 63 09 91 C6 64 A3 2A D2 U5...
0120: DO F5 BAB7 C8 BCB7 B3 86393DD145AEC10D .........

0130: 07 9E 8B FOF52BEC 64 F7 1F 96 CB4FFE9C 75 ....+.d...O..u
0140: 0341 F1FA97DDED 6D D116 F8 AA0551DB 26 A Q.&
0150: EO OE A3 EB 2A A0 8D A3 66 36 7A 79 93 CC E2 B9 ...*..f6zy....
0160: 28 01 C7 FE 71 DF 61 CC 1A 63 99 8A 36 52 FC 3A (...q.a..c..6R.:
0170: 53 6B B9 87 5A AC 4B 3F D1 EB 44 20 8F 3B D4 33 Sk..ZK?..D .;.3
0180: 5A 06 A6 OE 2C 718475 908A 66 D7 DO C47E5D Z...q.u
0190: 11 64 5D C4 5B EF D8 6F 34 90 AF 8D C1 2A 10 86 .d]
01A0: C173C0621AB1E8D9 8377 F9C758752534 .s.b
01B0: 63 A0 3A 90 64 37 60 AB 22 6A 31 3B 18 FF 7E A8 c...d7".
01C0: F195C7 C4822B2403 5EB768D269C191CO .
01D0: 6A 88 27 2AEE FA3A2C 09A29B3A 22902329 |
01EO: 6B 29 76 30 0D B5 EC 3D C5 85 B9 06 FF F6 BF 53 k)v0...=
01F0: CA 33 C6 B2 9F 6A 0B 87 3183 F7 56 BF 314496 .3..

1
The certificate in PEM format:

MIIGOTCCBCGgAwIBAgIIdepy9iy+S5EwWDQYJKoZIhveNAQENBQAWWDELMAKGALUE
BhMCQIIXLTArBgNVBAO0TJENIcnRpc2InbiBDZXJ0aWZpY2Fkb3JhIERpZ2I0YWwg
Uy5BLjEaMBgGA1UEAXMRQ2VydGlzawdulFIvb3QgQOEwHhcNMTUWNDE1MDMwMDAwW
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WhcNMzAWNDE1IMDMWMDAWW]BYMQswCQYDVQQGEWJCUJEtMCsGALUEChMKQ2VydGlz 7x6PvJIB26Y88Xt
iuGstkDFRkgQYyKa/jLIZYuk6mAfKOPES9kdAgMBAAGjggEFMIIBATAPBgNVHRMB
AfBEBTADAQH/MBOGA1UdDgQWBBSLps6IRIED]jludGVIyXKs7tTQUHzBaBgNVHSAE
UzBRMEBGCSsGAQQBgewtBDBCMEAGCCsGAQUFBwIBFjRodHRwOIi8vY2VydGlzawdu
LWNhLmNIcnRpc2Inbi5jb20uYnlvemVwb3NpdG9yaW8vY3BzMGMGA1UdHWRcMFow
WKBWoFSGUmMhOdHAG6LY9jZXJ0aXNpZ24tY2EuY2VydGlzawduLmNvbS5ici9yZXBv
€2l0b3Jpby9sY3IvQ2VydGlzaWwduUm9vdENBLOxhdGVzdENSTC5jcmwwDgYDVROP
AQH/BAQDAGEGMAOGCSqGSIb3DQEBDQUAA4ICAQB8s1yYgNiybxN4WoVIndLRDEES
qQUjNTpTjMIN68gQomEVbh3MIWZrcRNgw5DUbTfseQb4u0/GSIQYLq9kYaoVZt+Nk
XVHZAlovOp5ei9SjacXEIKmVR7R}YIdw8srjGBIVGFATP1w5MF044me6yeSEoe2u
f+PxwAV3WEIPGTAs7yeUeoJ7egXE+ECSLLnv6dpGalzV3baRJVXteaEBwvhag6OF
uSBjvy6b6RnDgLacrDcY2mICpoVpLj3y10V2En6734kaKxdawjlkKOFRXL8BuaAl
164ynqOW+J/gPOI12LXxXM+w9nSmlygLNxvLnW/ud73jdGFlwsw6GDPb6++9WIxVpZ
T45QwhLuwL5ysEcdpXU1DZ3c/hukYwmRxmSjKtLQ9bq3yLy3s4Y5PdFFrsENB56L
8PUIr7GT3H5bLT/6cdQNB8fgX3e1t0Rb4qgVR2ybgDgPrKqCNo2Y 2enmTzOK5KAHH
/nHfYcwaY5mKNIL8OINruYdarEs/OetEll871DNaBqYOLHGEdZCKZtfQxHSdEWRd
XxFvw2G80kK+NwSoQhsFzwGlasejZg3f5x1h1JTRjoDqQZDdgqyJqMTsY/3608ZXH
xlIrJANet2jSacGRwG(lJyru+josCaKbOiKQIlylrKXYwDbXsPcWFuQb/9r9TyjPG
sp9qC4cxg/dWvzFElg==

Certificate Service Provider Name (en): BIT4ID S.A.C.
Trade name (en) BIT4ID S.A.C.
Information URI (en ) HTTPS://WWW.BIT41D.COM

Service provider street  CALLE MARTIR JOSE OLAYA NRO. 129 OFICINA 1204, MIRAFLORES
address (es)

Service provider street  CALLE MARTIR JOSE OLAYA NRO. 129 OFICINA 1204, MIRAFLORES
address (en)

Service provider postal 15074
code (es)

Service provider postal 15074

code (en)

Service provider locality MIRAFLORES
(es)

Service provider locality MIRAFLORES
(en)

Service provider state LIMA

(es)

Service provider state LIMA

(en)

Service provider PE
country (es)
Service provider PE

country (en)

OID.2.5.4.97=VATES-A66721499, CN=UANATACA CAZ2 2016, OU=TSP-UANATACA, O=UANATACA S.A,,
L=Barcelona (see current address at www.uanataca.com/address), C=ES

Type
Status
Status starting time

CA/QC
undersupervision
2018-08-28T21:58:09.000Z

Service digital identity (X509)

Version
Serial number
Signature algorithm

3
2317042835735686419
SHA256withRSA
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Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA,
O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
C=ES

Fri Mar 11 05:37:31 PET 2016
Sun Mar 11 05:37:31 PET 2029

0OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA2 2016, OU=TSP-UANATACA,
O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
C=ES

Sun RSA public key, 4096 bits
modulus:
84609201759709241477504090634564013869822813127294222229682166099085633
65373543206677979791446723899724857018234905808600953788462147930919466
36711810510143602935614448969052976569460191344340411085278864480397551
13928848168259548886042999410681700965459097916985266598794470652209392
73591912844169369934733226533226485445464903747137029119306308267181774
93478384013463616572466695103685157701006946012762949509273382917462547
87462160403839417941439449488026559284704494247178338819015761652554161
92517515850886868212203776701656097437048673335218042357268145153942376
06684342206020857315868853226372860689522748419197604789918543589374052
78304097405134469286117208885155772687177065698793406053439577539323415
91681926533607994971541574786412858592991476103353528974198484683270770
11255384029376433000198229665887899102451255461148152093374341724106665
44856661504717223128490253555968862186950573834319765587702038515095835
74928618709547937806064909677942357433930147239962229150708418698933897
80477909787821319057498544842663672676740377222756626575154296238425341
15884861908158732634146703480166601216863579412152417845597010953886387
64945484941606109495899963944573730124741135490198108054489773447586353
75156307556203228143384409
public exponent: 65537

7d57e76073ce0746a9e2a368f0e111b2749273fd

http://crll.uanataca.com/public/pki/cri/arl_uanataca.crl
http://crl2.uanataca.com/public/pki/crl/arl_uanataca.crl
041830168014552cflbcal5eb9eea02f8857105bfc96f7919a2c

keyCertSign

cRLSign

CA=true; PathLen=0

0ece527803c9dh6e63bcea5536b93ae8284e8d2d
00ff2ff2efba98c6b023ad1035559a606dd9fc48a39d3407cc07a678379a7909

Subject: OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA2 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

84609201759709241477504090634564013869822813127294! 9682166099085633653735432066779797914467238997248570182349058086009537884621479309194663671181051014360293561444896905
29765694601913443404110852788644803975511392884816825954888604299941068170096545909791698526659879447065220939273591912844169369934733226533226485445464903747137029119306308
26718177493478384013463616572466695103685157701006946012762949509273382917462547874621604038394179414394494880265592847044942471783388190157616525541619251751585088686821220
37767016560974370486733352180423572681451539423760668434220602085731586885322637286068952274841919760478991854358937405278304097405134469286117208885155772687177065698793406
05343957753932341591681926533607994971541574786412858592991476103353528974198484683270770112553840293764330001982296658878991024512554611481520933743417241066654485666150471
72231284902535559688621869505738343197655877020385150958357492861870954793780606490967794235743393014723996222915070841869893389780477909787821319057498544842663672676740377
22275662657515429623842534115884861908158732634146703480166601216863579412152417845597010953886387649454849416061094958999639445737301247411354901981080544897734475863537515

6307556203228143384409

public exponent: 65537

Validity: [From: Fri Mar 11 05:37:31 PET 2016,
To: Sun Mar 11 05:37:31 PET 2029]

Issuer: OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES

SerialNumber: [ 2027ca2e d163ad13]

Certificate Extensions: 8
[1]: Objectid: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: ocsp

accessLocation: URIName: http:/ocspl.uanataca.com/public/pki/ocsp/

accessMethod: ocsp

accessLocation: URIName: http://ocsp2.uanataca.com/public/pki/ocsp/

1
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[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 55 2C F1 BC A15E B9 EE A0 2F 8857 105B FC 96 U,.. ../ W.[..
0010: F7 91 9A 2C e

1

]

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:0

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://crl1.uanataca.com/public/pki/cri/arl_uanataca.crl]
, DistributionPoint:
[URIName: http://crl2.uanataca.com/public/pki/crl/arl_uanataca.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierInfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 27 68 74 74 70 3A 2F 2F 77 77 77 2E 75 61 6E .'http://www.uan
0010: 61 74 61 63 61 2E 63 6F 6D 2F 70 75 62 6C 69 63 ataca.com/public

0020: 2F 70 6B 69 2F 64 70 63 2F Ipki/dpc/

1, PolicyQualifierInfo: [

qualifieriD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 72 0C 70 43 65 72 74 69 66 69 63 61 64 6F 20 Or.pCertificado
0010: 64 65 20 6C 61 20 45 6E 74 69 64 61 64 20 64 65 de la Entidad de

0020: 20 43 65 72 74 69 66 69 63 61 63 69 C3 B3 6E 20 Certificaci..n

0030: 73 75 62 6F 72 64 69 6E 61 64 61 20 64 65 20 55 subordinada de U

0040: 41 4E 4154 41 43 41 2E 20 56 65 72 20 68 74 74 ANATACA. Ver htt
0050: 70 3A 2F 2F 77 77 77 2E 75 61 6E 61 74 61 63 61 p://www.uanataca
0060: 2E 63 6F 6D 2F 70 75 62 6C 69 63 2F 70 6B 69 2F .com/public/pki/

0070: 64 70 63 2F dpc/

11
]

[6]: Objectld: 2.5.29.18 Criticality=false
IssuerAlternativeName [
RFC822Name: info@uanataca.com

1

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 7D 57 E7 60 73 CE 07 46 A9 E2 A368 FO E111 B2 .W.'s.F..h....
0010: 74 92 73 FD ts.

1
1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 07 18 D1 D3 31 53 A5 BB 93 A4 CAA002 1F3B 8D ...1S........;.
0010: 56 19 88 FF 74 87 81 15 B3 7B 63 A7 FB D8 A8 4F V...t.
0020: E6 8E 9C 75 19 AF 2D AB 8035 D127 E4 73 B9 3F . .s.?
0030: 4E 26 91 FE D323 8D 1B 47 9E EF C9 B3 3587 83 N&...#..G....5..
0040: 53 4C 69 DD 06 AA 20 5E B8 E6 64 BO BC OC ED C5 SLi... ~.d.....
0050: 9B A5 E1 5E 8E 10 C1 D6 DE F5 CF B4 3F 77 A2 5A ... w.Z
0060: F8 32 AE EB F49E 2B 09 19 64 16 E7 F9 95 88 AF .2...+.d......
0070: E1 27 66 FOE9 19 D4 F7 6E 52 4E 51 78 ED 7B 6A ..
0080: OE A7 92 D7 05 C9 22 64 B253 AE 615429 E2 7F ..
0090: 08 09 03 60 7F A2 58 8F D159 1B 55 1A DO 7D 98 ..."..X..Y.!
00AO0: 533250 BC 7D 05 BE 7F 7189 D7 E4 C3 79 F7 09 S2P.
00BO0: 88 AC 5A 76 A5 06 08 2B C6 B7 52 9E 80 4D 0B 89 ..Zv..
00C0: A7 15 D53E F3 F7 08 DF 28 EDB53C5713B991 ..>...(..
00DO: 62 54 F5 B5 EB B3 52 2A C2 29 C0 68 46 FO OE 15 bT....R*.).h
00EO: AE 3A C9 25 2E 08 94 FO 33 1C B9 41 88 6E 61 A3 ...%
00F0: F8 9B 70 AEDOOC 05 CE 1B 63 CC 24 1AF7F13B .|
0100: F5 4F 3B 16 6538 A6 E1 7553 6E C2 F3 CC 76 97 .O;.e!
0110: 46 59 A3 E5 92 D7 6A0C 95 AE 22 5A 7592 18 41 FY...j..."
0120: DA C9 6D D3 1D 20 9F A0 7E 14 00 AA6B 7B 99 CB ..m.
0130: 5516 3301 16 1372 6D OC EF 7F 17 C9 C1 8A D8 U.3..rm
0140: 9C E0 84 EC 1756 69 A8 8A2C 74 F7 0D 1F A0 41 ... Vit A
0150: 88 A7 7300 F9 A7 81 AA F58D C6 14 B1 8E D6 AF .s....
0160: 4B 42 24 9D 63 30 BA AD 1C 78 B8 D9 CC 41 B6 40 KB$.cO...x..A.@
0170: 00 A9 C51AEB92722D 34DBD6E67BED 4348 ....r-4...CH
0180: DF A0 61 DD 6F 0OC B5 E4 4C B789 17 2C 6C EF A0 ..a.0...L... ..
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0190: DB 6599 995D A7 2B 1B 22 A3FFE13E812C25 .e.].+.".>.,%
01A0: F7 4A 489D 77 D9 F8 84 1C 3E 7F FD AAF7 5238 .JH.w...>...R8
01B0: F8 2B 2D 01 A6 EC 0590 4A 16 C8 28 8F F25A 75 .+-. (.2u
01C0: C7 CF B6 B4 5957 CADE B10B 49 2B D56E D779 ...YW...I+.ny
01D0: 99 D7 FC 40 5D AD 82 AE 7D FE E3 33 27 40 93 9F ...@]......3'@..
01E0: 1315 2BED 1F C7 CDE5 B8237CD582EC5297 ..
01F0: 69 73 77 B4 51 11 BB 78 33 0A 34 6E 78 5A FB 56 isw.Q..x3.4nxZ.V

]
The certificate in PEM format:

MIIIW]CCBKKgAWIBAGIIICIKLEF)rRMWDQYJKoZIhveNAQELBQAWgbKxCzAIBgNY
BAYTAKVTMUQWQgYDVQQHDDICYXJjZWxvbmEgKHNIZSBjdXJyZW50IGFkZHJIc3Mg
YXQgd3d3LnVhbmFOYWNhLmMNvbS9hZGRyZXNzKTEWMBQGA1UECgwWNVUFOQVRBQOEg
Uy5BLJEVMBMGA1UECWWMVFNQLVVBTKFUQUNBMRswGQYDVQQDDBJIVQUSBVEFDQSBS
TO9UIDIWMTYXGDAWBgGNVBGEMD1ZBVEVTLUE2NjcyMTQ50TAeFWOxNjAzZMTEXMDM3
MzFaFw0yOTAzMTExMDM3MzFaMIG4MQswCQYDVQQGEwWJFUzZFEMEIGALUEBwWwW7QmFy
Y2Vsh25hIChzZWUgY3VycmVudCBhZGRyZXNzIGFOIHd3dy51YW5hdGFjY S5jb20v
YWRkemVzcykxFjAUBgNVBAoOMDVVBTKFUQUNBIFMuQS4xFTATBgNVBASMDFRTUC1V
QUSBVEFDQTEaMBgGALUEAWWRVUFOQVRBQOEGQOEYIDIWMTYXGDAWBGNVBGEMD1ZB
VEVTLUE2NjcyMTQ50TCCAIlwDQYJKoZIhveNAQEBBQADggIPADCCAgoCggIBAMIK
wiDGaY0Sgs8VgEawfJ+YBhye+CX3RH9S+MOdgDGRNgpNUZEDEWChjTBMV6cx+1u8
gvn+H41ITaCGkeabnLIAN6EIaVV5SPmMBtOKApREWTIbCIjx5yJPNZ55Sg/FGYHru
QLZ3D3st1tr4Kh/Tum82/sGkWGruPzylUtyOeBOTc0A92Yv3GdAOOSRJy9Fjslbb
0eqtWTVI5Rk8Txfyn5BDC7gp27stfCPIK/WECKX|]FIMgqdHtm+bdSyyYTm+seSC4ra
2Z+9fSSEBmRVbpPdEtZug38UoSr/Yp3bo9c09gLO6N35J00pcSjG5/UEZyCIWXSz
RFpq7FY2IX210yZphc553Qy ThRUITGZQENjy3J5YaAd6BiVOOEa/ITR]tBsbbIr3
e7LFcrHNCx9A0N+LoTUyj04B7A7tzAMKkwiMSVENFINnkWJgUbQLz/VZtwgmm/Fmf
40LynMV5XmdBg85v0dmdDrleuNpV8m4AQOEdgzTaGwLityMWMepNEKN1Paw0I1P4
HanSRhkI5SK56sAeFVseuA6QVIGHQ+rdSv8nCFAF+pLd3rl7VmaQnaOwkJvSEla5h
2CDGesXr39VvBuQONDb/nM/acBQjpOtmwsVCi8hRmMPKvRvzcqpUmJIIWhUMBtHIOR
cw7+bOP92sNAtEelQOdxD+3WNuAufGaEtizR1XdZAgMBAAGjggJjMIICXzB+Bggr
BgEFBQCBAQRYMHAWNGYIKwYBBQUHMAGGKmMhOdHAGLY9vY3NWMS51YW5hdGFjY S5)
b20vcHVibGljL3BraS9vY3NwLzA2BggrBgEFBQCWAY YgaHROcDovL29jc3AyLnVh
bmFOYWNhLmMNvbS9wdWJsaWMvcGtpL29jc3AvMBOGA1UdDgQWBBRIV+dgc84HRani
02jw4RGydJJz/TASBgNVHRMBASECDAGAQH/AGEAMB8GA1UdIwQYMBaAFFUs8byh
XrnuoC+IVxBb/Jb3kZosMBWGA1UdEgQVMBOBEWIUZM9AdWFuYXRhY2EuY29tMIHM
BgNVHSAEgcQwgcEwgh4GBFUdIAAwWgbUWMwY IKwYBBQUHAGEWJ2h0dHABLY93d3cu
dWFuYXRhY2EuY29tL3B1YmxpYy9wa2kvZHBjLzB+BggrBgEFBQCcCAjByDHBDZXJO
aWZpY2FkbyBkZSBsYSBFbnRpZGFKIGRIIENIcNRpZmIjYWNpw7NulHN1Ym9yZGlu
YWRhIGRIIFVBTkFUQUNBLIBWZXIgaHROcDovL3d3dy51YWS5hdGFjY S5jb20vcHVi
bGIjL3BraS9kcGMvMIGLBgNVHR8EgYMwgYAwPgA80DqGOGhOdHA6LY9jcmwxLnVh
bmFOYWNhLmMNvbS9wdWJsaWMvcGtpL2NybCOhemxfdWFuYXRhY2EuY3JsMD6gPKAG
hjhodHRwOI8vY3JsMi51YW5hdGFjY S5jb20vcHVibGljL3BraS9jcmwvYXJsX3Vh
bmFOYWNhLMNybDAOBgNVHQ8BABEBAMCAQYWDQYJKoZIhveNAQELBQADggIBAACY
0dMxUBW7k6TKoAIfO41WGYj/dleBFbN7Y6f72KhP506cdRmvLauANdENSHO5P04m
kf7T140bR57vybM1h4NTTGndBqogXrjmZLC8DO3FmM6XhX04Qwdbe9c+0P3eiWvgy
ruvonisJIGWQWS5/mViK/hJ2bw6RnU925STIF47XtqDgeS1wXJImSyU65hV CnifwgJd
A2B/oliPOVKbVRrQfZhTMIC8fQW+f3GJ1+TDefcJiKxadqUGCCvGt1KegEOLiacV
1T7z9wjfKO21PFcTuZFiVPW167NSKsIpwGhG8A4VrirJJS4lIPAzHLIBIG5ho/ib
cK7QDAXOG2PMJIBr38Tv1TzsWZTim4XVThsLzzHaXRImj5ZLXagyVriJadZIYQdrJ
bdMdIJ+gthQAgmt7mctVFMBFhNybQzvixfJwYrYnOCE7BdWaaiKLHT3DR+gQYin
cwD5p4Gq9Y3GFLGO1q9LQISdYzCKrRx4uNnMQbZAAKNFGuuSci0029bme+1DSN+g
Yd1vDLXKTLeJFyxs76DbZZmzXacrGyKj/+E+gSwI90pInXfZ+IQcPn/9qvdSOPgr
LQGM7AWQShbIKI/yWnXHz7a0WVfK3rELSSvVbtd5mdf8QF2tgq59/uMzIOCTnxMV
K+0fx83IuCN81YLsUpdpc3e0URG7eDMKNG54WvtW

OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA1 2016, OU=TSP-UANATACA, O=UANATACA S.A,,
L=Barcelona (see current address at www.uanataca.com/address), C=ES

Type CA/QC

Status undersupervision

Status starting time 2018-08-25T00:09:59.000Z

Service digital identity (X509)

Version 3

Serial number 6611671282825056795

Signature algorithm SHA256withRSA

Issuer 0OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA,
gflLEJéNATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),

Valid from Fri Mar 11 05:35:33 PET 2016

Valid to Sun Mar 11 05:35:33 PET 2029

Subject OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA1 2016, OU=TSP-UANATACA,
85|LEJQNATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
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Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
91380594494012118573494581424719634392948070347222958091982414705377099
17345483601841830441973021908577528648887727317069287199021301569428812
36105728583989490929999864394605612919876699480804702767118285221167710
04153554864839369107713619092418480743399777944802081357849025616851522
73194100206111326473599615789834813014708753804193433703172957579379856
67174666340432041762362169376595485198579279236242600172093197111746409
56856269771247164066379639939256320384132367937813144239588354699234547
19770761006441103022886120747372873314242323628435201518590315457375443
62005519669372343757281524692913778309158593468491898945103977668411710
42644716750113052066396349480827119797898874903745421917865323129863625
79818699949180615053272385717494979045846678213277032389122589902449673
05178450424839912718864684982532222709071195810069729226644535885513096
70585999150876766581384172928358042731481513752618951389235708566022259
61723399194598810185073343110877556626550632445693674295465882530682590
89985817646683036851775983489410140874326989239429120391433703499640901
66443005480856076865352963778126275021103951824107029581489448148757935
29023690223272196230423197161355606544564806723261420787589163859628329
89970358662275707323866227
public exponent: 65537

2d71efb0637ff5fde083224471441030814f4de5

http://crll.uanataca.com/public/pki/cri/arl_uanataca.crl
http://crl2.uanataca.com/public/pki/crl/arl_uanataca.crl
041830168014552cflbcal5eb9eea02f8857105bfc96f7919a2c¢

keyCertSign

cRLSign

CA=true; PathLen=0

7f2ch4f769224cb0cf8b692751cbd4cc64a2¢c450
35a99284a220789ba0e062eefflb5f2f74bed3754469977cb318c7c86ad48fof

Subject: OID.2.5.4.97=VATES-A66721499, CN=UANATACA CA1 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

91380594494012118573494581424719634392948070347222958091982414705377099173454836018418304419730219085775286488877273170692871990213015694288123610572858398949092999986439460
56129198766994808047027671182852211677100415355486483936910771361909241848074339977794480208135784902561685152273194100206111326473599615789834813014708753804193433703172957
57937985667174666340432041762362169376595485198579279236242600172093197111746409568562697712471640663796399392563203841323679378131442395883546992345471977076100644110302288
61207473728733142423236284352015185903154573754436200551966937234375728152469291377830915859346849189894510397766841171042644716750113052066396349480827119797898874903745421
91786532312986362579818699949180615053272385717494979045846678213277032389122589902449673051784504248399127188646849825322227090711958100697292266445358855130967058599915087
67665813841729283580427314815137526189513892357085660222596172339919459881018507334311087755662655063244569367429546588253068259089985817646683036851775983489410140874326989
23942912039143370349964090166443005480856076865352963778126275021103951824107029581489448148757935290236902232721962304231971613556065445648067232614207875891638596283298997

0358662275707323866227

public exponent: 65537

Validity: [From: Fri Mar 11 05:35:33 PET 2016,
To: Sun Mar 11 05:35:33 PET 2029]

Issuer: OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES

SerialNumber: [ 5bc16000 6870521b]

Certificate Extensions: 8
[1]: Objectid: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: ocsp

accessLocation: URIName: http:/ocspl.uanataca.com/public/pki/ocsp/

accessMethod: ocsp

accessLocation: URIName: http://ocsp2.uanataca.com/public/pki/ocsp/

1
]

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [
Keyldentifier [

0000: 55 2C F1 BC A1 5E B9 EE A0 2F 8857 10 5B FC 96 U,.. N../W.[..

0010: F7 91 9A 2C
1
1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[
CA:true
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PathLen:0
]

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://crl1.uanataca.com/public/pki/crl/arl_uanataca.crl]
, DistributionPoint:
[URIName: http://crl2.uanataca.com/public/pki/crl/arl_uanataca.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 27 68 74 74 70 3A 2F 2F 77 77 77 2E 75 61 6E .'http://www.uan
0010: 61 74 61 63 61 2E 63 6F 6D 2F 70 75 62 6C 69 63 ataca.com/public

0020: 2F 70 6B 69 2F 64 70 63 2F Ipkildpc/

], PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 72 0C 70 43 65 72 74 69 66 69 63 61 64 6F 20 Or.pCertificado
0010: 64 65 20 6C 61 20 45 6E 74 69 64 61 64 20 64 65 de la Entidad de

0020: 20 43 65 72 74 69 66 69 63 61 63 69 C3 B3 6E 20 Certificaci..n

0030: 73 75 62 6F 72 64 69 6E 61 64 61 20 64 65 20 55 subordinada de U

0040: 41 4E 41 54 41 43 41 2E 20 56 65 72 20 68 74 74 ANATACA. Ver htt
0050: 70 3A 2F 2F 77 77 77 2E 75 61 6E 61 74 61 63 61 p://www.uanataca
0060: 2E 63 6F 6D 2F 70 75 62 6C 69 63 2F 70 6B 69 2F .com/public/pki/

0070: 64 70 63 2F dpc/

1
1

[6]: Objectld: 2.5.29.18 Criticality=false
IssuerAlternativeName [
RFC822Name: info@uanataca.com

1

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[8]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 2D 71 EF B0 63 7F F5 FD EO 83 22 44 7F 44 10 30 -q..
0010: 81 4F 4D E5 .OM.

1
1

]

Algorithm: [SHA256withRSA]

Signature:

0000: OA 23 C6 0D DA 320D 3D 51 6B 67 A6 9F D6 5E 78 .#...2.=Qkg..."x
0010: A7 00 E5 A7 F997 EB78 7C 73EE4A75BAE234 . x.s.Ju..4
0020: DB 19 EA 6E AC CB 29 EC 09 27 6C 62 20 TAE502 ...n.)..b z..
0030: 01 B1 4B 6A 4B 8D 74 1F EC F7 96 71 40 17 23 CE . KjK.t.
0040: CA 24 A53B 1C EC 15C8 36 A9 2D 37 86 70 EB 35 .$.
0050: CB 19 32 23 62 C7 EA4A F28C 6E 9F FD FF EA AE ..2#b..J..n.....
0060: A9 3D9C F4318C 1852 98018E3C27E622D4 =
0070: 58 47 66 D3 18 98 CD F4 94 94 55 3F FF 65 B6 C5 XG
0080: EC 18 50 80 FB BE 8C 28 56 E3 A56B 47 BCED 09 ..P....(V..kG...
0090: 21 50 11 D1 FO 4B AE 4C 51 CF 22 99 71 B1 4F 24 IP...K.LQ.".q.0$
00AO0: 90 D6 OA DE 72 72 B4 E8 C9 57 DE 5F 6C AC 5B 69 ....rr..\W._L[i
00BO: 5A 81 AE 5D 5B 39 AF 82 451276 63 01 14 C2 0E Z.][9..E.vc....
00CO0: 24 47 OF 3C 6333 D0 7B 39 EC AF 84 6B D5 55 FA $G.<c!
00D0: 0C 83 16 A3 D133 FO 33 7201 E9 FE 4536 BC 1E ... 3.3r...E6..
00EO: 83 E5 DO 78 63 5C 69 7B FA 95 12 EF 26 57 74 77 ...xc\i.....&Wtw
00FO: 1F B7 28 A5 F4 OE D8 6A 2E 2A B1 CF FB 46 F7 D3 ..(. F.
0100: 2C 6AE7 1F 2359 7F F1 0D 41 A5 6B 8A 76 BO AC ,j. #Y..Ak.v..
0110: 11 6C 3F EO F6 40 1598 5D 58 1E 18 B5 11 70 5F .I2..@..]X....p_
0120: 62 42 21 DD 49 D7 7B E7 5A 14 DF 3394 89 F7 8F bBL.I..Z.3....
0130: 01 78 E334 E9 D4 B264 14 CF5EA271DCOB85 .x.4..d. q..
0140: 4D 86 6D 01 6C E9 C126 77 8C 01 14 E6 E8 1D 4E M.m.|..&w.
0150: 7C 9A A6 F2 77 95 7B 4A 34 4B 15 E6 87 E6 04 0A ....w..J4K.
0160: A6 83 38 9363 34 88 9F B1 FE 53 E4 22 FF 99 9E ..8.c4....S.
0170: 86 06 95 86 8D F9 C6 24 A2 B8 CB OE EB FF 1E 63 .
0180: 5D A2 C1 D7 A1 7FE18B F86F 4AAD CE9E 5115 |.
0190: CO 6E D5 OF 02 C2 34 9C 80 8A 36 EA 96 64 22 8C .n.
01A0: D4 AB 79 F6 8C BA C6 D2 45 6B E9 DF 18 37 A3 73
01B0: BAOE 9318 B7 F6 D1 F6 66 19 36 F2CC C48100 .
01C0: A8 42 1CCFCF5C2C D2 051C2155E9C7837C .B...\
01D0: A3 B1 AC AC 0491 CADE CC 656D 67 9B 8D ACES ... emg....
01EO: 2F 48 D6 02 89 BE 85 D6 EB 758C 2059 72 E9 C4 /H.......u. Yr..
01F0: D7 CC 7502 20 EO B5 42 32 4A 3B 25 8E F7 3F 56 ..u...B2J;%..?V

U,

]
The cetrtificate in PEM format:
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MINWjCCBKKgAwIBAgIIWBFgAGhwUhswDQYJKoZIhveNAQELBQAwgbkxCzAJBgNV
BAYTAKVTMUQWQgYDVQQHDDICYXJjZWxvbmEgKHNIZSBjdXJyZW50IGFkZHJIc3Mg
YXQgd3d3LnVhbmFOYWNhLmNvbS9hZGRYZXNzKTEWMBQGALUECgWNVUFOQVRBQOEg
Uy5BLEVMBMGA1UECWWMVFNQLVVBTKFUQUNBMRswGQYDVQQDDBJVQUSBVEFDQSBS
TO9UIDIWMTYXxGDAWBgNVBGEMD1ZBVEVTLUE2NjcyMTQ50TAeFWOxNjAZMTEXMDM1
MzNaFw0OyOTAzMTExMDM1MzNaMIG4MQswCQYDVQQGEwJFUzFEMEIGALTUEBwWwW7QmFy
Y2Vsh25hIChzZWUgY3VyecmVudCBhZGRyZXNzIGFOIHd3dy51YW5hdGFjY S5jb20v S5)
b20vcHVibGljL3BraS9vY3NwLzA2BggrBgEFBQCWAYYgaHROcDovL29jc3AyLnVh
bmFOYWNhLmMNvbS9wdWJsaWMvcGtpL29jc3AvMBOGA1UdDgQWBBQtce+wY3/1/eCD
IkR/RBAWgUINSTASBgNVHRMBABECDAGAQH/AgGEAMB8GA1UdIwQYMBaAFFUs8byh
XrnuoC+1VxBb/Jb3kZosMBWGA1UdEgQVMBOBEWIUZM9AdWFuYXRhY2EuY29tMIHM
BgNVHSAEgcQwgcEwgb4GBFUdIAAwgbUwMwY IKwYBBQUHAGEWJ2hOdHAGLY93d3cu
dWFUYXRhY2EuY29tL3B1YmxpYy9wa2kvZHBjLzB+BggrBgEFBQCCAjByDHBDZXJO
aWZpY2FkbyBkZSBsYSBFbnRpZGFkIGRIIENIchRpZmljYWNpw7NulHN1Ym9yZGlu
YWRhIGRIIFVBTkFUQUNBLIBWZXIgaHROcDovL3d3dy51YW5hdGFjY S5jb20vcHVi
bGIjL3BraS9kcGMvMIGLBgNVHRBEgYMwgYAwPgA80DqGOGhOdHA6ELY9jcmwxLnVh
bmFOYWNhLmMNvbS9wdWJsaWMvcGtpL2NybCOhcmxfdWFuYXRhY2EuY3JsMD6gPKAG
hjhodHRwOI8vY3JsMi51YW5hdGFjY S5jb20vcHVibGljL3BraS9jcmwvYXJsX3Vh
bmFOYWNhLmMNybDAOBgNVHQ8BAfBEBAMCAQYWDQYJKoZIhveNAQELBQADggIBAAoj
xg3aMg09UWtnpp/WXninAOWn+ZfreHxz 7kpluul02xngbgzLKewJJI2xilHrIAgGx
S2pLiXQf7PeWCUAXIB7TKIKU7HOWVyDapL TeGcOs 1yxkyl2L HkryjG6f/figrak90ID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA
S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
Type CA/QC

Status undersupervision

Status starting time 2018-08-24T23:49:46.000Z

Service digital identity (X509)

Version 3

Serial number 5576462295436354964

Signature algorithm SHA256withRSA

Issuer 0ID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA,
85|LEJQNATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),

Valid from Fri Mar 11 04:13:53 PET 2016

Valid to Mon Mar 11 04:13:53 PET 2041

Subject OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA,
8fgéNATACA S.A., L=Barcelona (see current address at www.uanataca.com/address),
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Public key

Subject key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
63017122778119801147895667650934397946328719771150871734959229663693351
17581666918807802240086066028035207161601638116422307092147698844907782
68662573890902240140705811089281704088751366114157810422323845310368852
63111988768980085910041331788207275027720525562946972746516079196617207
87326932979157410927630879403887688189839478863868270415288074295055619
64426794663639177148562561862788528408049258123934313988746414960009814
37925254897081856430169410905923333128709849353411477030758112321066775
27197454383452626160083311719784225359147920014126653260623863503316290
30604008215220671793061761118000673398879051238658168007520846896803475
52668899348796799000471151155938368517996330891000189140042706141298411
29526873670365876859327215989167461457776139762682421772836721488529356
67330307115212299111818695094121674817269164416217298316095171555634572
19945474559437452182381056978881478473090876449934297348904566348680861
68702747255408764878885382711782391808699578881187238925312375775603082
77712287984017256193905219871954230305676608302292143627885324008865938
61824991465448184409815196589641080368519958541874786073394561017087249
47997286191094996739218056745858690790930659795628688398572844946024835
00561175050725291397734547
public exponent: 65537

552cflbcal5eb9eea02f8857105bfc96f7919a2c

keyCertSign

cRLSign

CA=true; PathLen=unlimited
6dc08450a95¢d32662c0910f8c2dce230d7466ad
44607b3d0ebd0d2bf181ch62f3cead766dbb6718743f55b153a320ea99dfh5a6

Subject: OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

63017122778119801147895667650934397946328719771150871734959229663693351175816669188078022400860660280352071616016381164223070921476988449077826866257389090224014070581108928
17040887513661141578104223238453103688526311198876898008591004133178820727502772052556294697274651607919661720787326932979157410927630879403887688189839478863868270415288074
29505561964426794663639177148562561862788528408049258123934313988746414960009814379252548970818564301694109059233331287098493534114770307581123210667752719745438345262616008

33117197842253591479200141266532606238635033162903060400821522067179306176111800067339887905123865816800752084689680347552668899348796799000471151155938368517996330891000189
14004270614129841129526873670365876859327215989167461457776139762682421772836721488529356673303071152122991118186950941216748172691644162172983160951715556345721994547455943
74521823810569788814784730908764499342973489045663486808616870274725540876487888538271178239180869957888118723892531237577560308277712287984017256193905219871954230305676608
30229214362788532400886593861824991465448184409815196589641080368519958541874786073394561017087249479972861910949967392180567458586907909306597956286883985728449460248350056

1175050725291397734547

public exponent: 65537

Validity: [From: Fri Mar 11 04:13:53 PET 2016,
To: Mon Mar 11 04:13:53 PET 2041]

Issuer: OID.2.5.4.97=VATES-A66721499, CN=UANATACA ROOT 2016, OU=TSP-UANATACA, O=UANATACA S.A., L=Barcelona (see current address at www.uanataca.com/address), C=ES

SerialNumber: [ 4d6392e9 8ed7e594]

Certificate Extensions: 5

[1]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[2]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [2.5.29.32.0]
[PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 27 68 74 74 70 3A 2F 2F 77 77 77 2E 75 61 6E .'http://www.uan
0010: 61 74 61 63 61 2E 63 6F 6D 2F 70 75 62 6C 69 63 ataca.com/public

0020: 2F 70 6B 69 2F 64 70 63 2F

1, PolicyQualifierinfo: [
qualifierlD: 1.3.6.1.5.5.7.2.2

Ipkifdpc/

qualifier: 0000: 30 4C OC 4A 43 65 72 74 69 66 69 63 61 64 6F 20 OL.JCertificado
0010: 72 61 C3 AD 7A 20 64 65 20 55 41 4E 41 54 41 43 ra..z de UANATAC
0020: 41 2E 20 56 65 72 20 68 74 74 70 3A 2F 2F 77 77 A. Ver http:/iww

0030: 77 2E 75 61 6E 61 74 61 63 61 2E 63 6F 6D 2F 70 w.uanataca.com/p
0040: 75 62 6C 69 63 2F 70 6B 69 2F 64 70 63 2F ublic/pki/dpc/

1
1

[3]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [
Key_CertSign
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Crl_Sign
]

[4]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [
RFC822Name: info@uanataca.com

1

[5]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 55 2C F1 BC A1 5E B9 EE A0 2F 8857 10 5B FC 96 U,..".../W.[..
0010: F7 91 9A 2C

]

1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 4C OC 8E 48 A9 BAFF 28 FA 2456 FF 45 A1 CC9A L.H..($V.E..
0010: 8A FC 9279 30 41 65 62 DE 51 40 48 AC 9F 2D 07 ...yOAeb.Q@H..-.
0020: 3A 15 F1 E8 56 31 20 8A 1BBA1DE90894C4BB :..V1.........
0030:
0040:
0050:
0060: .
0070: 1404 39 IFDF9B4A 7B AD 581579 E1E11BC9 .9 X.Y....
0080: B5 4B 95 06 CB 22 75 BA 47 A207 47 74 3E AC 15 .K..."u.G..Gt>..
0090: 5A 51 B5 9E 9F A2 FE 78 5F 9E BC 46 49 39 DB 44 ZQ.
00AO0: 9C 87 CF 1IE AD B9 A2 EE 4321 D053 EOE0D134 ..
00BO: BC 93 AE 5A F1 44 62 A1 59 10 DO 25 9B EF 22 32 ...Z.Db.Y..%.."2
00CO: 27 96 C4 06 63 D1 DB 2A 97 3BO0B 7A9D 84 7C FF "...c..*.;.z
00DO: 76 E5 AD 4F 7D FB OA 7A EE 99 90 B6 D4 A0 81 7D v,
00EO: EC 07 66 BD 59 F6 3D E1 8E 6E 20 FO 7B 26 2B OE ..f.Y.=
00F0: 50 19 AA1F 6D D1 8D A9 04 73 E50C 2C C8E7 BC P..m.
0100: 94 3C DB ED 4C EE 81 9E 6E 76 95 77 54 55 2B EA .<..L..nv.wTU+.
0110: 24 7A 64 39 CF 1E 7B 07 39 33 4A 5F E2 EO 6F 99 $zd9....93J_..0.
0120: C7 26 BC A1 06 F6 70 8A 85 1E 7B F2 09 55 C3 39 .
0130: DE 3F 09 63 41 2D 94 02 4F 21 9150 A3 A8 72 FB .?.CA-
0140: B590 A5 E0 9956 3A 85 340684 CF13AF9CAQ ....V:4.......
0150: FD 74 F6 D6 06 80 BF 7F FB B6 1E 62 6F 68 86 82 t. boh..
0160: AF 10 FO 4D CO5B 7343 FB C3 7F A8 C8 D9 D9 A2 ..M.[sC........
0170: 24 04 A4 18 50 59 8B 5A 26 6D EA 7E A7 8B BD C4 $..PY.Z&m......
0180: D8 B4 10 12 CFB4BA 1F 7ED7 14 CF708E C0O 7C P
0190: 3B FE A7 49 BA1C33F4 A6 AD 2D EC 15F40D 06 ;..I..3...-.....
01A0: ELE50COFA621C190 1F1AB73139826431 ...
01B0: 9E 4B 78 FEOD 12 D9 AB F9 2D CF 94 EEE7 D9 E7 Kx
01CO: F6 A8 EE D2 CB D6 A9 13 5F 6A FC EE 33 7B 4F CF .
01D0: A5 64 E4 87 05 B4 1A 9F 64 28 B3 20 5F 65 65 EO .d.
01EO: C5 A1 58 4E CA 68 CB 9B 4F 9F 84 4C 70 28 17 A8 ..XN.h..O..Lp(..
01FO0: 74 98 94 OA D4 29 A4 3C 39 69 93 E3 60 OA 2D D6 t....).<9i..".-.

]
The certificate in PEM format:

MIIHAZCCBOUgAWIBAGIITWOS6EY7X5ZQWDQYJKoZIhveNAQELBQAWgbkxCzAJBgNV
BAYTAKVTMUQWQgYDVQQHDDICYXJjZWxvbmEgKHNIZSBjdXJyZW50IGFkZHJIc3Mg
YXQgd3d3LnVhbmFOYWNhLmMNvbS9hZGRyZXNzKTEWMBQGA1UECgWNVUFOQVRBQOEg
Uy5BLJEVMBMGA1UECWWMVFNQLVVBTKFUQUNBMRswGQYDVQQDDBJIVQUSBVEFDQSBS
TO9UIDIWMTYXGDAWBgGNVBGEMD1ZBVEVTLUE2NjcyMTQ50TAeFWOXNjAZMTEWOTEZ
NTNaFwOOMTAzZMTEWOTEzZNTNaMIG5MQswCQYDVQQGEwWJFUzFEMEIGALUEBww7QmFy
Y2Vsh25hIChzZWUgY3VycmVudCBhZGRyZXNzIGFOIHd3dy51YW5hdGFjY S5jb20v
YWRkemVzcykxFjAUBgNVBAoMDVVBTKFUQUNBIFMuQS4xFTATBgNVBASMDFRTUC1V
QUSBVEFDQTEbMBKGA1UEAWWSVUFOQVRBQOEgUk9PVCAYMDE2MRgwFgYDVQRhDASW
QVRFUy1BNjY3MJE00TkwggliMAOGCSqGSIb3DQEBAQUAA4ICDWAWGGIKACICAQCA
d5rtQey704cMzz7A1vuB4HLs0Y8YIH7BXKFAuxwzstlGOI7TzZzOeDEjGZMS;jI00
JRUAMZ/IMG927tES5dDIrfDrNvKu3mof9j6Wjch4HmNqT6I30TXnhBNbtKEYHWxXC
clvQOOKaFUUBEt+NzS6smyDAzbwyFUPSPid8JoGaGUMy7hhah38cLN408ffigCFT
ehZIsRvDnsU1WU34vcAYLLmgjsvBNmg2V+Ts8+vtrLcRbpQ8usMbwJSOl1aoi71Lu
1SeBGJjgaszMPOty923PGHemImxHISmHT13k5ha98EK4ZXMFfjxSVrypvpHgjThU
V3s4ZeaSpSbWkFxI6TI++OTciMLOp66jwZV314DgeRmNXJkiRebs5u8bDDZxxeSP
RusoFI1cLm9cqCNy51hd2LNVBQECUNQ/RPon0sh+BSoSedppYXq6 TFqpabE/FTnt
JBU7CMJIV3EFJ/jSvXf6qj7JjinUQXajSxDdtOWrmDW8aQCRKCZOMI/Iwbh8yk83/y
ZDt6E+Ez63V/X7sA2ZygG61zf4AwOTISFNA4AZ1atfOECp/2ucSHXKrUTXTMDJJIZID
WMo30Ae1Rei94TRd/IXRqPIEKOB/VL5/991SIEX60I0NWKRPMEHNNZoWbdnmLEc+
CGNX1yj01R51Y4UTOalI/W70iNxmpZQAJACONN/gkwI DAQAB04IBCZCCAQEWHQYD
VROOBBYEFFUs8byhXrnuoC+IVxBb/Jb3kZosMABGALUdEWEB/WQFMAMBAf8wgaYG
A1UdIASBNjCBmzCBmMAYEVROgADCBjzAzBggrBgEFBQCCARYnaHROcDovL3d3dy51
YW5hdGFjY S5jb20vcHVibGliL3BraS9kcGMvVMFgGCCsGAQUFBwWICMEWMSKNIcnRp
ZmljYWRVIHIhw616IGRIIFVBTKFUQUNBLIBWZXIgaHROcDovL3d3dy51YW5hdGF;j
YS5jb20vcHVibGljL3BraS9kcGMvMA4GA1UdDWEB/WQEAWIBBjACBgNVHREEFTAT
gRFpbmZvQHVhbmFOYWNhLmMNvbTANBgkghkiGOWOBAQsSFAAOCAGEATAYOSKmMK/yj6
JFb/RaHMmor8knkwQWVi3IFASKyfLQc6FfHoVjEgihu6HeklIMS7WBzetQVomaTR
TDu6eJeyo/+7CB+VGGHOYYjSdc8F8WI1HFN3f6ztKuM6zIVz3Xyj9BHhg1H4ggNL
Yxe99kq14xQEOR/fmOp7rVgVeeHhG8m1S5UGyyJ1ukeiBOdOPqwVWIG 1np+i/nhf
nrxGSTnbRJyHzx6tual uQyHQU+Dg0TS8k65a8URioVKQOCWhb7ylyJShEBmMPR2ygX
Owt6nYR8/3blrU99+wp67pmQttSggX3sB2a9WfY94Y5ulPB7JisOUBmMgH23RjakE
c+UMLMjnvJQ82+1M70GebnaVd1RVK+okemQ5zx57BzkzSI/i4G+Zxya8oQb2clqF
HnvyCVXDOd4/CWNBLZQCTYGRUKOocvulkKXgmVY6hTQGhM8Tr5yg/XT21gaAv3/7
th5ib2iGgq8Q8E3AW3ND+8N/qM]jZ2alkBKQYUFmMLWIiZt6n6ni73E2LQQES+0uh9+
1XTPcl7AfDv+pOm6HDPOpq0t7BX0DQbh5QwPpiHBkB8atzE5gmQxnkt4/g0S2avs
Lc+U7ufZ5/a07tLL1gKTX2r87jN7T8+IZOSHBbQan2QosyBfZWXgxaFY Tspoy5tP
n4RMcCgXqHSYIArUKaQ80WmT42AKLdY=
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Certificate Service Provider Name (en): LLAMA.PE S.A.

Trade name (en)
Information URI (en )

Service provider street
address (es)

Service provider street
address (en)

Service provider postal
code (es)

Service provider postal
code (en)

Service provider locality
(es)

Service provider locality
(en)

Service provider state
(es)

Service provider state
(en)

Service provider
country (es)

Service provider
country (en)

LLAMA.PE S.A.
HTTP://LLAMA.PE
CAL.MARTIR JOSE OLAYA NRO. 129 INT. 902 LIMA - LIMA - MIRAFLORES

CAL.MARTIR JOSE OLAYA NRO. 129 INT. 902 LIMA - LIMA - MIRAFLORES

15074

15074

MIRAFLORES

MIRAFLORES

LIMA

LIMA

PE

PE

C=PE, O=LLAMA.PE, CN=Llama.pe SHA256 Standard CA

Type
Status
Status starting time

CA/QC
undersupervision
2018-10-26T19:51:03.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from

Valid to

Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

3

4514259705906360530

SHA256withRSA

C=PE, O=LLAMA.PE, CN=Llama.pe Root CA

Wed Jul 18 18:05:18 PET 2018

Tue Jul 13 17:54:21 PET 2038

C=PE, O=LLAMA.PE, CN=Llama.pe SHA256 Standard CA

Sun RSA public key, 2048 bits

modulus:
23709370699278415828643942147580377836369563071166627002786048859694992
04106201557398216535076187959768485144243154562204213240072929466575992
39686972999998774849465955653973161961418728386880110934668903106281027
65237836160564475177890255307598436088907054278027937466165531691697821
26564820140324254727346776900927500828677788929396586500772231489747830
78694118192481769273105866393158837503627314412328399337372816128936375
03690153391201011166461442952620725679649006946597589557007014070260931
56459162538184795022865038457003083685876624788333078615274353970599757
5144040202692047859329095547088347386804572731603

public exponent: 65537

5d885hadeb65fbfe68a2e4d96f3d5772a2ef2b99

http://crl.llama.pe/llamaperootca.crl
041830168014a68344cd5597841f8809elad75e7295a5f98f7a4

digitalSignature
keyCertSign
cRLSign
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Basic constraints CA=true; PathLen=unlimited
SHA1 Thumbprint 3fd3e5385ddafee1216dca3c0739¢871d7019122
SHA256 Thumbprint 0412eb962cbe52aa80d262b4555d3c7407ffeda28ffd0c7df36807b4d30a6c72

The decoded certificate:

[

[

Version: V3

Subject: C=PE, O=LLAMA.PE, CN=Llama.pe SHA256 Standard CA
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:
23709370699278415828643942147580377836369563071166627002786048859694992041062015573982165350761879597684851442431545622042132400729294665759923968697299999877484946595565397
31619614187283868801109346689031062810276523783616056447517789025530759843608890705427802793746616553169169782126564820140324254727346776900927500828677788929396586500772231
48974783078694118192481769273105866393158837503627314412328399337372816128936375036901533912010111664614429526207256796490069465975895570070140702609315645916253818479502286
50384570030836858766247883330786152743539705997575144040202692047859329095547088347386804572731603
public exponent: 65537
Validity: [From: Wed Jul 18 18:05:18 PET 2018,

To: Tue Jul 13 17:54:21 PET 2038]
Issuer: C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
SerialNumber: [  3ea5df48 f26870d2]

Certificate Extensions: 5

[1]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: A6 8344 CD 559784 1F 8809 E1 AD 75E7 29 5A ..D.U......u.)Z
0010: 5F 98 F7 A4

1

1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2147483647

]

[3]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http:/crl.llama.pe/llamaperootca.crl]

1

[4]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

1

[5]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: 5D 88 5B AD EB 65 FB FE 68 A2 E4 D9 6F 3D 57 72 ].[..e..h...o=Wr
0010: A2 EF 2B 99 L

1
1

1

Algorithm: [SHA256withRSA]

Signature:

0000: 69 ED BB E3 F8 AF 5F 93 3A 35 96 2F 4C 26 19 2F i.
0010: 69 BD 09 AA95 E2 93 C3 25DA 28278177 1E89 .
0020: 92 0F 89 CE F127 BDEB 7167 TAAF679E 113D .
0030: 41 F9 6C OA 3F 1E 2E 74 E3 0B A7 81 A0 EB 17 2B A.l.?
0040: 3A OF 8F 5B FO D6 1A CB C5 FB BC 2A 58 FD 44 14 .D.
0050: F1 AB 2953825117 A7 0D 2F 24 2B E2 D7 FO 17 ..)S.Q.../$+....
0060: 7A DA A1 19 F5 DAC3 AE 39DD F8 D9 B19D 9A 0B z.......9.
0070: 2A C7 3197 CE2A 13 DE 6EFFC57E D7 ABE9 A7 *1.*.n
0080: 3D AD E7 3F A1 76 D7 5A 4E 67 F2 36 DA CD BE 15 =..2.v.ZNg.6....
0090: A7 24 A9 77 32 1D 7TE7D 27 10 6F 67 41 D7 67 B1 .$.w2..."0gA.g.
00AO0: 56 3E 59 8E 59 B5 6A FE F1 D3 91 5A 5A 68 6F BE V>Y.Y.j....ZZho.
00BO: 28 BO 9B AF AE 1C 3F 73 3D OF DF 2D 6B 08 23 A7 (.....7s=..-k.#.
00C0: 84 FAB2 7B 36 CABO 70 FO9A F840 CC A6 17 EF ...6..p..@....
00D0: 09 0499 14 6493 F9 71 6AEF 26 EE76 D8 1843 ....d..j.&.v..C
00EO: CO C2 68 8F B2 C5B6 5A BE E0 09 DB DA 3C B7 2F . Z....<l
00F0: E29594 4B D4 CECC 54 3800D0 1297 9B F6 17 ..K...T¢

]
The certificate in PEM format:
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bg3VFPiIVVydgSrEYUFWKXCUKZ{x2jOCDIPjf8L11nuhDLOUOb4koSHgQASSPqIWY
tKMbXjI5AJEvdz]TAGMBAAGjgZwwgZkwDwYDVROTAQH/BAUWAWEB/ZAfBgNVHSME
GDAWgBSmMgOTNVZeEH4gJ4a115ylaX5j3pDA2BgNVHRBELZAtMCugKaAnhiVodHRw
Qi8vY3JsLmxsYW1hLnBIL2xsYW1hcGVyb290Y2EuY3JsMBOGA1UdDgQWBBRdiFut
62X7/miiSNIvPVdyou8rmTAOBgNVHQ8BAFSBEBAMCAYYwDQY JKoZIhveNAQELBQAD
ggEBAGNtu+P4r1+TOjWWLOWMGS9pvQmgleKTwyXaKCeBdx6Jkg+JzvEnvetxZ3qv

Z54RPUH5bA0/Hi504wungaDrFys6D49b8NYay8X7vCpY/UQU8aspU4JRFECNLYQr
AtfwF3raoRn12s0u0d342bGdmgsgxzGXzioT3m7/xX7Xo+mnPa3nP6F211p0OZ/12
2s2+FackqXcyHX59JxBvZOHXZ7FWPIMOWbVq/VHTkVpaaG++KLChr64cP3M9D98t
awgjp4T6sns2yrBw8Ir4QMymF+8JBJIkUZJIP5cWrvJu522BhDwMJoj7LFtlg+4Anb

2jy3L+KVIEvUzsxUOADQEpeb9hc=

=PE, O=LLAMA.PE, CN=Llama.pe Root CA

Type
Status
Status starting time

CA/QC
undersupervision
2018-10-25T15:24:14.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from

Valid to

Subject

Public key

3

4191800503798586627

SHA256withRSA

C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
Wed Jul 18 17:54:21 PET 2018

Tue Jul 13 17:54:21 PET 2038

C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
Sun RSA public key, 2048 bits

modulus:

22379900198102108658489878949118817575116657322040383888609673007180142
82979588614726534175841890493320940464890137193319750374100829878813401
24005358593323747074356965215714689618711622734240042212113441144020579
29674020300653284654989380155003158754334229067359683890031148452713588
70206232334338102657093085531279792046125433499346126527831321742416273
20461957137939368800060534457121821184879855109854661470037772061733311
30921387439743015438586215273763505302581718281342343663523733969794911
47075279454902739195692429760228804808520824759556081621379087118665473
6257163367376480305512553955095477541501030602919

public exponent: 65537

a68344cd5597841f8809elad75e7295a5f98f7a4
041830168014a68344cd5597841f8809elad75e7295a5f98f7a4

Subject key identifier
Authority key identifier

Key usage digitalSignature

keyCertSign

cRLSign

CA=true; PathLen=unlimited

282bf316e004fdad6ab547a6cc9cd3c50e616f12
228ca84d00687d20dfe5434a7ac982e75532a8146601896edcd9146e54a289fe

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

Subject: C=PE, O=LLAMA.PE, CN=Llama.pe Root CA

Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:
22379900198102108658489878949118817575116657322040383888609673007180142829795886147265341758418904933209404648901371933197503741008298788134012400535859332374707435696521571
46896187116227342400422121134411440205792967402030065328465498938015500315875433422906735968389003114845271358870206232334338102657093085531279792046125433499346126527831321
74241627320461957137939368800060534457121821184879855109854661470037772061733311309213874397430154385862152737635053025817182813423436635237339697949114707527945490273919569
24297602288048085208247595560816213790871186654736257163367376480305512553955095477541501030602919
public exponent: 65537
Validity: [From: Wed Jul 18 17:54:21 PET 2018,

To: Tue Jul 13 17:54:21 PET 2038]
Issuer: C=PE, O=LLAMA.PE, CN=Llama.pe Root CA
SerialNumber: [ 3a2c¢4459 5e37dd03]

Certificate Extensions: 4

[1]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: A6 8344 CD 559784 1F 8809 E1 AD 75E7 29 5A ..D.U......u.)Z
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0010: 5F 98 F7 A4
1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

1

[4]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: A6 8344 CD 5597 84 1F 8809 E1 AD 75E7 29 5A ..D.U......u.)Z
0010: 5F 98 F7 A4

1

1

]

Algorithm: [SHA256withRSA]

Signature:

0000: 70 26 D4 59 DEEAD3 8B FE E2 F2 7E 64 FF 83 70 p&.Y.
0010: F5SAE7A7D 893D 2614 FACOCBF142FF360B ..z.
0020: 08 56 9C A5 E6 58 83 19 C7 E7 31 64 2574 52 0A .V...X....1d%tR.
0030: 61 40 7F 4E 4C DA D6 D4 BA 52 06 4D 90 AC FB 3E a@.NL...R.M...>
0040: 4B 6B 45 5D 62 7C 00 A7 BO E8 BC AB 8A 53 CD 6B KKE]b. .k
0050: 50 7A 79 41 79 85 73 85 BA AC CA 99 5E D2 E0 DE PzyAy.s.... ...
0060: 4C DF 8B 6C BD 29 F4 DE 89 98 C4 FC C8 8358 F3 L..I.) X.
0070: FAE5 79 45 EF 18 42DE F10E CE 1D F23FC911 ..yE..B..
0080: 91 26 F8 49 46 D145 E5 7E 64 16 F6 BA7E 1E 33 .&.IF.E..d....3
0090: 77 B1 1587 3E 45 C9 08 8C OF 4F C8 CO4AEF 95 w...>E...O0..J..
00AO: CF 8B 45 5E 26 6E 2A5A 86 18 B9 OAFF E1 CAE8 .E"&n*Z........
00BO: EF A0 32 C8 8253 A7 D2 2C 5163 F9 DC 6C EA6E ..2..S..,Qc..L.n
00C0: 5E 1974 1B 853C 9A 05 E85913B3559B 83 7F ~t.<..Y.U.
00DO: 48 10 30 62 2A D9 27 EA 95 2D 0A AE 9B 22 FB B2 H.0b*."..-..."..
00EO: 81 8B OF 09 0A 0391 E1 512987 32502B AFAQ ........ Q).2P+..
00FO: OF F7 6A 48 6B DE EF 25 ED A4 EA4E 7F 00 E8 6D ..jHk..%...N..m

]
The cetrtificate in PEM format:
 MKQMKfD5foiNyJojNg3wFpkZiifvgf6oY
xw41w80JOtPVEDVCJIKNnObouOF2fctVsrvB6uiURVILIVIpHOWgQCjQA32lo+GuY
pwIDAQAB02MwWYTAPBgNVHRMBAfSBEBTADAQH/MBBGA1UdIwWQYMBaAFKaDRM1VI4Qf
JANhrXXnKVpfmPekMBOGA1UdDgQWBBSmgOTNVZeEH4gJ4al15ylaX5i3pDA0OBGNV
HQBBAfSEBAMCAY YWDQYJKoZIhveNAQELBQADggEBAHAM1Fne6tOL/uLyfmT/g3D1
rp9iTOMFPTAY/FC/zYLCFacpeZYgxnH5zFkJXRSCmFAfO5M2tbUullGTZCs+z5L
a0VvdYnwAp7DovKuKUB1rUHp5QXmFc4W6ErMazXtLg3kzfi2y9KfTeiZJE/MiDWPP6
5XIF7xhC3vEOzh3yP8kRkSh4SUbRReV+ZBb2un4eM3exFYc+RckljAOPyMBK75XP
i0VeJm4gWoY YuQr/4cro76AyylJTp9IsUWP53Gzqbl4ZdBuFPJoF6FkTs1Wbg39!
EDBIKtkn6pUtCq6blvuygYsPCQoDkeFRKYcyUCuvoA/3akhr3u8l7aTqTn8A6GO=

Certificate Service Provider Name (en): THOMAS SIGNE DE PERU S.A.

Trade name (en) THOMAS SIGNE DE PERU S.A.

Information URI (en ) HTTPS://[THOMAS-SIGNE.PE

Service provider street  CAL.C MZA. A LOTE. 15 OTR. CENTRO INDUSTRIAL LAS PRADERAS DE LURIN (KM

address (es) 35.5 DE LA PANAMERICANA SUR) LIMA - LIMA - LURIN

Service provider street  CAL.C MZA. A LOTE. 15 OTR. CENTRO INDUSTRIAL LAS PRADERAS DE LURIN (KM
address (en) 35.5 DE LA PANAMERICANA SUR) LIMA - LIMA - LURIN

Service provider postal  LIMA16

code (es)

Service provider postal  LIMA16

code (en)

Service provider locality LURIN
(es)
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Service provider locality LURIN

(en)

Service provider state
(es)

Service provider state
(en)

Service provider
country (es)

Service provider
country (en)

LIMA

LIMA

PE

PE

CN=SIGNE Autoridad de Certificacion, SERIALNUMBER=A11029279, O=SIGNE S.A., L=Avenida de la
Industria 18. Tres Cantos 28760-Madrid, C=ES

Type
Status
Status starting time

CA/QC
undersupervision
2019-07-17T20:50:56.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from

Valid to

Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:

[
[
Version: V3

3

2445720188065766261

SHA256withRSA

CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
Wed Jul 29 06:22:23 PET 2015

Mon Dec 30 23:02:55 PET 2030

CN=SIGNE Autoridad de Certificacion, SERIALNUMBER=A11029279, O=SIGNE S.A.,
L=Avenida de la Industria 18. Tres Cantos 28760-Madrid, C=ES

Sun RSA public key, 2048 bits

modulus:
25953646932771384799125486082044833995584509178602282676461069866790406
86669712733459923075443274240876335762403409004840161780799198497717574
27666286948610610077269993082533182203682191179777610890815678025967591
74934379437237265954519891508783237835970126703022813934562318645550332
08393346021574390571032786851307665350564022609923175214543125140803731
72566488137368067705242923382591405640291595277407381572586923587549995
88471222360414961359987442052988620146799102554233051887886544607858489
78031828289482649391153243350377665262870846510103085132779156812563722
3746567372014771273829155988765386191968054273797

public exponent: 65537

90ad1a31fd47456d32444318859764c738ae6da8

http://crl.firmaprofesional.com/fproot.crl
04183016801465cdebab351e003e7ed574c01cb473470elab42f

keyCertSign

cRLSign

CA=true; PathLen=0

ebb52b5d52e5cde9862aclde668ec953ad3659hd
1cb470728cf56f302003bb0e4eb062414fall1d4f97e3f061170c96c88071d711

Subject: CN=SIGNE Autoridad de Certificacion, SERIALNUMBER=A11029279, O=SIGNE S.A., L=Avenida de la Industria 18. Tres Cantos 28760-Madrid, C=ES
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:

25953646932771384799125486082044833995584509178602282676461069866790406866697127334599230754432742408763357624034090048401617807991984977175742766628694861061007726999308253
31822036821911797776108908156780259675917493437943723726595451989150878323783597012670302281393456231864555033208393346021574390571032786851307665350564022609923175214543125
14080373172566488137368067705242923382591405640291595277407381572586923587549995884712223604149613599874420529886201467991025542330518878865446078584897803182828948264939115
32433503776652628708465101030851327791568125637223746567372014771273829155988765386191968054273797

public exponent: 65537

Validity: [From: Wed Jul 29 06:22:23 PET 2015,

To: Mon Dec 30 23:02:55 PET 2030]
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Issuer: CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES

SerialNumber: [

Certificate Extensions: 8
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: calssuers
accessLocation: URIName: http://crl.firmaprofesional.com/caroot.crt

accessMethod: ocsp
accessLocation: URIName: http://ocsp.firmaprofesional.com

1
]

21f0f18d 95a95b75]

[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: 65 CDEB AB351E003E 7ED574C01CB47347 e..5.>.t..sG
0010: OE 1A 64 2F .d/

1
]

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[
CA:true
PathLen:0

1

[4]: Objectld: 2.5.29.31 Criticality=false

CRLDistributionPoints [

[DistributionPoint:
[URIName: http://crl.firmaprofesional.com/fproot.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [2.5.29.32.0]
[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.2
qualifier: 0000: 30 81 E5 1E 81 E20043 006500 720074 0069 O.....C.e.r.ti

0010:
0020:
0030:
0040:
0050:
0060:
0070:
0080:
0090:
00AO0:
00BO:
00CO0:
00D0:

00 66 00 69 00 63 00 61
00 65 00 20 00 41 00 75
00 64 00 61 00 64 00 20
00 65 00 72 00 74 00 69
00 63 00 69 00 F3 00 6E
00 6E 00 73 00 75 00 6C
00 61 00 73 00 20 00 63
00 63 00 69 00 6F 00 6E
00 65 0020 00 75 00 73
00 20 00 68 00 74 00 74
0077 00 77 00 77 00 2E
00 61 00 70 00 72 00 6F
00 6F 00 6E 00 61 00 6C

00 64 00 6F 00 20 00 64
00 74 00 6F 00 72 00 69
00 64 00 65 00 20 00 43
00 66 00 69 00 63 00 61
00 2E 00 20 00 43 00 6F
00 74 00 65 00 20 00 6C
00 6F 00 6E 00 64 00 69
00 65 00 73 00 20 00 64 nes..d
00 6F 00 20 00 65 00 6E .e..u.s.o..e.n
00 70 00 3A 00 2F 00 2F . .h.t.t,
00 66 00 69 00 72 00 6D .w.w.!
00 66 00 65 00 73 00 69 .a.p.r.o.fes.i
00 2E 00 63 00 6F 00 6D .0.n.a.l...c.o.m

ficado..d
.e. Autor.i
.dad. .de..C
ertifica
.ci..n....C.o
.ns.ulte. |
.a.s..condi

n

.C.

00EO: 00 2F 00 63 00 70 00 73 Jcp.s

], PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 66 69 72 .#http://www.fir
0010: 6D 61 70 72 6F 66 65 73 69 6F 6E 61 6C 2E 63 6F maprofesional.co

0020: 6D 2F 63 70 73 m/cps

1
1

[6]: Objectld: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

clientAuth

emailProtection

OCSPSigning

1.3.6.1.4.1.311.20.2.2

1

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 90 AD 1A 31 FD 47 456D 32444318859764C7 ...
0010: 38 AE 6D A8 8.m.

]

]

1

Algorithm: [SHA256withRSA]

Signature:

0000: C9 51 6C 02 F7 7B 4B 40 FB 88 02 AE BD 0C 0D E4 .Ql..K@
0010: 35 CE 49 C9 39 9E 53 DO D5 09 F4 A8 B1 92 E5 DA 5.1.9.S.
0020: A1 FAD7 7A953EDF 16 DO F2 68 9C 46 7358 8A ...z.>....h.FsX.
0030: 1B 2E 6E 10 04 B9 CA73 34 EB 98 2C 3A A4 5013 ..n...s4..,.P.
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0040: 2F 8D 7E 63 F7 37 65 F1 E9 54 50 6C 5C F1 E4 63 /..c.7e..TPI\..c
0050: ACC242 CCC6A2FB27 5CA8DDD89B33CEBB ..B..\...3..
0060: CC 06 FF 61 85 D8 C5 6A CO58 EEOF 1IE96 FA 74 ..a..jX...t
0070: 3C 09 D7 63 99 44 68 30 C4 B4 79 50 50 2C B1 E1 <..c.Dh0..yPP,
0080: C7 52 33 0D EF D5 45 68 6D 2E 06 3D C4 AE 1F 48 .R3...Ehm.
0090: 2D EA 4A 5A B4 4E C9 86 29 21 2E 28 37 5D B4 D6 -.JZ.N
00A0: C581 A95297B90085 C17D0145FC45258E ..
00BO: 00 5B 20 29 B4 21 8C OE 5F 07 77 93 58 CF 1C 53 .[).
00CO: 5A 36 2E 69 CB 8A 9E EA DB 5A 7B 5F 1B A0 60 0D Z6.|
00DO0: 08 45 F3 FE B9 6C 85 E5 EA 300056 3D C42A 12 .E..I...0. .
00EO: E8 1IF DC BD 955D 12 6C 15B8 E2 F8 BF D3 B6 1E ... § R
00F0: 52 47 D1 66 C4 B5 30 41 3C E6 36 77 2B 08 E5 AE RG.f..0A<.6w+...
0100: 4B 81 6A 1A C6 DC 58 84 82 EF 23 C4 7B 2C 60 2B K.j..X..#.,'+
0110: 752C 19 A4 97 28 F1 EC 6D 4D 86 BO OE D5 76 4C u,...(.mM....vL
0120: 2E AB B2 A3 59 50 DAFO OE B0 43 CF 70 05 67 18 ...YP...C.p.g.
0130: CB 3F 87 3EE3 3EDC C1 E4BC 6B 4850 9C 92 6C .?2.>.>... kHP..|
0140: C173C8B4 A3333301 CAF22D5588192617 .s..33..-U.&.
0150: 67 D7 FE F3 94 0D B8 AB 76 29 66 BS 65 6A 04 BD g....... v)f.ej.
0160: 28 A5 46 87 C9 57 68 43 61 C2 D7 8F A6 F3 90 5C (.F..WhCa..
0170: 5E 6D EA 19 89 63 19 F7 12 5B 89 80 2F FA 87 77 "m...
0180: 5E 96 14 62 51 D4 50 9E  6C 8C EB BD ED F6 FA 4C ~..bQ. .
0190: F2 FO 46 7F 40 C9 C5 1F 47 52 BB 0OA OF 78 75 43 ..F.@...GR...xuC
01A0: 8C 89 94 01 85 26 634D 7E 08 5F CC F5 BE 51 BF .....&cM.._...Q.
01B0: 5F 61 2C C7 5B D8 3B 41 F6 8C D5 5D DF 43 3F 32 _a, |
01C0: 90 54 52 D8 CC 3C 2E AB  AAF5 EO 6E 5E 54 DA 84 .TR.. .
01D0: 76 60 7C 6E CF C7 F6 99 24 FE 8540 50 38 AC 6A v'.n...$.@P8,]
01EO: D8 5A 06 2C DA 58 34 08 90 23 64 C9 7B 60 03 80 .Z.,.X4.#d.."..
01F0: 97 6F OE E3 C7 6A 45 8B 3F B6 C8 40 E6 4F 7289 .0..JE.?..@.Or.

]
The cetrtificate in PEM format:

MIIHCZCCBPOgAWIBAgIIIfDXjZWpW3UwDQYJKoZIhveNAQELBQAWUTELMAKGALUE
BhMCRVMxQjBABgNVBAMMOUF1dG9yaWRhZCBkZSBDZXJ0aWZpY 2FjaW9ulEZpcm1lh
cHIvZmVzaW9uYWwgQOIGIEE2MjYzNDA20DAeFwWOXNTA3MjkxMTlyMjNaFw0zMDEy
MzEWNDAYNTVaMIGgMQswCQYDVQQGEwWJFUzE9MDsGA1UEBWWOQXZIbmIkYSBKZSBs
YSBJIbmR1c3RyaWEgMTgulFRyZXMgQ2FudG9zIDI4NZYwLU1hZHIpZDETMBEGALUE
CgwKUOIHTkUgUy5BLJESMBAGA1UEBRMJQTEXMDI5Mjc5MSkwJwYDVQQDDCBTSUAO
RSBBdXRvemlkYWQgZGUgQ2VydGIimaWNhY 2lvbjCCASIWDQY JKoZIhveNAQEBBQAD
9gEPADCCAQ0CggEBAM2XrSfIuBB206FoW+I/I9HbWA4VTois+IqlkOZhY5zFqu2Sx
YH/GLFsI3aVwzbt6XYk/ukhJgA+W70unjNOmHDW+0EGaueWdTdHNzguEB6SPmMKgM
enodGrPWABJpI9Jdy8640+riOqD/6DiZY A4HL2+xfoMCESixeNuO67Xw/7Ymcdwq
rkcibImfQGUUBKbE48yyghrkehDXfvgBeF2COqsMdXsvYdAxXD13wZgMBkmZIYTY
STxF788LK3Hs2H1qg3nlrl+bzO2tfUTV3COX9A6ke7Q6mev1hZ9IDepW2DPa7om0Om
dnsgzXSXBQP/Qul/CcGFmxf5Ko8gLq6FulP5SwUCAWEAAaOCApUwWggKRMHQGCCsG
AQUFBWEBBGgwZjA2BggrBgEFBQcwA0YqaHROcDovL2NybC5maXJtY XByb2Zlc2lv XByb2Zlc2lvbmFsLmNvbS9jcHMwOwYDVROf
BDQwMjAwoC6gLIYgaHROcDovL2NybC5maXxJtY XByb2Zlc2lvbmFsLmNvbS9mcHIv
b3QuY3JsMA4GA1UdDWEB/WQEAWIBBjAzBgNVHSUELDAqQBggrBgEFBQCDAgYIKwYB
BQUHAWQGCCsGAQUFBWMJBgorBgEEAYI3FAICMAOGCSqGSIb3DQEBCWUAA4ICAQD]
UWwC93tLQPUIAq69DA3KNC5Jy TmeU9IDVCISosZLI2qH613qVPt8WOPJonEZzWIlob
Lm4QBLNKczTrmCw6pFATL41+Y/c3ZfHpVFBsXPHKY6zCQszGovsnXKjd2JszzrvM
Bv9hhdjFasBY7g8elvpOPANXY5|EaDDEtHIQUCyx4cdSMw3v1UVobS4GPcSuHOgt
6kpatE7JhikhLig3XbTWxYGpUpeSAIXBIQFF/EUIigBbICMOIYWOXwd3k1jPHFNa
NiSpy4qesttae18boGANCEXz/risheXqMABWPCQQEUGIL2VXRIsFbji+L/TthsS
RIFMXLUWQTzmNncrCOWuS4FqGsbcWISC7yPEeyxgK3UsGaSXKPHsbU2GsA7Vdkwu
q7KjWVDa8A6WQ89WBWcYyz+HPuM+3MHkvGtIUJySbMFzyL SjMzMByvItVYgZJhdn
1/721A24q3Y pZrVIagS9IKKVGh8IXaENhwtePpvOQXF5t6hmJYxn3EluJgC/6h3de
IhRiIUdRQNmMyM673t9vpM8vBGfODIXRIHUrskD3h1Q4yJIAGFImMNNfghfzPW+Ub9f
YSzHW9g7QfaM1V3fQz8ykFRS2Mw8Lquq9eBuXITahHZgfG7Px/aZIP6FQFA4rGrY
WQgYs2Ig0CJIAZMI7YAOAI28048dqRYs/tshA5k9yiQ==

CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES

Type CA/QC

Status undersupervision

Status starting time 2019-07-17T720:21:18.000Z

Service digital identity (X509)

Version 3

Serial number 1977337328857672817

Signature algorithm SHA256withRSA

Issuer CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
Valid from Tue Sep 23 10:22:07 PET 2014

Valid to Mon May 05 10:22:07 PET 2036
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Subject
Public key

Subject key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[
Version: V3

CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES

Sun RSA public key, 4096 bits
modulus:
82648521373472453413955865344471259596506151148108690834890152439743644
47952732111816363353697971419505250360106484730855186700728660357925338
56438041221141932966272342283601989810361717157272554224009619645583194
09383043146152908832602195941196454233859985438743341371646261110585286
61977031464270365310514947725940911263902894278799041241618880085250787
99184956933581307209370859387610226435835522567543582387224001562322997
27058216730176976107819075552676166007691186916985917495747848639546660
56470734173140480457001030152760415138383291505350195874473290166132062
74220764256867666715183847764481030588397036195520696539578784906888342
25796813087310311402596407586882552641766424489596620327046594784035983
46177320182078708893405756201444696004143201066639655797685737575197158
81056694242029009636835747928676391494060287447286252889712854000732582
19439609440929201524476565588203436530072023954379618022078261569185488
11480144778290878074948178127307863054511716036343279643768271610875932
36091764248276279068257989592959018845956061659419039833121773904541472
82772621999609763764913617164406825359317932134214267185190940876598339
07390951408626601400280201904942320064758285452519338456697811504682873
46542297541553344348303547
public exponent: 65537

65cdebab351e003e7ed574c01cb473470e1a642f

keyCertSign

cRLSign

CA=true; PathLen=1

Obbec2272249cb39%9aadb355c53e38cae78ffb6fe
57de0583efd2b26e0361da99da9df4648def7ee8441c3b728afa9bcde0f9b26a

Subject: CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

82648521373472453413955865344471259596506151148108690834890152439743644479527321118163633536979714195052503601064847308551867007286603579253385643804122114193296627234228360
19898103617171572725542240096196455831940938304314615290883260219594119645423385998543874334137164626111058528661977031464270365310514947725940911263902894278799041241618880
08525078799184956933581307209370859387610226435835522567543582387224001562322997270582167301769761078190755526761660076911869169859174957478486395466605647073417314048045700
10301527604151383832915053501958744732901661320627422076425686766671518384776448103058839703619552069653957878490688834225796813087310311402596407586882552641766424489596620
32704659478403598346177320182078708893405756201444696004143201066639655797685737575197158810566942420290096368357479286763914940602874472862528897128540007325821943960944092
92015244765655882034365300720239543796180220782615691854881148014477829087807494817812730786305451171603634327964376827161087593236091764248276279068257989592959018845956061
65941903983312177390454147282772621999609763764913617164406825359317932134214267185190940876598339073909514086266014002802019049423200647582854525193384566978115046828734654

2297541553344348303547
public exponent: 65537

Validity: [From: Tue Sep 23 10:22:07 PET 2014,

To: Mon May 05 10:22:07 PET 2036]

Issuer: CN=Autoridad de Certificacion Firmaprofesional CIF A62634068, C=ES

SerialNumber: [ 1b70e9d2 ffae6c71]

Certificate Extensions: 4

[1]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:1

]

[2]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [2.5.29.32.0]
[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 23 68 74 74 70 3A 2F 2F 77 77 77 2E 66 69 72 .#http://lwww.fir
0010: 6D 61 70 72 6F 66 65 73 69 6F 6E 61 6C 2E 63 6F maprofesional.co

0020: 6D 2F 63 70 73 m/cps

1, PolicyQualifierInfo: [
qualifierD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 50 1E 4E 00 50 00 61 00 73 00 65 00 6F 00 20 OP.N.P.a.s.e.o0.
0010: 00 64 00 65 00 20 00 6C 00 61 00 20 00 42 00 6F .d.e. .la..B.o

0020: 00 6E 00 61 00 6E 00 6F 00 76 00 61 00 20 00 34 .n.a.n.o.v.a. .4

0030: 00 37 00 20 00 42 00 61 00 72 00 63 00 65 00 6C .7. .B.ar.c.e.l

0040: 00 6F 00 6E 00 61 00 20 00 30 00 38 00 30 00 31 .0.n.a..0.8.0.1

0050: 00 37 7

11
1
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[3]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[4]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 65 CD EB AB 35 1E 00 3E 7E D574 CO 1C B4 7347 e..5.>.t...sG
0010: OE 1A 64 2F .d/

1
1

1

Algorithm: [SHA256withRSA]
Signature:

0000: 74 87 28 02 2B 77 1F 66 89 64 ED 8F 74 2E 46 1C t.(.+w.f.d..tF.
0010: BB A F8 F8 0B 1D 83 B6 3A A7 E8 458A 07 B7 EO ...
0020: BE20 CBE108 DB 1308 F828A135B280B30B >......(.
0030: 51 CO D3 56 9A 8D 3345 49 AF 49 FO E0 3D 07 7A Q..V..3El
0040: 45 13 5A FF C8 97 D8 D3 18 2C 7D 96 F8 DD A2 65 E.Z.....
0050: 43 70 93 90 15 BA 90 DF E8 19 BO DB 2C 8A 60 OF Cp.
0060: B7 6F 94 07 1E 1D A6 C9 85 F6 BD 34 F8 40 78 62 ..
0070: 10 70 BABE 7D 4B 3981 A9 10 D4 96 41 BB F8 5F .
0080: 1C 0B 1D 08 F2B1 B0 89 7AF2F7 AOEOC48F 8B .
0090: 78 B5 3B 58 A5 23 8E 4F 55 FE 36 3B E0 OC B7 CA
00AO0: 2A 30 41 20 B4 80 CD AE  FC 76 66 73 A8 AE 6E E1 *0A
00B0: 7C DA 03 E8 94 20 E6 22 A3 DO 1F 90 5D 20 53 14
00CO: 26 57 DA 54 97 DF 16 44 10 01 1E 88 66 8F 72 38 &W. -
00DO0: 93 DD 20 B7 34 BE D7 F1 EE 63 8E 47 7928 06 FC .. .4....c.Gy(..
00EO: F3 59 45 25 60 22 33 1B A3 5F A8 BA 2A DA 1A 3D .YE%
00F0: CD 40 EA8C EE 051595 D5 A52C 20 2F A7 9828 .@........
0100: EE 45 FC F1 B8 88 00 2C 8F 42 DA 51 D59CE513 .E....
0110: 68 71 45 43 8B 9E 0B 21 3C 4B 5C 05 DC 1A 9F 98 hqEC.
0120: 8BEDABD 22 9E 72CDAD OACBCCA3679B2874 .."r...g.(t
0130: C4 9B D7 1A3C 04 58 A6 82 9D AD C7 7B 6F FF 80 ....<.X,
0140: 96 E9 F8 8D 6ABD 18 90 1D FF 49 1A 90523793 ..
0150: 2F 3C 025D 8276 0B 51 E7 16 C7 57 F8 38 F9 A7 /<.
0160: CD 9B 22 54 EF 63 B0 15 6D 53 65 03 4A 5E 4A A0 .."T.c.mSe.J"J.
0170: B2 A7 8E 49 0059 38 D5 C7 F4 80 64 F5 6E 9550 ...1.Y8...d.n.P
0180: B8 11 7TE 1570 38 4A B0 7F DO C4 3270 CO 19 FF ....p8J....2p...
0190: C9 38 2D 14 2C 66 F4 42 44 E6 55 76 1B 80 1557 .8-.,f.BD.Uv..W
01A0: FF CO A7 A7 AA39 AAD8 D3 70D02E BAEB946A ... 9..p...ej
01B0: FA5F 34 86 E762B5FD 8AF0308594C9AF24 . 4.b..0..$
01C0: 02 2F 6F D6 DD 67 FE E3 B0 55 4F 04 98 4F A4 41 ./o. UO..0.A
01DO0: 56 E2 93 DO 6AE8 D6 F3 FB 65 E0 CE 75C4 3159 V. .uly
01EO: OC EE 82 C8 0C 60 33 4A 19 BA 8467 27 0FBC 42 ..... 3J..9".B
01F0: 5D BD 24 54 0D EC 1D 70 06 5F A4 BC FA 20 7C 55 ].8T...

u

]
The cetrtificate in PEM format:

MIIGFDCCA/ygAwIBAgIIG3DpOv+ubHEWDQYJKoZIhveNAQELBQAWUTELMAKGALUE
BhMCRVMxQjBABgNVBAMMOUF1dG9yaWRhZCBkZSBDZXJ0aWZpY2FjaW9ulEZpcm1h
cHIvZmVzaW9uYWwgQOIGIEE2MjYzZNDA20DAeFwOXNDASMjMxNTlyMDdaFw0zNjA1
MDUxNTIyMDdaMFEXCzAJBgNVBAY TAKVTMUIWQAYDVQQDDDIBAXRvemlkYWQgZGUg
Q2VydGImaWNhY2lvbiBGaXJtY XByb2ZIc2lvbmFsIENJRIBBNjI2MzQwNjgwggli
MAOGCSqGSIb3DQEBAQUAA4ICDWAWGgIKACICAQDKIMUO6vVj78al14H9M2uDDUtd9
thDIAI6ZQyrET2qyyhxdKJIp4ERppWVevtSBC5IsP5t9bpgOSL/URSGLXMNE42QQM
cas9UX4PB99jBVzpv5RvwSmCwLTaUbDBPLutNOpcyvFLNg4kq7/DhHf9qFDOsefG
L9ItWY16Ck6WaVICqjaY7Pz6FIMMNX/JKjd/14Et5cS54D40/mfOPMbRO/RAZ15i
NASWBj4gGFrO93IbJWy TdBSTo30xDqqHECNZXYAFGUftal6SEspd/NYrspI8IM/h IKwYBBQUHAGEWI2h0dHABLY93d3cuZmlybWFwem9mZXNpb25hbC5j poKdrcd7b/+Alun4jWq9GJAd/OkakFI3ky88AI2CdgtR
5xbHV/g4+afNmyJU720wFW1TZQNKXkqgsqeOSQBZONXHIIBkOWEVULgRfhVWOEqw
fOIDEMNDAG/JOCOULGbOQKTmMVXYbgBVX/8Cnp605qtiTcNAuuuuUavpfNIbnYrX9
IVAWhZTJryQCL2/W3Wf+47BVTWSYT6RBVUKTOGrolvP7ZeDOdcQxWQzugsgMYDNK
GbgEZycPVEJdvSRUDewdcAZfpLz6IHXV

--END CERTIFICATE-

Certificate Service Provider Name (en): INDENOVA SUCURSAL DEL PERU
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Trade name (en) INDENOVA SUCURSAL DEL PERU
Information URI (en ) WWW.INDENOVA.COM

Service provider street  AV. ALFREDO BENAVIDES N° 1944, PISO 9 OFICINA 32 MIRAFLORES (LIMA)
address (es)

Service provider street  AV. ALFREDO BENAVIDES N° 1944, PISO 9 OFICINA 32 MIRAFLORES (LIMA)
address (en)

Service provider postal 15048

code (es)

Service provider postal 15048
code (en)

Service provider locality LIMA
(es)

Service provider locality LIMA
(en)

Service provider state LIMA
(es)

Service provider state LIMA
(en)

Service provider PE
country (es)

Service provider PE

country (en)

=PE, L=LIMA, STREET=http.//www.indenova.com, OU=Internet Certification Authority
http://www.indenova.com, T=Subordinate Certificate Pert, O=inDenova Sucursal del Perd,
EMAILADDRESS=sub_ca_pe@indenova.com, SERIALNUMBER=20549615709, CN=inDenova
SUB001_PE, OID.2.5.4.13=inDenova Subordinate Certificate 001 Perid HW-KUSU

Type CA/QC

Status undersupervision

Status starting time 2020-04-07T03:56:26.000Z

Service digital identity (X509)

Version 3

Serial number 6

Signature algorithm SHA256withRSA

Issuer C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet

Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996,
O=Indenova SL, CN=Global Certification Authority Root Indenova,
EMAILADDRESS=ca@indenova.com

Valid from Thu Mar 12 03:00:00 PET 2020
Valid to Fri Mar 04 03:00:00 PET 2050
Subject C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification

Authority http://www.indenova.com, T=Subordinate Certificate Pert, O=inDenova
Sucursal del Perd, EMAILADDRESS=sub_ca_pe@indenova.com,
SERIALNUMBER=20549615709, CN=inDenova SUB001_PE, OID.2.5.4.13=inDenova
Subordinate Certificate 001 Peri HW-KUSU
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Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
77313979795086775649836493938197536018776031944668067141177099689568707
99985110776387249009271796527869111838363214862621281172792978257393050
50942017056637302230153766150029514185479504049033254655582715683482647
27280003301800987810405950758895259920862521426755976070300750734720218
68439673264403096712484144067331933299008479379917675989475799933092376
27734583086607425143977810943479455280795626561843779346828057844389449
53120417109806956325803576531697441949290652775650731061513378308139525
06799045929444800502872255391732500295587429341304007037886610027103591
22409861250901504660480869389142453066923394567369732167594630704323689
80558783842396594731920556131019043982184905407306167951563528772052297
69087404891019051793550862013351121096420042101282750533581330805558518
70502899930077291911391808990373495537906394834404549618002224583965481
80668902577623419350238914283286637007772464246676214656424532314584768
62858454080386507925763013285614780424130957630619061282714137927042801
27631211467890152112484737543661740056223523747844395041835103792097017
23099441342511425080159421856579049845731873893613504368971893058742244
19113952764402044954643018743589550013001102462360376585287722353823427
13258370721517428470863589
public exponent: 65537

0024f43d1b886ad9ac51f0229e88b6b96a394e7c

http://crl.esigna.es/root/indenova_global_root_ca.crl
http://crll.esigna.es/root/indenova_global_root_ca.crl
041830168014f950303750431blea6d2bd40dedf8d6242f7ec40

keyCertSign

cRLSign

CA=true; PathLen=0

67269b9d042hb53a77b502289a84feaObalc7c3cf
547f344fdal1d38334622d0e8a9d88ae21f992f49df4dc012484a8461f66992cd

Subject: C=PE, L=LIMA, STREET=http://www.indenova.com, OU=Internet Certification Authority http://www.indenova.com, T=Subordinate Certificate Perd, O=inDenova Sucursal del
Pert, EMAILADDRESS=sub_ca_pe@indenova.com, SERIALNUMBER=20549615709, CN=inDenova SUB001_PE, OID.2.5.4.13=inDenova Subordinate Certificate 001 Perit HW-KUSU
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

77313979795086775649836493938197536018776031944668067141177099689568707999851107763872490092717965278691118383632148626212811727929782573930505094201705663730223015376615002
95141854795040490332546555827156834826472728000330180098781040595075889525992086252142675597607030075073472021868439673264403096712484144067331933299008479379917675989475799
93309237627734583086607425143977810943479455280795626561843779346828057844389449531204171098069563258035765316974419492906527756507310615133783081395250679904592944480050287
22553917325002955874293413040070378866100271035912240986125090150466048086938914245306692339456736973216759463070432368980558783842396594731920556131019043982184905407306167
95156352877205229769087404891019051793550862013351121096420042101282750533581330805558518705028999300772919113918089903734955379063948344045496180022245839654818066890257762
34193502389142832866370077724642466762146564245323145847686285845408038650792576301328561478042413095763061906128271413792704280127631211467890152112484737543661740056223523
74784439504183510379209701723099441342511425080159421856579049845731873893613504368971893058742244191139527644020449546430187435895500130011024623603765852877223538234271325

8370721517428470863589

public exponent: 65537

Validity: [From: Thu Mar 12 03:00:00 PET 2020,
To: Fri Mar 04 03:00:00 PET 2050]

Issuer: C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996, O=Indenova SL,
CN=Global Certification Authority Root Indenova, EMAILADDRESS=ca@indenova.com

SerialNumber: [ 06]

Certificate Extensions: 9
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityinfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: http://certs.esigna.es/root/indenova_global_root_ca.crt

1
1

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: F9 50 30 37 50 43 1B 1E A6 D2 BD 40 DE DF 8D 62 .PO7PC....@...b
0010: 42 F7 EC 40 B.@

1
1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:0
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[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: http://crl.esigna.es/root/indenova_global_root_ca.crl]
, DistributionPoint:
[URIName: http://crl1.esigna.es/root/indenova_global_root_ca.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [2.5.29.32.0]

[PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 2C 68 74 74 70 3A 2F 2F 63 70 73 2E 65 73 69 .,http://cps.esi
0010: 67 6E 61 2E 65 73 2F 73 75 62 2F 63 70 73 5F 73 gna.es/sub/cps_s
0020: 75 62 30 30 31 70 65 5F 63 61 2E 70 64 66 ub001pe_ca.pdf

1, PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 42 1A 40 54 65 72 6D 73 20 6F 66 20 75 73 65 0B.@Terms of use
0010: 20 61 74 20 4350 53 20 68 74 74 70 3A 2F 2F 63 at CPS http:/ic

0020: 70 73 2E 65 73 69 67 6E 61 2E 65 73 2F 73 75 62 ps.esigna.es/sub

0030: 2F 63 70 73 5F 73 75 62 30 30 31 70 65 5F 63 61 /cps_sub001pe_ca

0040: 2E 70 64 66 pdf

1
1

[6]: Objectld: 2.5.29.18 Criticality=false
IssuerAlternativeName [
RFC822Name: info@indenova.co

]

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[8]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [
RFC822Name: info@indenova.com

1

[9]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 00 24 F4 3D 1B 88 6A D9 AC 51 FO 22 9E 83 B6 B9 .$.
0010: 6A 39 4E 7C jON.

1
1

1

Algorithm: [SHA256withRSA]
Signature:

0000: 58 CD 3A 11 F4 DA 22 9F F556 055A A49217 49 X....".V.Z...|
0010: 93 F8 5B 30 B6 1F 86 B6 56 26 3B 5E OF 8E 56 EC ..[0...V&"..V.
0020: DE60 D3 C209 C2F8 1D 6B 3D 0B 34 9F C2F967 . ....
0030: 75 4D 83 30 A6 2D 53 BB E2 CA F144 3A 1B A1 1A uM.0.-S....D....
0040: 38 EB A20329 BB 31 A9 70 EA 7579 04 23 A0 4F 8...).1.p.uy.#.0
0050: BB 85 25 86 95 C9 44 8E 73 29 54 3A 17 37 85 OE ..%...D.S)T:.7.
0060: 04 11 F6 8F CB 55 5C C2 65 1F DE C1 C9 95 6A DB j
0070: AB B9 FF 3E FB 2D 1A 3F 4287 OE D5 79 5F 64 E1 .
0080: 8D E4 5C ED C0O D3 A4 8E 37 07 60 F1 A5 36 66 7B
0090: 4C 98 25 BA A0 84 7C 6C 7A CC D3 EE 9E D1 65 94
00AO0: 09 AD BF DA 4F 1B EAGA F158 3D E7 B8 10 BA 48 ..
00BO: 5C OF CB EE CB AA 24 DF AF 5E 25 95 F7 46 E2 99
00CO0: B6 A1 2578 76 4A CB 69 DO A6 A4 1C DF E5 62 40 ..
00DO0: A5 BE AB 09 2D 45 BD FD 26 6E FO 3B 26 F9 35 B3 ....-E..&n. .
00EQ: 14 62 37 C1 23 E2 D2 F5 342266 67 C7 75 DD BA .b7.#...4"fg.u..
00FO0: 5E 20 C3 AB 56 B1 67 C4 52 6A BE B9 50 6A 99 CO " ..V.g.Rj..
0100: 42 A6 4D FB 4B B8 E8 B1 3D 1C 3B 79 9E 4F 2D 9D B.M.K.
0110: B73C 8819 BD ABB99F A8D9 01 F33113452A <.. .
0120: 75 A7 8A 08 57 30 09 2B EO 79 BD 76 4D 53 E8 EE u...WO0.+.y.vMS..
0130: 6B 53 27 BODE E8 CA 76 D1 D1 1E 64 12 49 EF 23 kS'..
0140: FE EF 72 D6 07 08 5E 54 69 86 D9 2F AA 8B 3A OE ..r.
0150: D0 C851883BDB 235D D53C4B7EE30D 2874 .Q,;
0160: F6 5B 72 F1 3E 29 F8 17 BA 59 80 1A E9 9105 DO .[r.>).
0170: 24 40 32 74 92 1E 50 2C OF CA 3F D6 AC B0 43 5B $@2t..P,
0180: AB E6 9E 939E 9B CD DB BOF2 12DCEAAAC718 ... -
0190: 08 5A 6B 0B 6D 94 67 FF 7B 39 0A 70 58 FF 7C 48 .Zk.m.g..9.pX..H
01A0: A3 2F 56 D9 27 0B AB 3A 2C E5 56 BF FF 04 30 AD ./V." ...0.
01BO0: 8F 7E E2 F4 63 61 4D 9E 5A BOD3 BB E6 B7 4402 ....caM.Z.....D.
01C0: 9506 C534 6C ED F3DA EA 44 EOFECD 2B CE 4D ..4l...D..+.M
01D0: 18 0C 93 CF DF 7F E560 8D BC 83 A32A7E 13 FF ....°..%..
01E0: 95 FO 10 6E C9 C363 DD EA 45 B4 DC C3 DA D6 6A ...n..c.E....|
01F0: 45 67 87 C2 BB 458E CC B810B4 D9 C3FC9C 79 Eg..
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The certificate in PEM format:

MIIJITCCBWmMgAWIBAgIBBJANBgkqhkiGOWOBAQSFADCCARUXH]ACBgkghkiGOWOB
CQEWD2NhQGIuZGVub3ZhLmNvhTEIMDMGA1IUEAwWwsR2xvYmFsIENIcnRpZmljYXRp
b24gQXV0aG9yaXR5IFJIvb3QgSW5kZW5vdmEXFDASBgNVBAOMCOIUZGVub3ZhIFNM
MRIWEAYDVQQFEWICOTcONTg50TYXQjBABgNVBASMOUIudGVybmVOIENIcnRpZmlj
YXRpb24gQXV0aG9yaXR5/Gh0dHBzOi8vd3d3LmIuZGVub3ZhLmNvbTEUMCWGALUE
CQwlaHROcHM6Ly93d3cuaW5skZW5vdmEuY29tL2F2aXNvLWxIZ2FsLZERMASGALUE
BwwIVmFsZW5jaWExXCzAJBgNVBAYTAKVTMCAXDTIWMDMxMjA4MDAWMFoYDzIwNTAwW
MzAOMDgwMDAWW]CCAWYxOzA5BgNVBAOMMMIURGVub3ZhIFN1Ym9yZGIuYXRIIENI
cnRpZmljYXRIIDAWMSBQZXLDuiBIVy1LVVNVMRswGQYDVQQDDBJpbkRIbm92YSBT
VUIWMDFfUEUXFDASBgNVBAUTCzIWNTQS5N]E1INZASMSUwIwY JKoZIhveNAQKBFhZz
dWJIFY2FfcGVAaW5kZW5vdmEuY29tMSQwlgY DVQQKDBtpbkRIbm92YSBTdWN1cnNh
bCBKZWwgUGVyw70xJjAKBgNVBAWMHVN1YmOyZGluYXRIENIcnRpZmljY XRIIFBI
csO6MUEwPwWYDVQQLDDhJbnRIcm5IdCBDZXJ0aWZpY 2F0aW9ulEF1dGhvemlOeSBo
dHRwOI8vd3d3LmIuZGVub3ZhLmNvbTEgMB4GA1UECQwXaHROcDovL3d3dy5pbmRI
bm92YS5jb20xDTALBgNVBACMBEXJTUEXCZAJBgNVBAY TAIBFMIICI/ANBgkghkiG
9WOBAQEFAAOCAGBAMIICCgKCAgGEAVYL2+9R3cgInH3AZYalh9ykvwAfyk8UBzOFf
d+t82DdTZmaDtwEyMa/cRIU/KEmo0aOgjdKvMgmEilgx0AEoedb4ilL.8xm+Bclfx7
rwCl01iop62UmH1l/n1W4iLh9S22wHACGVc+R94Y6QiA961YRMprE/BjZtLgG2c0
+uL/HaurBjzSC9rY17j0etJIGWpgucpNw6QC9IK370iJB2YtuZAPhhN52gd9nYerlu
IA6K+zVIdJCKFC50D90NcW3JcCzXS+jliIDFP5Lb4Rf0Gdz1sqy TDaUdw3WCFOtd]CBkwYEVROgADCBIjA4BggrBgEFBQCCARYsaHROCDoV
L2Nwcy5lc2InbmEuZXMve3ViL2Nwe19zdWIWMDFwZV9jY SS5wZGYwTgYIKwYBBQUH
AglwQhpAVGVybXMgb2YgdXNIIGFOIENQUyBodHRwOI8vY3BzLmVzawduY S5Icy9z
dWIVY3BzX3N1YjAwWMXBIX2NhLnBkZjAcBgNVHREEFTATgRFpbmZvQGIuZGVub3Zh
LmNvbTAbBgNVHRIEFDASgRBpbmZvQGIuZGVub3ZhLmNvMFMGCCsGAQUFBWEBBEcw
RTBDBggrBgEFBQcwA0Y3aHR0OcDovL2NIcnRzLmVzaWduY S5lcy9yb290L2IuZGVu
b3ZhX2dsh2JhbF9yb290X2NhLmNydDASBgNVHRMBABECDAGAQH/AGEAMIGEBgNYV
HRBEfTB7MDugOaA3hjVodHRwOI8vY3JsLmVzaWduY S5lcy9yb290L 2luZGVub3Zh
X2dsb2JhbF9yb290X2NhLmNybDA80DqgOlY2aHROcDovL2NybDEUZXNpZ25hLmVz
L3Jvb3QvaW5kZW5vdmF{Z2xvYmFsX3Jvb3RfY2EuY3JsMAOGCSqGSIb3DQEBCWUA
A4ICAQBYZzToRIN0IN/NVWBVakkhdJk/hbMLYfhrzWJjteD45W7N5g081JwvgdazOL
NJ/C+Wd1TYMwpilTu+LK8UQEGBEEaOOuiAym7MalwénV5BCOgT7uFJYaVyUSOcylU
Ohc3hQ4EEfaPy1VewmUf3sHIIWrbq7n/PvstGj9Chw7VeV9k4Y3kXO3A06 SONwdg
8aU2ZntMmCW60IR8bHrM0+6e0WWUCa2/2k8b6mrxWD3nuBC6SFwPy+7LqiTfr14l
[fdG4pm20SV4dkrLadCmpBzf5WJApb6rCS1FvfOombvA7Jvk1sxRiNSEj4tLINCIm
Z8d13bpelMOrVrFnxFJqvriQapnAQgZN+0u46LE9HDt5Nk8tnbc8iBm9q7mfgNkB
8zETRSp1p40lVzAIK+B5vXZNU+jualMnsN7oynbRORSKEknvI/7vetYHCF5UaYbZ
L6gLOg7QyFGIO9siXdU8S37jDSh09lty8T4p+Be6WYAa6ZEFOCRAMNSSHIASDS0/
1gywQ1ur5p6TnpvN27DyEtzqgscY CFprC22UZ/970QpwWP9I8SKMvVtknC6s6LOVW
V/IBEMK2PfuLOY2FNnlgw07vmtOQCIQbFNGzt89rqROD+zSvOTRgMk8/ff+VgjbyD
oyp+E/+V8BBuycNj3epFtNzD2tZqRWeHwrtFjsy4ELTZw/yceQ==

C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet Certification
Authority https://www.indenova.com, SERIALNUMBER=B97458996, O=Indenova SL, CN=Global
Certification Authority Root Indenova, EMAILADDRESS=ca@indenova.com

Type CA/QC

Status undersupervision

Status starting time 2020-04-07T03:24:24.000Z

Service digital identity (X509)

Version 3

Serial number 0

Signature algorithm SHA256withRSA

Issuer C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet

Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996,
O=Indenova SL, CN=Global Certification Authority Root Indenova,
EMAILADDRESS=ca@indenova.com

Valid from Thu Mar 12 03:00:00 PET 2020
Valid to Sat Mar 12 03:00:00 PET 2050
Subject C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet

Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996,
O=Indenova SL, CN=Global Certification Authority Root Indenova,
EMAILADDRESS=ca@indenova.com
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Public key

Subject key identifier
Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[
Version: V3

Sun RSA public key, 4096 bits
modulus:
81951747366827246661568186069780961271791970508943248750800720629201420
19112147530620025828618033506031569117146043454959589219023236392908884
69786526775715461797452150887013992310367210572989331176123684925755968
58220343848619645271744950373229812398334285170560187560620167615887997
96831267182658017809703875185260077918368807590171030138704489557287222
71482592564658947697488850615994671931422915415992455008578115320736944
70729946031751245918637625187855871609621022789336342144020984031651853
77108796275803124693044639200802146246848397096243241470171741559365685
42520441046207466129431840898584803507509797194724066318965420571708719
87987848083677837630855543525478501931436685085959789032083269389550216
95131098624443153785188856022993766836927367787536242517161065041991781
99564645460518616280833299935103873113207070278528055991549933243000498
41384126007613326088065663224969021106060606573128075898151972915746243
99961442189212072191413916486841297717404843870201934926294061258100513
24502744568984065756074693877568695704723863214351374061937748976399721
70223968634785042759426920313245297584313249163601442990447376733460796
71840678415897219477959767156039419402495711026005927078413264859879072
32030943456453984811838099
public exponent: 65537

f950303750431blea6d2bd40dedf8d6242f7ec40
041830168014f950303750431blea6d2bd40dedf8d6242f7ec40

keyCertSign

cRLSign

CA=true; PathLen=3

554dbd264c9af8101ee1348ae63895ddc79d073e
54d7bede36daaf77aalb4cea8c7ead708a94fae80423db211efebach2350eb90

Subject: C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996, O=Indenova
SL, CN=Global Certification Authority Root Indenova, EMAILADDRESS=ca@indenova.com
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

81951747366827246661568186069780961271791970508943248750800720629201420191121475306200258286180335060315691171460434549595892190232363929088846978652677571546179745215088701
39923103672105729893311761236849257559685822034384861964527174495037322981239833428517056018756062016761588799796831267182658017809703875185260077918368807590171030138704489
55728722271482592564658947697488850615994671931422915415992455008578115320736944707299460317512459186376251878558716096210227893363421440209840316518537710879627580312469304
46392008021462468483970962432414701717415593656854252044104620746612943184089858480350750979719472406631896542057170871987987848083677837630855543525478501931436685085959789
03208326938955021695131098624443153785188856022993766836927367787536242517161065041991781995646454605186162808332999351038731132070702785280559915499332430004984138412600761
33260880656632249690211060606065731280758981519729157462439996144218921207219141391648684129771740484387020193492629406125810051324502744568984065756074693877568695704723863
21435137406193774897639972170223968634785042759426920313245297584313249163601442990447376733460796718406784158972194779597671560394194024957110260059270784132648598790723203

0943456453984811838099

public exponent: 65537

Validity: [From: Thu Mar 12 03:00:00 PET 2020,
To: Sat Mar 12 03:00:00 PET 2050]

Issuer: C=ES, L=Valencia, STREET=https://www.indenova.com/aviso-legal/, OU=Internet Certification Authority https://www.indenova.com, SERIALNUMBER=B97458996, O=Indenova SL,
CN=Global Certification Authority Root Indenova, EMAILADDRESS=ca@indenova.com

SerialNumber: [ 00]

Certificate Extensions: 8

[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: http://certs.esigna.es/root/indenova_global_root_ca.crt

1
]

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [
Keyldentifier [

0000: F9 50 30 37 50 43 1B 1E A6 D2 BD 40 DE DF 8D 62 .PO7PC....@...b

0010: 42 F7 EC 40 B.@
1
I

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:3

1

[4]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [2.5.29.32.0]
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[PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 35 68 74 74 70 73 3A 2F 2F 77 77 77 2E 69 6E .5https://www.in
0010: 64 65 6E 6F 76 61 2E 63 6F 6D 2F 61 63 72 65 64 denova.com/acred

0020: 69 74 61 63 69 6F 6E 65 73 2F 69 6E 64 65 63 6F itaciones/indeco

0030: 70 69 2F 73 76 61 2F pilsva/

1, PolicyQualifierinfo: [

qualifierD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 4F 1A 4D 54 65 72 6D 73 20 6F 66 20 75 73 65 00.MTerms of use
0010: 20 61 74 20 43 50 53 20 43 41 20 49 6E 64 65 6E at CPS CA Inden

0020: 6F 76 61 20 68 74 74 70 3A 2F 2F 63 70 73 2E 65 ova http://cps.e

0030: 73 69 67 6E 61 2E 65 73 2F 72 6F 6F 74 2F 63 70 signa.es/root/cp

0040: 73 5F 63 61 5F 69 6E 64 65 6E 6F 76 61 2E 70 64 s_ca_indenova.pd

0050: 66 f

11
]

[5]: Objectld: 2.5.29.18 Criticality=false
IssuerAlternativeName [
URIName: https://www.indenova.com

1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[7]: Objectld: 2.5.29.17 Criticality=false
SubjectAlternativeName [
RFC822Name: info@indenova.com

1

[8]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: F9 50 30 37 50 43 1B 1E A6 D2 BD 40 DE DF 8D 62 .PO7PC....@...b
0010: 42 F7 EC 40 B.@

1
]

1

Algorithm: [SHA256withRSA]

Signature:

0000: 35 A2 E9 51 44 0B 4F AA A7 F7 5582 D8 6E 3D 01 5..QD.O...U..n=.

0010: 7751 C1 6B CD 2D CFEC E6 A3 29 69 29 36 7A 25 wQ.| .))62%
0020: 0C 19 D2 86 EC EB BD 83 9049 2E 1D 90 03 F8 70 . p
0030: C552 19 A8 76 08 1IE BC 28 5C 91 11 4E 254D 08 . N%M.

0040: OE 79 26 75 04 3E 42 29 D3 8F 3D F5 30 8E 0B 78 .y&u.>B)..=.0..x
0050: DF 4A B4 D2 2D 51 49 9F 35 F8 C3 B2 280290 1A .J..-Ql.
0060: CF B8 D9 7554 24 BC 61 69 8A CB C81493 D152 ..uT$.ai.....R
0070: 5F OA BB 14 D4 C1 1C A9 B8 6E 6E 4A 46 49 F6 9C _. nnJFl..
0080: CC A20AD4262BA5F5 C930600A61E18ABL ...&+...0"a...
0090: D4 3D 9F 9F 37 B5 2A F1 2F 21 73 CC 3E 2F 4B D5 .=..7.*./1s.>/K.
00AO0: 0C 75 A2 48 DB 70 6C 2C 59 5B E9 66 24 29 E8 EA .u.H.pl,Y[f$)..
00BO: DA 8D BD 66 A2 A7 65 B3 5E 12 94 E3 47 88 0E FO ..f.e..G...
00C0: 3586 0D 9D C8 D501 76 9544E2E764E0F771 5......v.D..d..q
00D0: 1C 94 B4 E1 225753 B5 A8E4ACD21972D9C6 ..."WS.....I..
00EQ: 6B E4 94 95 1251 5AF5 FD D1 0OE 43 F5 1B 4C 35 k...QZ...C..L5
00F0: 78 BO 05 EB 8936 28 C6 F58B 11 C5E0OC EE 12 X....6(.........
0100: 72 7B 68 5E 42 62 OF D6 DO B5 95 6E 8D 11 DO 2E r.h"Bb....
0110: DF 73 8E C9 A8 FB 48 57 1F 2F D3 8E EF 3C 1CDB .s...HW. .
0120: BAAC 31 DA 142B4C89 725BE44B7AFD 38 OF ..1.+L.r[Kz.8.
0130:
0140:
0150:
0160:
0170: 0C CC5F 8F 40 EA392C 19E2636B 7717 21BD .._.@.9,..ckw...
0180: 97 A0 A4 AA 78 8C 15 AC 78 CO 3C 8A 7B 6F B5 AB ...X...X.<..0..
0190: 09 71 48 6A CE 529221 F4 1A 601317 7A8A 7D .qHj -
01A0: 96 49 1B 07 C3 EE 87 BA 68 05 B6 5E B6 497989 .I.....h. ly.
01B0: 9B 57 38 73 06 31 42 D2 19 78 9B E0 AC 0592 9D .W8s.1B..x.
01C0: 99 C5 F9 B2 F1 07 D1 4C F579 62 44 DF 3A 8186 .......L.ybD.
01D0: B7 6B 0D CD BA 24 DO 6D 59 AD 99 66 DO A1 95 96 .k..$.mY..f....
01EQ: FO E3 AE 427350 CF28 C3B45CFEEO80EL2B ..BsP.(.\....
01F0: E9 2B F2 CD FO 43 C9 BA 66 A5 F386 112C 4725 .+..C.f...,G%

+

1
The certificate in PEM format:

MIIIZzCCBk+gAWIBAGIBADANBgkqhkiGOWOBAQSFADCCARUXHACBgkghkiGOWOB
CQEWD2NhQGIuZGVub3ZhLmNvhTEIMDMGA1IUEAwWwsR2xvYmFsIENlcnRpZmljYXRp
b24gQXV0aG9yaXR5IFJIvh3QgSW5kZW5vdmEXFDASBgNVBAOMCOIUZGVub3ZhIFNM
MRIWEAYDVQQFEWICOTcONTg50TYXQjBABgNVBASMOUIudGVybmVOIENIcnRpZmlj
YXRpb24gQXV0aG9yaXR5|Gh0dHBzOi8vd3d3LmIuZGVub3ZhLmNvbTEUMCWGALUE
CQwlaHROcHM6Ly93d3cuaW5skZW5vdmEuY29tL2F2aXNvLWxIZ2FsLZERMABGALUE
BwwIVmFsZW5jaWEXCzAJBgNVBAYTAKVTMCAXDTIWMDMxMjA4MDAWMFoYDzIwNTAwW
MzEyMDgwMDAWW]CCARUXHjAcBgkghkiGOWOBCQEWD2NhQGIuZGVub3ZhLmNvbTEL
MDMGALUEAwwsR2xvYmFsIENIcnRpZmljY XRpb24gQXV0aG9yaXR5IFJvb3QgSW5k
ZW5vdmEXFDASBgNVBAOMCOIUZGVub3ZhIFNMMRIWEAYDVQQFEWICOTCONTG50TYx
QjBABgNVBAsMOUIudGVybmVOIENIcnRpZmljY XRpb24gQXV0aG9yaXR5IGhOdHBz
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0i8vd3d3LmIuZGVub3ZhLmNvb TEUMCWGA1UECQwlaHROcHM6LY93d3cuaW5kZW5v
dmEuY29tL2F2aXNvLWxIZ2FsLzZERMABGA1UEBwwIVmMFsZW5jaWExCzAJBgNVBAYT
AKVTMIICIJANBgkghkiGOWOBAQEFAAOCAg8AMIICCgKCAgEAYOEWWLLOUZ9QASUZ
7fy/QIV2IfCuNks7jINqU5x1BSw0dU+OpSQCsNIczP5087IB8XOu2UQ8E2rCNkrt
cWZVCIIGN4WNr/Agg60e9ImEQ60g0+00CjRxvVcPq3qzZjVIF1sriTuDuXMNmZuldg
0CRthlgJYcLrMYhH/TD+h412kf02fapKpZu0ghd98m6+Va3n/Z1z+fijlCP4QTOej
EJd6YBUdzCgD2dk2qeT6KySs24X/qUqYVvM/FxyHjdLEMnuw2yJppUOgNsqQwWX63J
M9tpzwSwrmecPuvhg0gS0Ztg4D/IY AKIWG/SWTpHV5iVnniZSp/g5qqaeADPGA/L 1aHROcHM6Ly93d3cuaW5kZW5vdmEuY29tL2FjcmVkaXRhY2lvbmVz
L2IuZGVjb3BpL3N2YS8WWwYIKwYBBQUHAGIWTXpNVGVybXMgb2YgdXNIIGFOIENQ
UyBDQSBJbmRIbm92YSBodHRwOIi8vY3BzLmVzawWduYS5lcy9yb290L2Nwc19jYVIp
bmRIbm92YS5wZGYWHAYDVRORBBUWE4ERaW5mb0BpbmRIbm92Y S5jb20wiwYDVR0OS
BBwwGoYYaHROcHM6Ly93d3cuaW5kZW5vdmEuY29tMFMGCCsGAQUFBWEBBECWRTBD
BggrBgEFBQcwAo0Y3aHROcDovL2NIcnRzLmVzawduY S5lcy9yb290L2luZGVub3ZhCertificate Service Provider Name (en): SOFT & NET SOLUTIONS S.A.C.
Trade name (en) SOFT & NET SOLUTIONS S.A.C.
Information URI (en ) WWW.SOFT-NET.COM.PE

Service provider street CALLE GERMAN SCHREIBER NRO 184 DPTO 802
address (es)

Service provider street CALLE GERMAN SCHREIBER NRO 184 DPTO 802
address (en)

Service provider postal 15027
code (es)

Service provider postal 15027
code (en)

Service provider locality SAN ISIDRO
(es)

Service provider locality SAN ISIDRO
(en)

Service provider state LIMA

(es)

Service provider state LIMA

(en)

Service provider PE
country (es)
Service provider PE

country (en)

CN=Soft-Net Secure Signing CA - C1, O=Soft and Net Solutions SAC, OU=emSign PKI, C=PE

Type CA/QC

Status undersupervision

Status starting time 2020-10-27T23:06:06.000Z

Service digital identity (X509)

Version 3

Serial number 364693615674180102926613

Signature algorithm SHA256withRSA

Issuer CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
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Valid from
Valid to
Subject

Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

Wed Aug 12 13:30:00 PET 2020

Sun Aug 12 13:30:00 PET 2035

CN=Soft-Net Secure Signing CA - C1, O=Soft and Net Solutions SAC, OU=emSign PKI,
C=PE

Sun RSA public key, 2048 bits

modulus:
18135598025582617039377647338226965787288636429078871011161138369099569
86342663023041866853149937659940215050662300786861136155386251644277283
59999697432830568746989809181169865924906667060035565876582552509683298
36370565251084498958147912349964113633653736626284570048987392512608555
36254836696644751130346328533015724299290750240097035671137701307755782
57624352384652293970370788398011542785924084378774399495960716912120732
39200748435828846992067600589722273679976681831955892507522882324311836
24735047707508190523895987013511915017012023865348871000812240267330680
8036494060186147521724316166836449052038590846663

public exponent: 65537

€85e0212e347945hb655e072087adb773113d6f77

http://crl.emsign.com?RootCAC1.crl
041830168014feale0701e2a0339525a42be5¢c91857al18aa4db5

keyCertSign

cRLSign

CA=true; PathLen=0

8b9d93d9550e542aaefabf7d864956485447d267
ccecl157da0f0bd58e3e8b584054fe0c44f04b4dd8c97b75b788d9140b05142f7

Subject: CN=Soft-Net Secure Signing CA - C1, O=Soft and Net Solutions SAC, OU=emSign PKI, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:

18135598025582617039377647338226965787288636429078871011161138369099569863426630230418668531499376599402150506623007868611361553862516442772835999969743283056874698980918116
98659249066670600355658765825525096832983637056525108449895814791234996411363365373662628457004898739251260855536254836696644751130346328533015724299290750240097035671137701
30775578257624352384652293970370788398011542785924084378774399495960716912120732392007484358288469920676005897222736799766818319558925075228823243118362473504770750819052389
59870135119150170120238653488710008122402673306808036494060186147521724316166836449052038590846663

public exponent: 65537

Validity: [From: Wed Aug 12 13:30:00 PET 2020,

To: Sun Aug 12 13:30:00 PET 2035]

Issuer: CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US

SerialNumber: [ 4d3a149c fal44f9e 3115]

Certificate Extensions: 8

[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false

AuthoritylnfoAccess [

[

accessMethod: ocsp

accessLocation: URIName: http://ocsp.emsign.com

accessMethod: calssuers

accessLocation: URIName: http://repository.emsign.com/certs/RootCAC1.crt

1
]

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [
Keyldentifier [

0000: FE A1 E0 70 1E 2A 0339 52 5A 42 BE5C 9185 7A ..p.*9RZB.\..z

0010: 18 AA 4D B5
I
1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:0

1

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.emsign.com?RootCACL1.crl]

1

[5]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
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[CertificatePolicyld: [2.5.29.32.0]
[PolicyQualifierinfo: [

qualifieriD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 1C 68 74 74 70 3A 2F 2F 72 65 70 6F 73 69 74 ..http://reposit
0010: 6F 72 79 2E 65 6D 73 69 67 6E 2E 63 6F 6D ory.emsign.com

1
1

[6]: Objectld: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

clientAuth

emailProtection
1.3.6.1.4.1.311.10.3.12
1.2.840.113583.1.1.5
1.3.6.1.4.1.311.20.2.2

]

[7]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[8]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: E8 5E 02 12 E3 47 94 5B 65 5E 07 20 87 AD B7 73 ~..G.[eM. ...s
0010: 11 3D 6F 77 =ow

1
1

1

Algorithm: [SHA256withRSA]

Signature:

0000: B5 43 22 FD DE 26 3536 CD 32 93 4F 0C 85 07 B4 .C"..&56.2.0....
0010: 34 3D F6 F2 8C 84 E0O 6F 24 1D BA 83 CD 34 16 DC 4=.....0$...
0020: 02 3F DE 4C AD 90 43 BO E3 BD 34 2B 3D BE 3B 9F .? .
0030: 5E DC D5 B6 44 FD A0 49 FE 55 79 40 DA OD 8D C9 ~...D..LUy@....
0040: A2 6F 2C 53 0C 28 66 CB 57 3A 7D 13 A8 65 C6 E8 .0,S.(f.W:...e..
0050: 61 1B B3 16 46 6A E6 B4 FO 4E 48 56 2A AF FO 2B a...Fj...NHV*..+
0060: 7C 00 C1 5D DF B10D B9 4C 1D 7C 5A 97 9D 09 AF ..]...L.Z....
0070: D4 6B 8F 7B 47 E4 9B 41 OE A4 2597 OE 8A 19 C2 k..G..A
0080: D6 B7 69 8A BE OD E1 C2 OE 7F C4 3F 49 FF 04 95 ..i.
0090: A3 24 3D FD 68 16 OE CD 3E 1A F6 3C A6 49 E4 BC .$=.h..>..<.l..
00AO0: 6D F9 9E C6 6A 46 83 B2 C6 88 0B 49 3F 39 1F 04 m...jF.
00BO0: CB 2B 328D 10 FE 12 B7 8D 70 9F 50 92 A0 C6 8A .+
00C0: 11 8ABF 15B1 44 F7 E8 89 3B OF CFA45B 8288 ...
00DO: F6 88 53 DB B8 CE B0 4C 93 0D 91 3F FF DO 30 5D
00EO: F9 1C A7 54 46 96 42 B8 1208 B2 82 B6 7858 D4 ...TF.
00F0: 85 9E AF 8A 81903728 D5B8045C AE47 A3 9E ...... 7(..\G..

]
The certificate in PEM format:

MIIE3DCCA8SgAWIBAgGIKTToUnPoUT54xFTANBgkghkiGO9WOBAQsFADBWMQswCQYD
VQQGEWJVUZETMBEGALUECXMKZW1TaWdulFBLSTEUMBIGA1UEChMLZU11ZGhyYSBJ
bmMxHDAaBgNVBAMTE2VtU2InbiBSb290IENBICOgQzEWHhcNMjAWODEYMTgzMDAW
WheNMzUwODEYyMTgzMDAWW]BXMQswCQYDVQQGEWJQRTETMBEGA1UECXMKZW1TaWdu DVROPAQH/BAQDAGEGMEAGA1UAIQQ5MDcGCCsG
AQUFBWMCBggrBgEFBQcDBAYKKwYBBAGCNwoDDAYJKoZIhvevAQEFBgorBgEEAY I3
FAICMDOGA1UdIAQ2MDQwWMgYEVROgADAGMCgGCCsGAQUFBwWIBFhxodHRwOi8vemvVw
b3NpdG9yeS5IbXNpZ24uY29tMBIGA1UJEWEB/WQIMAYBAfBCAQAWbwY IKwYBBQUH
AQEEYzBhMCIGCCsGAQUFBzABhhZodHRwOIi8vb2NzcC5IbXNpZ24uY29tMDsGCCsG
AQUFBzAChi9odHRwOi8vemVwh3NpdG9yeS5IbXNpZ24uY29tL2NIcnRzL1Jvb3RD
QUMXLMNydDAzBgNVHRBELDAGMCigJgAkhiJodHRwOI8vY 3JsLmVtc2Inbi5jb20/
Um9vdENBQzEuUY3JsMAOGCSqGSIb3DQEBCWUAA4IBAQC1QyL93iY1NsOyk08MhQe0
ND3280yE4G8kHbqDzTQW3AI/3kytkEOW4700Kz2+059e3NW2RP2gSf5VeUDaDY3J
om8sUwwoZstXOn0TqGXG6GEbsxZGaua08ES5IViqv8Ct8AMFd37ENuUwdfFgXnQmv
1GuPe0fkmOEOpCWXDooZwta3aY q+DeHCDn/EPON/BJWjJD39aBYOzT4a9jymSeS8
bfmexmpGg7LGiAtIPzkfBMsrMo0Q/hK3jXCfUJKgxooRir8VsUT361k7D8+kW4KI
90hT27jOsEyTDZE//9AwWXfkcp1RGIKK4EQgiygrZ4WNSFng+KgZA3KNW4BFyuR60e

----- END CERTIFICATE-----

CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
Type CA/QC

Status undersupervision

Status starting time 2020-10-27T22:44:21.000Z
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Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from

Valid to

Subject

Public key

Subject key identifier

Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[

Version: V3

3

825510296613316004955058

SHA256withRSA

CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
Sun Feb 18 13:30:00 PET 2018

Wed Feb 18 13:30:00 PET 2043

CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US

Sun RSA public key, 2048 bits

modulus:
26247538881278784918887441808900234165057609046147884746676566401197446
44608585861337843267892456396768492986032909376370602635800150964139328
38431388295541464557505440064746033789640055402976299605047976856128379
43410342081328554016178164530923033091856792080173636601612118276928452
29563173986052075157365205654118126713763381410421839372837620691862542
00367005449148315236267951536136110387592088524888371824501137053286575
82933743149177113226306442846318952860205968613675283653192398417133453
35948402101225253503697324129461781764406588455093914785641525025403218
8371355333695321880949425811892363536576977090831

public exponent: 65537

feale0701e2a0339525a42be5c91857al18aa4db5

keyCertSign

cRLSign

CA=true; PathLen=unlimited

e72efldffch20928cf5dd4d56737b151cb864f01
125609aa301da0a249b97a8239ch6a34216f44dcac9f3954b14292f2e8c8608f

Subject: CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits
modulus:

26247538881278784918887441808900234165057609046147884746676566401197446446085858613378432678924563967684929860329093763706026358001509641393283843138829554146455750544006474
60337896400554029762996050479768561283794341034208132855401617816453092303309185679208017363660161211827692845229563173986052075157365205654118126713763381410421839372837620
69186254200367005449148315236267951536136110387592088524888371824501137053286575829337431491771132263064428463189528602059686136752836531923984171334533594840210122525350369
73241294617817644065884550939147856415250254032188371355333695321880949425811892363536576977090831

public exponent: 65537

Validity: [From: Sun Feb 18 13:30:00 PET 2018,
To: Wed Feb 18 13:30:00 PET 2043]

Issuer: CN=emSign Root CA - C1, O=eMudhra Inc, OU=emSign PKI, C=US

SerialNumber: [ aecfOOba c4cf32f8 43b2]

Certificate Extensions: 3

[1]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[2]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[3]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [
Keyldentifier [

0000: FE A1 EO 70 1E2A 0339 52 5A 42 BE5C 9185 7A ..p.*9RZB.\..z

0010: 18 AA 4D B5S
1
I

1
Algorithm: [SHA256withRSA]
Signature:

0000: C2 4A 56 FA15217B28 A2E9E51DFBF82D C4 JV.lL(....-.

0010: 39 96 41 4C 3B 27 2C C4 6C 18 15 80 C6 AC AF 47 9.AL}',.I.

0020: 59 2F 26 0B E3 36 BO EF 3B FE 4397 493299 12 Y/&..6..;.C.I12..

0030: 15 5B DF 11 29 FF AB 53 F8 BB C1 78 OF AC 9C 53 .[..).

X...S

0040: AF 57 BD 68 8C 3D 69 33 FO A3 A0 23 63 3B 64 67 .W.h.=i3...#c;dg
0050: 22 44 AD D5 71 CB 56 2A 78 92 A3 4F 12 31 36 36 "D..q.V*x..0.166
0060: E2 DE FE 00 C4 A3 60 OF 27 AD AO BOBAB536 7A ......"."....62
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0070: 52 A1 BD 27 F4 2027 62 E84D 9424 13E40A 04 R..'b.M $....
0080: E9 3C AB2E C8 4309 4A C66104 E549347ED3 <..CJl.a.l4.
0090: C4 C8 F5 OF CO AAE9 BA 54 5E F3 63 2B 4F 4F 50 ........ TA.c+OOP
00A0: D4 FEB9 7B 998C 3D CO 2EBC022BD3C440E4 .....=..+.@.
00B0: 8A07 31 1IE9BCE 2699 13FB11EA9A220C11 .1.&.
00C0: 19 C75E 1B 815030 C8 96 12 6E E7 CB 41 7F 91 .."..PO..
00DO0: 3B A2 47 B7 54 80 1B DC 00 CC 9A 90 EAC3 C350 ;.G.T..
00EO: 06 62 0C 30 CO 1548 A7 A859 7C E1 AE 22 A2E2 .b.0.H..Y..
00F0: OA 7AOF FA62 AB 52 4C E1F1DF CABES830D 42 .z.b.RL....... B

]
The cetrtificate in PEM format:

MIIDczCCAIugAWIBAgILAK7PALIEzzL4Q7IwDQY JKoZIhveNAQELBQAWVJELMAKG
A1UEBhMCVVMXEZARBgNVBASTCmVtU2InbiBQSOkxFDASBgNVBA0TC2VNdWRocmEg
SW5]MRwwGgYDVQQDEXNIbVNpZ24gUm9vdCBDQSAtIEMXMB4XDTE4MDIXODE4MzAW JKoZIhveNAQEL
BQADggEBAMJIKVvoVIXsoounlHfv4LcQ5IkFMOycsxGwYFYDGrK9HWS8mC+M2s087
IkOXSTKZEhVb3xEp/6tT+LvBeA+snFOVV710jD1pM/CjoCNjO2RnIkSt1XHLVip4
kgNPEjE2NuLe/gDE02APJ62gsIq1NnpSobOn9CANYuhNICQT5A0EGTyrLshDCUrG
YQTISTR+08TI9Q/AqUMEVF7zYytPT1DU/7mYwOwCE8AiIVTXEDKigexHpvOJIpkT
+xHgmiIMERNHXhuBUDDIIhJu58tBf5E 70ke3VIAb3ADMmpDqw8NQBmMIMMMAVSKeo
WXzhriKi4gp6D/piq1JM4fHfyr6DDUI=

Certificate Service Provider Name (en): TOC PERU SAC
Trade name (en) TOC PERU SAC
Information URI (en ) HTTP://WWW.TOC.PE

Service provider street  AV. GRAU 629 BARRANCO
address (es)

Service provider street  AV. GRAU 629 BARRANCO
address (en)

Service provider postal 15063
code (es)

Service provider postal 15063
code (en)

Service provider locality LIMA
(es)

Service provider locality LIMA
(en)

Service provider state LIMA
(es)

Service provider state LIMA

(en)

Service provider PE
country (es)
Service provider PE

country (en)

C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112, CN=TOC PERU RAIZ
G1, EMAILADDRESS=soportepki@toc.pe

Type CA/QC

Status undersupervision

Status starting time 2020-12-18T17:13:58.000Z
Service digital identity (X509)

Version 3

Serial number 4266143491429758250
Signature algorithm SHA512withRSA
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Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier
Authority key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112,
CN=TOC PERU RAIZ G1, EMAILADDRESS=soportepki@toc.pe

Thu Jul 12 12:43:56 PET 2018
Sun Jul 12 12:43:56 PET 2043

C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112,
CN=TOC PERU RAIZ G1, EMAILADDRESS=soportepki@toc.pe

Sun RSA public key, 4096 bits
modulus:
81534168982208792683530461201781867114060230102267257312470667456269113
03651942871519956470122488490238301747693119848650687083790259951322898
76111234710463370299250668229838240345188260998721487217085097233680122
11031429759962782289745225944354110865014078795407587340650323178630235
45467194149922239036649736165337910820478060853950531251259871022913963
90832954601605120683134828005068482300778725724322439144923081276829679
09443740582232382945761821911985042899694162608632051329512392752251794
67110197930169398392259923828738606327509541403515941088324151003962895
69101231077981137488108073815337895445907748586393549326395615529525811
87571546695830932629982033038924147848942878700641037635951398548712959
32464198807463303847990259393901204558019930352240737018404114868814915
21581670857956010236827740472199517484469420669754634115250594641280901
75972563764131932925420600389635272431627406905587007837938724563722456
33090871952200103726022131535379777670466476694874857184800626901916030
58221475284389538031937497199997078502544787445694841146483746594028210
27620725445756411301236784735721832281205838399794987322433505788923523
80269755621060522493375184803763083229545484981936453584973523110119199
31800933269071650052206577
public exponent: 65537

34c060f8d68709ffaa392f5420f61af8566d1203
04183016801434c060f8d68709ffaa392f5420f61af8566d1203

keyCertSign

cRLSign

CA=true; PathLen=unlimited

0b0dca0d0e0b8025f58d54d373e66ceeel3abeda
e1b58207f2c4dbbdb41a559¢50b24e6aaccd04208bc5ee2942968131b4443398

Subject: C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112, CN=TOC PERU RAIZ G1, EMAILADDRESS=soportepki@toc.pe
Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13

Key: Sun RSA public key, 4096 bits
modulus:

81534168982208792683530461201781867114060230102267257312470667456269113036519428715199564701224884902383017476931198486506870837902599513228987611123471046337029925066822983
82403451882609987214872170850972336801221103142975996278228974522594435411086501407879540758734065032317863023545467194149922239036649736165337910820478060853950531251259871
02291396390832954601605120683134828005068482300778725724322439144923081276829679094437405822323829457618219119850428996941626086320513295123927522517946711019793016939839225
99238287386063275095414035159410883241510039628956910123107798113748810807381533789544590774858639354932639561552952581187571546695830932629982033038924147848942878700641037
63595139854871295932464198807463303847990259393901204558019930352240737018404114868814915215816708579560102368277404721995174844694206697546341152505946412809017597256376413
19329254206003896352724316274069055870078379387245637224563309087195220010372602213153537977767046647669487485718480062690191603058221475284389538031937497199997078502544787
44569484114648374659402821027620725445756411301236784735721832281205838399794987322433505788923523802697556210605224933751848037630832295454849819364535849735231101191993180

0933269071650052206577

public exponent: 65537

Validity: [From: Thu Jul 12 12:43:56 PET 2018,
To: Sun Jul 12 12:43:56 PET 2043]

Issuer: C=PE, ST=Lima, L=Lima, O=TOC PERU SAC, SERIALNUMBER=20547367112, CN=TOC PERU RAIZ G1, EMAILADDRESS=soportepki@toc.pe

SerialNumber: [ 3b3462e7 0783f52a]

Certificate Extensions: 4

[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [

0000: 34 CO 60 F8 D6 87 09 FF AA 39 2F 54 20 F6 1A F8 4.°....9/T ...

0010: 56 6D 12 03 vm..
]
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [
Key_CertSign
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Crl_Sign
]

[4]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 34 C0O 60 F8 D6 87 09 FF AA 39 2F 54 20 F6 1A F8 4.
0010: 56 6D 12 03 vm..

1
]

1

Algorithm: [SHA512withRSA]

Signature:

0000: 02 38 CO 63 FO CC EF B4 6F 73 28 63 OE 38 DO 14 .8.c....0s(c.8..
0010: 33 70 1E 4F 77 BB 4E 4F 5B 86 5E D2 80 8F 25 EF 3p.Ow.NO[."...%.
0020: 32 F119C26251 1IEDB 19 6A 34327431 1FED 2..bQ..j42t1..
0030: DA 87 66 37 6D B1 D6 6A 7B 5D 75 1F DA E9 5B BB ..f7m..j.Ju...[.
0040: 37 B363 76 F8 8C B3 1F 01 F4 38 3A 46 B1 10 8F 7.cv.....8:F...
0050: 33 08 09 01 2F 60 D6 9C B152F28CD3801111 3../..R......
0060: BF 2D CF 73 84 27 6F 96 31 50 05 5F 6A A3 9E CO .-.s.'0.1P._j...
0070: 67 1E 86 E5 6F 4B 56 CD 45 32 DC 6E 37 A8 10 D5 g...oKV.E2.n7...
0080: D7 BE 82 BD 27 BC 7228 01 00 33 8539 04 06 63 ....".r(..3
0090: AB 19 BD 87 AE E1 0B 4A B7 EF 18 83 B0 90 9A 44
00AO0: 6F FD 7F 43 3A 93 C5 BE CF A3 3A AD 28 CB 6E CD
00BO: 78 55 F3 99 04 86 42 B1 36 93 BC 17 B4 66 88 BE xU....B.6...f..
00CO0: 11 9F 01 63 73 E2 F43F 4B 0C DO A9 04 252D 73 ...cs..?K....%-s
00DO0: F1 54 0ABF 1859 12 CF 65 D4 4D 04 9A9B 8E 09 .T...Y..e.M.....
00EO: EC 52 52 0B 26 67 60 67 BC 3D 57 62 A3 57 11 05 .RR.&g'g.=Wb.W..
00F0: 73 62 0B AA 4B C5 FB 2D D9 CO 2F D1 FB 37 67 17 sh.K..-./.7g.
0100: E6 69 4B 4E 09 DA 1C 0B F8 0A 21 FF 5D 7F 56 7C .iKN......l.].V.
0110: FB CE B6 66 9C E4 65 83 23 EF 03 4D 05 32 29 65 ..f..e.#..M.2)e
0120: E3 1FBOAFDF 8B 16 19 093267 5AFCF6FA 7D ........29Z....
0130: 3D A8 BC 44 D2 CC 1IE 40 DB BF2E8B7A91E1E7 =.D..@.
0140: 3E 1D 9F 1579 D2 95 6C 3E F6 D4 39 76 30 03 94 >...y..I>..9v0
0150: B340 65 FAD4 10 8A 31 D7EFCB1C8E9BF3E8 .@e....1 .
0160: D2 90 44 20 A2 42 7D 58 54 B6 6A 94 CD 27 BCCB ..D .B.XT,j.."..
0170: 41 35 A4 F57C 57 A8 31 04 5E BB CC 0562 D0 01 AS5..W.1.
0180: 53 FB E2 B0 76 35 D4 E4 EE 1B 55 BD 3ABB 9B DE S...V5...
0190: 73 C1 5F F5 C9E5 0F D8 6E 57 D7 B8 F981 80B1 s._.
01A0: 94 5E B6 8A 44 15EA09 19 C6 7B 9D 3E 23 D3 C5 M.D......>#..
01BO0: BB 36 D9 5E DE 5A 6E 29 7A 4F 35 F4 47 2E 0D A6 .6.2.Zn)z05.G...
01C0: 7DE0 96 D1 EA58 D101 CBE89965D1234AFB ...X....e#J.
01D0: 8B 30 D1 A6 26 9E 54 66 6C 22 BA 7E C6 64 2AF5 .0..&.Tfl"...d*.
01EO0: C506 00 EB 09 3D 114B D3 1344 EE 06 52D0CD ....=.K..D..R..
01F0: B6 B0 72 28 0B 18 6E 5E 86 25 A3 29 F6 C1 82 49 ..r(..n"%.)...l

1
The certificate in PEM format:

MIIGETCCA/mgAwWIBAgIIOzRi5weD9SowDQYJKoZIhveNAQENBQAwgZUxXIDAeBgkq
hkiGOWOBCQEWEXNvcG9ydGVwa2lAdG9jLnBIMRkwFwYDVQQDDBBUTOMgUEVSVSBS
QUIalEcXMRQWEQYDVQQFEwsyMDUONzM2NZEXM]EVMBMGA1UECgWMVESDIFBFUIUgG
UOFDMQOWCWYDVQQHDARMaW1hMQOWCWYDVQQIDARMaW1hMQswCQYDVQQGEWIQRTAe
FwOxODA3MTIXNzQzNTZaFw00MzA3MTIXNzQzNTZaMIGVMSAwHgYJKoZIhveNAQKB
FhFzb3BvcnRIcGtpQHRVYy5wZTEZMBCGA1UEAWWQVEIDIFBFUIUgUKFIWIBHMTEU
MBIGA1UEBRMLMjA1NDczNjcxMTIXFTATBgNVBAoMDFRPQYBQRVJIVIFNBQzZENMASG
ALUEBWWETGItYTENMASGA1UECAWETGItY TELMAKGA1UEBhMCUEUwgglIMAOGCSqG
SIb3DQEBAQUAA4ICDWAWgQIKACICAQDH2yhbiGSoLNmzPISGVO/XYsEKnev3lyXq
2QI7bfUeboNjgSX1d7UkwnbJORIXpELDznglPemISLFPiBGNS2Lg+4PVD+BjmaCU
i8v8+233bPIkNRYfxKSapiEKTRG|DRiSxudWUTMG/mHFjYYeWaz9kbg/EeRNPQ8m
pdUVWC9tec10A82Bk9owveCOpdeBBDhx23P2C32hjveo19bD+029NFIAQurB1PoJ
GsxgNR3qGfNjh7IVn2KAQCoU15L PativY919J98rS0Q5GntiZI5GeyqHpe/MMOC3
JMG6jsgHF4brr2gBz+sdMc34tnihc4uH5aWQHdrB1RrQK3skge6WYOIn8HE6MkDe/
8XUE3JAX10U4Wnalskn+Ls2fsS7pSYuft+on6 TdhqnFhgFqwra6M88AUbpE/7T9Q
5X+zHSbTVO8CbVL2LzBDczwsF64qcuR/CSDN1F7J9hs8ZFhmK9UbevYYPABIVQRZ
r4uFN3+Dj4daboGO5SIcSXE2q8IB6KpBvcyBjDVZRMDIWW7FF2TKNOK+RIKZj22G
8+bWWn9wwnk2PpmmQ8COHuc1IWrgPeUYeZin1dHCE/TpwsDf8qLKgNc6virPh5ZR
93CmVUoEfzvkW8iM2b6f+U/sxkmTwn5J8TFownAE9OP3sITN1kh3PLVg3atg7p/t
auPiVvFvBQIDAQAB02MwY TAdBgNVHQ4EFgQUNMBg+NaHCf+qOS9UIPYa+FZtEgMw
DwYDVROTAQH/BAUWAWEB/zAfBgNVHSMEGDAWgBQOWGD410cJ/605L.1Qg9hr4Vm0S CxIF62ikQV6gkZxnudPiPTxbs22V7eWm4pek81
9EcuDaZ94JbR6ljRAcvomWXRIOr7izDRpiaeVGZsIrp+xmQq9cUGAOsIPRFLOXNE
79ZS0M22sHloCxhuXoYloyn2wYJJ

--END CERTIFICATE-

Certificate Service Provider Name (en): SECRETARIA DE GOBIERNO Y
TRANSFORMACION DIGITAL
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Trade name (en)
Information URI (en )

Service provider street
address (es)

Service provider street
address (en)

Service provider postal
code (es)

Service provider postal
code (en)

Service provider locality
(es)

Service provider locality
(en)

Service provider state
(es)

Service provider state
(en)

Service provider
country (es)

Service provider
country (en)

SGTD
HTTPS://WWW.GOB.PE/ECERNEP
JIRON CARABAYA CUADRA 1 LIMA

JIRON CARABAYA CUADRA 1 LIMA
08002

08002

JIRON CARABAYA SN CUADRA 1
JIRON CARABAYA SN CUADRA 1
LIMA

LIMA

PE

PE

CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificacién Nacional para el Estado Peruano, C=PE

Type
Status
Status starting time

CA/QC
undersupervision
2022-08-11T15:55:04.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from
Valid to
Subject

Public key

Subject key identifier

3
329960403073396156395565736400051808312003610220
SHA512withRSA

CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificacién Nacional para el Estado
Peruano, C=PE

Thu Jul 07 14:47:47 PET 2022
Mon Jul 01 14:47:46 PET 2047

CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificacién Nacional para el Estado
Peruano, C=PE

Sun RSA public key, 4096 bits
modulus:
59069141094734693388948111550198306871970003629916094755669186834411686
30493371142607213810344137867054040729761917676835839629349058248711032
52267862884304267022262650031200673474536488635842245695128374132033237
66707033955785935756050920583521069917936885156969465026991150309478275
34235378475889489975698365607620217658044558624257596006153363983959839
39643474898743677987436904397283053651439601414766598871112110636881397
09149450652672879296979410437466526943968048863281534131611516398091585
29671826439832912266368281740498614513000607726841459291656958846908247
64787814178133990897259002698212323483580919446000152035363842369632491
39855026710791511549217585209019477128183227030913664034216753966299346
66708716674671043425887575735026442040489365651577657712355899289721361
93460803394741902208214846950647986624261760098784597830812341468943460
91073655716263375118482876328246732638377870504129870514686939414730533
39230541721933171496350072305748546676007524115009061080227791453091608
28527332206455532290565129289054281914795419085196400576328831100968767
69020965658471150870090707269290407002868621912811908561388446196945630
01805523573824919142785487490064958101067875019491909799419214104582516
53716170371753362960456057
public exponent: 65537

3feec698c1ef841a087ebe6555aa001e95e03e27
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Authority key identifier ~ 0418301680143feec698clef841a087ebe6555aa001e95e03e27
Key usage

keyCertSign
cRLSign
Basic constraints CA=true; PathLen=2
SHA1 Thumbprint a6ab6377103a384ceea2bl7d2a7b28c7e5ceee9c

SHA256 Thumbprint €33d6a09352f98ba5cc9e358d44f3ed737e8c73f29e56656f96aa05a9d34da60

The decoded certificate:

[

[

Version: V3

Subject: CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificacion Nacional para el Estado Peruano, C=PE
Signature Algorithm: SHA512withRSA, OID = 1.2.840.113549.1.1.13

Key: Sun RSA public key, 4096 bits
modulus:
59069141094734693388948111550198306871970003629916094755669186834411686304933711426072138103441378670540407297619176768358396293490582487110325226786288430426702226265003120
06734745364886358422456951283741320332376670703395578593575605092058352106991793688515696946502699115030947827534235378475889489975698365607620217658044558624257596006153363
98395983939643474898743677987436904397283053651439601414766598871112110636881397091494506526728792969794104374665269439680488632815341316115163980915852967182643983291226636
82817404986145130006077268414592916569588469082476478781417813399089725900269821232348358091944600015203536384236963249139855026710791511549217585209019477128183227030913664
03421675396629934666708716674671043425887575735026442040489365651577657712355899289721361934608033947419022082148469506479866242617600987845978308123414689434609107365571626
33751184828763282467326383778705041298705146869394147305333923054172193317149635007230574854667600752411500906108022779145309160828527332206455532290565129289054281914795419
08519640057632883110096876769020965658471150870090707269290407002868621912811908561388446196945630018055235738249191427854874900649581010678750194919097994192141045825165371
6170371753362960456057
public exponent: 65537
Validity: [From: Thu Jul 07 14:47:47 PET 2022,

To: Mon Jul 01 14:47:46 PET 2047]
Issuer: CN=ECERNEP PERU CA ROOT 5, O=Entidad de Certificacién Nacional para el Estado Peruano, C=PE
SerialNumber: [  39cbefaa 8501941c 15f4def0 11d13cad 86a3466c]

Certificate Extensions: 6
[1]: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityinfoAccess [
[
accessMethod: calssuers
accessLocation: URIName: http://cdn.www.gob.pe/ecernep/root5/crt/ecernep5.crt
1
1

[2]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: 3F EE C6 98 C1 EF 84 1A 08 7E BE 65 55 AA 00 1E
0010: 95 EO 3E 27 >

1
1

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2

]

[4]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [2.5.29.32.0]

0]

1

[5]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[6]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 3F EEC6 98 C1 EF 84 1A 08 7E BE 6555 AA 00 1E ?.......... eU
0010: 95 EO 3E 27 >

1
]

1

Algorithm: [SHA512withRSA]

Signature:

0000: 42 3EEBBBOE 307D 5B B7 C6 E9 76 7D DO 10 F4 B>..
0010: B2 00 8ABB 02 67 2302 08 7B 45E4 15E9 COAL .....
0020: 27 F2 E5 E9 06 DA 6D 8D 24 8B 92D2BB 254487 ...
0030: 97 2F 71 DO 37 EE 2C 08 80 B3 63 5A CF AD C7 21 ./q.7. Z..!
0040: C8 41 EC4FAD 0478 C8 AAF3D27CE80BB8A7B .AO.X........
0050: 3C 6522 C30D CFC9FD 3416 F54407 EBE9 09 <e"....4.D
0060: 27 68 C8 59 00 52 8E 95 3E 61 8F 1A D8 7C DS E2 'h.Y.R..>
0070: EF 7CF1F7 2E 7D 6F 42 BC 7A904F 314058 CB ......
0080: 86 FC 4A D9 BE 67 6AF7 5128B52D60E7 A479 .J
0090: C1 D7 1D 2D EC 932529 DF A9 2F 3425B87244 ...-..
00AO0: A7 5B B2 1B 9B 44 50 09 84 9E 11 BC 57 34 3D 36 .[...DP....W4=6
00B0: E3EE59D2DC 1COD E8 54 B93886093AC46B ..Y....T.8...k
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00CO0: 94 78 29 22 8A 8C BE EB 8F BC OF F3 84 DC 55 6E .x)".
00D0: F9 A9 AB CD BD E5 4F FE C86113C3DC 7366 EF ...
00EO: 19 9F 79 DO 4D 10 0D F2 D5 59 F6 FF B2 5E B8 88 ..y.M...Y.. .
00F0: 7A A6 21 5C FB B7 A DA CB 29 AC A9 AEAC 74 95 z.
0100: 5E A5 1C 51 18 57 63 1B DF 98 79 39 2D 0B D8 12 "..Q.WC...y9-...
0110: 38 41 BO 73 66 CA 2A EE 4F 9A B9 D4 A0 A3 2E C3 8A.sf.*.0.
0120: F5 8B F7 C4 97 CD FO D1 30 BO 8E D6 FC 37 84 71 .0
0130: 8B 67 D1 3E 29 83 9F FO 98 B7 9A AC B8 91 5E 73 .g.>).
0140: 49 F5 D1 6B 84 D32C 9D 2E B3 F2 E0 A6 EO FD DE 1.k
0150: 76 63 F5 B3 1346 A3B0 9E 8D BF 9D CD 727511 vc. u.

0160: 23 53 E8 63 F7 2E C4 6B AF 75 96 85 F5 4B FO 9B #S.c..k.u..K..
0170: D2 C6 3E 6F D2 23 8E DE D7 D0 26 28 8A F2 5C 29 ..>0.#....&(..\)
0180: 36 4A 93 48 79 6A 64 A1 FB 14 F3 9D CC E1 8C 59 6J.Hyjd Y
0190: E3 10 BE BE C4 76 6F AF A9 DF5E D142 7C7CDO ..... vo..AB...
01A0: 2F 8B 8537 FFB9BOEB 7B 3ED1E696 DC61D7 /.7...>...a
01B0: A2 12 68 51 E4 9D B3 6E DA 2D C2 00 1C CO E7 98 ..hQ...
01C0:4981100C C4E7 5490 2B590B 64 F9175323 I....T.+Y.d.S#
01D0: 59 8C 84 9C BD 8960 A1 FDOBC280B403DC18 Y....."
01EO: 0C 24 84 36 E4 26 30 2C 57 1C 4D 3A FF 5F 17 05 .$.6.&0,W.
01F0: 2D 95 9A B4 8B 61 E1 D7 70 07 6A A3 A6 9C 85 E6 -...a.p.j.....

]
The cetrtificate in PEM format:

MIIGPzCCBCegAwIBAgIUOCcvvqoUBIBWVIN7WEdESrYajRmwwDQYJKoZIhveNAQEN
BQAWC|ELMAKGA1UEBhMCUEUXQjBABgNVBA0OMOUVuUdGIKYWQgZGUgQ2VydGlmawNh
Y2nDs24gTmFjaW9uYWwgcGFyYSBIbCBFc3RhZG8gUGVYydWFubzEfMBOGALTUEAWWW
RUNFUK5FUCBQRVJVIENBIFIJPT1QgNTAeFw0yMjA3MDcxOTQ3NDdaFwOONzA3MDEX
OTQ3NDZaMHIXCzAJBgNVBAY TAIBFMUIWQAYDVQQKDDIFbnRpZGFKIGRIIENICNRp
Zmlj)YWNpw7NulE5hY2lvbmFsIHBhcmEgZWwgRXNOYWRVIFBIcnVhbm8xHzAdBgNVCertificate Service Provider Name (en): DIGILINK S.A.C.
Trade name (en) DIGILINK S.A.C.
Information URI (en ) HTTPS://DIGILINK.PE

Service provider street  CALLE MAYORAZGO 149 URB CHACARILLA DEL ESTANQUE SAN BORJA
address (es)

Service provider street  CALLE MAYORAZGO 149 URB CHACARILLA DEL ESTANQUE SAN BORJA
address (en)

Service provider postal 15037
code (es)

Service provider postal 15037
code (en)

Service provider locality LIMA
(es)
Service provider locality LIMA
(en)
Service provider state LIMA
(es)
Service provider state LIMA

(en)
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Service provider
country (es)

Service provider
country (en)

PE

PE

CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6

Type
Status
Status starting time

CA/QC
undersupervision
2023-05-05T15:14:27.000Z

Service digital identity (X509)

Version

Serial number
Signature algorithm
Issuer

Valid from

Valid to

Subject

Public key

Subject key identifier
Authority key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

3

1417766617973444989252670301619537

SHA384withRSA

CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6
Tue Dec 09 19:00:00 PET 2014

Sat Dec 09 19:00:00 PET 2034

CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6

Sun RSA public key, 4096 bits
modulus:
60799298915816036139208031806578127454776241290454915931102661699501337
66788219808517235152336558541043148121817218060156492176352141915888736
17483597590273612331635101356385483637571315722826819292333139075043907
62379502189670633310917422060629593984572295509898867906185362595075436
18503966851990411741087884093961757824651154103921322730333090177272760
41068903992520895181595005384194687625438765017772929466300190968191096
71721024175366440582316275754502637631321639993535551243113481556308134
16848385261131370358739344217595180436784324070270950770653435966127021
27814717463063350760757931364590797731699978158329701718582685703286796
09731205729426373593193603942092558064661679146342246655772720287971066
28468451056810407315889731259160621493728985523917447170238499295379654
92643863859441837016563440416090559969523187904992273811388996172068951
01903199113337146288023288609316410398335116943909250676628146357018476
37692629407826106054924136207697390137420953676355568591935680380289075
75591760625722887334207073166511926204351494583621402252040629634564171
54330156805412268893678051664954439608716559911776977431251924465792377
22955532467237356117882318967469339818824327759622588705251541459218852
60420273073189801909832879
public exponent: 65537

ae6c05a39313e2a2e7e2d71cd6c7f07fc86753a0
041830168014ae6c05a39313e2a2e7e2d71cd6¢c7f07fc86753a0

keyCertSign

cRLSign

CA=true; PathLen=unlimited

8094640eb5a7alcall9c1fddd59f810263a7fbhdl
2cabeafe37d06ca22aba7391c0033d25982952¢c453647349763a3ab5ad6¢ccf69

Subject: CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6
Signature Algorithm: SHA384withRSA, OID = 1.2.840.113549.1.1.12

Key: Sun RSA public key, 4096 bits
modulus:

60799298915816036139208031806578127454776241290454915931102661699501337667882198085172351523365585410431481218172180601564921763521419158887361748359759027361233163510135638
54836375713157228268192923331390750439076237950218967063331091742206062959398457229550989886790618536259507543618503966851990411741087884093961757824651154103921322730333090
17727276041068903992520895181595005384194687625438765017772929466300190968191096717210241753664405823162757545026376313216399935355512431134815563081341684838526113137035873
93442175951804367843240702709507706534359661270212781471746306335076075793136459079773169997815832970171858268570328679609731205729426373593193603942092558064661679146342246
65577272028797106628468451056810407315889731259160621493728985523917447170238499295379654926438638594418370165634404160905599695231879049922738113889961720689510190319911333
71462880232886093164103983351169439092506766281463570184763769262940782610605492413620769739013742095367635556859193568038028907575591760625722887334207073166511926204351494
58362140225204062963456417154330156805412268893678051664954439608716559911776977431251924465792377229555324672373561178823189674693398188243277596225887052515414592188526042

0273073189801909832879
public exponent: 65537

Validity: [From: Tue Dec 09 19:00:00 PET 2014,

To: Sat Dec 09 19:00:00 PET 2034]
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Issuer: CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R6
SerialNumber: [ 45e6bb03 8333c385 6548e6ff 4551]

Certificate Extensions: 4
[1]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: AE 6C 05 A393 13 E2 A2 E7E2D71C D6 C7 FO 7F .I.
0010: C8 67 53 A0 .gS.

1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

1

[3]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

1

[4]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
0000: AE 6C 05 A393 13 E2 A2 E7E2D71C D6 C7 FO 7F .I.
0010: C8 67 53 A0 .gS.

1
1

1

Algorithm: [SHA384withRSA]

Signature:

0000: 83 25 ED E8 D1 FD 9552 CD 9E C0 04 A0 91 69 E6 .%.....R......i.
0010: 5C DO 84 DE DC AD A2 4F E8 47 78 D6 65 98 A9 5B \.
0020: A8 3C 87 7C 02 8A D1 6E B7 16 73 E6 5F C0 54 98 .
0030: D574BEC1CDE21191 AD23183DDDE17244 .t
0040: 96 B4 95 5E CO 7B 8E 99 78 16 43 13 56 57 B3 A2 ...
0050: B33B B577DC 4072 AC A3EB9B353EB10821 .;
0060: A1 E7 C443377932BE B5E79C2C4CBC4329 ..C7y2....,.L.C)
0070: 99 8E 30 D3 AC21 EOE3 1D FA D807 33765400 ..0..!......3vT.
0080: 22 2A B9 4D 20 2E 70 68 DA E553 FC 835C D3 9D "*M .ph..S..\..
0090: F2 FF 44 0C 44 66 F2 D2 E3 BD 46 00 1A 6D 02 BA ..D.Df....F.m..
00AO0: 25 5D 8D A1 3151 DD 54 46 1C 4D DB 99 96 EF 1A %]..1Q.TF.M.....
00BO: 1C 04 5C A6 15 EF 78 EO 79 FE 5D DB 3E AA 4C 55 .\..x.y.].>.LU
00CO: FD 9A 15 A9 6F E1 A6 FB DF 70 30 E9 C3 EE 42 46 ....0....p0...BF
00DO0: ED C2 930589 FA7D 63 7B 3F DO 71 81 7C 00 E8
00EO: 98 AE OE 78 34 C3 25 FB AF 0A 9F 20 6B DD 3B 13 ... .
00F0: 8F 12 8C E2 41 1A 48 7A 73 A0 77 69 C7 B6 5C 7F ....A.Hzs.wi..\.
0100: 82 C8 1E FE 58 1B 28 2B A8 6C AD 5E 6D CO0 05 D2 (+1 .
0110: 7B B7 EB 80 FE 25 37 FE 02 9B 68 AC 42 5D C3 EE ..... %7...h.B]..
0120: F5 CC DC FO 50 75 D236 69 9C E6 7B 04 DF 6E 06 ....Pu.6i.....n.
0130: 69 B6 DE 0A 09 48 59 87 EB 7B 14 60 7A 64 AA 69 i...HY...'zd.i
0140: 43EF 91 C74CEC 18DD 6C EF 532D 8C 99 E15E C...L..IS-."
0150: F2 72 3E CF 54 C8 BD 67 EC A4 OF 4C 45 FF D3 B9 .r>.T.
0160: 30 23 07 4C 8F 10 BF 86 96 D9 99 5A B4 99 57 1C 0#.
0170: A4 CCBB 158953 BA2C 050FE4C49E19B118 ...
0180: 34 D5 4C 9D BAED F7 1F AF 24 9504 78 A8 03 BB 4.L.
0190: EE 81 E5 DASF 7C 8B 4A A1907425A7B33E4B ...._
01A0: C8 2C 56 BD C7 CB EF 38 E25C92F079 F79C 84 .V..8\.y..
01B0: BA 74 2D 61 01 20 7TE 7E D1 F2 4F 07 59 5F 8B 2D .t-a....0.Y_.-
01C0: 4352 EB 46 0C 94 E1 F5 66 47 79 77 D5 54 5B 1F CR.F....fGyw.T[.
01DO0: AD 24 37 CB 45 5A 4E A0 44 48 C8 D8 B0 99 C5 15 .$7.EZN.DH......
01EO: 84 09 F6 D6 49 49 CO 65 B8 E6 1A 71 6E A0 A8 F1 le..qgn...
01F0: 82 E8 45 3E 6C D6 02 D7 O0A 67 83 055A C9 A4 10 ..E>l...g..Z...

]
The certificate in PEM format:

MIIFgzCCA2ugAwIBAgIORea7A4Mzw4VISOb/RVEWDQYJKoZIhveNAQEMBQAWTDEgG
MB4GALUECXMXR2xvYmFsU2InbiBSh290IENBICOgUjYXEzARBgNVBA0TCkdsb2Jh
bFNpZ24xEzARBgNVBAMT Ckdsbh2JhbFNpZ24wHhcNMTQxMjEWMDAWMDAWWhCNMzQx
MJEwMDAWMDAWW]BMMSAWHgYDVQQLExdHbG9iYWxTaWdulFIvb3QgQOEgLSBSNJET
MBEGA1UEChMKR2xvYmFsU2InbjETMBEGALUEAXMKR2xvYmFsU2InbjCCAIlwDQYJ
KoZlhveNAQEBBQADggIPADCCAgoCggIBAJUHEHPKZvnsFMp7PPcNCPGORQssgrRI
xutbPK6DUEGSMxSkb3/pKszGslhrxbaJOcay/xTOURQh7ErdG1rGlofuTToVBulk
ZguSgMpE3nOUTVONiX9PeGMIyBJQbUJIML025eShNUhqKGoC3GYEOfsSKVGRMIRXD
aNcOPIrFsmbVkJg3MQbFvuJtMgamHvm566gjuL++gmNQOPAYid/kD3n16qIfKtiw
LnvnvJO7bVPiISHYMEAc4/2ayd2F+40qMPKqOpPbzlUoSB239jLKJz9CgY XfIWHSw
1CM69106yqLbnQneXUQtkPGBzVeS+n68UARjNNIrkxi+azayOeSsJDa380+2HBNX
k7besvjihbdzorg1gkXy4J020W9UivFyVm4uiMVRQkQVIO6jXTIWmO50WgtH8wY2
SXcwvHE35absIQh1/0ZhFj931dmRI4QKbNQCTXTAFO390fuD8l4UoQSwC+n+70/h
bguyCLNhZglgsQY6ZZZZwPA1l/cnaKlOaEYdwgQgqomnUdnjgGBQCe24DWJfncBZ4n
WUx20Vvg+aWh2IMPOf/fMBH5hc8zSPXKbWQULHpYTONLCENFIWQaYw55PfWzjMpY
rZXCRXIuDocZXFSxZba/jivcE+kNb7gu3GduyYsRtYQUigAZcINSkZeR1Bonvzce
MgfYFGM8KEYVAgMBAAG|YzBhMA4GA1UdDWEB/WQEAWIBBjAPBgNVHRMBASEBTAD
AQH/MBOGA1UdDgQWBBSubAWjkxPioufilxzZWx/B/yGdToDAfBgNVHSMEGDAWgBSu
bAWjkxPioufilxzWx/BlyGdToDANBgkqhkiGOWOBAQWFAAOCAGEAgyXtENHIIVLN
nNSAE0JFp5IzQhN7craJP6Ed41mWYqVuoPId8AorRbreWe+ZfwFSY1XS+wc3iEZGt
I1xg93eFyRJa0lV7Ae46ZeBZDE1ZXs6KzO7V33EByrKPrmzU+sQghoefEQzd5Mr61
55wsTLXDKZmOMNOsleDjHfrYBzN2VAAIKrINIC5waNrlU/yDXNOd8vOEDERmSLL|
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VUYAGmMOCuiVdjaExUd1URhxN25mW7xocBFymFe944Hn+Xds+qkxV/ZoVqW/hpvvf
cDDpw+5CRu3CkwWJ+n1jez/QcYF8AOQIYrg54NMMI+68KnyBr3TsTixKM4kEaSHpz
oHdpx7Zcf4LIHV5Y GygrqGytXm3ABdJ7t+uA/iU3/gKbaKxCXcPu9czc8FB10jZp
nOZ7BN9uBmm23goJSFmMH63sUYHpkgmID75HHTOWY3WzvUy2MmeFe8nl+z1TIVWfs
PAIMRI/TUTA]BOYPEL+GItmZWrSZVxykzLsViVO6LAUP5MSeGbEYNNVMnNbrt9x-+v
JJUEeKgDu+6B5dpffltKoZB0JaezPkvILFa9x8jvOOJckvB595yEunQtYQEgn7R
8k8HWV+LLUNS60YMIOH1Zkd5d9VUWx+tIDfLRVpOOERIyNiwmcUVhAN21kIJwGW4
5hpxbgCo8YLORT5s1gLXCmeDBVrIpBA=

Certificate Service Provider Name (en): BMTECH PERU S.A.C.
Trade name (en) BMTECH PERU S.A.C.
Information URI (en) WWW.BMTECH.PE

Service provider street AV JUAN DE ALIAGA 457 PISO 15 MAGDALENA DEL MAR
address (es)

Service provider street AV JUAN DE ALIAGA 457 PISO 15 MAGDALENA DEL MAR
address (en)

Service provider postal 15076

code (es)

Service provider postal 15076
code (en)

Service provider locality LIMA
(es)

Service provider locality LIMA
(en)

Service provider state LIMA
(es)

Service provider state LIMA
(en)

Service provider PE
country (es)

Service provider PE

country (en)

CN=BMCERT Issuing CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE

Type CA/QC

Status undersupervision

Status starting time 2024-01-08T17:34:23.000Z

Service digital identity (X509)

Version 3

Serial number 425371093987495665044060296365740152784279575123

Signature algorithm SHA256withRSA

Issuer CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
Valid from Wed Oct 28 15:23:13 PET 2020

Valid to Sat Oct 24 15:21:07 PET 2037

Subject CN=BMCERT Issuing CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
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Public key

Subject key identifier
CRL distribution points

Authority key identifier
Key usage

Basic constraints

SHA1 Thumbprint
SHA256 Thumbprint
The decoded certificate:
[

[

Version: V3

Sun RSA public key, 4096 bits
modulus:
70083381767226833867259148913116894564556403503683151147170695353990145
22641414669753243365435307125708532822975228508029285365957006197118173
12451067281748027361473530562352951169111204068420384248809622965240439
48493684176588492562298385781027685308200341065917374808389743575669776
40883568836878128206718436783541877146004524714000871007477839746072373
44292978578467735352480749381434651027810388338979441896480204311608172
02059270751876295106657332763974673827121698714181004461693785980206190
83735228209845431626827348216850130444920292214992351892039761925839387
02744649331316576165492076427740627687431334170994137818619985188315332
28429984250486825204452091869538871166548535698748438699250334263864367
44408897444244785983652979379429812205599406596430865887048852455997454
49139244457633727058643426399782298498156087278545337743452583888405477
36738344513175375217075228978696317717599167938506488007624065779835132
75129217368562395163130104620552234130911483324448594569099478241913767
14869542120870116585498436877912176436883432110533695289641521611975779
97796843614239079905557493456916016145015432825665989057962179037815172
96082313324116259115513403775805878513361816267616107313905487966964127
64924269900770035966886087
public exponent: 65537

82a32680af81016d9d9767353b5193b759225399

http://crl.bmtech.pe/root/BMCERT_ROOT_CA.crl
http://crl1.bmtech.pe/root/BMCERT_ROOT_CA.crl
041830168014c6d389be0ac9tbh3ddfa9f19826de32fd025c668f

keyCertSign

cRLSign

CA=true; PathLen=unlimited

c0a02536be51e6cclad4ff894945f3cf25¢5¢523
586899b7b984ed86c617bcf5h8da59c155¢f9e2b02a052ab3fb7e7de27539ac8

Subject: CN=BMCERT Issuing CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

70083381767226833867259148913116894564556403503683151147170695353990145226414146697532433654353071257085: 9752285080292853659570061971181731245106728174802736147353056235
29511691112040684203842488096229652404394849368417658849256229838578102768530820034106591737480838974357566977640883568836878128206718436783541877146004524714000871007477839
74607237344292978578467735352480749381434651027810388338979441896480204311608172020592707518762951066573327639746738271216987141810044616937859802061908373522820984543162682
73482168501304449202922149923518920397619258393870274464933131657616549207642774062768743133417099413781861998518831533228429984250486825204452091869538871166548535698748438
69925033426386436744408897444244785983652979379429812205599406596430865887048852455997454491392444576337270586434263997822984981560872785453377434525838884054773673834451317
53752170752289786963177175991679385064880076240657798351327512921736856239516313010462055223413091148332444859456909947824191376714869542120870116585498436877912176436883432
11053369528964152161197577997796843614239079905557493456916016145015432825665989057962179037815172960823133241162591155134037758058785133618162676161073139054879669641276492

4269900770035966886087
public exponent: 65537

Validity: [From: Wed Oct 28 15:23:13 PET 2020,

To: Sat Oct 24 15:21:07 PET 2037]

Issuer: CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
SerialNumber: [ 4a824cae f6a78527 65e0fbfa a265d328 19141a53]

Certificate Extensions: 7
[1]: Objectid: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthoritylnfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: https://www.bmtech.pe/certs/BMCertChain.p7b

accessMethod: ocsp

accessLocation: URIName: https://ocsp.bmtech.pe

1
]

[2]: Objectld: 2.5.29.35 Criticality=false

AuthorityKeyldentifier [

Keyldentifier [

0000: C6 D3 89 BEOAC9FB 3D DFA9F19826 DE32FD ....... =..&.2.
0010: 02 5C 66 8F A

1
]

[3]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[
CA:true
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PathLen:2147483647
]

[4]: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:

[URIName: http://crl.bmtech.pe/root/BMCERT_ROOT_CA.crl]
, DistributionPoint:

[URIName: http://crl1.bmtech.pe/root/BMCERT_ROOT_CA.crl]
1

[5]: Objectld: 2.5.29.32 Criticality=false

CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.56440.1.1]

[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 30 68 74 74 70 73 3A 2F 2F 77 77 77 2E 62 6D .Ohttps://www.bm
0010: 74 65 63 68 2E 70 65 2F 72 65 70 6F 73 69 74 6F tech.pe/reposito

0020: 72 69 6F 2F 43 50 53 5F 42 4D 43 45 52 54 2E 70 rio/CPS_BMCERT.p

0030: 64 66 df

1, PolicyQualifierInfo: [
qualifieriD: 1.3.6.1.5.5.7.2.2
qualifier: 0000: 30 82 01 5A 1E 820156 004500 6C 00200075 0..Z..V.E.l. .u

0010:
0020:
0030:
0040:
0050:
0060:
0070:
0080:
0090:

00 73 00 6F 00 20 00 64
00 74 00 65 00 20 00 63
00 66 00 69 00 63 00 61
00 69 00 67 00 69 00 74
00 6D 00 70 00 6C 00 69
00 6C 00 20 00 63 00 6F
00 6D 00 69 00 65 00 6E
0020 00 61 00 63 00 65
00 69 00 F3 00 6E 00 20

0065 002000650073 .s.0..d.e..es
0065007200740069 .te..cer.ti
00 64 00 6F 00 20 00 64 .fi.c.a.d.o..d
00 61 00 6C 00 20 00 69 .i.g.i.tal. i
0063 006100200065 .m.p.lic.a..e
00 6E 00 6F 00 63 00 69 .I. .c.o.n.o.c.i
00 74 00 6F 00 20 00 79 .m.i.e.n.t.o..y
0070 007400610063 ..ac.e.ptac
00 64 00 65 0020 00 6C .i...n. .d.e. .|

00AO: 00 61 00 73 00 20 00 70 00 6F 00 6C 00 ED 00 74 .a.s. .p.o.l...t
00BO: 00 69 00 63 00 61 00 73 00 20 00 64 00 65 00 20 .i
00CO0: 00 63 00 65 00 72 00 74 00 69 00 66 00 69 00 63 .c.e.r.

00DO0:
00EO:
00FO0:
0100:
0110:
0120:
0130:
0140:

00 61 00 64 00 6F 00 20
0020 00 79 00 20 00 70
00 69 00 63 00 61 00 73
00 63 00 65 00 72 00 74
00 61 00 63 00 69 00 F3
00 50 00 53 00 29 00 20
00 61 00 20 00 63 00 65
00 69 00 63 00 61 00 64

00 28 00 43 00 50 00 29 .a.d.o. .(.C.P.)
007200 E1 00630074 ..y. pr.ct
0020 00 64 00 65 00 20 .i.cas..d.e.
00 69 00 66 00 69 00 63 .c.e.r.tific
00 6E 00 20 00 28 00 43 .a.c.i..n. .(.C
00 64 00 65 00 20 00 6C .P.S.). .d.e. .|
007200 74 00 69 00 66 .a. .C.e.r.tif
00 6F 00 72 00 6100 20 .i.c.ad.ora.

0150: 00 42 00 4D 00 43 00 45 00 52 00 54 00 2E .B.M.CER.T..
1

1

[6]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

]

[7]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: 82 A3 26 80 AF 81 01 6D 9D 97 67 35 3B 51 93 B7 ..&...m..g5;Q..
0010: 59 22 53 99 Y"S.

]

]

1
Algorithm: [SHA256withRSA]

Signature:

0000: 2D 85 47 B9 AA63 8B 15 C641F9 7166 76 76 1A -.G..c..Aqgfwv.
0010: C6 D4 32 2F 5997 7F CD 9A 17 C4337092DC 32 ..2/Y......3p..2
0020: 85 FB D5 1E 7C 5A 30 8D 79 05 B7 A9 D7 F2 C4 CO 0.

0030: 1D AC 1A 59 21 E0 6C OF 3F 7D 6E 81 225D 09 02 ...Y!.L.2.n
0040: A5 40 93 9C 4B A7 55 69 49 6F D4 D3 5F 91 D9 C1 .@..K.Uilo.._...
0050: 26 63 FF EB 40 B9 18 47 BC DA 92 15 6F 2F CO 0B &c..@..G....0/..
0060: 9C EB 85 BAAAOF 36 AC 3A73103CF0759D 31 .....6..s.<.u.l
0070: C332 F4 20 BA13 F3F8 C1 A0803551534AAA 2. .5QSJ.
0080: 45 FF 730D C1 679478 F1B7FF09 AFEAF391 E.s..g.x

63 1F 55 DF 3D 6C 03 ED A7 49 D6 77 1F 94 A3 1B c.U.=l...l.w....

0090:

00A0: D1 A7 CD 1A 72133C 34 7B59 C19FBB3AE9 1B ..r.<4.y.
00BO: CA 08 F6 36 AE 48 87 C3 C37A B0 720590 8F CO ...6.H...z.
00CO0: 11 E6 1D 1F 68 44 38 C7 B6 F0O 36 D7 5E CD 69 39 ....hD8...6.M.i9
00DO0: CF 86 F0 32 17 93 6C 03 01 8E D6 62 2E 71 89 82 b.q
00EO: A7 F5 8F 7C 8042 12 AB 33 1IEOB E8 3383 F4 AD .....

00F0: 09 FO 27 51 D6 A4 C4 F8 5F B577 04 99 7E 42 B0 ..'Q.

0100: C6 BO BC 3A 4D F8 E4 50 9F B1 05 F7 BE 06 55 A0

0110: 06 B2 67 95 D5 58 11 3B 6D 8A 88 1B 65 BC F9 D1 ..g..X.;m.
0120: E367 40 65 E1 6E 1C 38 F1AC 63 63 FD 29 A8 B9 .g@e.n.8..cc.)..
0130: 9E E0 A6 4D 5B D8 CE F2 FB 4D OE CB 2F FSEA DO ..M[...M../...
0140: 2A 95 32 85 4E D2 38 5E A7 57 F7 D6 F4 3502 D5 *2.N.8"W...5..
0150: 1D 13 55 A5 3B B8 CO D5 B5 D0 8A 99 89 053095 ..U.; .0.
0160: D4 8E 91 9F BE 8B DC 5E  C3 61 95 D4 29 7A AA 26 )z.&
0170: 41 5F EE 96 08 3A 61 30 5E A9 A4 9457 329D 18 A_....a0"..W2..
0180: 24 84 6C C39C DABA 2F CB56 9F 7D EF 73BAB2 $.I..../.V..s..
0190: 1E FA9C 76 33 98 9E 3E 18 1C 56 9D 71 69 68 04 ...v3..>..V.qih.
01A0: DE 4A 87 8A D2 B6 A9 6F 3E A32D 74 BA14F328 J....0>.-t..(

01B0: FE 1A 52 B8 08 23 50 D7 E2 AF 48 5D F7 09 6F C1 ..R..#P...H]..0.
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01CO0: A6 59 18 0D 2B 7F CO 5A 059B 03 OE 18 9C FC 8D .Y..+..Z.
01D0: C3 A3 0C ED A54096 DD B0 DO 13 C4 19 F4 955D ... @
01EOQ: 12 FE 7A 77 AO BC 59 A7 BB EB 8C 3A 4A 84 02 D6 ..zw..
01F0: 2D 2F 53 36 1B 1E 97 2B 99 B8 0B 84 68 85 C1 2E -/S6...+,

]
The cetrtificate in PEM format:

--BEGIN CERTIFICATE-----
MillajCCBIKgAwIBAgIUSoJMrvanhSdl4Pv6omXTKBKkUGIMwDQYJKoZIhveNAQEL
BQAWYTELMAKGA1UEBhMCUEUxXDTALBgNVBAgMBEXpbWEXDTALBgNVBACMBEXpbWEX
GzAZBgNVBAOMEKINVGVjaCBQZXJ1IFMuQS5DLJEXMBUGALIUEAWWOQK1DRVJIUIFIV
b3QgQOEWHhCNMjAXMDI4MjAyMzEZzWhcNMzexMDIOMjAYMTA3W]BKMQswCQYDVQQG
EWJQRTENMASGALUECAWETGItY TENMASGA1UEBWWETGItY TEbMBKGA1UECgwSQk1U
ZWNolFBIcnUgUy5BLKMUuMRowGAYDVQQDDBFCTUNFUIQgSXNzdWIuZyBDQTCCAIilw
DQYJKoZIhveNAQEBBQADggIPADCCAgoCggIBAKVIUR+01fSd44UxVPSZyMIAdMIi5
2ian4WK670dMjsYSLqyMEo3AT+N4GrGDBjKa7e9ASovINwY2xQUhT3uChsMxrN8h
Kp5UDA0TqfjwwW8ynzQk8cKgOvCmIEE8tZe/voFW/uvm7b6nwgBBABhOPFNrQvWYO
0+2RdPyn5T3rR3dFzIVgL5aho3HGakICF8h1uDOIBZWsfbe TpE4kw5sFOpsfnLk2 KKwYBBAGDUHgBATCCAaowPAY IKwYBBQUHAgEWMGhOdHBz
0i8vd3d3LmJtdGVjaC5wZS9yZXBvc2|0b3JpbydDUFNfQk1DRVIULNBKZJCCAWYG
CCsGAQUFBWICMIIBWh6CAVYARQBSACAAdQBzAGSBAIABKAGUAIABIAHMAJABIACAA
YWBIAHIAJABPAG YAaQBJAGEAZABVACAAZABPAGCAaQBOAGEADAAGAGKADQBWAGWA
aQBjAGEAIABIAGWAIABJAG8AbgBVAGMAaQBtAGKAZQBUAHQAbWAGAHKAIABhAGMA
ZQBWAHQAYQBJAGKABWBUACAAZABIACAADABhAHMAIABWAGBADADIAHQAaQBJAGEA
cWAGAGQAZQAJAGMAZQBYAHQAaQBMAGKAYWBhAGQADWAGACIAQWBQACKAIABSACAA
CABYAOEAYWBOAGKAYWBhAHMAIABKAGUAIABJAGUACGBOAGKAZgBPAGMAY QBJAGKA
8WBUACAAKABDAFAAUWAPACAAZABIACAAbABhACAAYWBIAHIAJABPAGYAaQBJAGEA
ZABVAHIAYQAQAEIATQBDAEUAUgBUAC4wcgYDVROfBGswaTAyoDCglLoYsaHROcDov
L2NybC5ibXRIY2gucGUvem9vdCICTUNFUIRfUKIPVFIDQS5jcmwwM6AX0C+GLWhO
dHAG6LY9jcmwxLmJtdGVjaC5wZS9yb290L0INQOVSVFISTO9UXONBLmMNybDAdBgNV
HQ4EFgQUggMmgK+BAW2dI2c101GTt1kius5kwDgYDVROPAQH/BAQDAJEGMAOGCSQG
SIb3DQEBCWUAA4ICAQAthUe5qmOLFcZB+XFmdnYaxtQyL1mXf82aF8QzcJLcMoX7
1R58WjCNeQW3qdfyxMAdrBpZIleBsDz99boEiXQkCpUCTNEUNVWIIbITTX5HZWSZ]
[+tAURhHVNgSFW8vwAuUc64W6qg82rDpzEDzwdZ0xwzLO0ILoT8/jBolATUVNKgkX/
cw3BZ5R48bf/Ca/q85FjH1XfPWwD7adJ1ncflKkMb0afNGnITPDR7WcGfuzrpG8ol
9jauSIfdDw3qwcgWQj8AR5h0faEQ4x7bwNtdezWk5z4bwMhe ThAMBtZiLnGJgqfl
J3yAQhKrMx4L6DOD9K0J8CAR1qTE+F+1dwSZfkKwxrC80k345FCfsQX3vgZVoAay
Z5XVWBET7bYQqIG2W8+dHjZ0BI4W4cOPGsY2P9KaisnuCmTVvYzvL7TQ7LL/Xq0CqV
MoVOO0jhep1f31vQ1AtUdEIWIO7jA1bXQipmJIBTCV1I6RN76L3F7DYZXUKXqqJkFf
7pYIOMEwXgmkIFcynRgkhGzDnNg6L8tWn33vc7qyHvacdjOYnj4YHFadcWIoBN5K
harStqlvPgMtdLoU8yj+GIKACCNQ1+KvSF33CW/BplkY DStwFoFmwMOGJz8{cOj
DO2IQJbdsNATxBnOIVOS/np3oLxZp7vriDpKhALWLS9TNhselyuZuAuEalXBLg==

CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
Type CA/QC

Status undersupervision

Status starting time 2024-01-08T17:14:59.000Z

Service digital identity (X509)

Version 3

Serial number 689633183581942725133292627351136352631189817478

Signature algorithm SHA256withRSA

Issuer CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
Valid from Wed Oct 28 15:21:07 PET 2020

Valid to Sat Oct 24 15:21:07 PET 2037

Subject CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
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Public key

Subject key identifier
Authority key identifier
Key usage

Basic constraints
SHA1 Thumbprint
SHA256 Thumbprint

The decoded certificate:
[

[
Version: V3

Sun RSA public key, 4096 bits
modulus:
80053978727546551914343035698310965021666702123734598452872906514048605
21458969776632305019907355625820104407704091500995983222577542632489294
85717536770105239845753260576744897345622576385594084196425561389170190
66225542673473226633810673107893241950519340040267952665678760637363847
38366348773958176496691560719446960722887695227877785179172574615969073
28783147345125973087493471053561727945765286680697535515570798986234449
77717003416478567938255497325865997916044955914132709854408502058369166
49240869267893291841225962776101385703298780892302673291330808518605334
41340597921973609397403837790731174272595122772703035117647055891485521
78753927335385653573689468879390171752195934352629314930018477701805413
81105411012506160296751946525523063080718959980387095984685259477683422
50291166136469478173221652387224703915567071014398139212859704588624661
69475549338649920188837864059649714952432177861173544381065381710814107
76601873900028325136096977489438313338670583404667516682975368139117142
08148655546007787741552835067790842784155766543495234196542533219664738
97101627206890635529461944934371299252608090622495341386824982710305898
26974999820019207576567576810336296747517184672928103544881876573404549
97629685100862140758573507
public exponent: 65537

€6d389be0ac9fh3ddfa9f19826de32fd025c668f
041830168014c6d389be0ac9fb3ddfa9f19826de32fd025c668f

keyCertSign

cRLSign

CA=true; PathLen=unlimited

99b7a2862ce4f72a05181601c513alc24b8dfa34
2227929b9b1d6c32494e1cc961d320dfd3a5517156¢1cd72209345222700e1c6

Subject: CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 4096 bits
modulus:

80053978727546551914343035698310965021666702123734598452872906514048605214589697766323050199073556258201044077040915009959832225775426324892948571753677010523984575326057674
48973456225763855940841964255613891701906622554267347322663381067310789324195051934004026795266567876063736384738366348773958176496691560719446960722887695227877785179172574
61596907328783147345125973087493471053561727945765286680697535515570798986234449777170034164785679382554973258659979160449559141327098544085020583691664924086926789329184122
59627761013857032987808923026732913308085186053344134059792197360939740383779073117427259512277270303511764705589148552178753927335385653573689468879390171752195934352629314
93001847770180541381105411012506160296751946525523063080718959980387095984685259477683422502911661364694781732216523872247039155670710143981392128597045886246616947554933864
99201888378640596497149524321778611735443810653817108141077660187390002832513609697748943831333867058340466751668297536813911714208148655546007787741552835067790842784155766
54349523419654253321966473897101627206890635529461944934371299252608090622495341386824982710305898269749998200192075765675768103362967475171846729281035448818765734045499762

9685100862140758573507
public exponent: 65537

Validity: [From: Wed Oct 28 15:21:07 PET 2020,

To: Sat Oct 24 15:21:07 PET 2037]

Issuer: CN=BMCERT Root CA, O=BMTech Peru S.A.C., L=Lima, ST=Lima, C=PE
SerialNumber: [ 78cc38b2 99b4562¢ 8379e6h9 1fd0e6a5 123e4886]

Certificate Extensions: 5
[1]: Objectld: 2.5.29.35 Criticality=false
AuthorityKeyldentifier [

Keyldentifier [
0000: C6 D3 89 BEOAC9FB3D DFA9F19826 DE32FD ....... =..&2.
0010: 02 5C 66 8F A8

1
1

[2]: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CAtrue

PathLen:2147483647

]

[3]: Objectld: 2.5.29.32 Criticality=false
CertificatePolicies [

[CertificatePolicyld: [1.3.6.1.4.1.56440.1.1]
[PolicyQualifierInfo: [

qualifierlD: 1.3.6.1.5.5.7.2.1

qualifier: 0000: 16 30 68 74 74 70 73 3A 2F 2F 77 77 77 2E 62 6D .Ohttps://www.bm
0010: 74 65 63 68 2E 70 65 2F 72 65 70 6F 73 69 74 6F tech.pe/reposito
0020: 72 69 6F 2F 43 50 53 5F 42 4D 43 45 52 54 2E 70 rio/CPS_BMCERT.p

0030: 64 66 df

1, PolicyQualifierinfo: [
qualifierlD: 1.3.6.1.5.5.7.2.2

qualifier: 0000: 30 82 01 5A 1E 82 0156 004500 6C 00200075 0.Z..V.E.l. .u
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0010:
0020:

00 73 00 6F 00 20 00 64
00 74 00 65 00 20 00 63

0065 002000650073 .s.0..d.e..es
0065007200740069 .te..cer.ti

0030: 00 66 00 69 00 63 00 61 00 64 00 6F 00 20 00 64 fi.c.a.d.o..d
0040: 00 69 00 67 00 69 00 74 00 61 00 6C 00 20 00 69 .i i
0050: 00 6D 00 70 00 6C 00 69 00 63 00 61 00 20 00 65 .m.p.li.c.a..e

0060:
0070:
0080:
0090:
00AO0:
00BO:
00CO0:
00DO0:
00EO:
00FO0:
0100:
0110:
0120:
0130:
0140:
0150:

1
1

00 6C 00 20 00 63 00 6F
00 6D 00 69 00 65 00 6E
0020 00 61 00 63 00 65
00 69 00 F3 00 6E 00 20
00 61 00 73 00 20 00 70
00 69 00 63 00 61 00 73
00 63 00 65 00 72 00 74
00 61 00 64 00 6F 00 20
0020 00 79 00 20 00 70
00 69 00 63 00 61 00 73
00 63 00 65 00 72 00 74
00 61 00 63 00 69 00 F3
00 50 00 53 00 29 00 20
00 61 00 20 00 63 00 65
00 69 00 63 00 61 00 64
00 42 00 4D 00 43 00 45

00 6E 00 6F 00 63 00 69 .I. .C.0.n.0.C.i
00 74 00 6F 0020 00 79 .m.i.e.n.to. .y
00700074 00 61 00 63 . .a.c.e.ptac
00 64 00 65 00 20 00 6C .i...n. .d.e. |
00 6F 00 6C 00 ED 00 74 .a.s. .p.o.l...t
0020 00 64 00 65 00 20 .i.c.as..d.e.
00 69 00 66 00 69 00 63 .c.e.r.tific
00 28 00 43 00 50 00 29 .a.d.o. .(.C.P.)
007200 E1 00630074 ..y. pr.ct
0020 00 64 00 65 00 20 .i.cas..d.e.
00 69 00 66 00 69 00 63 .c.e.r.tific
00 6E 00 20 00 28 00 43 .a.c.i..n. .(.C
00 64 00 65 00 20 00 6C .P.S.). .d.e. .|
007200 74 00 69 00 66 .a. .C.e.r.tif
00 6F 00 72 00 6100 20 .i.c.ad.ora.
0052005400 2E  .BM.CERT.

[4]: Objectld: 2.5.29.15 Criticality=true
KeyUsage [
Key_CertSign
Crl_Sign

1

[5]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [
Keyldentifier [

0000: C6 D3 89 BEOAC9FB 3D DF A9 F198 26 DE32FD ..

0010: 02 5C 66 8F

1
]

1

Algorithm: [SHA256withRSA]
Signature:

0000:
0010:
0020:
0030:
0040:
0050:
0060:
0070:
0080:
0090:
00AO0:
00BO0:
00CO:

24 5D E5 DC 5B 8F 13 A8
7055 D6 0B CO 03 5C FE
D9 1C 72 64 8A 18 OE 4A
79 8D 64 56 6B 88 D5 7A
38 7TA FC C6 FC 81 31 06
ED B7 A3 84 2A 62 39 07
4B 5824 B9 A17C 1B ES
FO FB C543 AE C8 CO 10
6F A9 OF 38 B7 56 7D B6
D5 3B 5E 44 B7 64 0B D3
9D 73 AF 06 4C 33 7TE C8
ES5 8981 38 8B 8A 17 30
76 4F BC 89 0B 61 24 D2

A

OF 3F 78 72 AE 3292 CC $]..[.
7A 95 B6 9C C0 22 50 EA pU P.
04 5C 90 14 4E 9A 47 6E .rd...J.\.N.Gn
6C B8 B9 20 58 A4 E5 80 y.dVk..zI.. X...
1EBF 5042 ED CCFDOC 8z...1..PB....
C4 7D E0 07 F2 E7 EB 20 ....*b9.
1D 11 E4 83 3C 9B 80 C2 KX$.
79 35 9B A3 8E 30 02 39 ...0.!
BO35F7579B207617 0..8.V..5.W. V.
52 67 E8 F6 A7 953D E7 .;"D.d..R .
04 0A 47 3C 32 D0 04 4F .s..L3....G<2..0
D5 07 EA 1A D8 83 F6 EF ...8...0.

28 4D 9D DB 2D D8 F4 49 vO...a$.(M
20A53B 051546 E945 DBDB550CD1D0O8EB4 .,.F.E.U..
CB 1A 59 EB CFDAE98A 916BB7E7DF D10706 ..Y....k
A146 1138 F06A9A33 2D C49F BOCE 7D D702 .F
082038C9914BC684 11ED 16 78 BDEB 2838 .8.K...x..(8
5B ACA2107459 D038 1179 CD 96 DF 5220 CO [..tY.8.y..R.
E9D1F47571F6 E413 586026 CEF593C4F1 ..ug..X &.....

00DO0:
00EO:
00FO0:
0100:
0110:
0120:

0130: 1IC 00 E301 D5B04B C2 FE 17 C7 91 DAE488AE ... Koot
0140: FF 96 C3 DA 21 ECB33C 0477 A2 AE 250B 20 4E ....!.<w..%. N
0150: CB 84 54 4C C6 37 FB 44 3353 31 83 33 D6 D4 BF ..TL.7.D3S1.3...

0160:
0170:
0180:
0190:
01A0:
01BO0:
01Co0:
01DO0:
01EO:
01FO0:

155047 A08B 61 1A 35 B7C5217D 732CE698 .PG..a5..!
0A602E22F23599E1 3DB29E60DC3313C2 .
04 A7 60 BEEB CC 5243 6305EBF226672F7B ..".
ECEC49ADD1E98621 D4F3D320C2901024 .1
61 0F E9 928C DC 039D 8B C6 0D F5 BB B0 5B 3C a.
51 A6 E36D B8 A8C27D 94BA39622B320055 Q..m
C29B8C4D 19B5A095 1B 07 2B B548 D595 C6 ..M.
670D 36 31 E1 3B6C 94 31 CD D6 C9B636 C7D6 g.6
E6 B2 EB 1D 8E 94 FA AF 40 FA 46 3C 2E D9 88 4F
745B D7 E79A9E 1195 83 CD 9203 E2 8E 40 27 {[............

1
The certificate in PEM format:

MIIHhjCCBW6gAWIBAgIUeMw4spmOViyDeea5SHIDmMpRI+SIYWDQYJKoZIhveNAQEL
BQAWYTELMAKGA1UEBhMCUEUxXDTALBgNVBAgMBEXpbWEXDTALBgNVBACMBEXpbWEX
GzAZBgNVBAOMEKINVGVjaCBQZXJ1IFMuQS5DLEXMBUGALIUEAWWOQk1DRVJIUIFIv
b3QgQOEWHhCNMjAXMDI4MjAYMTA3WhcNMzcxMDIOMjAYyMTA3W]BhMQswCQYDVQQG
EWJQRTENMASGALUECAWETGItYTENMASGA1UEBWWETGItY TEbMBKGA1UECgwSQk1UPDF document generated on Mon Jan 08 14:24:41 PET 2024, page 157
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a/HFgmi8CzwWv+eZU9D88HHeT3001+YelTxXUSm4AWHXzsCWnz0p1MXtk+sRvFdID
KwgaC5B++YQOYzA+GO1QTKIrxICOgKaB49ygMJIW796a/Cw+TwqtTWOVOFS4DcdXhi
3+IG7WaB50HDAgMBAAGjgglOMIICMDAPBgNVHRMBAfSEBTADAQH/MB8GA1UdIWQY
MBaAFMbTib4Kyfs936nxmCbeMvOCXGaPMIIBywYDVROgBIIBWjCCAb4wggG6Bgor
BYEEAYO4eAEBMIIBGjA8BggrBgEFBQCCARYwaHROCHM6Ly93d3cuYm10ZWNoLnBI
L3JIcG9zaXRvemlvLONQU19CTUNFUIQucGRmMMIIBaAYIKwYBBQUHAgIlwggFaHolB
VgBFAGWAIAB1AHMAbWAGAGQAZQAgGAGUACWBOAGUAIABJAGUACYBOAGKAZgBPAGMA
YQBKAGBAIABKAGKAZWBPAHQAYQBSACAAaQBtAHAADABPAGMAY QAgAGUAbAAGAGMA
bwBUAGBAYWBPAGOAaQBIAG4AdABVACAAeQAgAGEAYWBIAHAAJABhAGMAaQDzAGAA
IABKAGUAIABSAGEACWAgAHAAbwBSAOOAdJABpAGMAYQBZACAAZABIACAAYWBIAHIA
dABpAGYAaQBjAGEAZABVACAAKABDAFAAKQAGAHKAIABWAHIA4QBJAHQAaQBJAGEA
CWAgAGQAZQAGAGMAZQBYAHQAaQBMAGKAYWBhAGMAaQDzAGAAIAACAEMAUABTACKA
IABKAGUAIABSAGEAIABJAGUACgBOAGKAZgBpAGMAYQBKAG8ACgBhACAAQYUBNAEMA
RQBSAFQALjAdBgNVHQ4EFgQUxtOJvgrl+z3fqfGY Jtdy/QJcZo8wDgYDVROPAQH/
BAQDAJEGMAOGCSqGSIb3DQEBCWUAA4ICAQAKXeXcW48TqA8/eHKuMpLMcFXWC8AD
XP56lbacwCJQ6tkccmSKGASKBFYQFE6aR255]WRWa4jVemy4uSBYpOWAOHr8xvyB
MQYev1BC7¢z9D02304QqYjkHxH3gB/Ln6yBLWCS50Xwh5ROR5IM8m4DC8PVFQ67I
WBBS5NZUjjjACOW+pDzi3Vn22sDX3V5sgdhfVO15Et2QL01In6PanI T3nnXOvBkwz
fsgECkc8MIAET+WJgTiLihcw1QfqGtiD9u92T7yJC2EKOIhNNdst2PRIIKU7BRVG
6UXb21UM0OdCOtMsaWevP2umKkWu359/RBwahRhE48GqaMy3En7DOfdcCCCA4yZFL
Xx0QR7RZ4vesoOFusohBOWdA4EXnNIt9SIMDpOfR1cfbkE1hgls71k8TxHADAdWw
S8L+F8eR2uSIrv+Ww9oh7LM8BHeiriULIE7LhFRMxjf7TRDNTMYMz1tS/FVBHolth
GjW3xSF9cyzmmApgLiLyNZnhPbKeYNwzE8IEp2C+68xSQ2MF6/ImZy9770xJrdHp
hiHU89MgwpAQJIGEP6ZKM3AOdi8YN9buwWzxRpuNtuKjCfZS60WIrMgBVwpuMTRm1
0JUbByu1SNWVxmcNNjHhO2yUMc3WybY2x9bmsusdjpT6rOD6Rjwu2YhPdFvX55qe
EZWDzZID405AJw==

----- END CERTIFICATE-----
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